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1 概述 

1.1   背景 

RG-SMP+ Portal  
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Perl  Apache  uPortal  Ruby Web  

 CAS Apache 2.0
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图2-2 SAML 协议框架体系 
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○ HTTP Redirect Binding SAML HTTP 302  

○ HTTP POST Binding SAML base64 Form  

○ HTTP Artifact Binding SAML artifact HTTP  
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X.509 SAML Bindings IDP

URL SP  

 (Authentication Context) 

SP IDP Authentication 

Context  

2.  工作原理 

RG-SourceID IDP SP Binding  

 IDP Binding SP IDP HTTP-POST HTTP-Redirect

HTTP-POST-SimpleSign  

 SP Binding IDP SP HTTP-POST HTTP-Artifact HTTP-

POST-SimpleSign  

(HTTP-Redirect+HTTP-POST)  

图2-3 HTTP-Redirect+HTTP-POST 模式流程图 
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(5) IDP SAML Response post SP  

(6) SP  

(7)  

2.1.3  OAUTH2.0 

1.  基本概念 

OAUTH

 

图2-4 OAUTH 2.0 交互过程图 

 

 

 (Resource Owner) 

 

 (Resource Server) 

 

 (Client) 

 

 (Authorization Server) 
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(4)  

(5) token  

(6) token  

(7)  

2.2   认证方式配置 

2.2.1  CAS 协议配置 

[ ]>>[ ] SSO CAS

 

图2-5 认证方式配置入口 

 

 

参数说明： 

 redirectUrl: CAS https://sso.xxx.xx.xx/cas/login  

 validateUrl: CAS service ticket https://sso.xxx.xx.xx/cas/p3/serviceValidate  

 logoutUrl:  http://sso.xxx.xx.xx/cas/logout  

https://sso.xxx.xx.xx/cas/login
https://sso.xxx.xx.xx/cas/p3/serviceValidate
http://sso.xxx.xx.xx/cas/logout
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图2-6 CAS 协议配置 

 

 

2.2.2  OAUTH 协议配置 

[ ]>>[ ] SSO

OAUTH  

参数说明： 

 authUrl: OAUTH  http://sso.xxx.xx.xx/cas/oauth2.0/authorize  

 tokenUrl: token https://sso.xxx.xx.xx/cas/oauth2.0/accessToken  

 profileUrl: token  https://sso.xxx.xx.xx/cas/oauth2.0/profile  

 logoutUrl: http://sso.xxx.xx.xx/cas/logout  

 profileId:  id  

 AppID: id  

 AppSecret:  

http://sso.xxx.xx.xx/cas/oauth2.0/authorize
https://sso.xxx.xx.xx/cas/oauth2.0/accessToken
https://sso.xxx.xx.xx/cas/oauth2.0/profile
http://sso.xxx.xx.xx/cas/logout
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图2-7 OAUTH 协议配置 

 

 

2.2.3  SAML 协议配置 

[ ]>>[ ] SSO  

CAS  

参数说明： 

 EntityID SAML service provider id  

 Retrieval URL identity provider metadata url  

 logoutUrl  

图2-8 SAML 协议配置 
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2.3   配置 Portal、自助、管理端
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图2-11 自助配置认证方式 

 

 

2.3.3  配置管理端认证方式 

[ ]>>[ ]>>[ ]  

图2-12 管理端配置认证方式 

 

 

3 典型应用 

3.1   管理端对接标准第三方单点登录系统 

(1)  
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图3-1 开启认证方式 

 

 

(2)  

图3-2 选择认证方式 

 

 

(3)  
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图3-3 登录页面效果 

 

 

图3-4 选择 SSO 

 

 

3.2   自助端使用第三方登录系统和 Office 365 

(1)  
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图3-7
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