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3 API

3-1
URL
i £ n i} /ssoloauth2.0/accessToken
T 1 A3 U’ /smpplus/api/public/v1/list/users
T pit1 A /smpplus/api/public/vl/list/onlineUsers
TATNI A&
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4-3

By 1n-~ ! A 0 ZrGEDs Z1 [

4-4

(6) /Er HTTP 0 ¥WOT ve b ApiPost 7 i £1 AV Z71ID>Z7 L[ t naccess_tokene a
tokenZ 3 U1 1t AA! vas.l n

° Header Bearer token

e token 2 /sso/oauth2.0/accessToken token
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4-5

access_token

4.2
4.2.1

(1) A APl £ SMP+0OnN # @ N IPi

“wA T & T IPlp WAEr b On+ 1niPo!
L1
SMP+ IP 172.28.118.15

4.2.2

Ms AAAT ZTHYHTTP= HTTPS 31 HTTPS 3~ G=1 HTTP 30" ©
4.2.3

Yyn oWl £ EA” x /smpplus/api/public/

yn o oAE
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4-1

Bearer {access_token} 74z yni
Authorization Header String [i Ao ¥ W {access_token} ! p
n . A&

4-6 ApiPost

4.4
4.4.1

NT A a1 11 A +J" biT A”X
4.4.2

NI A 0 1T +Jd"bi AT Y
4.4.3

i £ 090G + J' Ab' codej w2001 , ~ T APl £ | code! { w404 412 500M
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5.1

APIT N JoEzZ T IDs Z71 [ n
0" A UEAuthorizationE 4 ¢ T 1 THY Ni
urly /sso/oauth2.0/accessToken

d LAY POST

0 Headera Content-Type1 3 x multipart/form-data

£

access_token®Iid @ Q ” x access_token

N 0y Nni £ 'HHttpStatusm 4011

access_token

" access_token @7 1

43 3 HvQ

€ access_token 6’

i 2 A n

client_secret

2.
grant_type Body String client_credentialsi d h &
RG-SMP+WJ | JAMsS
client_id Body String A s Fl OGEZ 7
ID
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HttpStatus Code: 200
Body:
{

"access_token": "AT-7-
"token_type": "bearer"

r-bs-HK6SwYQ2gg I FSEvXgAyl--FtCtm™,

RG-SMP+1 nWJ i £

}
4.
HttpStatusoss bix
401 nmwW o s 1 client_id= client_secret
400 0OTH v Q sT THv Qo &
tn o+ ok

6 RG-SMP+

6.1
6.1.1
1.
x0T T AZUS
POST
URL /smpplus/api/public/v1/list/users
Content-Type application/json
1 pageNum= pageSize“Yh 1 Ty
Key userinfoQuery
2.
userName Body String € TAR L4 Y
userFullName Body String € TARVE L MY
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T A1 31
userType Body Enum € Oox " 1Ay
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6.1.2

userType Body.data.results | String T A1 3

status Body.data.results | String T AT

userGroupld Body.data.results | Integer T A" 41D

userGroupName | Body.data.results | String TAT A

creator Body.data.results | String TA e. dK

createTime Body.data.results | Long TA e, d&H A

expireType Body.data.results | String TA Q13

expireTime Body.data.results | Long TAQH 1 QISR D -

Qb Hhép ©

pit A
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POST
URL /smpplus/api/public/v1/list/onlineUsers
Content-Type application/json
1 pageNum= pageSize"’Yh! ~ Ty
Key onlineDetailQuery
2.
userName Body String € TAR 14T Y
userFullName Body String € TAvVE L MW
_ _ 41 MAC, 9 . @MACG A, J
terminalMac Body String € i
Y}
_ _ A IPv4, 9 RSE D GEIPF Al 47
terminallPv4 Body String €
7]
pageSize Body Integer € r™Q 1 201 n &, h [1,100]
pageNum Body Integer e ‘ o 1 n 6, bl 2147483]
{

11
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pageSize Body.data Integer d° P~ Q
total Body.data Integer J/OTT EpLE e OQ
results Body.data Array Q4

id Body.data.results String T 'Ap 1 sessionlD
userName Body.data.results String T A®
userFullName Body.data.results String T ARE
terminalMac Body.data.results String 4 1 MACs X%
terminallPv4 Body.data.results String 4 M IPv4ds x
naslPv4 Body.data.results String NAS IPv4s x
accessType Body.data.results String AN 13
accessTime Body.data.results String i 41 H
onlineDuration Body.data.results String E Tpi1H

{
"code": 200,
"data": {
"pageNum™: 1,
"pageSize™: 10,
"results": [
{
"accessTime": "2025-03-12 18:54:41",
"accessType": " ",
"id": "67d167f092408b0001fa8a74",
"nasIPv4™: "192.168.54.236",
"onlineDuration”: "0 5Ne 35 *,
"terminal IPv4™: "172.17.113.30",
“terminalMac™: "12-B9-74-25-B1-8F",
"userFul IName": "a**",
"userName": "aaa"
}
1.
"total": 1
}
"message": "ok"
}
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6.1.3

x0T ep71 A

POST

URL

13
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3.

code Body Integer te0ts ,l 200 "G
200 " A1 AW

message Body String i & 0"6 GEHe

data Body Map t Gy Ny k

pageNum Body.data Integer 9"

pageSize Body.data Integer 9 r™Q

total Body.data Integer JVOTT épEE e OQ

results Body.data Array t° QA4

id Body.data.results String e ID

userld Body.data.results Long T 'AID

userName Body.data.results String T A®

userFullName Body.data.results String T ARe®

macAddr Body.data.results String MACs X

validateEnd Body.data.results String ep> ABH

blackListTips Body.data.results String :dlﬁ‘-d)i A ' H

creator Body.data.results String "HA K

registerType Body.data.results String e D |—qr 013

14






Ms AAAL £E&ET 7 RG-SMP+1 NWJ { £

16



Ms AAAL £E&ET 7 RG-SMP+1 NWJ { £

period Body Enum [t
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POST

URL

/smpplus/api/public/v1/listtadminOps

Content-Type

application/json

1 lastld= pageSizel i L HYT YRS
Key adminLogQuery
2.
"HA 1y Ooen DH Al 4. = «
operateStartTime Body Long N
EamVMH %0
"HAp 6@ ABH Al 4. o
operateEndTime Body Long N
EamVMH % LongGiin 2 ©
operateUserld Body String "HAT AL 4w
_ HAA 31! B roA 0
operateType Body String R .
elay 14 W
clientlpAddress Body String "HA HGEP, 90 VIFF At d4° W
) "HAHGE b1 &7 s 1 J' 1 4w
operateMenu Body String
pageSize Body Integer r™Q 1 200 n 6, h[1,20]
) i T e e idw  E
lastld Body String .
4 WM H + v
{

19
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6.2.2

x0T T A A" 4O

POST

/smpplus/api/public/v1/list/onlineDetails

application/json

1 lastld> pageSizel i tj "HYT  Yh®

21
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{

"userName": "name",

"userFul IName": "userFul IName",

"terminalMac": "08-BF-B8-2B-CD-82",

“terminal IPv4™: "172.17.113.21",

"pageSize": 1,

“lastld": "67c078f6db90e700015766bc"
}
3.

i & 9"d 1200 "4l
code Body Integer L
200 " Al AW

message Body String i £ 018 W
data Body Map t Gy Ny k
lastld Body.data Integer 0 v Qa lastld
pageSize Body.data Integer 0" r~Q
total Body.data Integer JVOTT épEE e OQ
rasalts Body.data Array Q4
id Body.data.results String n0 elD
userName Body.data.results String i A1 A
userFullName Body.data.results String i A7 AReE
accessType Body.data.results String T ARVA 13
terminalMac Body.data.results String T Ad 41 MAC
terminallPv4 Body.data.results String T AL 41 1IPV4
naslPv4 Body.data.results String NAS IPv4
userType Body.data.results String T A1 3

22
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userFullName Body String TARE LMY
, , H4 4 MAC, 0 3F . GIMAC
terminalMac Body String . )
A, 4 v
_ _ HA M IPv4, 9 RF . GEIF
terminallPv4 Body String ~ i
Al M4 YW
pageSize Body Integer r-e 200 n o, g
[1,100]
lastld Body String

24
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accessType Body.data.results String € AN 13
nodeAreald Body.data.results String € ‘A sniID
nodeArea Body.data.results String € A sne
terminalMac Body.data.results String € T A 4 MAC
terminallPv4 Body.data.results String € T A 41 1Pv4
authTime Body.data.results String € H
failCause Body.data.results String € St
{
"code": 200,
"data": {
"lastld": ",
"pageSize": 1,
"results": [
{
"authTime™: "2025-03-12 19:26:27",
"failCause": "Portal authentication failed. Cause: g A user
(gcl), terminal IP (172.17.113.57), terminal MAC (7299a263266€) o1,

"id": "67d16f63f6d4a1000110b41c",
"terminal IPv4": "172.17.113.57",
"terminalMac": """,

"userName™: "gcl",

"userFul IName": ",

"nasIPv4™: ",

"accessType™: ",

"nodeAreald": "",

"nodeArea":

1.
"total": 23

}

"message": "ok

25
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6.3

6.3.1

26
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AL EET RG-SMP+1T N WJ i £
"userName™: "'

}

3.

code Body Integer 0t 6“ 1200 Tt
200 Al aWw

message Body String I £ 05 G

data Body Map t Gy Nk

lastld Body.data Integer 0 v Qa lastld

pageSize Body.data Integer 0 r™Q

total Body.data Integer 17T 111 @ e0Q

results Body.data Array b Q4

id Body.data.results String 10 elD

userName Body.data.results String

userFullName Body.data.results String

macAddr Body.data.results String

mabRange Body.data.results String

ssid Body.data.
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6.3.2

" x N1 A= MAC}Fq ny Ja
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mabNets

ssids

Body.list

Body.list

Array

String

29

v @il A v Qi E mabRange
"Op "Yh SSIDb Hwo ! 1 ! A

N WIRED_NETI &4 A A

M WIRELESS_NETI 4 4 A
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data Body Array
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3.
B i £ T8 1200 "G
code Body Integer i R
200 Al AW
message Body String i i £ 018 W
{
"code": 200,
"message": "ok"
}
7-1
1000000 Internal Server Error Ml "E aWiL €1 Mha
. - SMP+a J U411 i Q8 R 1 i A
1000001 ep Jatnki A N N b _
Eda ¥ M ep Jatf A
1010001 TNni £IDQQmwM dvVQ X v QRAEIDQRQ
1010002 1Tni £A o ., Qi @D AR T NBETHA
. o PEqr MZEaGl 561 XN
1010003 1Tni £, 313QQ aWw .
v aQ
1010004 Tni £ Jv6aw Q VvV QI 0B Vv Q1 3
. L Q Vv QA EMAG Al T Y W
1020005 TNl EMACQQF AaWw N
M wNeg EY e <
1020006 TNni £MACQQ N ¢ VV QA BB ¢ MACQQ
1020001 T 1 EAQO Aaw Q VvV QI 0T vV Q13
i . L péql MZi £EMZ E 4 &, %5 &1
1020002 T 1 A&, 343Q0Q aw .
XNw v Q
1020003 T 1 Ep 9 Qi HT 1 £abp Q
. . L Q Vv QAEMAC Al i w
1020004 T 1 AEMACQQ) AaWw N
M wNeg EY ¢
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R 1 i £E4

. L Q Vv QALEP Al Y weN

1020005 i I £ QQIFF Aa W ¢
€.

1020006 IDF Aj* . QO éqMZi £ VEA o WY
v YaaGauMst i A R ¢« RT®EaJ @ = S|
iZ£1° p ®DATABEI L Nj hp! | £a N EA R ! 3
@p e4
(1) J RG-SMP+¥  smpplus-mda4 T @I e

/home/ruijie/ruijie-smpplus/smpplus-mda/conf

@ "o

/ruijie/ruijie-smpplus/smpplus-mda/conf

J @ T x api.blacklist.yml

vim api.blacklist.yml

o

o

o

Th jeéepgrt, Ay

Qc

Gt1nki Ao T Yamf Air & M. A®!
GTogkyoQi Ed

i A7 Keyx "1 @y Al AL v

33
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