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1.1

Console Telnet
Secure Shell SSH

1.1.1 Console
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Username: admin
Pazsword:

IP 192.168.1.200
” “ telnet 192.168.1.200"

admin

3) “ show user”

it show uszers
Line iz con B.
Connection is

from Console.

User name iz admin.
Privilege is 15.

BT - ey

Anc@ Amn R Lacsa® =2 44 o

ime is @ dav @ honr A min 14 sern.

(dle time is A day @

=- T-m= . 3 ==

T om= .= P s om=o -

hour B min A secn.,

1.1.3 SSH

SSH / SSH
SSH SSH
1) PUTTY “ Host Name or IP address ”
IP 192168.1.200 [Open]
2) admin
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1.2

1.2.1

1)

2)

VLAN

1.2.2

Console
enable

Telnet

Virtual Local Area Network VLAN

configure terminal
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disable

exit

logout




1G

VLAN

1G

(config-if)#

VLAN interface
Switch(confi  <ifname>
g-if-vlan)#
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1.3

CLI CLI
CLI
write show version

vlan <vlan-id> instance <instance-id>vlan
<vlan -id>
CLI

vlan <vlan-id> <vlan-

id> show interface [ifname] [ifname]

1.3.1

1) show version

2) T vlan <vlan-id>

3) “0 show vlan [<vlan-
id>] e show [vlan-id]

4) aRiy
“ " “ spanning-tree link-type {point-to-point
| shared} “ point-to-point”  “ shared”
5) CLI CLI
CLI

shvr show version

1.3.2

CLI

1) o«
Switch(config)#?

2) “«o

Switch#show ?

3) “«o
Switch#show ver?

4) “ Tab”

5) “ Tab”
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1.3.3 “ no”

“ ”

no
no

no
no shutdown
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0

5
[level <level number>]
0~15 15
<password>

2.1.4 web privilege group <groupname> level {configRoPriv | configRwPriv |

statusRoPriv | statusRwPriv} <privilege level>

Web

web privilege group <groupname> level {configRoPriv | configRwPriv |
statusRoPriv | statusRwPriv} <privilege level>

<Group name>

Web Web “ Aggregation” * DHCP”
“ DHCPv6_Client” “ Debug” “ Diagnostics” “ ERPS” “ Green_Ethernet”
13 IP"H
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2.1.6 ip http <secure-server>

HTTPS HTTPS

ip http <secure-server>

2.1.7 ip http <secure-redirect>

HTTPS HTTPS

ip http <secure-redirect>

2.1.8 access management

acess management

2.1.9 access management <id> <vlan id> <start_ip_addr> to

<end_ip_addr> {all | snmp | telnet | web}

access management <id> <vlan id> <start_ip_addr>to <end_ip_addr> {all | snmp

| telnet | web}
<id>
ID 1~16
<vlan id>
VLAN ID
<start_ip_addr>
IPv4

<end_ip_addr>
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IPv4
application's type
all
snmp SNMP
telnet Telnet/SSH
web Web

2.1.10 port-security

port-security

2.1.11 port-security aging

port-security aging

2.1.12 port-security aging time <time value>

port-security aging time <time value>

<time value>
10~10000000 3600

2.1.13 port-security

port-security
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2.1.14 port-security maximum <number_of_addr>

MAC

port-security maximum <number_of_addr>

<number_of addr>
MAC 1~1024 4

2.1.15 port-security violation {protect | shutdown | trap | trap-

shutdown}

port-security violation {protect | shutdown | trap | trap-shutdown}

{protect | shutdown | trap | trap-shutdown}
protect
shutdown
trap SNMP
trap-shutdown SNMP

2.1.16 ip arp inspection

ARP ARP

ip arp inspection

2.1.17 ip arp inspection vian <vlan_list>

VLAN ARP

ip arp inspection vlan <vlan id>

<vlan_list>
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ARP VLAN
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2.1.25 ip verify source translate

ip verify source translate

2.1.26 ip verify source

P P

ip verify source

2.1.27 ip verify source limit <number_of_limit>

ip verify source limit <number_of_limit>

2.1.28 show users

show users

2.1.29 show ip ssh

SSH

show ip ssh
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2.1.30 show web privilege group level

Web

show web privilege group level

2.1.31 show ip http server secure status

HTTPS

show ip http server secure status

28/129



2.2

2.2.1 hostname <host_name>

Hostname <host_name>

<host_name>

- 255
2.2.2 interface vlan <vlan_list>
VLAN
interface vlan <vlan_list>
<vlan_list>
VLAN 1~4095
2.2.3ip address <ipv4_addr> <ipv4 _netmask>
VLAN IPv4 VLAN P

192.168.1.200 255.255.255.0
ip address <ipv4_addr> <ipv4_netmask>
VLAN
<ipv4_addr>
VLAN IPv4
<ipv4_netmask>

IPv4 IPv4
0~30

2.2.4ip address dhcp

DHCPV4 Client DHCPV4 Client
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ip address <ipv4_addr> <ipv4_netmask>

VLAN

2.2.5 ip address dhcp fallback <ipv4_addr> <ipv4_netmask>

timeout <uint>

DHCP IPv4 IP
ip address dhcp fallback <ipv4_addr> <ipv4_netmask> timeout <uint>

VLAN
<ipv4_addr>
IP address
<ipv4_netmask>
IPv4 IPv4
0~30
<uint>
DHCP IPv4
IP DHCP
0~4294967295

2.2.6 ntp

NTP NTP

ntp

2.2.7 ntp server <index number> ip-address { ipv4 _ucast |
Ipv6_ucast}
NTP IPv4  IPV6
ntp server <index number> ip-address { ipv4_ucast | ipv6_ucast}

<index number>
NTP ID 1~5
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{ipv4_ucast | ipv6_ucast}
NTP IPv4d  IPv6

2.2.8 reload cold

reload cold

2.2.9 reload default

reload default

2.2.10 reload defaults keep-ip

reload default keep-ip

2.2.11 show version

show version

2.2.12 show system {cpu | led} status

show system {cpu | led} status
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{cpu|led}
cpu CPU
led

2.2.13 show logging

show logging

2.2.14 show logging <logging_id>

show logging <logging_id>

<logging_id>
ID 1~4294967295

2.2.15 show logging {error |
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2.2.17 logging host <ipv4_ucast>

IPv4

logging host <ipv4_ucast>

2.2.18 logging level {error | informational | notice | warning}

logging level {error | informational | notice | warning}

{error | informational | notice | warning}

error 3 Error(3)

warning 4 Warning(4)

notice 5 Notice(5)

informational 6 Informational(6)
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2.3

2.3.1 show running-config

show running-config

2.3.2 dir

Flash

dir

2.3.3 more <url_file>

more <url_file>

<url_file>
Flash TFTP <flash:filename |
tftp://server/path-and-filename>

2.3.4 copy {url_file | running-config | startup-config} [syntax-

check]

copy {url_file | running-config | startup-config} [syntax-check]

{url_file | running-config | startup-config}
url_file Flash TFTP <flash:filename

| tftp://server/path-and-filename>
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running-config
startup-config
[syntax-check]

2.3.5 delete <url_file>

Flash

delete <url_file>

<url_file>
Flash <flash:filename>

2.3.6 firmware swap

firmware swap

2.3.7 firmware upgrade <url_file>

firmware upgrade <url_file>

<url_file>
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<ipv4_addr>
IPv4
interval

<second>
0~30
repeat
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1)
2)
3)
4) LLDP
5)
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<line>
256  ASII

3.1.5 excessive-restart

16
16
16

excessive-restart

3.1.6 frame-length-check

EtherType/Length

frame-length-check

3.1.7 media-type {dual | rj45 | sfp}
Combo / Combo

media-type {dual | rj45 | sfp}

{dual | rj45 | sfp}

dual &
ras RJ45
sfp SFP

3.1.8 mtu <1518-9600>

1518

mtu <15.27 123.74 Tm[(5)11(18)] TIBE6102D6>11
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up

3.2

3.2.1 aggregation format {dmac | ip | port |[smac}

aggregation format {dmac | ip | port |smac}

{dmac | ip | port | smac}

dmac MAC
ip IP

port IP

smac MAC

3.2.2 aggregation group <unit>

aggregation group <unit>

<unit>
ID 1~13

3.2.3 lacp system-priority <1-65535>

LACP
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lacp

3.2.5 lacp key {<1-65535> | auto}

LACP key 1~65535 key LACP
key 10 Mbps  key 1 100 Mbps
key 2 1000 Mbps  key 3 LACP key
key

lacp key {<1-65535> | auto}

<1-65535>
Key value
auto
key

3.2.6 lacp port-priority <1-65535>

LACP 1~65535 LACP

lacp port-priority <1-65535>

<1-65535>
LACP

3.2.7 lacp role {active | passive}

LACP LACP LACP

lacp role {active | passive}

{active | passive}
active LACP
passive LACP
LACP
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3.2.8 lacp timeout {fast | slow}

LACP LACP 1
LACP 30

lacp timeout {fast | slow}

{fast | slow}
fast LACP 1
slow LACP 30

3.2.9 show aggregation

show aggregation

3.2.10 show aggregation format

show aggregation format

3.2.11 show lacp {internal | neighbor | statistics | system-id}

LACP /

show lacp {internal | neighbor | statistics | system-id}

{internal | neighbor | statistics | system-id}

internal LACP

neighbor LACP
statistics LACP

system-id LACP
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3.3.5 loop-protect action [log] [shutdown]

loop-protect action [log] [shutdown]

[log]

[shutdown]

3.3.6 loop-protect tx-mode

loop-protect tx-mode

3.4 LLDP

3.4.1 lldp holdtime <2-10>

LLDP 2~10
LLDP LLDP

lIdp holdtime <2-10>

3.4.2 lldp timer <5-32768>

LLDP 5~32768

LLDP LLDP

lldp timer <5-32768>
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<5-32768>
LLDP 5~32768

3.4.3 lldp transmission-delay <1-8192>

LLDP 1~-8192 2 IP
LLDP LLDP

lldp transmission-delay <1-8192>

<1-8192>
LLDP 1~8192

3.4.4 lldp reinit <1-10>

LLDP 1~10 2
LLDP LLDP LLDP LLDP
LLDP LLDP LLDP

lldp reinit <1-10>

<1-10>
LLDP 1-10

3.4.5 lldp med datum

LLDP-MED Datum LLDP-MED Datum
WGS84

lIdp med datum {nad83-mllw | nad83-navd88 | wgs84}

{nad83-mllw | nad83-navd88 wgs84}
nad83-
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3.4.6 lldp med fast <1-10>

LLDP LLDP

lldp med fast <1-10>

<1-10>
LLDP

3.4.7 lldp med location-tlv {floors <meters or floors> | meters
<meters or floors>}

LLDP-MED -2097151.9 2097151.9 0

lldp med location-tlv {floors <meters or floors> | meters <meters or floors>}

{floors <meters or floors> | meters <meters or floors>}
floors
meters

3.4.8 lldp med location-tlv elin-addr <ELIN number>

Location TLV
ELIN 0

lldp med location-tlv elin-addr

3.4.9 lldp med location-tlv latitude {north <degree> | south

<degree>}

LLDP-MED 0.0000~90.0000 0

lldp med location-tlv latitude {north <degree> | south <degree>}
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{north <degree> | south <degree>}
north
south

3.4.10 lldp med location-tlv longitude {east <degree> | west

<degree>}

LLDP-MED 0.0000~180.0000 0

lldp med location-tlv longitude {east <degree> | west <degree>}

{east <degree> | west <degree>}
east
west

3.4.11 lldp med media-vlan-policy <policy_id> {guest-voice |
guest-voice-signaling | softphone-voice | streaming-video |
video-conferencing | video-signaling | voice | voice-signaling}

{tagged | untagged} <vlan_id> |2-priority <0-7> dscp <0-63>

lldp med media-vlan-policy <policy_id> { guest-voice | guest-voice-signaling |
softphone-voice | streaming-video | video-conferencing | video-signaling | voice |
voice-signaling} {tagged | untagged} <vlan_id> I2-priority <0-7> dscp <0-63>

<policy_id>
VLAN ID 0~-31

{guest-voice | guest-voice-signaling | softphone-voice | streaming-video | video-
conferencing | video-signaling | voice | voice-signaling}

guest-voice

guest-voice-signaling

softphone-voice

streaming-video

video-conferencing

video-signaling
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voice
voice-signaling
{tagged | untagged}

tagged VLAN Tagged

untagged VLAN Untagged
<vlan_id>

VLAN ID

[2-priority

L2 L2 0
dscp

DSCP DSCP DSCP

3.4.12 lldp cdp-aware

LLDP CDP LLDP CDP LLDP CDP
CDP CDP LLDP LLDP
CDP
CDP CDP
CDP CDP
LLDP LLDP CDPTLV TLV LLDP
TLV CDP CDP TLV  LLDP
CDP TLV LLDP
ID ID
CDP
LLDP
ID ID

CDPTLV LLDP “ ? “
” LLDP 13 ”
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3.4.14 lldp transmit

LLDP LLDP

lldp transmit

3.4.15 lldp tlv-select {management-address | port-description |
system-capabilities | system-name}
LLDP TLV LLDP TLV
lldp tlv-select {management-address | port-description | system-capabilities |

system-name}

{management-address | port-description | system-capabilities | system-name}
management-address / IP
port-description /
system
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3.4.17 lldp med transmit-tlv [capabilities | location | network-
policy ]
LLDP-MED TLV Type Length Value

lldp med transmit-tlv [capabilities | location | network-policy ]

[capabilities | location | network-policy ]

capabilities TLV
location TLV
network-policy TLV

3.4.18 lldp med type {connectivity | end-point}

LLDP-MED LLDP-MED connectivity
LLDP-MED connectivity
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monitor session 1 source cpu [both | rx | tx]

[both | rx | tx]

both CPU
rx CPU
tx CPU

3.5.3 monitor session 1 sour interface <port_type>

<port_type_list> [both | rx | tx]

monitor session 1 sour interface <port_type> <port_type_list> [both | rx | tX]

<port_type>

*

GigabitEthernet 1G
<port_type_list>

[both | rx | tx]

both CPU
rx CPU
tx CPU

3.5.4 monitor session 1 source vlan <vlan_list>

VLAN

monitor session 1 sour vlan <vlan_list>

3.5.5 monitor session 1 source remote vlan <vlan_list>

VLAN

monitor session 1 sour vlan <vlan_list>
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3.5.8 monitor session 1 intermediate interface <port_type>

<port_list>

MAC

monitor session 1 intermediate interface <port_type> <port_list>

<port_type> <port_list>

3.5.9 monitor session 1 intermediate remote vlan <vlan_list>

VLAN

monitor session 1 intermediate remote vlan <vlan_list>

<vlan_list>
VLAN VLAN 200
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1) VLAN
2) MAC
3) QoS
4) IP
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4.1 VLAN

4.1.1 vlan <vlan_list>

VLAN VLAN 1

vlan <vlan_list>

<vlan_list>
VLAN 1~4095

4.1.2 switchport mode {access | hybrid | trunk}

VLAN

switchport mode {access | hybrid | trunk}

{access | hybrid | trunk}

access Access Access
1 VLAN Access VLAN Access Tagged
Untagged Untagged Access Access VLAN
Tag Tagged VLAN ID VLAN ID
VLAN ID VLAN ID VLAN ID
VLAN ID VLAN
ID VLAN ID VLAN ID Tag
VLAN ID VLAN ID
trunk Trunk VLAN VLAN
Trunk Tagged Untagged
Untagged Trunk Native VLAN Tag
Tagged VLAN ID VLAN ID
VLAN ID VLAN ID
VLAN ID VLAN ID Tag VLAN
ID VLAN ID Tag
VLAN ID VLAN ID
hybrid Hybrid
VLAN Hybrid
Trunk Trunk Hybrid
Hybrid VLANTag C-tag S-tag S-Ctag
Tag
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4.1.6 switchport trunk vlan tag native

Trunk VLAN  Tag Trunk
VLAN

switchport trunk vlan tag native

4.1.7 switchport hybrid acceptable-frame-type <all | tagged |

untagged>

Hybrid Hybrid

switchport hybrid acceptable-frame-type <all | tagged | untagged>

<all | tagged | untagged>

all
tagged Tagged
untagged Untagged

4.1.8 switchport hybrid allow vlan <vlan_list> [add <vlan_list> |

all | exc>11<18D51B>11<01C4>] TET49Lang €n-USp> BC B0 048 142.78 33¢



4.1.9 switchport hybrid egress-tag <all [except-native] | none>

Hybrid Tag

switchport hybrid egress-tag <all [except-native] | none>

<all [except-native] | none>

all Tag
except-native Native VLAN Tag Tag
none Tag

4.1.10 switchport hybrid ingress-filtering

Hybrid Access Trunk

switchport hybrid ingress-filtering

4.1.11 switchport hybrid native vlan <vlan_id>

Hybrid VLAN Hybrid VLAN  VLAN1
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4.1.14 switchport forbidden vian <add | remove> <vlan_list>

VLAN
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4.1.17 vlan protocol {eth2 {<ethertype> | arp | at |ip | ipx} | llc
<dsap> <ssap> | snap { <OUI> | rfc-1042 | snap-8021h <pid>}}
group <group_id>
VLAN VLAN
vlan protocol {eth2 {<ethertype> | arp | at | ip | ipx} | llc <dsap> <ssap> | snap

{ <OUI> | rfc-1042 | snap-8021h <pid>}} group <group_name>

eth2 {<ethertype>|arp | at]|ip | ipx}

<ethertype> 0x0600~0xffff
arp ARP
at AppleTalk
ip IP
ipx IPX
llc <dsap> <ssap>
dsap 1 0x00~0xff
ssap 1 0x00~0xff
snap { <OUI> | rfc-1042 | snap-8021h <pid>}
oul oul IEEE 6
“OXX-XX-XXT X 0x00~0xff
PID ID oul 000000 PID SNAP
EtherType Oul
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4.1.19 switchport vlan mapping <group_id>

VLAN VLAN

switchport vlan mapping <group_id>

<group_id>
VLAN ID 1~26
VLAN VLAN VLAN ID
VLAN
VLAN
VLAN VLAN
VLAN ID 1~26
VLAN ID
1 VLAN 1

4.1.20 pvlan <range_list>

VLAN Private VLAN PVLAN VLAN
VLAN VLAN VLAN VLAN
VLAN

pvlan <range_list>

<range_list>
VLAN 1~

4.1.21 pvlan isolation

VLAN

pvlan isolation

4.1.22 voice vlan

Voice VLAN Voice VLAN MSTP Voice VLAN
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voice vlan

4.1.23 voice vlan aging-time <aging_time>

Voice VLAN Voice VLAN
Voice VLAN Voice VLAN
2

voice vlan aging-time <aging_time>

<aging_time>
Voice VLAN 10~10000000

4.1.24 voice vlan class <0-7>

Voice VLAN CoS

voice vlan class <0-7>

<0-7>
Voice VLAN CoS 0~7

4.1.25 voice vlan vid <vlan_id>

Voice VLAN ID Voice VLAN ID PVID
Voice VLAN ID VID PVID

voice vlan vid <vlan_id>

<vlan_id>
Voice VLAN ID 1~4095

4.1.26 voice vlan oui <oui_value>

Voice VLAN Organizationally Unique Identifier OUI
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16 Oul

voice vlan oui <oui_value>

<oui_value>
Oul IEEE 6
OXX-XX-XX" X

4.1.27 switchport voice vlan format <auto | disable | force>

Voice VLAN Voice VLAN disable

switchport voice vlan format <auto | disable | force>

<auto | disable | force>

auto VolP
Voice VLAN

disable Voice VLAN

force Voice VLAN

4.1.28 switchport voice vlan security

Voice VLAN Voice VLAN MAC
10 Voice VLAN

switchport voice vlan security
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lidp LLDP
oui Oul

4.2 MAC

4.2.1 mac address-table aging-time <0,10-1000000>

MAC MAC 300
mac address-table aging-time <0,10-1000000>

<0,10-1000000>
MAC 0 10~1000000
300 0 MAC

4.2.2 mac address-table learning vlan <vlan_list>

VLAN MAC VLAN MAC
mac address-table learning vlan <vlan_list>

<vlan_list>
VLAN ID 1~4095

4.2.3 mac address-table static <mac_addr> vlan <vlan_list>

interface {* | GigabitEthernet <port_type_list>}

MAC 64 MAC

mac address-table static <mac_addr> vlan <vlan_list> interface {* |
GigabitEthernet <port_type_list> }

<mac_addr>
MAC
<vlan_list>
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VLAN ID 1~4095
{* | GigabitEthernet <port_type_list>}

*

GigabitEthernet 1G

4.2.4 mac address
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4.3 QoS

4.3.1 qos map cos-dscp <0-7> dpl <0-1> dscp <0-63>

CoS Drop Precedence Level DPL DSCP

gos map cos-dscp <0-7> dpl <0-1> dscp <0-63>

<0-7>

CoS 0~7
<0-1>

DPL 0~1
<0-63>

DSCP 0~63

4.3.2 gos map dscp-classify <0~63>

DSCP

gos map dscp-classify <0-63>

<0-63>
DSCP 0~63

4.3.3 gos map dscp-cos <0~63> cos <0-7>

DSCP CoS

gos map dscp-cos <0-63> cos <0-7>

<0-63>
DSCP 0~63
<0-7>
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gos map dscp-egress-translation <0-63> <0-1> to <0-63>

<0-63>
DSCP 0~63
<0-1>
DPL 0~1
<0-63>

DSCP 0~63

4.3.5 gos map dscp-Ingress-translation <0-63> to <0-63>

DSCP
gos map dscp-Ingress-translation <0-63> to <0-63>
<0-63>
DSCP 0~63

<0-63>
DSCP 0~63
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QCE ID

Interface
QCE
DMAC
MAC
any
unicast
multicast
broadcast
SMAC
MAC

MAC
MAC
MAC
MAC
MAC

MAC
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4.3.7 qos gce refresh

QCE

gos qce refresh

4.3.8 gos cos <co0s:0-7>

CoS CoS
CoS 0
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DPL
QCL DPL

gos dpl <dpl:0-1>

<dpl:0-1>
DPL 0~1

4.3.11 qos dscp-classify {any | selected | zero}

DSCP DSCP

gos dscp-clssify {any | selected | zero}

{any | selected | zero}

any DSCP

Zero 0 DSCP DSCP

selected DSCP DSCP DSCP
DSCP

4.3.12 qos dscp-remark {remap | remap-dp | rewrite}

DSCP DSCP

gos dscp-remark {remap | remap-dp | rewrite}

{remap | remap-dp | rewrite}

remap DSCP DPL
DSCP DSCP
remap-dp DSCP DPL
DSCP
rewrite DSCP DSCP

4.3.13 gos dscp-translate

DSCP DSCP

gos dscp-translate
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4.3.14gqos map cos-tag cos <cos:0-7> dpl <dpl:0-1> pcp
<pcp:0-7> dei <dei:0-1>
CoS Tag

gos map cos-tag cos <cos:0-7> dpl <dpl:0-1> pcp <pcp:0-7> dei <dei:0-1>

<co0s:0-7>

CoS 0~7
<dpl:0-1>

DPL 0~1
<pcp:0-7>

PCP 0~7
<dei:0-1>

DEI 0~1

4.3.15 qos tag-remark {mapped | pcp <pcp:0-7>}
Tag

gos tag-remark {mapped | pcp <pcp:0-7>}

{mapped | pcp <pcp:0-7>}

mapped CoS DPL PCP DEI
pcp PCP
<pcp:0-7> PCP

4.3.16 qos map tag-cos pcp <pcp:0-7>dei <dei:0-1> cos <cos:0-

7> dpl <dpl:0-1>
Tagged

gos map tag-cos pcp <pcp:0-7> dei <dei:0-1> cos <cos:0-7> dpl <dpl:0-1>
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<pcp:0-7>

PCP 0~7
<dei:0-1>

DEI 0~1
<co0s:0-7>

CoS 0~7
<dpl:0-1>

DPL 0~1

4.3.17 qos pcp <pcp:0-7>

PCP PCP

qos pcp <pcp:0-7>

4.3.18 qos policer <policer_rate> {fps | kbps | kfps | mbps |
flowcontrol}
QoS

gos policer <policer_rate> {fps | kbps | kfps | mbps | flowcontrol}

<policer_rate>
100~3276700 Kbps  1~3276 Mbps

{fps | kbps | kfps | mbps | flowcontrol}

fps fps
kbps Kbps
kfbps kfbps
mbps Mbps
flowcontrol
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<shaper_rate>
100~3281943 Kbps  1~3128 Mbps
{kbps | mbps}

kbps Kbps
mbps Mbps
4.4 IP

4.4.1 ip igmp snooping
IGMP Snooping IGMP Snooping

ip igmp snooping

4.4.2 ip igmp snooping vlan <vlan_list>

VLAN  IGMP Snooping VLAN  IGMP Snooping

ip igmp snooping vlan <vlan_list>

4.4.3 ip igmp unknow-flooding

IPMCv4 IGMP Snooping
IGMP Snooping IPMCv4
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ip igmp ssm-range <ipv4_mcast> <ip_prefix>

<ipv4_mcast>
IPv4
<ip_prefix>
IPv4 4~32

4.4.5 ip igmp host-proxy {leave-proxy}

IGMP
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4.4.8 ip igmp snooping last-member-query-interval <0-

31774>

0~31744 0.1 10 0.1 1
ip igmp snooping last-member-query-interval <0-31774>

VLAN
<0-31774>
0~31744 0.1

4.4.9 ip igmp snooping priority <0-7>

IGMP
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ip igmp snooping querier election
VLAN
4.4.12 ip igmp snooping query-interval <1-31774>

IGMP Snooping 1~31744 125

ip igmp snooping query-interval <1-31774>
VLAN

<1-31774>
1~-31744

4.4.13 ip igmp snooping query-max-response-time
<0-255>

IGMP Snooping
ip igmp snooping query-max-response-time <0-255>

VLAN
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ipmc profile

4.4.16 ipmc profile <profile_name>

IPMC
16 1

ipmc profile <profile_name>

<profile_name>
IPMC 16

4.4.17 description <lin64>

IPMC 64

description <lin64>
IPMC

<lin64>
IPMC

4.4.18 range <entry_name> {permit | deny} [log ]

IPMC

range <entry_name> {permit | deny} [log]
IPMC

<entry_name>

{permit | deny}

permit
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deny
[log]

4.4.19 ipmc range <entry_name> <start_ipv4 _mcast>

<end_ipv4_mcast>

IPMC
IPMC 128

Ipmc range <entry_name> <start_ipv4_mcast> <end_ipv4_mcast>

<start_ipv4_mcast>

IPv4/IPv6
<end_ipv4_mcast>

IPv4/IPv6

4.4.20 ipigmp snooping filter <profile_name>
IPMC

ip igmp snooping filter <profile_name>

<profile_name>
Profile name in 16 characters
16

4.4.21 ipigmp snooping immediate-leave

VLAN

ip igmp snooping immediate-leave
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5 DHCP

DHCP
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5.1 DHCP

5.1.1ip dhcp server

DHCP
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5.1.5 client-name <word32>

client-name <word32>
DHCP

<word32>
32

5.1.6 default-router <ipv4_ucast>

default-router <ipv4_ucast>
DHCP

<ipv4_ucast>
IP

5.1.7 dns-server <ipv4 _ucast>

DNS
dns-server <ipv4_ucast>
DHCP

<ipv4_ucast>
DNS IP

5.1.8 domain-name <word128>

DNS
domain-name <word128>

DHCP
<word128>
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5.1.12 netbios-name-server <ipv4_ucast>

NBNS

netbios-name-server <ipv4_ucast>
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<ipv4_netmask>

255.255.255.255

5.1.16 ntp-server <ip_ucast>

NTP

net-server <ip_ucast>

DHCP
<ipv4_ucast>
P
5.16.17 vendor class-identifier <string64> specific-info
<hexval32>
n 8 DHCP
option 43

vendor class-identifier <string64> specific-info <hexval32>

DHCP
<string64>
64
option 60 DHCP
<hexval32>

DHCP option 43 64 8

5.16.18 dhcp excluded-address

ip
[High_ipv4_addr]

IP DHCP
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ip dhcp excluded-address <Low_ipv4_addr> [High_ipv4_addr]

<Low_ipv4_addr>
IP IP
<High_ipv4_addr>
IP IP IP

5.2 DHCP Snooping

5.2.1 ip dhcp snooping

DHCP snooping DHCP snooping DHCP
DHCP snooping

ip dhcp snooping

5.2.2 ip dhcp snooping trust

DHCP

ip dhcp snooping trust

5.3 DHCP

5.3.1 ip dhcp relay

DHCP DHCP
DHCP DHCP

ip dhcp relay
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5.3.2 ip dhcp relay information option

DHCP DHCP DHCP
DHCP option 82 DHCP DHCP
DHCP
DHCP

ip dhcp relay information option

5.3.3 ip dhcp relay information policy {drop | keep | replace}

DHCP option 82
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1) MSTP
2) ERPS
3) MRP
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6.1 MSTP

6.1.1 spanning-tree aggregation

STP STP

spanning-tree aggregation

6.1.2 spanning-tree edge {bpdu-filter | bpdu-guard}
BPDU

spanning-tree edge {bpdu-filter | bpdu-guard}

{bpdu-filter | bpdu-guard}
bpdu-filter BPDU
bpdu-guard BPDU
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<instance_index>
0~7 CIST=0 MST2=1...
<0-61440>
0~61440 4096

6.1.5 spanning-tree mst <instance_index> vlan <vlan_list>

VLAN VLAN VLAN xx xx 1 4094
XX-Yy VLAN / VLAN
MSTI MSTI VLAN 2,5,20-
40
spanning-tree mst <instance_index> vlan <vlan_list>
<instance_index>
0~7 CIST=0 MST2=1...

<vlan_list>
VLAN

6.1.6 spanning-tree mst forward-time <4-30>

STP STP
4~30 15

spanning-tree mst forward-time <4-30>

<4-30>
4~30

6.1.7 spanning-tree mst hello-time <1-10>

STP BPDU 1~10 2

spanning-tree mst hello-time <1-10>

<1-10>
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STP BPDU 1~10

6.1.8 spanning-tree mst max-age <6-40>

6~40 <=
-1 x2 20

spanning-tree mst max-age <6-40>

<6-40>
6~40

6.1.9 spanning-tree mst max-hops <6-40>

MSTI MSTI
BPDU 6~40

spanning-tree mst max-hops <6-40>

<6-40>
6~40
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<30-86400>
30~86499
24

6.1.12 spanning-tree transmit hold-count <1-10>

BPDU BPDU
1-10 BPDU

spanning-tree mst transmit hold-count <1-10>

<1-10>
BPDU 1-10 BPDU 6

6.1.13 spanning-tree
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6.1.16 spanning-tree edge

spanning-tree edge

6.1.17 spanning-tree link-type {auto | point-to-point | shared}

LAN
point-to-point shared LAN

spanning-tree link-type {auto | point-to-point | shared}

{auto | point-to-point | shared}
auto
point-to-point
shared

6.1.18 spanning-tree mst <instance_index> cost {cost_value |

auto}

auto
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6.1.19 spanning-tree mst <instance index> port-priority

<pri_value>

spanning-tree mst <instance_index> port-priority <pri_value>

<instance_index>
0~7 CIST=0 MST2=1...
<pri_value>
0~240 ( ) 16.

6.1.20 spanning-tree restricted-role

CIST MSTI

spanning-tree restricted-role

6.1.21 spanning-tree restricted-tcn

LAN

spanning-tree restricted-tcn
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6.2 ERPS

6.2.1 erps <erps_id> guard <10-2000>

Guard R-APS
Guard
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64

BRPS 1 64 ERPS
64
<1-12>
Wait-to-restore 1~12

6.2.4 erps <erps_id>version {1 | 2}

ERPS Vi V2 V2

erps <erps_id> version {1 | 2}

<erps_id>

1017129




102



<major_ring_id>
ID
ID

6.2.8 erps <erps_subring_id>topology-change propagate

erps <erps_subring_id> topology-change propagate

6.2.9 erps <erps_id> mep port0 sf <portO_sf mep_id> aps
<port0_aps_mep_id> portl sf <portl sf mep_id> aps

<portl_aps_mep_id>

erps <erps_id> mep port0 sf <port0_sf _mep_id> aps <port0_aps_mep_id> portl
sf <portl_sf _mep_id> aps <portl_aps_mep_id>

<erps_id>
ID 1 64
<port0_sf_mep_id>
Port 0 APS PDU MEP
<port0_aps_mep_id>

Port 0 MEP
<portl_sf mep_id>
Port 1 MEP MEP
“ o T
Port 1 MEP
<portl_aps_mep_id>
Port 0 APS PDU MEP APS MEP

“0
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6.2.10 erps <erps_id> rpl {owner | neighbor} {portO | portl}

ERPS RPL RPL
RPL

erps <erps_id> rpl {owner | neighbor} {portO | port1}

<erps_id>
ID 1 64 ERPS
64
{owner | neighbor}
neighbor
owner

{portO | portl}
port0 ERPS Port0
portl ERPS Port 1

6.2.11 mep <mep_id> down domain port level <0-7> interface
<port_type> <port_list>

ERPS portl  port2 MEP  APS MEP Down
MEP  MED

mep <mep_id> down domain port level <0-7> interface <port_type> <port_list>
<mep_id>

ERPS APS MEP
<0-7>

MEP MEG

<port_type><port_list>
ERPS port0O  portl

6.2.12 mep <mep_id>vid <vlan_id>

VID C/s VLAN “ 0 tag

mep <mep_id> vid <vlan_id>
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<mep_id>
ERPS APS MEP
<vlan_id>
MEP VID

6.2.13 mep <mep_id> aps <0-7>raps

/ R
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6.3.3 mrp recovery time {200 | 500}

MRP IEC 62439-
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1)
2)
3)
4)

Dotlx
Radius
ACL
SNMP
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7.1 Dotlx

7.1.1 dotlx system-auth-control

NAS
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. MAC
NAS MAC MAC

802.1X

MAC

dotlx authentication timer inactivity <10-1000000>

<10-1000000>
MAC 10~1000000

7.1.5 dotlx timeout tx-period <1-65535>

EAPOL 1~-65535 30 MAC

dotlx timeout tx-period <1-65535>

<1-65535>
EAPOL 1~65535

7.1.6 dotlx timeout quiet-period <10-1000000>

Holdtime 10~1000000 30
MAC
e 802.1X
e 802.1X
. MAC
RADIUS RADIUS
Holdtime
MAC Holdtime

dotlx timeout quiet-period <10-1000000>

<10-1000000>
Holdtime 10~1000000
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7.1.7 dotlx feature guest-vian

Guest VLAN
Guest VLAN VLAN
802.1X VLAN
Guest VLAN

dotlx feature guest-vlan

7.1.8 dotlx guest-vlan <1-4095>

Guest VLAN VLAN ID Guest VLAN
1~4095

dotlx guest-vlan <1-4095>

<1-4095>
VLAN ID 1~4095

7.1.9 dotlx guest-vlan supplicant

EAPOL Guest
VLAN /
EAPOL Guest VLAN
EAPOL Guest VLAN

dotlx guest-vlan supplicant

7.1.10dotlx port-control {auto | force-authorized | force-

unauthorized | mac-based | multi | single}

NAS

dotlx port-control {auto | force-authorized | force-unauthorized | mac-based | multi
| single}
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802.1X MAC
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dotlx re

114 /129



7.2 AAA

7.2.1 radius-server key <linel-63>

RADIUS 63

radius-server key <1-63>

<1-63>
RADIUS 63

7.2.2 radius-server deadtime <1-1440>

RADIUS 1~1440
RADIUS

radius-server deadtime <1-1440>

<1-1440>
RADIUS 1~1440

7.2.3 radius-server retransmit <1-1000>

RADIUS 1~1000
RADIUS

radius-server retransmit <1-1000>

<1-1000>
RADIUS 1~1000

7.2.4 radius-server timeout <1-1000>

1~1000 RADIUS
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radius-server timeout <1-1000>

<1-1000>
1~1000

7.2.5 radius-server attribute [<32> <NAS_ID> | <4> <NAS_IP> |

<95> <NAS_IPV6>]

RADIUS

radius-server attribute [<32> <NAS_ID> | <4> <NAS_IP> | <95> <NAS_IPv6>]

<32> <NAS_ID>

RADIUS Access-Request attribute 32 253
NAS
<4> <NAS_IP>
RADIUS Access-Request attribute 4  IPv4
IPv4

<95> <NAS_IPv6>
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ACE ACE

1518 VLAN
[rate-limiter {<1-16> | disable}]
ID 1~16 disable
[tag {any | untag | tagged}]
802.1Q

any “ i

tagged Tagged

untagged Untagged

“ any”

[tag-priority {priority_range | <0-7>| any}]

ACE ACE

0~7 0-1 2-3 45 6-7 0-3 4-7 “ any”

[vid {<1-4095> | any}]

VLAN ID 1~4095

any VLAN ID “ !

<1-4095> ACE VLAN ID

[frame-type {any | arp | etype | ipv4 | ipv4-icmp | ipv4-tcp | ipv4-udp | ipv6 | ipv6-
icmp | ipv6-tcp | ipv6-udp}]

ACE
any: ACE
etype ACE IEEE 802.3 /
1536 0600
0x800 IPv4 0x806 ARP 0x86DD IPv6
arp ARP ACE ARP ACE
ipv4 IPv4 ACE IPv4 ACE
ipv6 IPv6 ACE IPv6 ACE
[action {permit | deny | filter <port_list>}]
ACE
permit ACE

deny
filter <port_list>

7.3.4 access-list action {deny | permit}

ACL

access-list action {deny | permit}
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7.3.5 access-list logging

Enabled
Disabled
“ Disabled”

access-list logging

7.3.6 access-list mirror

Enabled
Disabled
“ Disabled”

access-list mirror

7.3.7 access-list port-state

Enabled ACL
Disabled: ACL
“ Enabled”

access-list port-state

7.3.8 access-list shutdown

Enabled
Disabled
“ Disabled”

access-list shutdown
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7.3.9 show access-list [ace-status |interface [port_id]]

ACL

show access-list [ace-status | interface [port_id]]

ace-status
ACE
interface [port_id]
ACL
7.4 SNMP
7.4.1 snmp-server
SNMP SNMP

snmp-server

7.4.2 snmp-server version {v1 | v2c | v3}

SNMP
vl SNMP V1
v2c SNMP V2C
v3 SNMP V3

snmp-server version {v1 | v2c | v3}

7.4.3 snmp-server community v2c <com_name> [ro | rw]

SNMP SNMP 0~255

SNMP
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snmp-server community v2¢ <com_name> [ro | rw]

[ro | rw]
ro
rw

7.4.4 snmp-server engine-id local <engine_id>

SNMPvV3 ID 10
F ID

snmp-server engine-id local <engine_id>

<engine_id>
ID

7.4.5 snmp-server contact <line255>

0~255

snmp-server contact <line255>

<line255>

7.4.6 snmp-server location <line255>

0~255

snmp-server location <line255>

<line255>
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noauth

auth
priv
[read <view_name>]
1~32
[ write <view_name>]
1~32

7.4.9 snmp-server security-to-group model {v1|v2c | v3} name

<user_name> group <group_name>

SNMPv3

snmp-server security-to-group model {v1 | v2c | v3} name <user_name> group
<group_name>

{vl|v2c|v3}

vl SNMPv1
v2c SNMPv2c
usm USM
<user_name>
1~32
<group_name>
1~32

7.4.10 snmp-server user <user_name> engine-id <engibe_id>
[md5 <md5_password> | sha <sha_password>] priv [aes

<privacy_password> | des <privacy_passwrod>]

SNMPvV3 ID

snmp-server user <user_name> engine-id <engibe_id> [md5 <md5_password> |
sha <sha_password>] priv [aes <privacy_password> | des <privacy_passwrod>]

<user_name>
1~-32
<engibe_id>
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7.4.13 version{vl[<vl comm>]|v2[<v2_comm>]}

SNMP Trap Vi V2 SNMP Trap V2
version { vl [ <vl_comm>]|v2 [ <v2_comm>]}
{vil[<vl_comm>]|v2][<v2_comm>]}
SNMP
SNMPv1 SNMPv1

SNMPv1 SNMPv2c
Trap SNMP Trap 0~255

7.4.14 version v3 {[ probe | enginelD

<v_word10 to_64>][ <securtyname> ]}

SNMP Trap V3

version v3 { [ probe | enginelD <v_word10_to_64> ][ <securtyname>]}

{[ probe | enginelD <v_word10_to_64>] [ <securtyname> ]}

enginelD Trap ID SNMPv3 Trap  Inform USM
Trap  Inform ID
“ Trap K ID Trap
ID Trap ID 16 0 F
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{<domain_name> | <ipv4_ucast> | <ipv6_ucast>}
domain_name IPv4 X.Y.Z.W
ipv4_ucast A~Z a~z 0~9

ipv6_ucast SNMP Trap IPv6 IPv6 128 8
4 .

fe80::215:c5ff:fe03:4dc7 5
16 0 IPv4

:192.1.2.34
[ <udp_port>] [ traps | informs ]
SNMP Trap SNMP SNMP
1~65535 162
/ SNMP Trap  Inform Inform

7.4.16 traps [ authentication snmp-auth-fail ] [ system

[ coldstart ] [ warmstart] ] [ switch [stp ] [rmon]]

SNMP Trap

traps [ authentication snmp-auth-fail ] [ system [ coldstart ] [ warmstart ] ] [ switch
[stp][rmon]]

[ system [ coldstart ] [ warmstart ] ] [ switch [ stp][rmon]]

System / Trap Trap
Warm Start / Trap
Cold Start / Trap

Switch / Trap Trap
STP / STP Trap
RMON / RMON Trap

7.4.17 snmp-server host <conf_name>traps [ linkup ]
[ linkdown ] [ lldp ]

SNMP Trap

snmp-server host <conf_name> traps [ linkup ] [ linkdown ] [ lidp ]

<conf_name>
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SNMP host's configurations

SNNP

[ linkup ][ linkdown ][ lldp ]
linkup / Up Trap
linkdown / Down Trap
lldp / LLDP Trap

7.4.18 show snmp [community v3] [access] [host]

[user]

SNMP

show snmp [community v3] [access] [host] [user]
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