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 Ѱ /Ξϖ Ҫ ꞋЂ ¢ ṵѰ ᾑΞϖ Ҫ Ꞌו ¢ 

3. 说明 

  ἐԛѯӕ ῎ ֫￼ ᴭ ᶚᵃḫ ᴵ ј ιḫ ᾛӐѧ ὟⱢᴿғᵝἍᾟὙ￼ ᴭ ᶚ  

  ἐԛ ֫ѯӕ￼Ῐ ӡỤѧᴵ ᵍῶԎḜғᵝ ֯￼ԓḳεḅғᵝᶚᴺ ὼ ζιԏӌῘ ӡỤ Ҩḫ Ӕּז￼ ᶵ

ӡỤѭ֝   

  ἐԛѧ╧ᴣ￼ ᵸᴣיּ ᵸғᵝᶃ‰ιҦיּ ҃ ỴѲї￼ ᵸιҨᴣיּ ҃ ᴃיּ ￼ѕṖҐὭ   
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1 交换机 Eweb 配置 

1.1 概述 

╞זἋӔּזּ ᵸεḅ IEζ ҐὭ  WEB ת ‎  ҐὭת  

WEB ὐץת WEB Ὸחᵸᵙ WEB ḭἋ ѣ ֫ WEB Ὸחᵸ ἄᶈ ᶵіιּז‎ὶᾠᵙᶴתḭἋ ᴧ‎￼ ∂ε ᴨ WEB

ᾰҭἆἚ ᵘҧ ∂ζιẊἫᶴת ‛ ᵻ ḭἋ ιWEB ḭἋ ẂὝ ╞ ᵸιḅ IE  

 ḱ ₫־ S57H †ὔᾙ¢ 

1.2 典型应用 

ԐᶚẔּז ᶋ῟ὼ  

WEB ת ᶵ ḢἄҐὭ  Ẕ ᵅιּזἋᴵҨ ╞ ᵸ WEB ת  

1.2.1 通过WEB管理设备 

应用场景 

ḅїᶃἍ ιּזἋᴵ PC ╞ ᵸ ὶԄἆ∆ ҐὭ ￼ WEB ת ιḾ ᶵ ᵙת  

ᶃ 1-1 

 

1-1 
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├  ᶃѧ ⁭ԓ ᶵѭ ￼ҐὭ ι Ӡ PC ᶼ ping ҐὭ ṏᴵҨ Ԏ WEB ת  

功能୺سح 

http://x.x.x.x/
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ԄּזἋᵄᵙḸ ᵅ♇֨<︡ẹ> ἋᵄᵙḸזּ ḅїχ 
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ἄוἆḸ Ӣ ᵅṄ Ԅ WEB Ѯת ι ἄוᵅṄ Ԅ WEB Ѯת ιḅїᶃχ  

ᶃ 1-3 WEB ẈᴶѮת  

 

1-4 
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 ầ Ewebₑ ו ₓ ф ¯Ewebẫ ° ⁹¢ 

1.3 Eweb管理系统 

基本概念 

 图形界面各类标志及按钮 

ᶃ‰/Ὗ  ῎ 

 
ι♇֨ ᶃ‰ιᴵҨ Ẹׁ ѧ￼ ẹ  

 

ֵ  

 

ꜛỗẦԋᶃ‰  

 ᴵ ᴭι♇֨ἆ ⁭ ᴵҨ ᴭᴪἄɒ ѧ ᴭɓ  

 јᴵ ᴭ  

 ѧ ᴭ  

 ᵀ ᴭι ᴭ ￼ᾭḔҦ ᵀ ᴭᴺ  

 

Trunk ᴭι ᶈ VLAN VLAN/ת  ￼ ―ѧῶӌא  

 

 

ӠḕὟ ιώҐẊӠḕ Ԅ￼ӡỤ  

1-5 
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ז▌   

 ֵ  

 ― ᴭἥᶴתᾛӐιӈ҈ ―ᴸїΆ ῎χᴱῶᴵᶺ ￼ ―ἑῶ Ѧ ὶᾛӐ  

 ọᶪ ι Ԅ⁭ᵅ Ṿῶ ᴺ ῎ ọᶪ  

 ῎  

 ᵓ  

 系统操作 

 ᶵ ―ᶃ 

 

 ―ҟ  

ṫі ￼їἾ‴ Ẹׁ ᶵ￼ ᴧᴊιѧ ᴭ ― Ẹׁ ѧ￼ᾀᴊ￼ ᴭ Ỵᶃι♇֨ᾀ₨їἾ⁭ᴵҨ֬Ὥᾀᴊ ―  

 ―ᾛӐ 

ᴵҨ ‰♇֨ ―і￼< ᴭ>ἆ ὄט ‰⁭ ᶺѦ< ᴭ>ιӔ< ᴭ>ᴪἄ< ѧ ᴭ>ιԜḾ ѧ￼< ᴭ> ι

ḅ▌ז ᴭὼ ι ᴭ ӵҨᴣ ᴭ  

 ᶵ ― ѧ ᴭᶃ 

1-6 
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功能特性 

⁞Ὧ WEB ףּ ṫ ￼҇ ᴅ″ιѮ ֫ḅїו χ 

ו ⸗ớ Ӑּז 

 ᴵҨ‬ ᴭӡỤᴣ ᶵ₦֙  

VLAN ᴵҨ ת VLAN ᵙ Trunk ᴭ  

ᴭ ᴵҨḾ ת ᴭ ᶢ  ιҨᴣ ᴭ ᵀ ᴭ ӵ ᴭ  

ӿ₩ᶒӡỤ ᴵҨ‬ ᾀԄ ᶵ￼ӿ₩ᶒᴣḾẔ￼ӡỤ 

POE  ᴵҨ ԅṕ POE ᵙ ᴭ POE ￼ԓḳ 

ᵏ ᵏ ᶵ  

MAC ᶊᶍ ᴵҨ ỗᶊᶍ ᵙ ◒ᶊᶍ  

יּ  ᴵҨ יּ  

ἄ‴ᴃוּ  ᴵҨ ‴ἄוἄ‴ԅṕᶢ ӡỤιҨᴣּוּ ᴭ RLDP  

IGMP  ᴵҨḾ IGMP Snooping  

DHCP ѧ  ᴵҨ DHCP ѧ  

і ḫᵄ  ᴵҨ ᶹ web ᴣ  

DHCP Snooping ᴵҨ DHCP Snooping  

ARP ᾢ֨ ᴵҨ ԋ ARP ₱ ARP ₅‬ DAI ᴣ ARP  

IP Source Guard ᴵҨḾὶᴭ ᴣּזἋ ḧ  

ᴭḠԅ ᴵҨḾ ᴭḠԅ ᶢ  ᴣḠԅ ḧ  

NFPP ᴵҨ‬ NFPP ᾢ֨ ԋԓḳ  

Ῡίֺ ᴵҨ Ῡίֺ  

ᴭӠἴ ᴵҨ ᴭӠἴ  

DHCP  ᴵҨ DHCP ỗᶊᶍ֫ ᴣḭἋ ֯  

ACL ᴵҨ ACL ֯ ACL Ὴ ᴣẔּז ACL  

QOS ᴵҨ ֫ צּ ᴣ╙  

1-7 
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 ᴵҨ Ὴ ӢᾡḸ Ỡᶶ֧ᴔ ᶭẶו SNMP ᴣ
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1.3.2 常用 

ᴅɒẂּזɓιᴵҨ Ԅ҇ ᴅ ᵍץ VLAN ת ᴭ ת ӿ₩ᶒӡỤ POE ᵏ  

1.3.2.1 首页 

ιᴵҨ ֹ ᶵ ӡỤ ᴭᶢ ӡỤᴣ ᴭ ԓḳ  

ḅїᶃχ 

ᶃ 1-5  

 

‰ ֹ῭ᶺ ừѧιVSU ᶫїᴵҨע ԎҤ ᶵ￼ӡỤ 

1-9 
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1.3.2.2 VLAN管理 

VLAN ת ᵍɒVLANץ ɓᵙɒTrunk ᴭ ɓѣ ֫  

 VLAN 设置 

VLAN ￼ ḅїχ 

ᶃ 1-6 VLAN  

 

 

1-10 
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 ѧ ― ᴭιᶪ֒ Native Vlan ᵙӹ ￼ VLAN(ḅ 3-5,8,10)ι♇֨ɒӠḕ ɓώ ɒ ἄוɓḢἄ▌זᾛӐι▌

￼ז Trunk ҺῘ ᶈ Trunk ᴭ֯ ѧ  

 Trunk ᴭ 

ᶈɒTrunk ᴭ֯ ɓѧ♇֨•Ѧ Trunk ᴭι ҺῘ Trunk ᴭӡỤιḾӡỤ Ӣᾡᵅι♇֨< >ώ ɒ

ἄוɓᴏᴵ  

 ֵ Trunk ᴭ 

ᶈɒTrunk ᴭ֯ ɓѧ ‰ •Ѧ Trunk ᴭіι ѧ<ֵ >ᶃ‰ιώ ɒ ḧ ֵ Trunk ᴭόɓι♇֨ ḧώ ɒֵ

ἄוɓιḢἄֵ  

 ἥ ֵ Trunk ᴭ 

ᶈɒTrunk ᴭ֯ ɓѧ Ὅ ֵ ￼ Trunk ᴭι ѧ<ἥ ֵ >ᶃ‰ιώ ɒ ḧ ֵ Trunk ᴭόɓι♇֨ ḧώ ɒֵ

ἄוɓιḢἄֵ  

1.3.2.3 端口管理 

ɒ ᴭ ɓᴵҨḾת ᴭ ᶢ  ιҨᴣ ᴭ ᵀ ᴭ ӵ ᴭ  

 基本设置 

ᶃ 1-8 ᶢ   
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 ᴭ 

ᶈɒ ᴭ֯ ɓѧῳᵅ ֯ᾛӐ″ї￼< >ᶃ‰ι ҺῘ ᴭ￼ӡỤιḾӡỤ ᵅι♇֨<Ḣἄ >ώ ɒ

ἄוɓᴏᴵ  

 端口聚合 

ᴭ ᵀ￼ ḅїχ 

ᶃ 1-9 ᴭ ᵀ 

 

 ▌ז ᵀᴭ 

Ԅ ᵀ ᴭᴺẊ Ὅἄᵔ ᴭᵅὟɒ▌ז ɓιώ ɒ ἄוɓᴏḢἄ ᵀ ᴭ￼▌זᾛӐ ᵅוἄז▌ ―ҺῘ ֧

< ᵀ ᴭ>  

 ᵀᴭ 

―і￼Ῐ ￼ ᵀᴭῗ<јᴵ ᴭ>ιḅ‛ ӢᾡҤҪιᴵҨᶈɒ ᴭ ᵀ֯ ɓѧ♇֨•Ѧ ᵀᴭᵅι Ὴɒἄᵔ

ᴭɓṏҺᴪἄ ѧꜛỗι♇֨ ᴭᴵҨᴨ╦ ѧιⱡᵅԜ♇֨ɒ ɓᴏᴵҨḾ ᵀ ᴭ ӢᾡᾛӐ  

1-13 
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 ֵ ᵀᴭ 

ᶈɒ ᴭ ᵀ֯ ɓѧι ‰ ᵀᴭіι♇֨<ֵ >ᶃ‰ιҺώ ῗᵋֵ ᵀ ᴭ￼ ⁭ι♇֨ ᴏᴵḫא ᵀ

ᴭ￼ֵ ᾛӐιֵ ᵅ ―ҺṄ ֵ ￼< ᵀ ᴭ>ᴪἄ<ᴵ ᴭ>  

 ἥ ֵ ᵀᴭ 

ᶈɒ ᴭ ᵀ֯ ɓѧι Ὅ ֵ ￼ ᵀᴭι♇֨<ἥ ֵ >ᶃ‰ιҺώ ῗᵋֵ ᵀ ᴭ￼ ⁭ι♇֨ ᴏᴵḫא

ᵀ ᴭ￼ֵ ᾛӐιֵ ᵅ ―ҺṄ ֵ ￼< ᵀ ᴭ>ᴪἄ<ᴵ ᴭ>  

 ▲ ARP΅џṲ ¡ᵊⱨו ϐ ARP ¡ᵊⱨו MAC VLANṲ ←ᵊⱨᾭᵊⱨו ῢⱦᵊⱨו ᶅῒ
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ᴭ ӵ ִḊקѭ ꜛỗιᵼѭ web іᴱӹ Ѧ ӵ ᴭ іῶѣѦ ―ιі Ѧ ― ѧ￼ ᴭṄӐѭ

◊ ᴭε ӵ ᴭιᴵᶺ ζιї Ѧ ―ᴱ Ѧ ᴭӐѭ ￼ ᴭε ӵ ᴭζ ѧἆӢᾡ ―і￼ ᴭᵅι♇

֨< ӵ>Ὗ ώ ɒ ἄוήɓᴏᴵ  

 Ν ֺו ←ᵊⱨו őИ ᴻ Ә ϸᾪ ¢ֺ Ἴ Ḳ ᵊⱨἪő б ϸᾪ ő♠ ᴄᾖ< >͝ ő

ΝέḢ ֺ ᵊⱨ← ו ¢ 

 ῒ ┬ἂⱨוҝ ⱨб ᵊⱨἀו ᵊⱨő ᵊⱨἀו ᵊⱨб Ṥ¢ 

 端口限速 

ᴭ χ 

ᶃ 1-11 ᴭ  

 

 ▌ז ᴭ 

ᴭι Ԅ ᵙ ֧ ọ ᶪ֒ Ѧι♇֨ɒḢἄ ɓώ ɒ ἄוɓᵅιҺῘ ᶈ ᴭ ֯ ѧ  

 ᴭ 

♇֨ɒ ᴭ ֯ ɓῳᵅ ֯ᾛӐ″ї￼< >ᶃ‰ι ҺῘ ᴭ ￼ӡỤιḾӡỤ ᵅι♇֨<Ḣἄ >

ώ ɒ ἄוɓᴏᴵ  

 ֵ ᴭ 

1ζᶈɒ ᴭ ֯ ɓѧ Ὅᶺ‍ ẹẃ
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1.3.2.5 POE设置 

ɒPOE ɓᴵҨḾ ᴭ
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 全局设置 

ᶃ 1-14 ԅṕ  

 

іῘ ᶵ￼ᴵּזỞוꞌ כꞌᴣӗּוӎỞ׆ Ẫι₩ת Ὅӗּכ Ẫᵅι♇֨ɒӠḕ₩ת ɓ  

1.3.2.6 系统重启 

ᵏ￼ ḅїχ 

ᶃ 1-15 ᵏ 

 

♇֨< ᵏ ᶵ>ιώ ɒ ḧ ᵏ ᶵόɓι♇֨< >Ὗ ᵅḫא ᶵ ᵏ ᵏ ᾭ֫ Ὴ ι Ọ ểι

ᶵ ᵏᵅṄҺ Ὰֻט  

 

 

1-17 
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1.3.3 网络 

ᴅɒ ɓιᴵҨ Ԅ҇ ᴅ ᵍץ MAC ᶊᶍ יּ ἄ‴ᴃוּ IGMP DHCP ѧ і

ḫᵄ Ḡԅ  

1.3.3.1 MAC地址 

MAC ᶊᶍ ת ᵍɒץ ỗᶊᶍ ɓᵙɒ ◒ᶊᶍ ɓѣ ֫  

 静态地址设置 

ỗᶊᶍ ￼ ḅїχ 

ᶃ 1-16 ỗᶊᶍ  

 

 ▌ז ỗᶊᶍ 

ỗᶊᶍιọ ᶪ֒ MAC ᶊᶍ VLAN  ID ᴣ ᴭι♇֨ɒḢἄ ɓώ ɒ ἄוɓᵅιҺῘ ᶈ ỗᶊᶍ֯ ѧ  

 ỗᶊᶍ 

♇֨ɒ ỗᶊᶍ֯ ɓῳᵅ ֯ᾛӐ″ї￼< >ᶃ‰ι ҺῘ ỗᶊᶍ￼ӡỤιḾӡỤ ᵅι♇֨<Ḣἄ >

ώ ɒ ἄוɓᴏᴵ  

 ֵ ỗᶊᶍ 

ᶈɒ ỗᶊᶍ֯ ɓѧ Ὅᶺ‍ ẹι♇֨ɒֵ ѧ ỗᶊᶍɓἥ ֵ ᾭὯ  

2ζ♇֨ɒ ỗᶊᶍ֯ ɓῳᵅ ֯ᾛӐ″ї￼<ֵ >
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 ▌ז ◒ᶊᶍ 

◒ᶊᶍιọ ᶪ֒ MAC ᶊᶍᵙ VLAN  IDι♇֨ɒḢἄ ɓώ ɒ ἄוɓᵅιҺῘ ᶈ ỗᶊᶍ֯ ѧ  

 ◒ᶊᶍ 

♇֨ɒ ◒ᶊᶍ֯ ɓῳᵅ ֯ᾛӐ″ї￼< >ᶃ‰ι ҺῘ ◒ᶊᶍ￼ӡỤιḾӡỤ ᵅι♇֨<Ḣἄ >

ώ ɒ ἄוɓᴏᴵ  

 ֵ ◒ᶊᶍ 

ᶈɒ ◒ᶊᶍ֯ ɓѧ Ὅᶺ‍ ẹι♇֨ɒֵ ѧ ◒ᶊᶍɓἥ ֵ ᾭὯ  

2ζ♇֨ɒ ◒ᶊᶍ֯ ɓῳᵅ ֯ᾛӐ″ї￼<ֵ >ᶃ‰ιώ ɒ ḧֵ ѧ￼ ◒ᶊᶍɓι♇֨ ḧώ ɒֵ ἄוɓι

Ḣἄֵ  

1.3.3.2 路由设置 

ɒ יּ ɓᴵҨḾ יּ ת  

יּ χ 

ᶃ 1-18 יּ  ת

 

1-19 
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ᴵҨḾּוἄ‴ԅṕᴠᾭ ιּוἄ‴₩Ẫ ὍѭɒMSTPɓῊιᴵҨḾ MST ḫӕ  

 ▌זḫӕ 

ḫӕιọ ᶪ֒ḫӕӪᵙ VLAN ᶀιԎҤӡỤᴵ ι♇֨ɒḢἄ ɓώ ɒ ἄוɓᵅιҺῘ ᶈḫӕ֯ ѧ  

 ḫӕ 

♇֨ɒḫӕ֯ ɓῳᵅ ֯ᾛӐ″ї￼< >< ᶃ Ⱦ 큺 ӕ 
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 ἥ  

ὍӠἴ₩Ẫ Port Fast BPDU ◒ ὶ ᶚ ᴭҸӾ ι Ὅ ᴭ ἥ  

  

ᶈɒּוἄ‴ ᴭ֯ ɓѧῳᵅ ֯ᾛӐ″ї￼< >ᶃ‰ι ҺῘ ᴭ￼ӡỤιḾӡỤ ᵅι♇֨<Ḣἄ >

ώ ɒ ἄוɓᴏᴵ  

 RLDP 设置 



 Ὕᴇ ҐὭ  Eweb  

 

 

1  RLDP ԅṕ  

    ♇֨ RLDP ẦԋὟ ᴵҨẦᵏἆ ԋ RLDP ו ẦᵏῊ ή╜ ᴣή╜₭ᾭι♇֨<Ӡḕ >Ὗ ιώ ɒ

ἄוɓᴏᴵ 

2  ᴭ RLDP  

 ▌ז RLDP ₅╜ ᴭ 

Ὅɒ₅╜ ᶚɓ ɒᾥ ᶴתɓᴣ ᴭᵅὟɒ▌ז ɓιώ ɒ ἄוɓᴏḢἄ RLDP ₅╜ ᴭ￼▌זᾛӐ וἄז▌

ᵅҺῘ ᶈɒRLDP ₅╜ ᴭ֯ ɓ  

 RLDP ₅╜ ᴭ 

♇֨ɒRLDP ₅╜ ᴭ֯ ɓῳᵅ ֯ᾛӐ″ї￼< >ᶃ‰ι ҺῘ RLDP ₅╜ ᴭ￼ӡỤιḾӡỤ ᵅι♇֨

<Ḣἄ >ώ ɒ ἄוɓᴏᴵ  

 ֵ ᴭ 

ᶈɒRLDP ₅╜ ᴭ֯ ɓѧ Ὅᶺ‍ ẹι♇֨ɒἥ ֵ RLDP ₅╜ ᴭɓἥ ֵ ᾭὯ  

1-23 
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2ζ♇֨ɒRLDP ₅╜ ᴭ֯ ɓῳᵅ ֯ᾛӐ″ї￼<ֵ >ᶃ‰ιώ ɒ ḧֵ ѧ￼ᾭὯόɓι♇֨ ḧώ ɒֵ ἄ

ɓιḢἄֵו  

1.3.3.4 IGMP设置 

IGMP ￼ ḅїχ 

ᶃ 1-21 IGMP Snooping  

 

 
 ▌ז  צּ

ιọצּ ᶪ֒ ‰צּ ᵙ ᾘᶊᶍ ᶀιԎҤӡỤᴵ ι♇֨ɒḢἄ ɓώ ɒ ἄוɓᵅιҺῘ ᶈ צּ

֯ ѧ  

 ּצ 

♇֨ɒ ֯צּ ɓῳᵅ ֯ᾛӐ″ї￼< >ᶃ‰ι ҺῘ ӡỤιḾӡỤ￼צּ ᵅι♇֨<Ḣἄ >ώ

ɒ ἄוɓᴏᴵ  

 ֵ  צּ

1ζᶈɒ ֯צּ ɓѧ Ὅᶺ‍ ẹι♇֨ɒֵ ѧ￼ ɓἥצּ ֵ ᾭὯ  

2ζ♇֨ɒ ֯צּ ɓῳᵅ ֯ᾛӐ″ї￼<ֵ >ᶃ‰ιώ ɒ ḧ ֵ όɓι♇֨ ḧώ ɒֵ ἄוɓιḢἄֵ

 

1.3.3.5 上网实名认证 

ɒі ḫᵄ ɓᴵҨ ᶹ web ᵙ  

 外置  

web
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ᶃ 1-22 ᶹ web  

 

 

 

Ὸחᵸ IP ᶊᶍι ḧᵇѮ ѭọ ι♇֨ɒӠḕ ɓώ ἄוᴏᴵ  

 高级设置 

￼ ḅїχ 

ᶃ 1-23  

1-25 



 Ὕᴇ ҐὭ  Eweb  

 

 
ԁ ◊ᵙԁ ἋᴵҨזּ ᶺѦӪι ԎҤ їι♇֨ɒӠḕ ɓᶃ‰ιώ ἄוᴏᴵ 

1.3.4 安全 

ᴅɒḠԅɓιᴵҨ Ԅ҇ ᴅ ᵍץ DHCP Snooping ARP ᾢ֨ IP Source Guard ᴭḠԅ NFPP

Ῡίֺ  

1.3.4.1 DHCP Snooping 

DHCP Snooping ￼ ḅїχ 

ᶃ 1-24 DHCP Snooping  

1-26 
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DHCP SERVER ὶ￼ ᴭ ѭ DHCP ӡүᴭι ӡүᴭі￼ DHCP SERVER ῂ│⃰ẂṪӐ ―і ѧ ᴭҦ

ᴭẦᵏ҃ DHCP ӡүᴭ Ἃᴵזּ ὶᶈ ―і ѧ ᴭⱡᵅ♇֨<Ӡḕ >Ὗ  

1.3.4.2 防ARP攻击 

ɒ ARP ᾢ֨ɓᴵҨ ԋ ARP ₱ ARP ₅‬ DAI ᴣ ARP  

 防网关 ARP 欺骗 

ᶃ 1-25 ԋ ARP ₱  
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 ▌ז ◒ ᴭχ 

◒ ᴭιọ ᶪ֒ IP ᶊᶍι♇֨ɒḢἄ ɓώ ɒ ἄוɓᵅιҺῘ ᶈ ◒ ᴭ֯ ѧ  

 ◒ ᴭ 

♇֨ɒ ◒ ᴭ֯ ɓῳᵅ ֯ᾛӐ″ї￼< >ᶃ‰ι ҺῘ ◒ ᴭ￼ӡỤιḾӡỤ ᵅι♇֨<Ḣἄ >

ώ ɒ ἄוɓᴏᴵ  

 ֵ ◒ ᴭ 

1ζᶈɒ ◒ ᴭ֯ ɓѧ Ὅᶺ‍ ẹι♇֨ɒֵ ѧ￼ ◒ ᴭɓἥ ֵ ᾭὯ  

2ζ♇֨ɒ ◒ ᴭ֯ ɓῳᵅ ֯ᾛӐ″ї￼<ֵ >ᶃ‰ιώ ɒ ḧֵ ѧ￼ ◒ ᴭᾭὯόɓι♇֨ ḧώ ɒֵ

ἄוɓιḢἄֵ  

 

 ARP 检查设置 

ᶃ 1-26 ARP ₅‬  
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―ѧ Ὅ ᴭṰẦᵏ ARP ו‬₅  

 Ν ֺו ᵊⱨ ▲ ARP΅џ őИ ᴻ Ә ϸᾪ ¢ֺ Ἴ Ḳ ᵊⱨἪő б ϸᾪ ő♠ ᴄ

ᾖ< ֺ ARP΅џⱨ>͝ ő ΝέḢ ֺ ARP΅џו ¢ 

 DHCP  Snooping ⱨוᵊⱨ ᶅ▲ ARP΅џ¢ 

 ໰అ谀
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1  VLAN DAI  

Ầᵏזᶃ‰ᶭז▌֨♇ DAI ו ￼ VLAN 

2  DAI ӡүᴭ 

   ―ѧ Ὅ ᴭẦᵏ DAI ӡүו  

 Ν ֺו ▲ DAI ᵊⱨו őИ ᴻ Ә ϸᾪ ¢ֺ Ἴ Ḳ ᵊⱨἪő б ϸᾪ ő♠
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 טỗ>> ỗ ḧ 

1ζᴵҨ ὍɒARP ֯ ɓѧᶺט‍ỗᾭὯἥ ѭ ỗ ḧᾭὯ  

2ζ♇֨ɒARP ֯ ɓῳᵅ ֯ᾛӐ″ї￼<טỗ ỗ ḧ>ᶃ‰ιώ ɒ ἄוɓᴏᴵ  

 ỗ ḧ 

1ζᴵҨ ὍɒARP ֯ ɓᶺ‍ ỗ ḧᾭὯἥ ḧ  

2ζ♇֨ɒARP ֯ ɓῳᵅ ֯ᾛӐ″ї￼< ỗ ḧ>ᶃ‰ιώ ɒ ἄוɓᴏᴵ  

 ἐṪ ḧ 

ỗ ḧᾭὯιIP ᶊᶍᵙ MAC ᶊᶍѭọ Ḕⅎι♇֨ɒ ḧɓώ ɒ ἄוɓᵅιҺῘ ᶈɒARP ֯ ɓѧ  

1.3.4.3 IP Source Guard 

ɒIP Source GuardɓᴵҨ ὶᴭ ᵙּזἋ ḧ  

 ὶᴭ  

ᶃ 1-29 ὶᴭ  

1-31 
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 ▌ז IP Source Guard ᴭ 

Ầᵏ IP Source Guard ᴭι Ὅ ◒ ᶚᴣ ᴭι♇֨ɒḢἄ ɓώ ɒ ἄוɓᵅιҺῘ ᶈ IP Source Guard

ᴭ֯ ѧ  

 IP Source Guard ᴭ 

♇֨ɒIP Source Guard ᴭ֯ ɓῳᵅ ֯ᾛӐ″ї￼< >ᶃ‰ι ҺῘ IP Source Guard ᴭ￼ӡỤιḾӡỤ

ᵅι♇֨<Ḣἄ >ώ ɒ ἄוɓᴏᴵ  

 ֵ IP Source Guard ᴭ֯  

1ζᶈɒIP Source Guard ᴭ֯ ɓѧ Ὅᶺ‍ ẹι♇֨ɒֵ ѧ IP Source Guard ᴭ֯ ɓἥ ֵ ᾭὯ  

2ζ♇֨ɒIP Source Guard ᴭ֯ ɓῳᵅ ֯ᾛӐ″ї￼<ֵ >ᶃ‰ιώ ɒ ḧֵ ѧ￼ᾭὯόɓι♇֨ ḧώ ɒֵ

ἄוɓιḢἄֵ  

 用户绑定 

ᶃ 1-30 ּזἋ ḧ 

 

 

1-32 
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 ▌זּזἋ ḧ 

Ἃזּ ḧιMAC ᶊᶍ IP ᶊᶍ VLAN ID ѭọ ι♇֨ɒḢἄ ɓώ ɒ ἄוɓᵅιҺῘ ᶈּזἋ ḧ֯ ѧ  

 ּזἋ ḧ 

♇֨ɒּזἋ ḧ ᴭ֯ ɓῳᵅ ֯ᾛӐ″ї￼< >ᶃ‰ι ҺῘ Ἃזּ ḧ￼ӡỤιḾӡỤ ᵅι♇֨<Ḣἄ

>ώ ɒ ἄוɓᴏᴵ  

 ֵ Ἃזּ ḧ֯  

1ζᶈɒּזἋ ḧ֯ ɓѧ Ὅᶺ‍ ẹι♇֨ɒֵ ѧ￼ ḧɓἥ ֵ ᾭὯ  

2ζ♇֨ɒּזἋ ḧ֯ ɓῳᵅ ֯ᾛӐ″ї￼<ֵ >ᶃ‰ιώ ɒ ḧֵ ḧ?ɓι♇֨ ḧώ ɒֵ ἄוɓιḢἄֵ  

1.3.4.4 端口安全 

 基本设置 

ᶃ 1-31 ᶢ   

 

 

 ▌זּזἋ ḧ 

Ἃזּ ḧι IP ᶊᶍѭọ ιԎҤᴵ ι♇֨ɒḢἄ ɓώ ɒ ἄוɓᵅιҺῘ ᶈḠԅᴭ֯ ѧ  

 Ḡԅᴭ 

♇֨ɒּזἋḠԅᴭ֯ ɓῳᵅ ֯ᾛӐ″ї￼< >ᶃ‰ι ҺῘ Ἃזּ ḧ￼ӡỤιḾӡỤ ᵅι♇֨<Ḣἄ

>ώ ɒ ἄוɓᴏᴵ  

 ֵ Ḡԅᴭ 

1ζᶈɒḠԅᴭ֯ ɓѧ Ὅᶺ‍ ẹι♇֨ɒֵ ѧ￼Ḡԅᴭɓἥ ֵ ᾭὯ  

1-33 
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2ζ♇֨ɒḠԅᴭ֯ ɓῳᵅ ֯ᾛӐ″ї￼<ֵ >ᶃ‰ιώ ɒ ḧֵ ѧ￼Ḡԅᴭ?ɓι♇֨ ḧώ ɒֵ ἄוɓιḢ

ἄֵ  

 安全绑定 

ᶃ 1-32 Ḡԅ ḧ 

 

 

 ▌זḠԅ ḧᶊᶍ 

Ḡԅ ḧᶊᶍι IP ᶊᶍѭọ ιԎҤᴵ ι♇֨ɒḢἄ ɓώ ɒ ἄוɓᵅιҺῘ ᶈḠԅ ḧᶊᶍ֯ ѧ  

 Ḡԅᴭ 

♇֨ɒḠԅ ḧᶊᶍ֯ ɓῳᵅ ֯ᾛӐ″ї￼< >ᶃ‰ι ҺῘ Ἃזּ ḧ￼ӡỤιḾӡỤ ᵅι♇֨<Ḣἄ

>ώ ɒ ἄוɓᴏᴵ  

 Ḡԅ ḧᶊᶍ֯  

1ζᶈɒḠԅ ḧᶊᶍ֯ ɓѧ Ὅᶺ‍ ẹι♇֨ɒֵ ѧ￼Ḡԅ ḧ ᴭɓἥ ֵ ᾭὯ  

2ζ♇֨ɒḠԅ ḧᶊᶍ֯ ɓῳᵅ ֯ᾛӐ″ї￼<ֵ >ᶃ‰ιώ ɒ ḧ ֵ ѧ￼Ḡԅ ḧ ᴭόɓι♇֨ ḧώ

ɒֵ ἄוɓιḢἄֵ  

1.3.4.5 NFPP 

NFPP ḅїχ 

ᶃ 1-33 NFPP 
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ᴵҨẦᵏἆ ԋ ᴿѦ ᾢ֨ו ι♇֨ɒӠḕ ɓώ ɒ ἄוɓᴏᴵιẸỳỠᶶἄ Ὴι♇֨ɒỠᶶ ɓ

Ὗ  

1.3.4.6 风暴控制 

Ῡίֺ￼ ḅїχ 

ᶃ 1-34 Ῡίֺ  

 

1-35 
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 ▌ז Ῡίֺ ᴭ 

Ῡίֺ ᴭιẍᾘ   �z א
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ᴭѭӠἴᴭι Ὅ ―ѧ ᴭι♇֨ɒӠḕ ɓώ ɒ ἄוɓᴏᴵ. 

1.3.5.2 DHCP服务器 

ɒDHCP ɓᴵҨ DHCP ỗᶊᶍ֫ ᴣḭἋ ֯  

 DHCP 配置 

DHCP ￼ ḅїχ 

ᶃ 1-36  DHCP  

 

 ▌ז DHCP 

ᶊᶍ−ᵄ ιIP ֫ ⅎιό ι ԋι Ὴזּ ι♇֨ɒḢἄ ɓώ ɒ ἄוɓᵅιҺῘ ᶈ DHCP ֯

ѧ  

 DHCP 

1-37 
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♇֨ɒDHCP ֯ ɓῳᵅ ֯ᾛӐ″ї￼< >ᶃ‰ι ҺῘ DHCP ￼ӡỤιḾӡỤ ᵅι♇֨<Ḣἄ >ώ

ɒ ἄוɓᴏᴵ  

 ֵ DHCP 

1ζᶈɒDHCP ֯ ɓѧ Ὅᶺ‍ ẹι♇֨ɒֵ ѧ￼ DHCPɓἥ ֵ ᾭὯ  

2ζ♇֨ɒDHCP ֯ ɓῳᵅ ֯ᾛӐ″ї￼<ֵ >ᶃ‰ιώ ɒ ḧֵ ѧ￼ DHCPόɓι♇֨ ḧώ ɒֵ ἄוɓι

Ḣἄֵ  

 Ầᵏ DHCP 

♇֨<DHCP ῸחẦԋ>Ầᵏ DHCP Ὸח  

 静态地址分配 

ỗᶊᶍ֫ ￼ ḅїχ 

ᶃ 1-37  ỗᶊᶍ֫  

 

 ▌ז ỗᶊᶍ 

ḭἋᵄ ιḭἋ IPιḭἋ MAC ᶊᶍọ ιԎҤ ᴵ ι♇֨ɒḢἄ ɓώ ɒ ἄוɓᵅιҺῘ ᶈ ỗᶊ

ᶍ֯ ѧ  

 ỗᶊᶍ 

♇֨ɒ ỗᶊᶍ֯ ɓῳᵅ ֯ᾛӐ″ї￼< >ᶃ‰ι ҺῘ ỗᶊᶍ￼ӡỤιḾӡỤ ᵅι♇֨<Ḣἄ >

ώ ɒ ἄוɓᴏᴵ  

 ֵ ỗᶊᶍ 

1ζᶈɒ ỗᶊᶍ֯ ɓѧ Ὅᶺ‍ ẹι♇֨ɒֵ ѧ￼ᶊᶍɓἥ ֵ ᾭὯ  

2ζ♇֨ɒ ỗᶊᶍ֯ ɓῳᵅ ֯ᾛӐ″ї￼<ֵ >ᶃ‰ιώ ɒ ḧֵ ỗᶊᶍόɓι♇֨ ḧώ ɒֵ ἄוɓι

Ḣἄֵ  

 客户端列表 

ḭἋ ֯ ￼ ḅїχ 

ᶃ 1-38  ḭἋ ֯  

1-38 
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 ‬ IP ᶊᶍ 

ᶈᾆ ⁭ѧ Ԅ IP ᶊᶍ ‬  

 MAC ᶊᶍᵙטỗ IP ḧ 

ᶈɒḭἋ ֯ ɓѧ Ὅᶺ‍ ẹι♇֨ɒἫ MAC ᶊᶍ ḧֹטỗ ᴨ￼ IP іɓ ḧ  

1.3.5.3 DHCP中继 

DHCP ѧ ￼ ḅїχ 

ᶃ 1-39 DHCP ѧ  

 

 

Ḿ DHCP ѧ Ầᵏἆ ԋ ιẸẦᵏῊᴵҨ ᶺѦ DHCP Ὸחᵸᶊᶍ 

 

1.3.5.4 ACL 

 ACL 列表 

1-39 
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ACL ֯ ￼ ḅїχ 

ᶃ 1-40ACL ֯  

 

 ▌ז ACL 

♇֨ɒ▌ז ACLɓὟ ιᶈẵ֧⁭ѧ ԓḳιACL ֯ ῗọᶪḔⅎι♇֨ɒ ḧɓώ ɒ ἄוɓᴏᴵιᶈ ACL ֯ ї

Ἶ⁭ѧ ￼ז▌ֹ ACL 

 ֵ ACL 

ACL ֯ їἾ⁭ѧ ѧ ֵ ￼ ACLι♇֨ɒֵ ACLɓὟ ιώ ɒֵ ἄוɓᴏᴵ 

 ▌ז ACL ֱ 

ACL ֱι Ὅ ίֺ ᶚ ᴃ ᾦῊוּ ᴣ IPι♇֨ɒḢἄ ɓώ ɒ ἄוɓᵅιҺῘ ᶈ ACL ֱ֯

ѧ  

 ACL ֱ 

♇֨ɒACL ֱ֯ ɓῳᵅ ֯ᾛӐ″ї￼< >ᶃ‰ι ҺῘ ACL ֱ￼ӡỤιḾӡỤ ᵅι♇֨<Ḣἄ

>ώ ɒ ἄוɓᴏᴵ  

 ֵ ACL ֱ 

1ζᶈɒACL ֱ֯ ɓѧ Ὅᶺ‍ ẹι♇֨ɒֵ ѧ￼ ֱɓἥ ֵ ᾭὯ  

2ζ♇֨ɒACL ֱ֯ ɓῳᵅ ֯ᾛӐ″ї￼<ֵ >ᶃ‰ιώ ɒứ ֵ ֱόɓι♇֨ ḧώ ɒֵ ἄוɓι

Ḣἄֵ  

 ט ACL ֱ 

ᶪ֒ ￼ט ACL ẑ֯ᴺι♇֨ɒ ɓώט ɒ ἄוɓᴏᴵ 

 ACL 时间 

ACL Ὴ ￼ ḅїχ 

ᶃ 1-41 ACL Ὴ  

1-40 
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 ▌ז ACL Ὴ  

ACL Ὴ ιᶪ֒Ὴ Ḿ ᴣῊ ι♇֨ɒḢἄ ɓώ ɒ ἄוɓᵅιҺῘ ᶈ ACL Ὴ ֯ ѧ  

 ACL Ὴ  

♇֨ɒACL Ὴ ֯ ɓῳᵅ ֯ᾛӐ″ї￼< >ᶃ‰ι ҺῘ ACL Ὴ ￼ӡỤιḾӡỤ ᵅι♇֨<Ḣἄ

>ώ ɒ ἄוɓᴏᴵ  

 ֵ ACL Ὴ  

ᶈɒACL Ὴ ֯ ɓѧ Ὅᶺ‍ ẹι♇֨ɒֵ ѧ￼Ὴ Ḿ ɓἥ ֵ ᾭὯ  

 应用 ACL 

Ẕּז ACL ￼ ḅїχ 

ᶃ 1-42 Ẕּז ACL  

 

 

 ▌זẔּז ACL  

Ẕּז ACL Ὴ ι Ὅ ACL ◒Άᵇᴣ ᴭι♇֨ɒḢἄ ɓώ ɒ ἄוɓᵅιҺῘ ᶈẔּז ACL ֯ ѧ  

 Ẕּז ACL 

♇֨ɒẔּז ACL ֯ ɓῳᵅ ֯ᾛӐ″ї￼< >ᶃ‰ι ҺῘ Ẕּז ACL ￼ӡỤιḾӡỤ ᵅι♇֨<Ḣἄ

>ώ ɒ ἄוɓᴏᴵ  

 ֵ Ẕּז ACL 

1ζᶈɒẔּז ACL ֯ ɓѧ Ὅᶺ‍ ẹι♇֨ɒֵ ACL Ẕּז ᴭɓἥ ֵ ᾭὯ  

2ζ♇֨ɒẔּז ACL ֯ ɓῳᵅ ֯ᾛӐ″ї￼<ֵ >ᶃ‰ιώ ɒ ḧ ֵ όɓι♇֨ ḧώ ɒֵ ἄוɓιḢἄֵ  

1-41 
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 ▌ז   צּ

ιצּ ᵄצּ ọ ι♇֨ɒḢἄ ɓώ ɒ ἄוɓᵅιҺῘ ᶈ ֯צּ ѧ  

 ֵ  צּ

ѧɒ ֯צּ ɓѧ•Ѧ ֵ>֨♇ιצּ ᶃ‰ιώ<צּ ɒ ḧ ֵ όɓι♇֨ ḧώ ɒֵ ἄוɓιḢἄֵ  

 ▌ז צּ ֱ 

צּ ֱιṾḴᵙ ᴧ╙ ѭọ ιԎҤ ᴵ ι♇֨ɒḢἄ ɓώ ɒ ἄוɓᵅιҺῘ ᶈ צּ ֱ֯ ѧ  

 ּצ ֱ 

♇֨ɒ צּ ֱ֯ ɓῳᵅ ֯ᾛӐ″ї￼< >ᶃ‰ι ҺῘ צּ ֱ￼ӡỤιḾӡỤ ᵅι♇֨<Ḣἄ >

ώ ɒ ἄוɓᴏᴵ  

 ֵ צּ ֱ 

1ζᶈɒ צּ ֱ֯ ɓѧ Ὅᶺ‍ ẹι♇֨ɒֵ ѧ ֱɓἥ ֵ ᾭὯ  

2ζ♇֨ɒ צּ ֱ֯ ɓῳᵅ ֯ᾛӐ″ї￼<ֵ >ᶃ‰ιώ ɒ ḧֵ όɓι♇֨ ḧώ ɒֵ ἄוɓιḢἄֵ

 

 流设置 

╙ ￼ ḅїχ 

ᶃ 1-45 ╙  

1-43 
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 ▌זẔּז צּ ᴭ 

Ẕּז צּ ᴭι Ὅ Άᵇ ӡү₩Ẫ ֯צּ ᴣ ᴭι♇֨ɒḢἄ ɓώ ɒ ἄוɓᵅιҺῘ ᶈẔּז צּ

ᴭ֯ ѧ  

 ֵ Ẕּז צּ ᴭ 

1ζᶈɒẔּז צּ ᴭ֯ ɓѧ Ὅᶺ‍ ẹι♇֨<ֵ ѧ￼Ẕּז ἥ<צּ ֵ ᾭὯ  

2ζ♇֨ɒẔּז צּ ᴭ֯ ɓῳᵅ ֯ᾛӐ″ї￼<ֵ >ᶃ‰ιώ ɒ ḧֵ όɓι♇֨ ḧώ ɒֵ ἄוɓιḢ

ἄֵ  

1.3.5.6 VSU配置 

Ẹ ᶵᴵҨ VSU ₩ẪῊιᴅ ₩Ẫᵙ VSU ₩Ẫ￼ Ῐ јᵃ  
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 VSU 模式 

VSU ₩Ẫ ḅїχ 

 

VSU ᶋ῟￼ᴥѮ ₅╜ 
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1-46 

 

1.3.6 系统 

ɒ ɓᴵҨת ״  ᵔת ῄỐ ᾸṪԏᴣ Web ίֺᴶ  

1.3.6.1 系统设置 

ᵍɒץ Ὴ ɓ ɒӢᾡḸ ɓ ɒỠᶶ֧ᴔ ɓ ɒᶭẶו ɓ ɒSNMPɓҨᴣɒDNSɓԈѦ ֫  

 

ḅїχ 

 系统时间

Ὴ ￼

ᶃ 1-46 Ὴ  

 

 

 Ὴ  

Ὴ ᴵҨἐṪ Ẹׁ Ὴ ιѼᴵҨ ע ɒ љט Internet Ὴ Ὸחᵸᵃℓɓ Ὴ ιѣ  Ῐ ҃Ẹׁ
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 ṀԄ/Ṁ֧  

ṀԄ Ӣ ᶵ ԓḳι ᵏ ᶵ ԓḳּוᾦ Ṁ֧ ᶵҰẸׁ ԓḳ  

 Ỡᶶ֧ᴔ  

 ♇֨<Ỡᶶ֧ᴔ >Ὗ ιṄ ԓḳ▐ Ỡᶶֹ֧ᴔ ԓḳ  

 增强功能 

ᶭẶו ￼ ḅїχ 

ᶃ 1-49 ᶭẶו  
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WEB ᴭεọ ζι︡ẹ Ὴᵙ ᶵӈ ᴵ ι♇֨<Ӡḕ>ᶃ‰ώ ɒ ἄוɓᴏᴵ  


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1.3.6.2 系统升级 

״ ״ὐɒ ᶊץ ɓᴣɒWEB ᶈץ ״ ɓ  

 本地升级 

 ᶊ״ ￼ ḅїχ 

ᶃ 1-52  ᶊ״  

 

♇֨╞ ι Ὅ ᶊӠḕ￼ bin ᾰҭιⱡᵅ♇֨<ẦḊ״ >Ὗ ḫא ᶊ״ ᾛӐ  

 WEB 包在线升级 

WEB ᶈץ ״ ￼ ḅїχ 

ᶃ 1-53 WEB ᶈץ ״  

 

 

ḅ‛ḕᶈῳᾺⱱ ιᴵҨ♇֨<״ >ᶃ‰״ ֹῳᾺⱱ  WEB ץ  

1.3.6.3 管理员权限 

ו ᶼḫא  ᵔת ￼  

 ᵔת ￼ ḅїχ 

1-50 
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ᾰ ⁭ѧῘ ẸׁῄỐӡỤι♇֨ɒ῭ᾺẸׁ ῄỐɓ ֻᾺ 

1.3.6.5 诊断工具 

₅╜ ᵍɒpingץ ₅╜ɓ ɒtracert ₅╜ɓᵙɒ ₅╜ɓѕ ֫  

 Ping 检测 

Ping ₅╜ ḅїχ 

ᶃ 1-57 ping ₅╜ 

1-52 
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Ԅ ￼ IP ᶊᶍ ӡỤι♇֨<ẦḊ₅╜> ҺӸι₅╜ ‛ṏҺῘ ᶈᾰ ⁭  

 tracert 检测 

tracert ₅╜ ḅїχ 

ᶃ 1-58 tracert ₅╜ 
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љ ping ₅╜ ᵃι Ԅ ￼ IP ᶊᶍ ιⱡᵅ♇֨<ẦḊ₅╜>ι₅╜ ‛ ҺӸṏҺῘ ᶈᾰ ⁭  

 线缆检测 

₅╜ ḅїχ 

ᶃ 1-59 ₅╜ 

 

ѧ ―ѧ￼ ᴭιⱡᵅ♇֨<ẦḊ₅╜> Ọ ể ṇҺӸιṏᴵҨ<ẦḊ₅‬>Ὗ ї ֹ₅╜ ‛  

ᶃ 1-60 ₅╜ ‛ 
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1.3.6.6 WEB控制台 

  ₩Ὁ CLI ίֺᴶᾛӐιᶈ Ԅ⁭ѧ Ԅ CLI ᵘҧιὟᵻ ἆ ♇֨ɒᴧ ɓὟ ᴏᴵ Ԅᵘҧ ᾟὙɒTABɓᵘҧ

Ҩᴣɒ?ɓᵘҧ  
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