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26XX

#AAA Ne
aaa new-model \\ aaa
aaa accounting update \\
aaa accounting network default start-stop group radius \\
aaa authentication dotlx default group radius \\ dotlx
radius-server host 192.168.123.100 \\ 4 + 1P
radius-server key ruijie \\ Radius key

!
#802.1x No
dotlx accounting default \\ n dotlx w
dotlx authentication default \\ n dotlx w
dotlx client-probe enable \\ hellow
interface GigabitEthernet 0/1
dotlx port-control auto \\ o g dotlx

!

interface VLAN 1

ip add 10.1.1.2 255.255.255.0

no shutdown

ip default-gateway 10.1.1.1

snmp-server community ruijie rw

# 1P - 3 DHCP

expert access-list extended test

10 permit udp any any eq bootps any any eq bootpc
20 permit udp any any eq bootpc any any eq bootps
security global access-group test

i G “web %o %o%
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451 WS

http redirect 192.168.123.30 \\ F il [

interface FastEthernet 0/1

web-auth port-control \\ o web

snmp-server host 192.168.123.30 informs version 2c ruijie web-auth \\ WEB

Y i - "H 0 WEB "  snmp

snmp-server enable traps web-auth \\ WEB Y i Ny "H 0 WEB ~
snmp

snmp-server community ruijie rw \\ snmp  r i L F W

!

interface VLAN 1

ip address 10.1.1.2 255.255.255.0

no shutdown

#ACa APa " - DHCP SERVER 5750 :
ip dhcp pool AP

option 138 ip 1.1.1.1

network 100.1.1.0 255.255.255.0
default-router 100.1.1.1

!

wlan-config 100 802.1x
enable-broad-ssid

1

ap-group default
interface-mapping 100 20

ap
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interface GigabitEthernet 0/2
switchport access vlan 2

speed 100

!

interface Loopback 0O

ip address 1.1.1.1 255.255.255_255
interface VLAN 1

no ip proxy-arp

ip address 10.1.1.3 255.255.255.0
interface VLAN 2

no ip proxy-arp

ip address 100.1.1.1 255.255.255.0
interface VLAN 20

no ip proxy-arp

ip address 10.20.1.2 255.255.255.0

# AAA Ne

aaa new-

aaa accounting update

aaa accounting network default start-stop group radius
aaa authentication dotlx default group radius
radius-server host 192.168.123.100

radius-server key ruijie

#Dotlx Ne
dotlx eapol-tag
dotlx accouting default
dotlx authentication default
!
wlansec 100
security rsn
security rsn aes enable
security rsn
# [
ip access-list extended test
10 permit udp any eq bootpc any eq bootps
20 permit udp any eq bootps any eq bootpc
!
#W 0 Portal Ng ’ Ne
web-auth offline-detect flow idle
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web-auth portal key ruijie
http redirect direct-site 10.20.1.1 arp
http redirect session-limit 100 port 300
http redirect homepage http://192.168.123.30/eportal/index.jsp
http redirect 192.168.123.30
#
snmp-server host 192.168. 123.30 informs version 2c ruijie web-auth
snmp-server enable traps web-auth
snmp-server community ruijie rw
!
wlansec 100
webauth
#wq Portal W portalb SAM F Ng r NS y H
aaa authentication web-auth defaultgroup radius // 4 web “H 9 portal
“ AC NAS vy P v AAA ANe ~

aaa accounting network default start-stop group radius // ;7
aaa accounting update
radius-server host 192.168.123.100

radius-server key ruijie

portal-server eportalv2 ip 192.168.123.30 url
http://192.168.123.30/eportal/index.jsp
web-auth portal key ruijie

web-auth portal
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4 AG: H
Rui jie#show web-auth user all
Statistics:
Type Online Total Accumulation
vl portal
v2 Portal 0 0
Total 2 2 8
V1 Portal Authentication Users
Index Address Online Time Limit Time used Status
1 10.20.1.4 on 240d 00:00:00 0d 01:22:00 Active
2 10.20.1.7 on 21d 11:20:49 0d 00:02:00 Active

5 n

AC w
#web 1
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as

Rulh ~ AG: H

Ruijie#show cl*Mar 25 12:42:54: %WEBAUTH-6-OFFLINE: Linkdown or no flow
detected, user 10.20.1.7 offline.

*Mar 25 11:53:33: %WEBAUTH-6-OFFLINE: Linkdown or no flow detected, user
10.20.1.7 offline.
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