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cL 3

1 CLI

1.1
1.1.1 alias
y 3 {17 dL® 06  alias 3 AG 3 no
Iy 3i ) 17 VYa YOI 31 ) A
alias mode command-alias original-command
no alias mode [original-command]
A
mode I I 3 3 A
A
command-alias 31 1A
original-command I Y 3 A
EXEC [0 i) A
3 @
EXEC O 3 i 1 m hapasauaun 1Y i n helpapingashowa
undebuga undebugA
3i ) a no aliasexec 37 A
G
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CLI

Q

w R

Ruijie# s?
*s=show show start-chat start-terminal-service
)R za Ya T f, 6 N 3" AR ~  EXEC
16} i1 "sv'3 3 "show version™ 1
Ruijie# s?
*s=show *sv=""show version” show start-chat
start-terminal-service
il y o 3 Yo m a A 3 R -
33m oe 7 a A P
Ruijie# s?
show start-chat start-terminal-service
R4 #FAJU d 3 A }q © R A 0] 3 i) Tia™}
"ip address™ 1 A 1o)
Ruijie(config-if)# ia ?
A_B.C.D IP address
dhcp IP Address via DHCP
Ruijie(config-if)# ip address

“ @ "ip address” 3 N g T 3 i 3 A
i) © w T ta P A
G show aliases 3 4 JU & i) A
JUIOR  ~ @ IO G 3 i 1 "def-route”3 "ip route

0.0.0.0 0.0.0.0 192.168.1.1"
Ruijie# configure terminal

Ruijie(config)# alias config def-route ip route 0.0.0.0 0.0.0.0
192.168.1.1

Ruijie(config)# def-route?

*def-route=""ip route 0.0.0.0 0.0.0.0 192.168.1.1"
Ruijie(config)# def-route?

% Unrecognized command.

Ruijie(config)# end

Ruijie# show aliases config

globle configure mode alias:

def-route ip route 0.0.0.0 0.0.0.0 192.168.1.1

show aliases Y




cL 3

n
314
1.1.2 privilege
y 3 ¢Ya 3 iTdL @ lOG  privilege 3 AG
3 no Ly 3 " h A

privilege mode [all] {level level | reset} command-string

no privilege mode [all] [level level ] command-string

A
mode 3 CLlI 3 A
[all] 3 3 T A
P A
A
level level 3 3 -
0-15A
reset 3 " P A
command-string 3 s A
3 @
o y 1 privilege 3 & d CLI 3 T T ad -
3 N A A ) KO 1 JuG  privilege ?"
m 4 CLI 1 A
config @
G exec
interface A
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cL 3

Ruijie(config)# enable secret level 1 0 test
Ruijie(config)# privilege exec level 1 reload
G 1  CLl 4 4 US reload R

Ruijie> reload ?

<cr>
reload & 3 | TEdAG alQ
Ruijie(config)# privilege exec all level 1 reload
TG i 1 wCLl 4 Jd UG reload @ 3"
Ruijie> reload ?
at reload at a specific time/date
cancel cancel pending reload scheme
in reload after a time interval
<cr>
0 3 3
enable secret CLl i AR
4




CLI

w R

JUIOR  ~ EXEC 10 3!

Ruijie# show aliases exec
exec mode alias:

h help
p ping
S show
u undebug
un undebug

,I t




2.1
2.1.1 disable
Ko @ m } 3 disableA
disable [ privilege-level ]
A
A
privilege-level
’1
c 3y T A a9 B
G ] A
& disable 3 y m A
to R m &l
Ruijie# disable 10
wR
enable y «f
. 3
Q 3
4
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2.1.2 enable
&) - 3 enableA
3 a Noe ® 34 1A
A‘
A
a ANé o 34 T A
3 a ANé o 34 T A
G a Né @ 34 T A
w R a Noée o 34 1A
. 3
Q 3
4 a Né @ 34 T A
N
314
2.1.3 enable password
ad N3” (%) 3 enable passwordA 2 noj
A3 A
enable password [level level]l {password | [0 | 7] encrypted-passwordino enable
password
A
Password &) EXEC A3 A
A Level i A
0|7 A3 9 Y0 3 7 g A
encrypted-password A3 A
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3 @
w3 Ay QO A 8 ﬂ N3
w3 A
T o)
. A "0 17 269 N A
A Azm dJU m N Ae 4 tonAzy Y 1
@9 Tl oY A3" ta W
V4 EXEC Aa ‘ 3 x A3AA
A3 A
O R A3 n pwl0
w R

Ruijie(config)# enable password pwl0

’1

‘I’Q 'i .

enable secret W A3RA
Jd

N
31 d
2.1.4 enable secret
ad O A3R” (i) 3 enable secretA 3 hot

A3 A
enable secret [level level] {secret | [0 | 5] encrypted-secret}

no enable secret

A
Secret ) EXEC A3 A

A Level i A
0[5 N3 T 0 5 5 o3 A
encrypted-password AR A
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LY, 6Q LAG noenableservice 37 LA

L) R 3’ enable service ssh-sesrver, SSH Server q

Ruijie(Config™ # enable service ssh-sesrver




J Telnetq = @
configure terminal
line tty 1 16

|_O|




w R

enable A

Web A G noip http authentication

o
Py
=)
<

Web local '
Ruijie(config)# ip http authentication local

’i

enable service
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2.1.9 ip telnet source-interface

A3 IP o n Telnet
telnet source-interface 3

ip telnet source-interface interface-name

- o 4 UG ip

A‘

interface-name

>

IP 2 1 Telnet

3 @
LR, A9 IP om® Telnet
G Y 4 Telnet E A" 0
A AG  noip telnet source-interface
O R 37 Loopbackl A3 IP
wR

2Mm® Telnet

A G telnet 1
A ¥ G

n h A

Ruijie(config)# ip telnet source-interface Loopback 1

‘1

TQ ‘%‘ -

telnet I Y4 Telnet E A
4

A
314
10.4(2) 3
2.1.10 lock




lock

2 Y3 N3” EXEC

3 lockA

wR

'I’Q ""

WA 3’
sA oA

I LockedL g
A3 A
3¢ B 1 ® line
line 3 B

A ® - ® i

>

o] Rn
Ruijie(config-line)# lockable

BYDS

Ruijie(config-line)# end
Ruijie# lock

Password: <password>
Again: <password>

Locked

Password: <password>

o

lockable

3"

lockable

>

374

2.1.11 lockable
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26 lock 37 J4JU line

O lockable 3~

a loa lock 3 A6 no 3 A
lockable
no lockable
A‘
3 line
3 Y 2 B - B 4 JU EXEC {0)
lock 3 A
o R 8 MAD B 1 B 84
Ruijie(config)# line console 0O
Ruijie(config-line)# lockable
Ruijie(config-line)# end
w R Ruijie# lock
Password: <password>
Again: <password>
Locked
Password: <password>
. 3
Q 3 -
lock B A
d
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login
no login
A‘
A
3 line
. 0 AAA & Lkt 3 ¥ ) A3 A3
VTY console A @& N3 A
to R VTY 3 A3 A
Ruijie(config)# no aaa new-model
wR Ruijie(config)# line vty O
Ruijie(config-line)# password O normatest
Ruijie(config-line)# login
. 3
Q 3
password line

2-11



line

2-12



username 3 a A
to R VTY 3 A
Ruijie(config)# no aaa new-model
wR Ruijie(config)# username test password O test
Ruijie(config)# line vty O
Ruijie(config-line)# login local
. 3
Q 3 -
username A
Jd
N
314
2.1.15 privilege mode
A CLI 3 1A
A
A
Noe CLI 3 1A
3 Noe CLI 3 1A
G N8 CLI 3 1A
w R No@ CLI 3 1A
. 3
Q 3
d
314 N
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2.1.16 password

line A3 line 3 passwordA 3 no 1 line

A3 A
password {password | [0|7] encrypted-password}

no password

password line A3 A

2-14



service password-encryption

A‘
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interface interface-name Telnet G A
Ivrf vrf-name VRF
’1
3 ¥ I Y4 telnet E A
G
N lipveQ ~ © IPV6 )
R 1 1O R 7 telnet IPV4 n 192.168.1.17 A G h~
An vianT VRF n vpnl
wR Ruijie# telnet 192.168.1.1 /source interface vlan 1 /vrf vpnl
R 2 1O R 7 telnet IPV6 n 2AAA:BBBB::CCCC
Ruijie# telnet 2AAA:BBBB::CCCC
'i
) ] NI IP 2 1 Telnet
. ip telnet source-interface ,
Q 3
show session mTTY .
exit m '
Jd
N
314

2.1.19 username

2-16



password N3 A

0l7 N3 g 0 3 7 A
encrypted-password A3 A

privilege-level A
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message a G
3 @
G G 34U 3 B =21 A
® i 1y ©w T~ € x A
0] R =Y '
wR Ruijie(config)
Ruijie(config)# banner login $ enter your password $
. 3
Q 3
4
314
2.2.2 banner motd
a &) to 3 banner motdA |
a ~ & nobannermotd 3 A
banner motd c message ¢
A
A . = f 8 e al
message a «
3 ®
G G 3 4 JU a MR =T} A

2-18






JUKO | y Il ad 3 A
Ruijie#show boot system
system boot file: flash:/rgos.bin
Ruijie#dir
Directory of flash:/
11015744 2008-01-01 08:00:46 rgos.bin
12019754 2008-02-01 08:00:46 s5750 10 4.bin
R
v 399 2006-01-01 08:01:37 config.-text
33,030,144 bytes total. (10,590,592 bytes free)
Ruijie(config)# boot system s5750_10_4._bin
Ruijie(config)# show boot system
system boot file: flash:/ s5750 10 4._bin
o AT s5750 10 4.bin A

. 3

Q 3 -
show boot system A

N -

N
314
2.2.4 clock set
T J UG 3 clock set u e vy
clock set hh:mm:ss month day year
A
hh:mm:ss m 7 n " 24 8~
A day " 131" Ya @ A

month T 1127 Y e
year Q7 ~ 1993-2035" " a G nA

2-20



’1
G 3 T A
G y koo © G clock set 3 2]
- o A~ A
o] R m m 2003 3 17 3’ 10 201 30 °
Ruijie# clock set 10:20:30 3 17 2003
w R
Ruijie# show clock
clock: 2003-3-17 10:20:32
- 3
Q 3
show clock m
d
N
31 d

2.2.5 clock update-calendar

>

m m ~ h

clock update-calendar

:“
A
'i
ye J ¢ ~ calendar” A .
Q 0 a Ho# A
G
ad 7y n o
3 éf CI v A
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wR

& 0 34U m

Ruijie# clock update-calendar

81

>

2-22
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’1
G G 34U 20|« A
10) R 10f  Jud '
wR Ruijie# reload in 10
Router will reload in 600 seconds.
. 3
Q 3
4
n
314
2.2.10 session-timeout
m LINE 9 | G session-timeout 3 A
no session-timeout 3~V LINE KO ", a A
session-timeout minutes [output]
no session-timeout
A
A minutes i '
output 1 tom w " i :
n 0 minA
3 LINE
o 8~y mLINED 1 . A
8q = @ - LINE i 4 A
w R O R linevty 0 m 5f 30 °
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Ruijie(config-line)# exec-timeout 5 30
. 3
Q 3
d
)
314
2.2.11 speed

v o 3 speed speedA

“ G nospeed 13 A

speed speed

A
A Y & bpsA ys N~
Speed A n 9600a19200a38400a57600a
115200¢ Y 3 9600A
9600
3 @
G G 3 A
O R sA n 57600 bps
wR Ruijie(config)# line console 0O
Ruijie(config-line)# speed 57600
. 3
Q 3
4
314 A
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2.2.12 write

~

write [ memory | network | terminal ]

running-config™ d

A

‘ memory

network

A © NVRAM

d 1 TFTP
running-config tftpA

Ay copy

running-config startup-configA

L 3

Ay copy

2-27



[Failed]

The device [usbl] does not exist, write to the default config file

[/config.text]? [no] yes

Write to the default config File: [/config.text]

[OK]
’1
. boot config 0 |F J
Q 3 .
copy °
show running-config
d
N
314
2.3
2.3.1 show clock
- 3 show clockA
show clock
A‘
A
‘.“
G G 3 4 JU m * detail A
O R showclock 3 Ya R
w R Ruijie# show clock

clock: 2003-3-17 10:27:21

2-28



'i
'I’Q ""
clock set
d
n
314
2.3.2 show line
a o 3 show lineA
show line [console line-num | aux line-num | vty line-num | line-num]
A‘
console 8 | =Y
A aux aux a
vty vty Y
line-num line
'i
e ¢ 3 a A
O R console A 3
Ruijie# show line console 0O
CON Type speed Overruns
*0 CON 9600 45927
Line 0, Location: ™', Type: "vtl100"
wR Length: 24 lines, Width: 79 columns
Special Chars: Escape Disconnect Activation
X none M
Timeouts: Idle EXEC Idle Session
never never
History is enabled, history size is 10.

2-29



Total input: 53564 bytes
Total output: 395756 bytes
Data overflow: 27697 bytes

stop rx interrupt: O times

- 3

Q 3

Jd

N
31 d
2.3.3 show reload
b - o 3 show reloadA
show reload
A‘
A‘
'i
G G 34U oF A
16) R o | '
Ruijie# show reload
wR Reload scheduled in 595 seconds.

At 2003-12-29 11:37:42
Reload reason: test.

. 3

Q 3

J

2-30



314

2.3.4 show running-config

m a 3 show running-configA
show running-config
A
A
g‘
G
wR
o 3
Q 3
Jd
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By Ruijie Network

System start time: 1970-6-14 11:49:53

System uptime: 3:17:1:17

System hardware version: 2.0

System software version: RGOS 10.3.00(4), Release(34679)
System boot version: 10.2.34077

System CTRL version: 10.2.24136

System serial number: 1234942570001

. 3
Q 3
d

N
314
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LINE 3

3 LINE

3.1 LINE

3.1.1 access-class

Line KO ACL 8 * ~ AG access-class acl-no{in|out} 3
Line O 8 * AG noaccess-class access-list-number {in|out} 3
LINEO ACL A

[no] access-class access-list-number {in | out}

3-1



LINE 3

n
314
3.1.2 line
wf LINE T 6 Julo 3
line [aux | console | tty | vty] first-line [last-line]
A
aux ANTY © " H
console 8 A
A tty ATY ©
vty N y telnet/ssh
First-line w first-line A
Last-line @ last-line A
3 A
G @ LINE A

®! LINEVTY 11 3 LINE ‘

wR
Ruijie(config)# line vty 1 3
. 3
Q 3
d
N
314
3.1.3 line vty

3-2



LINE 3

347U 5 mdJue VTY A 3 noAN U m+ JuG
VTY A
line vty line-number
no line vty line-number
A‘
A
a0 d VTY m5 An 0--4A
3 @
G 7 T VTY MR VI 3 A
R 1 J VTY 57 20 4 VTY A i 0--19A
Ruijie(config)# line vty 19
w R . -
R 2 N VTY 1 10 A VTY AN n 0—9A
Ruijie(config)# line vty 10
- 3
Q 3
J
n
314
3.1.4 transport input
Line O JU " Y G transportinput 3 Line O JU T A
G default transport input n LINE HOF Toom h A
transport input {all | ssh | telnet | none}
default transport input
‘ A A
‘ all Line kO | ) A
‘ ssh LinetO A i SSH”™ A
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LINE 3

telnet LinekO 41  Telnet” A
none LinetO a i P A
T VTY i - A ¢ TTY hun NONE afi
L A @ A ¥ 47 1 JUG  default transport input
3 " h A
3 Line
3 Line ot © AVTY alo i B a A
@i B U VTY 3 1 AG  show
running 3 Line 1O a A
G
G default transport input 3 A no transport
& input 3~ LINE e} a A 6
transport input none J A
linevty0410 A i  telnet” ‘
. Ruijie# configure terminal
w
Ruijie(config)# line vty 0 4
Ruijie(config-line)# transport input telnet
ﬁ
TQ g' -
show running 8 A
J RG0OS10.1 /L3
n
314




4.1

4.1.1 ping
3 1T s a & e A 3
I_Ol

ping [vrf vrf-name] [ip] [ip-address [length length ] [ntimes times] [timeout seconds] [data
data] [source source] [df-bit] [validate]]

4 |

4-1



>

¢ E A DNS f

R T ping R

Ruijie# ping 192.168.5.1

Sending 5, 100-byte ICMP Echoes to 192.168.5.1, timeout is 2 seconds:
< press Ctrl+C to break >

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10
ms

R 2 ping R
wR Ruijie# ping 192.168.5.197 length 1500 ntimes 100 timeout 3 data Ffff
source 192.168.4.10
Sending 100, 1000-byte ICMP Echoes to 192.168.5.197, timeout is 3
seconds:
< press Ctrl+C to break >
N N N N N N R NN NN NN RN RN
TR Rn RN pnrnennny
Success rate is 100 percent (100/100), round-trip min/avg/max = 2/2/3
ms
- 3
Q 3
4 3 3 A
| A
‘ 31 d
4.1.2 ping ipv6
T AU s a & @ A 3

A

ping [ipv6] [ip-address [length length ] [ntimes times] [timeout seconds] [data data]
[source source]]

ip-address IPv6 A




length N
times J T
seconds
data i
IPv6 NAE &~
source o R R
217 al om A
- m2 ~“8° 53 n 100Byte T
Ping ipv6 3 {0}
ping ipv6 ~ KO£ JJUu ping ipv6
pingipv6q ~ 4 JU O -
m2 ~8&° 593 i 100Byte T =T
Ya Tt Yatr a 6
t a Ya'C | Ya a A pingipv6 ~
- pingé” JJ/u " 3 a -
pingipv6 Y ~ A # Y a a A




4 3 ipv6 3 A
n
314
4.1.3 traceroute
traceroute 3~ 4 JU y Ty f Q.

traceroute [vrf] [vrf-name] [ip ip-address][ip-adress [probe number ] [source source]
[timeout seconds] [ttl minimum maximum]]

A

vrf-name VRF J

Ip-address IPv4 A

numbe J
A u r

IPv4 NAg e A "R
source L. . R
127.0.0.17 a | an A
seconds

minimum maximum




2 192.168.9.2 4 msec 4 msec 4 msec

3 192.168.9.1 8 msec 8 msec 4 msec

4 192.168.0.10 4 msec 28 msec 12 msec

5 202.101.143.130 4 msec 16 msec 8 msec

6 202.101.143.154 12 msec 8 msec 24 msec

7 61.154.22_36 12 msec 8 msec 22 msec

y 3 T4 1Ty P & 61.154.22.36 y -
' e € 16U @f 0 - v

(. A

R 2 ¢ € Ta tracerouteR

Ruijie# traceroute 202.108.37.42
< press Ctrl+C to break >
Tracing the route to 202.108.37.42

1 192.168.12.1 O msec O msec O msec

2 192.168.9.2 0 msec 4 msec 4 msec

3 192.168.110.1 16 msec 12 msec 16 msec

4 * ok x

5 61.154.8.129 12 msec 28 msec 12 msec

6 61.154.8.17 8 msec 12 msec 16 msec

7 61.154.8.250 12 msec 12 msec 12 msec

8 218.85.157.222 12 msec 12 msec 12 msec

9 218.85.157.130 16 msec 16 msec 16 msec
10 218.85.157.77 16 msec 48 msec 16 msec
11 202.97.40.65 76 msec 24 msec 24 msec
12 202.97.37.65 32 msec 24 msec 24 msec
13 202.97.38.162 52 msec 52 msec 224 msec
14 202.96.12.38 84 msec 52 msec 52 msec
15 202.106.192.226 88 msec 52 msec 52 msec
16 202.106.192.174 52 msec 52 msec 88 msec
17 210.74.176.158 100 msec 52 msec 84 msec
18 202.108.37.42 48 msec 48 msec 52 msec
VAR “ 1 JU 1Ty IP M 202.108.37.42

N

e €© O 1 ar- 3 04 @ A
Ruijie# traceroute www.ietf.org

Translating " www.ietf.org "...[0K]

< press Ctrl+C to break >

Tracing the route to 64.170.98.32

1 192.168.217.1 O msec O msec O msec

2 10.10.25.1 O msec 0O msec O msec




3 10.10.24.1 O msec O msec O msec
4 10.10.30.1 10 msec O msec 0O msec
5 218.5.3.254 0 msec 0 msec 0O msec
6 61.154.8.49 10 msec O msec 0O msec
7 202.109.204.210 O msec O msec O msec
8 202.97.41.69 20 msec 10 msec 20 msec
9 202.97.34.65 40 msec 40 msec 50 msec
10 202.97.57.222 50 msec 40 msec 40 msec
11 219.141.130.122 40 msec 50 msec 40 msec
12 219.142.11.10 40 msec 50 msec 30 msec
13 211.157.37.14 50 msec 40 msec 50 msec
14 222.35.65.1 40 msec 50 msec 40 msec
15 222.35.65.18 40 msec 40 msec 40 msec
16 222.35.15.109 50 msec 50 msec 50 msec
17 * * *
18 64.170.98.32 40 msec 40 msec 40 msec

0 4 A

N -

N
31 d

4.1.4 traceroute ipv6

traceroute ipy6 3~ 4 JU y Ty I
QA

traceroute [ipv6 ip-address][ [probe number ] [timeout seconds] [ttl minimum maximum]]

A

Ip-address IPV6 1A
A number J

seconds

minimum maximum TTLh




3
Traceroute ipv6 3 ¥ v ' J A
J £ A ¢ g Tt J T EE AN DNS
T A
Juton tracerouteipv6 43R 7 Yan T Yawm
€ TQa a A
R T traceroute ipv6 R
Ruijie# traceroute ipv6 3004::1
< press Ctrl+C to break >
Tracing the route to 3004::1
1 3000::1 0O msec O msec O msec
2 3001::1 4 msec 4 msec 4 msec
3 3002::1 8 msec 8 msec 4 msec
4 3004::1 4 msec 28 msec 12 msec
y 3 Nv Ty IP m 3004::1 y °
R ' @ e T 1 o4 @l v v
A
R 2 & € Ta traceroute ipy6 R
Ruijie# traceroute ipv6 3004::1
< press Ctrl+C to break >
Tracing the route to 3004::1
1 3000::1 0O msec O msec O msec
2 3001::1 4 msec 4 msec 4 msec
3 3002::1 8 msec 8 msec 4 msec
4 * ok *
5 3004::1 4 msec 28 msec 12 msec
y 3 4 U Ty IP m 3004::1 y °
' e € T 15 3 Q4 @ A
0 4 A
d
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5.1

5.1.1 carrier-delay

A HOG 3 carrier-delay A TG no
h A
carrier-delay [ seconds ]
no carrier-delay
A
N -~
seconds N N n’o g 1" 60 A
h 2 A
3 A A
A A /1 DCDy Down T Up
DCD 3ad Jy© o= Jy a y23
- A
G
DCD e - b'S A € JJUu 37 Jus
17U A N~ DCD v &
A € Juo A

w R

5-1



5.1.2 clear counters

A

clear counters [interface-id]

A
N ~
interface-id A ANA
3 A
A h4Ju 3 show interfaces - KOG  clear
G counters 3~ JdJU A h A a AY % A
A
wR Ruijie# clear counters gigabitethernet 1/1
. 3
Q 3 -
show interfaces A a A
4
n
314
5.1.3 clear interface
Y
clear interface interface-id
A
N ~
interface-id A ANNA
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g‘
G 3 4 Switch Port,L2 Aggregrate port ® A ,Routed port,L3 Aggregate port
° A A 3 y A shutdown no shutdown 3 A

wR Ruijie# clear interface gigabitethernet 1/1
- 3
Q 3 -

shutdown Q A
d
N

31 d

5.1.4 descriptioin

N i 1AG 3 no h A
description string

no description

A‘
N ~
string AN P TA
1A
3 A
G G show interfaces 3 Ng " 1A
n Ruijie(config)# interface gigabitethernet 1/1
w
Ruijie(config-if)# description GBIC-1
. 3
Q 3 -
show interfaces A a A

5-3



5.1.5 duplex

314

KO G
0 h A

duplex {auto | full | half}

no duplex

auto

no

full

half

p>)

(AR

>

w R

QA 1 Jue

Ruijie(config-if)# duplex full

show interfaces

’%I

A A
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3 ko) 8 AG 3 no "
flowcontrol {auto | off | on}

no flowcontrol

A‘
auto ) 8 A
N ~ ~
off Q 8 A
on 8 A
Q s A
3 A
G G show interfaces A 8 8 A
N T A 11 8
wR Ruijie(config)# interface gigabitethernet 1/1
Ruijie(config-if)# Flowcontrol on
. 3
Q 3 -
show interfaces A a A
d
N
314
5.1.7 interface aggregateport
3 37 .. Ya A N~ w A AG 3
no 1 N A
interface aggregateport port-number
|
N ~
port-number Aggregate port N ~ a A
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JJU Yy I &6 A9 ® Ya aggregate porté Aaggregate port
G ° A mYs e° ° A aggregate port a AG  show

interfaces  show interfaces aggregateport A A

Ruijie(config)# interface aggregateport 3

w R
Ruijie(config-iH)#
- 3
Q 3 -
show interfaces A 8 A
~,1 -
N
314

5.1.8 interface fastEthernet

3 3" L AN~ w A A

interface fastEthernet mod-num/port-num

A

mod-num/port-num
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o 3
Q 3 -
show interfaces A A
A -
n
31 d

5.1.9 interface giagbitEthernet

3 3”7 I AN~ w A
interface gigabitEthernet mod-num/port-num
A‘
N N3 AN
mod-num/port-num A
3 @
- A G
G 3 no Na T A
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3 3" 10G Ju A~ w A A
interface tenGigabitEthernet mod-num/port-num
A‘
N N3 AN a
mod-num/port-num A
3 @
G 3 no N ANa 7 A show interfaces show interfaces
tenGigabitEthernet 3 A A
o Ruijie(config)# interface tenGigabitEthernet 1/2
w
Ruijie(config-iH)#
. 3
Q 3 -
show interfaces A 8 A
4 H A
n
314
5.1.11 interface vian
3 37 .. Ya | H A" switch virtual interface” SVI™~
w A Ac 3 no i SVIA
interface vlan vlan-id
no interface vlan vlan-id
A
N ~
vlan-id VLAN ID a A
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show interfaces

p)
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A e~ G 3 Q AAGc 3 no A

shutdown

no shutdown

p>2)

w R

4
A
y A" JU NaAp NASVI A"~ 30 A”
v a o9 AG showinterfaces 3 A A
G m no shutdown A 27 J
&

R1 QO Apl

Ruijie(config)# interface aggregateport 1
Ruijie(config-if)# shutdown

R 2 Ap I

Ruijie(config)# interface aggregateport 1
Ruijie(config-if)# no shutdown 18sCf29gateport
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snmp trap link-status

no snmp trap link-status

A‘
A
a0 g - A Link J VY~ SNMP J  LinkTrapA
3 A A
o N~ T NAaAp ANasSvl A~ 3 [ A LinkTrap
v Ad o Link JV” SNMP J  LinkTrapd 3tadA
R 1 1O Anma-d Linktrap
Ruijie(config)# interface gigabitEthernet 1/1
. Ruijie(config-if)# no snmp trap link-status
w
R 2 1O A n  Linktrap
Ruijie(config)# interface gigabitEthernet 1/1
Ruijie(config-if)# snmp trap link-status
'i
Q 3 Ruijie(config-ifyj# snmp trap link-status N A linktrap A
Ruijie(config-if)j# no snmp trap link-status KORN A linktrap A
d
n
314
5.1.16 speed
A AG 3 no h
‘ A A
‘ 10 A n 10MbpsA
‘ 100 A ” 100MbpsA
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1000 A  1000MbpsA
10G A n 10GbpsA
auto A " A
A
A
N Ap Tt A Ap a ~dJu A
a o A A Ap © A6 show interfaces 3
A ad” i # . adA ~ SFP A ai

n 10M 100MA

Ruijie(config)# interface gigabitethernet 1/1
Ruijie(config-if)# speed 100
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@Y 3 VLAN IDA @ Ya VLANID % . - Y3 VLAN
G A m  VLAN  ° A A VLANID f g VLAN
° AA AN Y3 trunkportf % 9 10 A
o Ruijie(config)# interface gigabitethernet 1/1
w
Ruijie(config-if)# switchport access vlan 2
ﬁ
, Yay A”  switch port™
switchport mode A
'I’Q "‘
n Y s trunkport Y 3 native
switchport trunk VLAN 3 TrunkA N
VLAN®" A
d
N
314
5.1.18 switchport mode
G 3 Yay A" switch port™ TAdJU A 1 access port "
trunk port, n 802.1Q AG 3 no A " h A
switchport mode {access | trunk}
no switchport mode
A‘
A access Y 3 switch portn access portA
trunk Y 3 switch port i1 trunk portA
switch port n access
3 A
Y 3 switch port access i Ad mnYs VLAN ° AJ G
G switchport access vlan 3 A Ya VLAN ° A
Y 3 switch port trunk 1 ANdJLU 3 VLAN  ° A  AdTJUL
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y € VLAN A 4 VLAN® a 7 trunk port 4 VLAN*® e
VLAN  ° A4 /LG  switchporttrunk 3 R A { VLAN" A
wR Ruijie(config-if)# switchport mode trunk
’1
Y 3 A nm  statics
switchport access accessport nys VLAN
"’Q g' ° N A
n Y s trunkport Y 3 native
switchport trunk VLAN 3 Trunk A N
VLAN®“ A
4
n
314
5.1.19 switchport trunk
n Y a trunkport Y 3 native VLAN 3 TrunkA { VLAN" AG¢c
3 no AN trunk " h A

switchport trunk {allowed vlan {all | [add | remove | except] vlan-list }| native vlan
vlan-id}

no switchport trunk {allowed vlan | native vian}

A A
3 Trunk A 4 VLAN"  AA  vlan-list
JJU Y3 VLAN #4JU Y * VLAN JU
VLANID ~ JU VLANID - & s
A A " 1020A 3 JJUu " [ A v
* 1-10,20-25,30,33
allowed vlan vian-list al OW 4 VLAN" "D VLAN
add VLAN" g ® < VLAN"
remove VLAN® § 4 VLAN®" &
o
except . VLAN * VLAN
5@ 4 VLAN®
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native vlan vlan-id
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5.2

5.2.1 show interfaces

A a =~ Ju4 aq A

show interfaces [interface-id] [counters | description | status | switchport | trunk |
transceiver [alarm | diaghosis]]

A
. . AT A & aggregateport A a SVI
interface-id R o
A a loopback A~ A
counters A 8 A
description A a ~ " lnk A
status v N A aq 7 a A
N switchport v Ng ~ Ay A A
trunking portg, ~ A a Aggregate port
trunk .
A
transceiver I 8 A
| mo a9
alarm i -
[ Nonel: A
diagnosis "l A m h A
Ag A
1‘
G a3\ Tt A a A
Ruijie# show interfacesgigabitEthernet 0/1 switchport
" Interface Switchport ModeAccess Native Protected VLAN lists
w
GigabitEthernet 0/1 enabled Access 11 Disabled ALL
’1

duplex
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, o U AT T
interface gigabitEthernet . . R
A w A A
. Ya A N~
interface aggregateport . -
w A A
Ya | H A
interface vlian " switch virtual interface” SVI™ ~
w A A
A e” G 3 Q
shutdown -
ANA
speed A A
switchport priority 802.1q A 1A
switchport protected A nd A A
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Aggregate Port 3

Aggregate Port

6.1
6.1.1 aggregateport load-balance
Ya AP Ac 3 no " h A
aggregateport load-balance {dst-mac | src-mac | src-dst-mac | dst-ip | src-ip |
src-dst-ip }
no aggregateport load-balance
A
) MAC I A AP
dst-mac A e’ MAC A i A
N~ MAC a A I 1 ad AN A
) MAC I A AP
src-mac A e’ a 4 MAC T T ad
N~ A MAC G A AN A
IP6 IP I Aald P—
) IP ad AN d7dY IP—
src-dst-ip R
A IP A JA b O
A
A IP 1 A APA
dst-ip e~ IP A Tod N~
IPa I 1 ad A A
[N P f A APA
src-ip e’ adIP T 7 ad AT
A P G A A
MAC 6 MAC I Aald
src-dst-mac MAC—— MAC ad N
1Y MAC— MAC A J A
) MAC rA
3 &) A
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Aggregate Port 3

G G show aggregateport load-balance 3 A
wR Ruijie(config)# aggregateport load-balance dst-mac
. 3
Q 3 -
show aggregateport load-balance aggregateport 8 A

314

6.1.2 port-group

Y3 A n Aggregate Port ° AAG 3 ho i A
Aggregate Port  ° A
port-group port-group-number
no port-group
A
A Aggregate Port A n- Aggregate
port-group-number -
Port AN A
A a y | Aggregate PortA
3 A A
G AP ° A AYa VLANée~ trunk portA y a 4 native
VLAN A a AP
o R Ju N 1/3 AP3 °
wR Ruijie(config)# interface gigabitethernet 1/3
Ruijie(config-if)# port-group 3
- 3
Q 3
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Aggregate Port 3

314

6Heg-9(eq))1(-5pte Port)]TI/C2_0 1 Tf06.474.247 0 Tm9247213A51>5B5.
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VLAN 3

7 VLAN

7.1
7.1.1 name
VLAN | AG¢G 3 no h A
name vlan-name
no name
A
A
vlan-name VLAN )
VLAN /1 VLAN VLANID VLAN 2 J n "VLANO0002"
3 VLAN
G G showvlan 3 vlan
Ruijie(config)# vlan 10
w R
Ruijie(config-vlan)# name vlanlO
. 3
Q 3 - -
show vlan VLAN TA A
4
N
31 d
7.1.2 switchport access
G 3 Ya A n access port mYs VLAN ° A AG
3 no A i VLAN & A
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switchport access vlan vlan-id

no switchport access vian
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access

Y 3 switch port n access portA

trunk

hybrid

Y 3 switch portin trunk portA

Y 3 switch portn hybrid portA




VLAN 3

no switchport trunk {allowed vlan | native vlan }

A‘
3 Trunk A 4 VLAN" A« vian-list
/U Y3 VLAN #dJu Y * VLAN JU
VLAN ID IV VLAN ID ) T
N A " 1020A 3 JJu ", A -
' 1-10,20-25,30,33
A allowed vlan vian-list al oW 4 VLAN" T VLAN
add VLAN® 5@ < VLAN®
remove VLAN" y d VLAN" &
T L
except " VLAN * VLAN
7® {4 VLAN"
native vlian vlan-id Native VLANA
4 VLAN* alr Native VLAN ¥  VLAN 1
3 A
Native VLAN
o n Trunk aA y Y 3 native VLANA native VLAN 3 A3
4 UNTAG “ " y 3 VLAN A T3 A VLAN ID
" . |IEEE802.1Qe PVID” native VLAN  VLANIDA 1 ~ Trunk 3 J
y native VLAN  ~ % UNTAG A
4 VLAN® ¢
Y 3 Trunk A 17y VLAN 1 4094~ An ~ #dJU
Trunk A 4 VLAN* 8 € VLAN a 3 TrunkA A
G show interfaces switchport 3 A
O Ya VLAN2y A 1/15e RO

Ruijie(config)# interface fastethernet 1/15
Ruijie(config-if)# switchport trunk allowed vlan remove 2
Ruijie(config-if)# end

Ruijie# show interfaces fastethernetl/15 switchport

Interface Switchport Mode Access Native Protected VLAN lists

FigabitEthernet 1/15 enabled TRUNK 1 1 Disabled 1,3-4094




VLAN 3
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VLAN 3

7.2

7.2.1 show vilan

VLAN A g A
show vlan [id vlan-id]
A
N ~
vlan-id VLANIDA A
W 9
’1
. 1 © wend 3”7 ®Ctrl+C 4 A
O] T o exit R
Ruijie# show vlan id 1
VLAN Name Status Ports
w R
1 VLANOOO1 STATIC Fa0/1, Fa0/2
’i
Q 3 name VLAN | A
switchport access ANg @Y 3 VianA
d
N
314
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Private VLAN 3

8 Private VLAN

8.1

8.1.1 private-vlan association

"Q  secondary VLAN 6 primary VLAN 3
private-vlan association {svlist | add svlist | remove svlist}

no private-vlan association
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Private VLAN 3

private-vlan mapping {svlist | add svlist | remove svlist}

no private-vlan mapping

A‘
A svlist secondary VLAN list
no f
3 Primary VLAN A

Ruijie(config)# interface vlan 22

wR
Ruijie(config-if)# private-vlan mapping add 24-26
. 3
Q 3
show vlan private-vlan
d RGO0S10.1 /L3
N
314

8.1.3 private-vlan type

VLAN 1 VLAN
private-vlan {community | isolated | primary}

no private-vlan {community | isolated | primary}

A
community n community VLAN
A isolated n isolated VLAN
primary n primary VLAN
no 7 VLAN




Private VLAN 3

VLAN

3 VLAN

Ruijie(config)# vlan 22

Ruijie(config-vlan)# private-vlan primary




Private VLAN 3

- 3
Q 3
show vlan private-vlan -
4 RG0OS10.1 /L3
N
314

8.1.5 switchport private-vlan host-association

Q private VLAN ¥ A Q primary VLAN - secondary VLAN

switchport private-vlan host-association p_vid s_vid

no switchport private-vlan host-association

A‘

p_vid primary VID

s_vid secondary VID

no y VLANe? ¥ A

wR

Ruijie(config)# interface gigabitEthernet 0/1
Ruijie(config-if)# switchport mode private-vlan host

Ruijie(config-if)# switchport private-vlan host-association 22 23
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show vlan private-vlan [community | primary | isolated]

A‘
primary primary VLAN g,
A
community community VLAN g
isolated isolated VLAN g,
private VLAN
g‘
G
wR Ruijie# show vlan private-vlan
- 3
Q 3
Jd RGO0S10.1 /L3
N
31 d
8.3 Hybrid

8.3.1 switchport hybrid allowed vlan

switchport hybrid allowed vlan[[add][tagged | untagged] | remove] vlist
no switchport hybrid allowed vlan

hybrid A 1

no hybrid T
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Private VLAN 3

314

8.3.3 switchport mode hybrid

switchport mode hybrid

no switchport mode

A n hybrid A
A
A
no i hybrid
3 A
G
wR Ruijie(config-if)# switchport mode hybrid
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802.1Q Tunneling 3

9 802.1Q Tunneling

9.1

9.1.1 frame-tag tpid tpid

tpid
frame-tag tpid <tpid>

no frame-tag tpid

no v

Ruijie(config)# interface g0/3
Ruijie(config-if)# frame-tag tpid 9100
Ruijie(config-if)# end

wR Ruijie# show frame-tag tpid
Port tpid

Gi10/3 0x9100

'I’Q ""
show frame-tag tpid

J RGOS10.1Ju3

374
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802.1Q Tunneling 3

9.1.2 inner-priority-trust enable

/M A tag "l a tag 8
inner-priority-trust enable

no inner-priority-trust enable

A‘

no v A tag. ”

tag

8

Ruijie(config)#
wR
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802.1Q Tunnel6Td[(80)-5(8.9403 Tm]0 98 -5(el6 Td[<1BB4d[(80)-5(2.1Q T)-404<350ET60.8 10.252)]T




802.1Q Tunneling 3

- 3
Q 3
show vlan private-vlan
4 RG0OS10.1 /L3
N
314
9.2

9.2.1 show frame-tag tpid

private VLAN

show frame-tag tpid [interface <interface>]

A‘
A
interface A
ads tpid
‘.“
G
Ruijie# show frame-tag tpid
Ruijie# show frame-tag tpid interface gi0/1
w R Port tpid
Gi0/1  0x9100
. 3
Q 3
d RGO0S10.1 /L3
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802.1Q Tunneling 3

314

9.2.2 show inner-priority-trust

| 8

show inner-priority-trust

A
A
a 8
?l
G
Ruijie# show inner-priority-trust
Port inner-priority-trust
wR
Gi0/1 enable
- 3
Q 3
N RGOS10.1 /L3
N
31 d
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Share VLAN 3

10

10.1

10.1.1 share

G 3 share vlanA

A‘

Share VLAN
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Share VLAN 3

G 3 ) Status original'" ¥ v ’
Status duplicated” ¥ 8 ’ Status
mo T f share vlanA
A‘
A
‘.‘
. * wend 137 wCtr+C A A
@ T owoexit R
Ruijie# show mac-address-table share
Vlan MAC Address Type Interface Status
wR e e e e -
1 0040.4650.1ele DYNAMIC Gigabit 0/1 original
2 0040.4650.1ele DYNAMIC Gigabit 0/1 duplicated
. 3
Q 3
d
n
314
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MAC 3

11 MAC

11.1

11.1.1 address-bind
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MAC 3

! R A
address-bind install

no address-bind install

A‘
A
3 @
G R A 3 4 A
0o R fa0/l A "
wR Ruijie(config)# address-bind uplink fa0/1
Ruijie(config)# address-bind install
. 3
Q 3
show address-bind uplink
d RG0OS10.1 /U3
n
314
11.1.3 address-bind ip-address
Yaip mac
address-bind ip-address mac-address
no address-bind ip-address
A‘
A ip-address IP A
mac-address mac A
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MAC 3

3 @
0 Ya IP Y3 MAC "ty IP IP
G N MAC an alIP MAC
x A
R O R ip n 3.3.3.3 mac 00d0.f811.1112
w
Ruijie(config)# address-bind 3.3.3.3 00d0.f811.1112
. 3
Q 3
show address-bind
V] -
n
314
11.1.4 address-bind ipv6-mode
ip IP
0
address-bind ipv6-mode compatible
address-bind ipv6-mode loose
L
address-bind ipv6-mode strict
A
A
L A
3 @
o o “w b - M w At J
I 1O '
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MAC 3

lpvd 4 %
w AT A IPV4+MAC JA
AT A IPV4+MAC J A
o AT A IPV4+MAC ~ J A
IPvé J %
w ai "1 ipv6 Nis ~ A
i IPV6 J A
5 AT MAC n MAC IPV6
J A
R - IP n 192.168.5.2 n 00d0.f822.33aa i
IPV6 J A
Ruijie# configure t
R
v Enter configuration commands, one per line. End with CNTL/Z.
Ruijie(config)# address-bind 00d0.f822.33aa ip 192.168.5.2
Ruijie(config)# address-bind ipv6-mode compatible
- 3
Q 3
Jd
N
314

11.1.5 address-bind uplink

Yaip mac
address-bind uplink intf-id

no address-bind uplink intf-id

A

intf-id MR A A
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Ruijie(config)#address-bind uplink fa0/1

3 @
o Y3 IP Ya MAC i H f IP
G “ MAC anm a9 IP MAC ~ 9
N AnR AT 3 @ ( address-bind install)
a A
IO R fa0/l A "
w R

’1
?Q 3
show address-bind uplink R A
d RGOS10.1 /L3
n
314

11.1.6 clear mac-address-table dynamic

I A
clear mac-address-table dynamic[address mac-addr] [interface interface-id] [vlan
vlan-id]
A
dynamic I A
A address mac-addr IF A
interface interface-id A IF A
vlan vian-id VLAN IF A
'i
G 1 /U6  show mac-address-table dynamic 3 a |
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MAC 3

AU B

Ruijie# clear mac-address-table dynamic

. 3

Q 3 -
show mac-address-table dynamic F a A

d

N
314
11.1.7 clear mac-address-table filtering
A
clear mac-address-table filtering [address mac-addr ][ vlan vlan-id]
A‘
filtering A
N ~

address mac-addr A
vlan vlan-id VLAN

’1

G 4 JUG  show mac-address-table filtering 3 3 a A
o i 00d0.f800.0c0c
w
Ruijie# clear mac-address-table filtering address 00d0.¥800.0cOc
’1

Q 3 mac-address-table filtering A
show mac-address-table filtering 8 A

d
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no mac-address-table aging-time

A‘
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MAC

G a n AG  show mac-address-table filtering 3
A
wR Ruijie(config)# mac-address-table filtering 00d0Of8000000 vlan 1
’1
Q 3 clear mac-address-table filtering A
show mac-address-table filtering a A
d
N
31 d
11.1.11 mac-address-table notification
MAC 7 AG 3 no Q© 4 A
mac-address-table notification [interval value | history-size value]
no mac-address-table notification [interval | history-size]
A‘
A interval value 4 MAC Trap il m1 A
history-size value MAC Y d e 3 n 50A
mil - 3 n 50A
3 @
MAC 7 © F A T Y Jy a, H Trap
G AlL & O 3 snmp-server enable traps mac-notification
Q 4 MAC Trap 7 A

w R

Ruijie(config)# mac-address-table notification
Ruijie(config)# mac-address-table notification interval 40

Ruijie(config)# mac-address-table notification history-size 100
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MAC 3

'i
Q 3 show mac-address-table static A
clear mac-address-table static A
A -
N
314
11.1.13 snmp trap mac-notification
A MAC 7 A®c 3 no Q© 4 A
snmp trap mac-notification {added | removed}
no snmp trap mac-notification {added | removed}
A
A added 3 A
removed T A
Q 4 A
3 A
G G show mac-address-table notification interface 3 A

Ruijie(config)# interface gigabitethernet 1/1

w R
Ruijie(config-if)# snmp trap mac-notification added
’1
0 3 mac-address-table notification MAC
e MAC
show mac-address-table notification A
=Y

N|
31 d n
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MAC

11.2.1 show address-bind

a A

show address-bind

N
314
11.1.14 mac-address-learning
A - F Q
mac-address-learning
A
A
- £ B
3 A
a 0 &q A3Q MAC A a
G
oy
R1 Q A - F
w R
Ruijie(config-if)# no mac-address-learning
d
11.2
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G
Ruijie# show address-bind
IP Address Binding MAC Addr
wrR

3.3.3.3 00d0.¥811.1112
3.3.3.4 00d0.¥811.1117

- 3

Q 3 -
address-bind A

J

N
31 d

11.2.2 show address-bind uplink

R ANg A

show address-bind uplink

A‘

Ruijie# show address-bind uplink

Ports State
WR e o

Fa0/1 Disabled

Fa0/2 Disabled
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MAC

° address-bind uplink R A
4
)
314 ] -
11.2.3 show mac-address-table address
MAC o -~ " |} - ~ A

show mac-address-table [address mac-addr] [interface interface-id] [vlan vlan-id]

wR

A
\ address mac-addr MAC A
interface interface-id NN
vlan vlan-id VLAN A
'i
G

Ruijie# show mac-add2 1 4 T4790 Oble 4790T-00013 € O O 107
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A
show mac-address-table interface A
VLAN
show mac-address-table vlan
show mac-address-table count e
show mac-address-table static A
show mac-address-table filtering A
Jd
N
31400/ O OUDODV 2 R'OoOOy O D 0O
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MAC

11.2.5 show mac-address-table count

e 3 A

show mac-address-table count

A

wR

Ruijie# show mac-address-table count
Dynamic Address Count : 51

Static Address Count : O

Filter Address Count : O

Total Mac Addresses 1 b1

Total Mac Address Space Available: 8139

’1

show mac-address-table static

>

show mac-address-table filtering

p>)

show mac-address-table dynamic F

show mac-address-table address

show mac-address-table interface

show mac-address-table vlan

>

VLAN

314
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11.2.6 show mac-address-table dynamic

I a A
show mac-address-table dynamic [address mac-addr] [interface interface-id] [vlan
vlan-id]
A‘
mac-addr MAC A
A vlan-id VLANA
. . ' J1 N(HTU A
interface-id
AggregatePort)
w 7
g‘
G
Ruijie# show mac-address-table dynamic
Vlan MAC Address Type Interface
1 0000.0000.0001 DYNAMIC gigabitethernet 1/1
" 1 0001.960c.a740 DYNAMIC gigabitethernet 1/1
w
1 0007 .95c7.dff9 DYNAMIC gigabitethernet 1/1
1 0007 .95cf.eeel DYNAMIC gigabitethernet 1/1
1 0007 .95cf.f41f DYNAMIC gigabitethernet 1/1
1 0009.b715.d400 DYNAMIC gigabitethernet 1/1
1 0050.bade.63c4 DYNAMIC gigabitethernet 1/1
. 3
Q 3 -
clear mac-address-table dynamic F A
d
n
31 d
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11.2.7 show mac-address-table filtering

a

show mac-address-table static [addr mac-addr] [vlan vlan-id]

A‘

mac-addr
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interface interface-id ANNA N3 MAC 4 A
history MAC AR a A
MAC 1 a A
’1
G
Ruijie# show mac-address-table notification interface
Interface MAC Added Trap MAC Removed Trap
GigabitEthernetl/14 Disabled Disabled
Ruijie# show mac-address-table notification
MAC Notification Feature : Disabled
wR Interval between Notification Traps : 1 secs
Maximum Number of entries configured in History Table :1
Current History Table Length : O
Ruijie# show mac-address-table notification history
History Index : O
MAC Changed Message :
Operation:ADD Vlan : 1 MAC Addr: 00f8.d012.3456 GigabitEthernet 3/1
'i

Q 3 mac-address-table notification MAC 1 A
snmp trap mac-notification A MAC 1 A

N

)
314

11.2.10 show mac-address-table static

A

show mac-address-table static [addr mac-addr] [interface interface-id] [vlan vlan-id ]
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A‘
mac-addr MAC A
A vlan-id VLANA
_ _ ' Jd7 N (HTU A
interface-id
AggregatePort)
’1
G
a. v
Ruijie# show mac-address-table static
Vlan MAC Address Type Interface
wR - ——_——-. . —————_ —————————
1 00d0.¥800.1001 STATIC gigabitethernet 1/1
1 00d0.¥800.1002 STATIC gigabitethernet 1/1
1 00d0.¥800.1003 STATIC gigabitethernet 1/1
'i

Q 3 mac-address-table static A
clear mac-address-table static A

Jd

N
314
11.2.11 show mac-address-table vlan
VLAN a A
show mac-address-table vlan [vlan-id]
A

\

vlan-id

VLAN IDA
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’1
G
Ruijie# show mac-address-table vlan 1
Vlan MAC Address Type Interface
wrR T e e
1 00d0.¥800.1001 STATIC gigabitethernet 1/1
1 00d0.¥800.1002 STATIC gigabitethernet 1/1
1 00d0.¥800.1003 STATIC gigabitethernet 1/1
‘1

show mac-address-table static A
show mac-address-table filtering A
show mac-address-table dynamic F A

'I’Q ""
show mac-address-table address A 2

. A <Y

show mac-address-table interface A
show mac-address-table count e 3 A

4
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wR
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12 DHCP Snooping

12.1 DHCP snooping

12.1.1 ip dhcp snooping

DHCP Snooping @  ~ @ O 3 A 3 no

*  ® Q DHCP Snoopingq A

[no] ip dhcp snooping

DHCP Snooping® 1 4~ 4 Jué  show ip dhcp snooping 3 DHCP
G shooping 1 A

N DHCP Snooping 6 Private VLAN 3 a A

o DHCP snooping & 1 T R

Ruijie# configure terminal

Ruijie(config)# ip dhcp snhooping

Ruijie(config)# end

Ruijie# show ip dhcp snooping

Switch DHCP snooping status * ENABLE

Verification of hwaddr field status ' DISABLE

DHCP snooping database write-delay time: 0 seconds
DHCP snooping option 82 status: ENABLE

DHCP snooping Support Bootp bind status: ENABLE

w R

Interface Trusted Rate limit (pps)
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show ip dhcp snooping DHCP snooping 9 A

314

12.1.2 ip dhcp snooping bootp-bind

DHCP Snooping Bootp 1 @ o 3 A
3 no * Q DHCP snooping Bootp 1 A

[no]ip dhcp snooping bootp-bind

A
A
4 QA
3 &) A
o HO' DHCP Snoopingy ©  Bootp J A 1 4~ DHCP
G Snooping Bootp ~ A Bootp T 4~ DHCP
Snooping  Bootp 51 e A
O DHCP Snooping Bootp R

Ruijie# configure terminal

Ruijie(config)# ip dhcp snooping bootp-bind
Ruijie(config)# end

Ruijie# show ip dhcp snooping

Switch DHCP snooping status * ENABLE

Verification of hwaddr field status ' DISABLE

DHCP snooping database write-delay time: O seconds
DHCP snooping option 82 status: ENABLE

DHCP snooping Support Bootp bind status: ENABLE
Interface Trusted Rate limit (pps)
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'i
'I’Q ""
show ip dhcp snooping DHCP snooping =Y
d
N
314

12.1.3 ip dhcp snooping database write-delay

H DHCP Snooping & F 8 NFLASHy ~
) to 3 A 3 ho Q N &FLASHy A

ip dhcp snooping database write-delay time

[no]ip dhcp snooping database write-delay

A‘
A , 4 DHCP snooping A ¢ FLASH
time ~
A
1 a K0Q ~ an FLASHA
3 ) A
o 3” 4 JuU DHCP Snooping Ao FLASH =~ AJdJUu
O |4~ a x MIP T AT A
to H n flash m 3600 R

Ruijie# configure terminal
Ruijie(config)# ip dhcp snooping database write-delay 3600
Ruijie(config)# end
Ruijie# show ip dhcp snooping
w R Switch DHCP snooping status ' ENABLE
Verification of hwaddr field status ' DISABLE
DHCP snooping database write-delay time: 3600seconds
DHCP snooping option 82 status: ENABLE
DHCP snooping Support Bootp bind status: ENABLE

Interface Trusted Rate limit (pps)
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ﬁ
TQ ‘%'
show ip dhcp snooping DHCP snooping
d
)
314

12.1.4 ip dhcp snooping database write-to-flash

H DHCP Snooping Ik 8 NoFLASH ~~
o 3 A

ip dhcp snooping database write-to-flash

A
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12.1.5ip dhcp snooping information option

DHCP € 51 w option82 1 @ to 3 A
3 no -~ @ 4 A
[no]ip dhcp snooping information option
A
A
1 QA
3 @
. 3" DAHCP ¢ g option82g ~DHCP E option82
3 A
to DHCP € 71 w option82 T R ¢
Ruijie# configure terminal
Ruijie(config)# ip dhcp snooping information option
Ruijie(config)# end
Ruijie# show ip dhcp snooping
. Switch DHCP snooping status * ENABLE
w

Verification of hwaddr field status ' DISABLE
DHCP snooping database write-delay time: O seconds
DHCP snooping option 82 status: ENABLE
DHCP snooping Support Bootp bind status: ENABLE
Interface Trusted Rate limit (pps)

- 3

Q 3 -
show ip dhcp snooping DHCP snooping 9 A

Jd

314 N
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[no]ip dhcp snooping verify mac-address

A‘

MAC 1 DHCP CLIENT J - MAC
G DHCP & CLIENT MAC i 1A MAC iy
x A

O DHCP MAC R

Ruijie# configure terminal

Ruijie(config)# ip dhcp snooping verify mac-address
Ruijie(config)# end

Ruijie# show ip dhcp snooping

Switch DHCP snooping status * ENABLE

Verification of hwaddr field status * ENABLE

DHCP snooping database write-delay time: 0 seconds
DHCP snooping option 82 status: ENABLE

DHCP snooping Support Bootp bind status: ENABLE
Interface Trusted Rate limit (pps)

show ip dhcp snooping DHCP snooping g A

374

12.2 DHCP snooping

12.2.1 ip dhcp snooping limit rate
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no

[no]ip dhcp snooping limit rate rate-value

A DHCP

v A

& A

wR

O N1l

8 » 100pps

Ruijie# configure terminal
Ruijie(config)# interface fastEthernet 0/1
Ruijie(config-if)# ip dhcp snooping limit rate 100

Ruijie(config-if)# end

Ruijie# show ip dhcp snooping
Switch DHCP snooping status'
Verifi-19( )6(i).56n of hwaddr field

A
A
rate-value “ PPS[Packet Per Second]
8
3 A
I M
4 DHCP Snooping & VLAN & “Ta AA
G 'y 93 @ CPP[CPU Protect Protocolly A CPP, " DHCP
8 y CPP y DHCP Snooping & q
y CPP 1~ € E
4 U show ip dhcp snooping 3~ AND 8 A
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314

12.2.2 ip dhcp snooping suppression

A suppression N A O 3 A 3 no

A M no suppression A

[no] ip dhcp snooping suppression

A
A
1 0 A
3 A A
. 37 A0  DHCP " N 1O
DHCP A
O A fastethernet 0/2n suppression R !
Ruijie# configure terminal
w R Ruijie(config)# interface fastethernet 0/2
Ruijie(config-if)# ip dhcp snooping suppression
Ruijie(config-if)# end
- 3
Q 3
d
)
314

12.2.3 ip dhcp snooping trust

A DHCP snooping g, m TRUSTA” A 0]
no v A m UNTRUSTA A

>
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[no] ip dhcp snooping trust

A‘
A
a o A UNTRUSTA A
3 A A
o 3 4 DHcCP Ek A m TRUSTA ATRUST
DHCP J4° UNTRUST A DHCP X
O A fastethernet 0/1m TRUSTA R °

Ruijie# configure terminal

Ruijie(config)# interface fastEthernet 0/1

Ruijie(config-if)# ip dhcp snooping trust
Ruijie(config-if)# end

Ruijie# show ip dhcp snooping

Switch DHCP snooping status ' ENABLE

Verification of hwaddr field status ' DISABLE

wR
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12.3 DHCP snooping

12.3.1 show ip dhcp snooping
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314

12.3.2 show ip dhcp snooping binding

DHCP Snooping e 9 o 3 A
show ip dhcp snooping binding
A‘
A
g‘
G 37 4 U m DHCP Snooping ) a A
o] R
Ruijie# show ip dhcp snooping binding
Total number of bindings: 1
w R
MacAddress IpAddress Lease(sec) Type VLAN Interface
0000.0000.0001 1.1.1.1 78128 dhcp-snooping 1 FastEthernet 0/1
’1
Ko TR ip dhcp snooping binding DHCP snooping
clear ip dhcp snooping binding DHCP snooping |t a
d
314 N
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H 3 DHCP Snooping o) o 3 A
debug ip dhcp snooping {eventB01C4>T5411848 29.a06 2 11.886 0 T| ({)TjTT1 1 Tf-0..001 Tc53.247 0O

12-4



IGMP Snooping 3

13

IGMP Snooping

13.1
13.1.1 deny
J profile - profile 0] 3 denyA
deny
A
deny Jd profile
profile deny o A
3 profile A
G I KOG range 3 A4 Q

I A N3

n @ G praofile
\6E@profile
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profile N profile O 3 permif profile Q
Nood A
permit
A‘
N ~
permit i Jd profile A
profile deny o A
3 profile A
G ‘I profile KOG  range 3 A1 " nma G profile )
profle @ 1 Q@ 3 9A
o . Yo Al Jd 224222 profile R
Ruijie(config)# ip igmp profile 1
w R
Ruijie(config-profile)# range 224.2.2.2
Ruijie(config-profile)# permit
’1
Q 3 ip igmp profile ... Y a5 profile
range
d
n
31 d
13.1.3range
profile N profile O 3 range d Ju "3
T #FATU 3 & Ac 3 no i A
range low-ip-address [high-ip-address]
no range low-ip-address [high-ip-address]
‘ A A

‘ low-ip-address
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high-ip-address
h A
3 profile A
o 1 Ya n” profile m  denyAs1 ~
e G profile 2 profle | A QA
O .. Y23 n 224.2.2.2~224.2.2.244 profile R
wR Ruijie(config)# ip igmp profile 1
Ruijie(config-profile)# range 224.2.2.2 224.2.2.244
ﬁ
N ip igmp profile ... Y a3 profile
Q 3
deny profile nn deny
permit profile n n permit
d
N
314
13.1.4 ip igmp profile
IGMP  profile y 8y © A ¢ profile T® e}
Y 3 profileA 3 3 profile-number & igmp profile A

ip igmp profile profile-number

13-3



IGMP Snooping 3

IGMP Profiles 2 Y€ T kI SVGL Larl
G A L &l IGMP Filtering LA 4 © A e profile
2 profile 7 Q ¢ A
to R.. eYas An 1 profile & profile A
wR Ruijie(config)# ip igmp profile 1

Ruijie(config-profile)#

‘1

range rofile A
0 4 g p

permit profile nn permit

deny profile nn deny
Jd

N
314
13.1.5ip igmp snooping ivgl
igmp snooping ivgl N (A 3 ip igmp snooping ivglA

3 nho "Q  igmp snoopingA
ip igmp snooping ivgl

no ip igmp snooping

A
A
disable A
3 &) A
O A VLAN 1 Ay A 6 v 4 Y3 VLAN
G A ' H 1 Ya VLAN YA
A VLAN & ° A JA
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pim snooping n y igmpsnooping IVGL IVGL-SVGL

o 927 G noipigmp snooping Q@  igmp snooping
pim snooping 2%, " 'Q pimsnooping 3
7Q a T A
. O R iC) igmp snooping ivgl '
w
Ruijie(config)# ip igmp snooping ivgl
'i
Q 3 ip igmp snooping svgl igmp snooping svgl A
ip igmp snooping ivgl-svgl igmp snooping A A
d
N
314

13.1.6 ip igmp snooping vlan

vlan 3 igmp shooping ivgl (%) 3 ip igmp
snooping vlanA 3 no 'Q  igmp snoopingA
ip igmp snooping vlan vid
no ip igmp snooping vlan vid
A
A
vid vlan id
disable A
3 &) A
A o vian38d || Q@ IGMP Snooping q
3 A
G vlan 3  pim snooping n y igmpsnooping 2~ G
o no ip igmp snoopingvlanQ  vlan3  igmp snooping T
pim snooping VLAN I, " 'Q  pim snooping
3 TQ a T A

13-5



IGMP Snooping 3

wR
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314

13.1.8 ip igmp snooping svgl profile

profile SVGL
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no ip igmp snooping dyn-mr-aging-time

A‘

time | A v Jvh <1-3600>A

300s

F A Y m 1 IGMP PIM

. to R 7 Ny n 100s
w

Ruijie(config)# ip igmp snooping dyn-mr-aging-time 100




IGMP Snooping 3

A H y AN Ty A P
v Ny J AN &7 A AT
IP IGMP " H a Al A JA
A 1O Yo NI VR A 7 Ju
o] R C] igmp snooping fast-leave

wR
Ruijie(config)# ip igmp snooping fast-leave enable
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ip igmp snooping source-check
default-server

IPA
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13.1.14 ip igmp snooping mrouter learn pim-dvmrp

H IF w§ IGMP Query/Dvmrp/PIM Hellp ~ ~ Ju || A
&) 3 ip igmp snooping mrouter learnA 3 ho i B A
ip igmp snooping mrouter learn pim-dvmrp
no ip igmp snooping mrouter learn pim-dvmrp
A
A
T A
3 &) A
A 6 & A A Q0 @ I
A I T | VR o I NT g T no
v oo P " A
o | AN R o B I vian AT Q A
o /IN“oo I AT g oo Avlan !
Q - vian |t N7 g nQ A
A YAy ) A -
JJ A Ny AN " v x A
A 9 ato & | N T dTL igmp snooping
A
R - t
W R to I AT
Ruijie(config)# ip igmp snooping mrouter learn pim-dvmrp
ﬁ
Q 3 ip igmp snooping vlan mrouter learn vlan 3 A
pim-dvmrp T
Jd
N
314
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13.1.15 ip igmp snooping vlan mrouter interface

A 6 ¢ A, AN~ ®
3 ip igmp snooping vlan mrouter interfaceA 3 ho i Ya ANA

ip igmp snooping vlan vid mrouter interface interface-id

no ip igmp snooping vlan vid mrouter interface interface-id

A‘
A vid A vlanidA
interface-id A id
h A
3 &) A
1 H ) A i ANy GH ) TP
. 17U A v A A O A A
NI x A
A 9 @ a0 U A A
O R Y3 At
w R Ruijie(config)# ip igmp snhooping vlan 1 mrouter interface
fastEthernet 0/1
. 3
Q 3
ip igmp snooping source-check port A
d
N
314

13.1.16 ipigmp snooping vlan mrouter learn pim-dvmrp

H Ik w {§ IGMP Query/Dvmrp/PIM Hellp
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ip igmp snooping vlan vid mrouter learn pim-dvmrp

no ip igmp snooping vlan vid mrouter learn pir

vid A vanidl
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A‘
vid A vlanid
A
ip-addr
interface-id A id
h A
3 A A
G 1 Tuin A 3 A
O] R Ya AD Y3 '
wR Ruijie(config)# ip igmp snooping vlan 1 static 224.0.0.2 interface
fastEthernet 0/1
- 3
Q 3
ip igmp snooping vlan mrouter interface A
d
)
314

13.1.18 ip igmp snooping filter

3 AA y - A 1o 370
profileA 3 no T Q profileA

ip igmp snooping filter profile-number

no ip igmp snooping filter profile-number

A
N .
profile-number profile A~ dh <1-65536>
h A
3 A A
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IGMP Profile Ya AIKO A 1 IGMP Report Tt
G 3 A 3 © i IGMP Profile { 36A Tl g
34 A A . profile’ A filter' Q A
o R A 0127 profile I
wR Ruijie(config)# interface fastEthernet 0/1

Ruijie(config-if)# ip igmp snooping Filter 1

’1
‘I’Q 'i
ip igmp profile ... Y a3 profile
d
N
314

13.1.19 ipigmp snooping max-groups

AT 6a | 5 © A, A 3 ip igmp snooping
max-groups 3 A 3 no N 8 A

ip igmp snooping max-groups
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'i
'I’Q "" .
ip igmp snooping filter A A
4
N
314
13.2

13.2.1 show ip igmp snooping

igmp snooping Qo A

Show ip igmp snooping [gda-table | interfaces | mrouter| statistics [vlan vlan-id] ]

A
igmp snooping A
gda-table 4 £ A
A interfaces igmp snooping filtring A
mrouter Ng A
statistics [vlan vlan-id] snhooping a A
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undebug igmp-snp event
undebug igmp-snp packet
undebug igmp-snp msf

undebug igmp-snp warning

A
IGMP Snooping
A event IGMP Snooping QY °
packet IGMP Snooping Q
msf IGMP Snooping 6 H
warning IGMP Snooping Q ~
3 EXEC
G

wR

13-19



DHCPV6 Snooping 3

14 DHCPV6 Snooping

14.1

14.1.1 ipv6 dhcp snooping

G dhcpv6 snooping (%) QA 3 ho ® Q dhcpve
snooping A

ipv6 dhcp snooping
no ipv6 dhcp snooping

A
A
QA
3 &) A
G G 34 JU H dhcpv6 snoopingq  ~ 4 JU®  show ipv6 dhcp
snooping 3 dhcpv6 snooping 1 A
. R 1 H dhcpv6 snooping A
w
Ruijie(config)# ipv6 dhcp snooping
3
TQ g'
show ipv6 dhcp snooping dhcpv6 snooping @ =Y
J
n
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b 3 e g A3 no

ipv6 dhcp snooping binding-delay seconds

no ipv6 dhcp snooping binding-delay

A A
time T R
o)
3 @
. ato |} 21 A 7 47
v a IPV6 a T T e A
. R1 | 10 A §1 e A
w
Ruijie(config)# ipv6 dhcp snooping binding-delay 10
-rQ 3 3
Jd
n
314
10.4 3

14.1.3 ipv6 dhcp snooping database write-delay

dhcpv6 snooping g Nnowflash ~ & AG 3 no
A

ipv6 dhcp snooping database write-delay time

no ipv6 dhcp snooping database write-delay

A
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3 @
o dhcpv6é snooping a Nowflash "~ U o |
1 aq x 1P dJu A
. R 1 N & flash n 100
w
Ruijie(config)# ipv6 dhcp snooping database write-delay 100
Q 3 3
show ipv6 dhcp snooping dhcpv6 snooping @ =Y
Jd
N
314
10.4 3
[4.1.4 ipv6 dhcp snooping database write-to-flash
dhcpv6 snooping 8 nowflash ~ A
ipv6 dhcp snooping database write-to-flash
A
A
3 @
G 37 dJU dhcpv6 snooping a noflash ~ A
b4 by flash
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374

10.4

14.1.5ipv6 dhcp snooping filter-dhcp-pkt

A X i dhcpv6 AG 3 no A

ipv6 dhcp snooping filter-dhcp-pkt

no ipv6 dhcp snooping filter-dhcp-pkt
A A

o)
3 A
. 3 47 4 Jux A T dhcpvé A 1O
dhcpvé A
R T A fastethernet 0/1 x dhcpv6é
wR Ruijie(config)# interface fastethernet 0/1

Ruijie(config-if)# ipv6 dhcp snooping Filter-dhcp-pkt

Q 3 3
d
n
31 d
10.4

14.1.6 ipv6 dhcp snooping ignore dest-not-found
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r A - QA G 3 no DHCPv6
A

ipv6 dhcp snooping ignore dest-not-found

no ipv6 dhcp snooping ignore dest-not-found

A‘
ol
3 @
DHCPvV6 NI n  MAC - DHCPV6
H 9 al MAC Ame ® ~ a 4 0 A
n 9 i e A a a 1 V7 MAC
" 4 4 3 Y ” .
I DHCPV6_SNOOPING-5-DEST_NOT_FOUND: Could not find destination port.
Destination MAC [mac-address]L- ~ T nma DHCPv6 27 1 JL
o o al MAC A U 4 1 "QVLAN
A A
R T A QA

w R

‘I’Q 'i

31 d

Ruijie(config)# ipv6 dhcp snooping ignore dest-not-found

3

show ipv6 dhcp snooping dhcpv6 snooping 1 @ 3

10.4 3

14.1.7 ipv6 dhcp snooping link-detection

A LINK DOWN ~ A3 QA 6 3 no °Q

A

ipv6 dhcp snooping link-detection

no ipv6 dhcp snooping link-detection
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o a0 A LINKDOWN ~ a A 1o Ad 7 A
LINKDOWN ~ . |} Ao
. R 1 A LINKDOWN ~ | e A
w
Ruijie(config)# ipv6 dhcp snooping link-detection
Q3 3
show ipv6 dhcp snooping dhcpv6 snooping @ 3
Jd
n
314
10.4

14.1.8 ipv6 dhcp snooping trust

A dhcpv6 snooping g
M untrustA

ipv6 dhcp snooping trust

no ipv6 dhcp snooping trust

M trustA G

no

AN g’

A A
A n untrust
3 A
G A dhepve k A m trustA ™ trust A 7 dhcpv6 Server

47 untrust A

f

dhcpv6 Server

X A
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R T A fastethernet 0/1 n trustA
wR Ruijie(config)# interface fastethernet 0/1
Ruijie(config-if)# ipv6 dhcp snooping trust
Q 3 3
show ipv6 dhcp snooping dhcpv6 snooping @ 3
d
N
314
104 3

14.1.9 Ipv6 dhcp snooping vilan

vian3 0 dhcpv6 snooping 7 0 ® 3 AG 3 nho T Q
vlan3  dhcpv6 snooping A
ipv6 dhcp snooping {vlan-list | {vlan-min [vlan-max]}}

no ipv6 dhcp snooping {vlan-list | {vlan-min [vlan-max]}}

A
A
vlan-list vlan 7 1,3-5,7,9-11
vlan-min vian id h
vlan-max vian id h
dhcpv6 snooping viand 0
3 @
o dhcpv6é snooping & Q 041 vlanJ dhcpv6 snooping 8 A
vlan a dhcpv6 snooping 8 ~ t vlan3Q dhcpv6 snooping A
. R T vian13°Q  dhcpv6 snooping
w
Ruijie(config)# no ipv6 dhcp snhooping vlan 1
Q3 3
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4
n
374
10.4 3
14.1.10 ipv6 source binding
© 3 Ac 3 no i 5 A

ipv6 source binding mac-address vlan vlan-id ipv6-address interface interface-name

no ipv6 source binding mac-address vlan vlan-id ipv6-address interface interface-name

A A
mac-address MAC
vlan-id A VLAN
ipv6-address IPV6
interface-name A
a
3 @
. v G IPV6 ~ a DHCPV6H T,  IPV6 v °
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10.4 3

14.1.11 ipv6 verify source
QA G 3 no T Q A A
ipv6 verify source [port-security]
no ipv6 verify source
A A
port-security MAC + IPV6 CA MAC
IPV6 A N '
A “n IPV6 T A IPV6
A R { '
Ko)
3 A
6 ko) A7 AU IPV6 T oA DHCPV6HT  IPV6
v oA A
R T A fastethernet0/1 0§ MAC+IPV6 ol
wR Ruijie(config)# interface fastethernet 0/1
Ruijie(config-if)# ipv6 verify source port-security
Q 3 3
J
n
314
10.4 3
14.2

14.2.1 show ipv6 dhcp snooping
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dhcpv6 snooping m a A
show ipv6 dhcp snooping
A A
‘.“
G 3" dhcpv6 snooping m a
R T dhcpv6 snooping m

Ruijie# show ipv6 dhcp shooping

Switch DHCPv6 snooping status ' ENABLE

DHCPV6 snooping vlan: 1-4094

DHCPv6 snooping database write-delay time: O seconds
w R DHCPv6 ignore dest-not-found :DISABLE

DHCPv6 snooping link detection :DISABLE

Interface Trusted Filter DHCP
FastEthernet0/10 yes DISABLE
Q 3 3
Jd
N
314
10.4 3

14.2.2 show ipv6 dhcp snooping binding

dhcpv6 snooping e 3 A

show ipv6 dhcp snooping binding [ipv6-address] [mac-address] [vlan vian_id]
[interface interface_name]
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vlan vilan_id

VLAN

m

interface interface_name

G 37 dJU dhcpv6 snooping
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wR
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A

-” dhcpv6 snooping F A

show ipv6 source binding [ipv6-address] [mac-address] [vlan vilan_id]
[interface interface_name] [dhcp-snooping | static]

148 TET60.84 786.09297. 9 706]48 TET60.84 786.066473.506
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14.3.1 clear ipv6 dhcp snooping binding

1 dhcpv6 snooping & aq A

clear ipv6 dhcp snooping binding [ipv6-address] [mac-address] [vlan vian_id]
[interface interface_name]

A A
ipv6-address ipv6
mac-address mac
vlan vlan_id VLAN
interface interface_name A
‘.“
G 37 4 U dhcpv6é snooping a A
o R T dhcpv6 snooping Y
w
Ruijie# clear ipv6 dhcp snooping binding
Q 3 3
J
N
31 d
104 £

14.3.2 clear ipv6 dhcp snooping prefix

1 dhcpv6 snooping m ) a A

clear ipv6 dhcp snooping prefix [ipv6-prefix] [mac-address] [vlan vian_id]
[interface interface_name]

A A
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ipv6-prefix ipv6 m
mac-address mac
vlan vlan_id VLAN
interface interface_name A
g‘
G 37 dJU dhcpv6 snooping m
. R T dhcpv6 snooping m =Y
w
Ruijie# clear ipv6 dhcp snooping prefix
'rQ g' ?'
N
N
314
104

14.3.3 clear ipv6 dhcp snooping statistics

dhcpv6 snooping

dhcpv6 =Y

clear ipv6 dhcp snooping statistics

A

A

37 4 JU

dhcpv6 snooping

dhcpv6e

>

14-16






DHCPV6 Snooping 3

Q 3 3
d
N
31 d
10.4
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15 ND Snooping

15.1

15.1.1ipv6 nd snooping
[4) IPv6 ND snooping A 4 JU 3 no [4)
Snooping A
ipv6 nd snooping
no ipv6 nd snooping

Q

IPv6 ND

A

3 ipv6 nd snooping g QA 3 n ¢ 0A

A 3 b Q A4 @ 0 RRA

R 0 IPv6 ND snooping
Ruijie# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Ruijie(config)# ipv6 nd snooping

3

show ipv6 nd snooping ipv6 nd snooping

37 d N
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10.4(2) 3
15.1.2ipv6 nd snooping vian
VLAN IPv6 ND snooping A J4JU 3 no QO VLAN

IPv6 ND Snooping

ipv6 nd snooping vlan {vlan-rng | {vlan-min [vlan-max]}}

no ipv6 nd snooping vlan {vlan-rng | {vlan-min [vlan-max]}}

A
A vlan-rng vlan
vlan-min vlan 3
vlan-max vlan O

R 1' Q VLAN 100

vlan 6 ipv6 nd snooping

IPv6 ND Snooping
Ruijie# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Ruijie(config)# no ipv6 nd snooping vlan 100

w R
R 2 Q VLANZ 5-7 15 |IPv6 ND Snooping
Ruijie# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Ruijie(config)# no ipv6 nd snooping vlan 4,5-7,15
3
’i’Q ?‘

show ipv6 nd snooping

ipv6 nd snooping =Y
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15.1.4ipv6 nd snooping check address-resolution

) ND A U 2 no ® Q ND

A
ipv6 nd snooping check address-resolution [key-node-only ]
no ipv6 nd snooping check address-resolution

A
A key-node-only & 10 ND
0
3 ®
G ND a 0" a4 /uQ A
R 1" 0 ND

Ruijie# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Rui jie(config)#ipv6 nd snooping check address-resolution
wR R2 0OND 1
Ruijie# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Ruijie(config)#ipv6é nd snooping check address-resolution
key-node-only
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15.1.5ipv6 nd snooping detect gateway

w R

&) 0

no ipv6 nd snooping detect gateway ra

I

’F’QSL
ipv6 nd snooping detect gateway ra

-

A

4 JU

‘2~

no

A
Q
o

VLAN3 A
R O F Qa  vq
Ruijie#
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A
vlan-rng vlan
A vlan-min vlan 9
vlan-max vlan O

R 9 |F VALN || Qg v

Ruijie# configure terminal

w R
Enter configuration commands, one per line. End with CNTL/Z.
Ruijie(config)# ipv6 nd snooping detect gateway vlan 8
3

Q3 _ . ndsnooping || Q@ v @
show ipv6 nd snooping A

d

n
314 10.4(2) 3
15.1.7ipv6 nd snooping key-node
5 v ND ko) aq A 1/ 3 no

7 ) a A
ipv6 nd snooping key-node [link-local vid]ipv6_address/prefix_len
no ipv6 nd snooping key-node [link-local vid] ipv6_address/prefix_len

A A

vid link-local VID
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ipv6_address/prefix_len o] IPv6 1&m
3 ®
G
R T TQ Y
Rui jie# configure terminal
w R
Enter configuration commands, one per line. End with CNTL/Z.
Ruijie(config)#ipv6 nd snooping key-node 2003::1/128
. 3
Q 3 -
show ipv6 nd snooping key-node nd snooping Q =Y
d
n
374
10.4(2) 3

15.1.8ipv6 nd snooping monitor stateless-user

0A JJU 3 no Q 0 A
ipv6 nd snooping monitor stateless-user
no ipv6 nd snooping monitor stateless-user

A
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3 ®
G 0f 8 4 y ND
R &% 1 0
Ruijie# configure terminal
w R
Enter configuration commands, one per line. End with CNTL/Z.
Ruijie(config)#no ipv6 nd snooping monitor stateless-user
3

show ipv6 nd snooping stateless-user .

d

n
314 10.4(2) 3

15.1.9ipv6 nd snooping stateless-user combine-security

NG A U 3 Nno
Q 4 A
ipv6 nd snooping stateless-user combine-security
no ipv6 nd snooping stateless-user combine-security

A
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¢ G A
RDF A & 4
Ruijie# configure terminal
w R
Enter configuration commands, one per line. End with CNTL/Z.
Ruijie(config)# ipv6 nd snooping stateless-user combine-security
. 3
Q 3
show ipv6 nd snooping ipv6 nd snooping =Y
d
n
31 J 10.4(2) 3
15.1.10 ipv6 nd snooping stateless-user address-bind
07 IPv6 I P A 1 U 3 no
Q 4 A
ipv6 nd snooping stateless-user address-bind [strict] [ip-mac]
no ipv6 nd snooping stateless-user address-bind
A
] link-local oA link-local
strict ) -
A T a A S} link-local A
_ IP+MAC 9 ~ a A e
ip-mac -
IPa A
o)
3 @
G
w R R T 0
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Q

Ruijie# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Ruijie(config)# ipv6 nd snooping stateless-user address-bind

R 26 IP+MAC 3

Ruijie# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Ruijie(config)#ipv6 nd snooping stateless-user address-bind strict
ip-mac

3

show ipv6 nd snooping ipv6 nd snooping =Y
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Enter configuration commands, one per line. End with CNTL/Z.

Ruijie(config)# ipv6 nd snooping stateless-user station-move
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show ipv6 nd snooping ipv6 nd snooping a

371 10.4(2) 3

15.1.13 ipv6 nd snooping stateless-user per-vlian prefix-limit

3 VLAN IPvem A
ipv6 nd snooping stateless-user per-vlan prefix-limit num
no ipv6 nd snooping stateless-user per-vian prefix-limit

A‘
A
num 3 VLAN IPv6 m
2
3 W
G
R 3 VLAN 435 IPvem
Ruijie# configure terminal
w R Enter configuration commands, one per line. End with CNTL/Z.
Ruijie(config)#ipv6 nd snooping stateless-user per-vlan
prefix-limit 4
. 3
Q 3
show ipv6 nd snooping ipv6 nd snooping 3
4
37 d n
10.4(2) 3

15-12



ND Snooping 3

15.1.14 clear ipv6 nd snooping key-node
61 @ a A
clear ipv6 nd snooping key-node [vlan vid]
A‘
A
vid ¢ E VLANe || @
'4"
G
R TQ eL
w R
Ruijie# clear ipv6 nd snooping key-node
v 3
Q 3
4
n
314 10.4(2) 3
15.1.15 clear ipv6 nd snooping stateless-user
01 A
clear ipv6 nd snooping stateless-user [vlan vid]
A
A
vid ¢ E VLAN &
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‘%'
G
R €
w R
Ruijie# clear ipv6 nd snooping stateless-user
. 3
Q 3
d
n
371 d 10.4(2) 3

15.1.16 clear ipv6 nd snooping prefix

&) VLANe 01 m
clear ipv6 nd snooping prefix [vid vian]
A
A
vlan ¢ E VLANe m
'1
G
R 07  IPv6em
w R
Ruijie# clear ipv6 nd snooping prefix
Q3 3
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15.2

15.2.1show

interface
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15.2.2show ipv6 nd snooping key-node

P11 % a
show ipv6 nd snooping key-node

A A

R F R ) a
Ruijie# show ipv6 nd snooping key-node

. 3
Q 3
d
N
37 d 10.4(2) 3
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15.2.3 show ipv6 nd snooping stateless-user

07  ipvé
show ipv6 nd snooping stateless-user
A A
'i
G
R 01 ipv6
w R
Ruijie# show ipv6 nd snooping stateless-user
- 3
Q 3
d
N
314 10.4(2) 3

15.2.4 show ipv6 nd snooping p