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1 AP WEB 管理配置 

1.1 理解 WEB 管理 

1.1.1 WEB 管理概述 

WEB ᶏ IE Ȃ 

1.1.2 工作原理 

WEB WEB Ⱶ WEB ң №ȂWEB Ⱶ ҉̆

̂ WEB ᴆ פ ̃̆

̆WEB ̆ IEȂ 

1.1.3 协议规范 

 

1.1.4 客户端要求 

ᶏ WEB WEB ⌠ AP WEB AP Ȃ  

PC̆Ӟ ѿ֓ῒ ꜚ ̆ ȁIPAD Ȃ 

̔ Google Chromeȁ ȁIE6.0ȁIE7.0ȁIE8.0ץ № ԍ IE

̆ Ỹ maxthon Ȃ 

№ ̔ № ҹ 1024*768ȁ1280*1024 1440*960̆ ῒ № Ҋ̆

ᵣ ₮ Ҍ ȁҌ Ȃ 

 

1.1.5 服务器要求 

AP ꜚWEB Ⱶ 

AP IP  



http://192.168.1.1/
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̔ 

ץ ꜛ ԅ AP Ḥ ̆ Ҋῤץ ̔ 

↓ ȁ ȁ ᴆ  

ȁ  

╠ ᵬ  

Ḥ  

CPUᶏ ȁῤ ᶏ  

1.3.2 快速配置 

ľ Ŀᶏ ⱳ Ȃ 

ᵬ ѿҩ ̆ Ҋ Ȃ  

1.3.2.1 配置步骤 

AP ᵬ №ҹ҈ ̔NAT ȁROUTE ȁAP  

NAT ̔RG-AP220-W ΐ NATⱳ ȁDHCP Serverⱳ ̆ҹ № Ȃ 

ROUTE ̔Ҍΐ NATⱳ ̆ᶏ ̆AP҉ ῏̆  

AP ֽ̔Ạ ̆ ԋ ᴰ̆ Ҍ ҹ №  

1.3.2.1.1 NAT  

ѿ̔ ᵬ NAT ̆ ₯ľҊѿ ĿȂ 
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ԋ̔ WAN ̆WAN ̔ ȁDHCPȁPPPoĔ ’

̆ ₯ľҊѿ ĿȂ 

 

̔ 

WAN ̔ PPPoĔ ῀ PPPoE ̆ ҹ IP̆Ḃԍ

 

WAN ̔҉ DHCP Ҭ  

̔ ῀̆DHCP PPPoE ꜚ  

῏̔ ῀̆DHCP PPPoE ꜚ  

Һ DNS Ⱶ ̔ ῀̆DHCP PPPoE ꜚ ̆NAT

̆ ↕  

PPPoE ̔ PPPoĔғ ῀ PPPoE Ҭ Ȃ 

PPPoE ̔ PPPoĔғ ῀ PPPoE Ҭ Ȃ 
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҈̔  LAN IP DHCP Ⱶ ̆ DHCP Ⱶ ԍ № Ȃ 

 

̔ 

LAN IP ̔ AP IP  

DHCP Ⱶ ̔DHCP ̆ ҍ LAN IP ѿ  

̔ SSID Ȃ 

 

ԓ̔ ₯ ̆ ₮ ₯ľ Ŀ̆ Ȃ  
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1.3.2.1.2 ROUTE  

ѿ̔ ᵬ ROUTE ̆ ₯ľҊѿ ĿȂ 

 

ԋ̔ WAN ̆WAN ̔ ȁDHCPȁPPPoĔ ’

̆ ₯ľҊѿ ĿȂ 

 

̔ 
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WAN ̔ PPPoĔ ῀ PPPoE ̆ ҹ IP̆Ḃԍ

 

WAN ̔҉ DHCP Ҭ  

̔ ’ ̆DHCP PPPoE ꜚ  

῏̔ ’ ̆DHCP PPPoE ꜚ  

Һ DNS Ⱶ ̔ ’ ̆DHCP

ꜚҺ
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ԓ̔ SSID ⱴ ̆ ₯ ̆ ₮ ₯ľ Ŀ̆ Ȃ 

 

 

1.3.2.1.3 AP  

ѿ̔ ᵬ AP ̆ ₯ľҊѿ ĿȂ 

 

ԋ̔ IP̆IP ̔ ȁDHCP̆ ₯ľҊѿ ĿȂ 
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҈̔ SSID Ȃ 

 

̔ SSID ⱴ ̆ ₯ ̆ ₮ ₯ľ Ŀ̆ Ȃ 

 

 

1.3.3 胖瘦模式切换 

ľ Ŀᶏ ⱳ Ȃ 
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̔ 

℗ ̔ AP ῀ AC ᶏ ̆ ҹ ̆ AP ᶏ ̆

ҹ  

 ̔ ₮ ̆AP Ҍᴪ Ȃ 

 

1.3.4 基本信息 

1.3.4.1 设备信息 

ľ Ḥ -> Ḥ Ŀᶏ ⱳ Ȃ 

 

̔ 

̔ AP Ȃ 

ᴆ ̔ ╠ AP ᴆ Ḥ Ȃ 

ᴆ ̔ ╠ AP ᴆ Ḥ Ȃ 

1.3.4.2 远程管理 

ľ Ḥ -> Ŀᶏ ⱳ  



 

1
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̔ 

AP ҹ NAT ROUTE ̆ҍWAN IP Ҍ ̆

IP AP Ȃ ғḠ DHCP ҍ ѿҩ Ȃ 

1.3.5.3 转发模式 

ľ -> Ŀᶏ ⱳ Ȃ №ҹ҈ N̔AT R̆OUTE

̆AP  

1.3.5.3.1 NAT  

 

̔ 

ҹ NAT W̆AN
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DHCP  

 

1.3.5.3.2 ROUTE  

 

̔ 

ҹ ROUTE ̆ ҉ ̆ ↕ ῀ ̆ҙⱵҌ ̆

Ҍ ҉ ȂDHCP Ȃ 
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1.3.5.3.3 AP  

 

̔ 

ҹ AP ̆ ῏ DHCP ̆ ҹ ̆ ̔ 

 

 

 

1.3.5.4 DHCP 配置 

 

ľ -

䜀㨌
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̔ 

DHCPῃ ῏̔NAT ROUTE ̆AP ҹ  

LAN IP LAN ̔ ̆ web IP 

/ ̔ ̆ ṿ̔192.168.20.30~192.168.20.230Ȃ 

̔ ̆ ṿ̔255.255.255.0 

῏̔ ῏ҍ LAN ѿ ̆ ṿ̔192.168.20.1 

Һ DNS Ⱶ ̔ҍ LAN ѿ ̆ ҙⱵ APף ̆ ṿ 1̔92.168.20.1 

DNS Ⱶ ̔ѿ ҹ ₮ DNSѿ ̆ ̔8.8.8.8 

̔№ ⌠ ̆ ᵝҹ ̆ ṿ̔3600 

VLAN̔ Ҍ VLAN Ҍ ̆ ҹ̔1̆ VLAN 

1.3.6 Wi-Fi 配置 

ľWi-Fi->Wi-Fi 2.4GHzĿᶏ ⱳ Ȃ 

AP ῏ ̆ ҩ ̆

№≢ҹ̔ ̆ ̆ ̆ Ȃ 
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Ḥ ̔ 
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̔ 

̔ <1,2,5.5,11,6,9,12,18,24,36,48,54Mbps>̆ ̆

ṿ̔<1Mbps>Ȃ 

̔ <1,2,5.5,11,6,9,12,18,24,36,48,54Mbps>̆Ҋ ̆

ṿ̔<1Mbps>Ȃ 

<̔1,2,5.5,11,6,9,12,18,24,36,48,54Mbps> B̆asic Ratĕ ҹ dot11bȁ

dot11gȁdot11b/g Ȃ 

MCS ̔<MCS0ŀ..MCS15> HT rate bitmap̆ 802.11n ̆

ҍ ῏Ȃ 

1.3.6.3 高级配置 

ľ Wi-Fi 2.4GHz -> Ŀᶏ ⱳ Ȃ 
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1.3.7 SSID 配置 

1.3.7.1 新增/删除 SSID 

ľSSIDĿᶏ ⱳ Ȃ ῀ SSID ₯< ⱴ>̆ SSID ⱳ̆

ҹľtestĿ SSID 

 

̔ 

SSID ̔ ῀ 1~31ᵝ ȁ  

̔ SSID ԍ 2.4GHz  

ḱ ̔ ₯ SSID ᶷ <ḱ > ̆ SSID ȁ ῃ  

− ̔ − SSID ᶷ ₯<− > ̆− ⱳ 

 

1.3.7.2 SSID 基本配置 

ľSSID->ḱ -> Ŀᶏ ⱳ ̆ SSID ȁSSID ȁSSID

ȁ ȁ ῀ ȁ Ḡ  

1.3.7.2.1 SSID ḱ  

῀ ľSSID->ḱ -> Ŀ ̆ḱ SSID  
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̔ 

SSID ̔ ḱ ҹ 1~31ᵝ ȁ  

1.3.7.2.2 
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̔ 

̔ ̆ ῀ SSID ԑ Ҍ Ḥ̕Ả ̆ ῀ SSID ץ Ḥ 

1.3.7.2.4 ῀  

῀ ľSSID->ḱ -> Ŀ ̆  

 

̔ 

῀ ̔ └ SSID ᶫ ῀ ̆ ῀ ⌠ ṿ ̆ῒז ῀Ȃ 

1.3.7.3 SSID 安全配置 

ľSSID->ḱ ->ⱴ Ŀᶏ ⱳ Ȃⱴ ῍֣ ȁWPA-PAKȁ

WPA2-PSKȁWPA-PSK/WPA2-PSKȁWPAȁWPA2ȁWPA/WPA2Ȃ 
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1.3.7.3.1 WPA-PSK/WPA2-PSK 

 

̔ 

ῃ ̔ WPA-PSK/WPA2-PSK 

ⱴ ̔ ꜚ̂ aes tkip̃ 

̔ ῀ 8~63ᵝ ȁ  

̂ ̃̔ ҹ 3600 



 

1-24 

1.3.7.3.2 802.1x  

 

̔ 

/ Ⱶ IP ȁ ȁ  

ҹ 1~10s̆ 

Radius Ⱶ ҹ 1~10s 

1.3.7.3.3 Share-key 

 

̔ 

ῃ ̔ ῍֣  

ⱴ ̔WEP 

ᵝ ̔ №ҹ ASCII Έ └̆ ᵝ №ҹ 64-bit 128-bit̆Ҍ

ᵝ Ҍ ̆ Ҋ  

64 bit / Έ └̔ └ҹ 10ᵝ 
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64 bit / ASCII̔ └ҹ 5ᵝ 

128 bit / Έ └̔ └ҹ 26ᵝ 

128 bit / ASCII̔ └ҹ 13ᵝ 

1.3.7.4 流控配置 

ľSSID->ḱ -> Ŀᶏ ⱳ  

 

̔ 

῏̔ ⱳ ̆῏ ⱳ Ả  

SSID҉ ̂Kbps̃̔ SSID҉ᴰ  

SSIDҊ ̂Kbps̃̔ SSIDҊ  

҉ ̂Kbps̃̔ ҉ᴰ  

Ҋ ̂Kbps̃̔ Ҋ  

Ὲ ῀ⱳ ̔ ᶫҌ Ҍ (802.11a/b/g/n)Ҋ֣̆ Ὲ (Air 

Time Fairness)ⱳ Ȃ ԍ ᾧ 802.11b 802.11g ᾢ ῀ AP ̆ ԅ ̆

802.11n ῀ ⌠ └Ȃ 

1.3.7.5 白名单配置 

ľSSID->ḱ -> Ŀᶏ ⱳ  
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̔ 

῀ └̔Ả ̆↕Ҍ ⱳ ̆ ̆ MAC̆ Ҭ
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1.3.8 VLAN 配置 

ľVLAN-> VLAN Ŀᶏ ⱳ Ȃ 

 

̔ 

AP Ҋ̆ SSID VLAN̆↕ SSID ľTag
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̔ 

SNTP ̔ ҹ ̆ ⱳ  

/IP ̔ Ⱶ IP 

̂ ̃̔  

1.3.9.2 配置导出/配置恢复 
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̔ 

₯ľ Ŀ̆ ꜚ ̆ ̆ pc AP̆

192.168.1.1 AP Ȃ 

1.3.9.4 软件升级 

ľ ᵬ-> ᴆ
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̔ 

₯ľ Ŀ̆ ₮ ₯ľ Ŀ̆ ̆ 70s ꜚ ⱳȂ 

1.3.9.6 日志信息导出 

ľ ᵬ-> Ḥ ₮Ŀᶏ ⱳ Ȃ 

 

1.3.9.7 登陆账号配置 

ľ ᵬ-> Ŀᶏ ⱳ Ȃ 

 

̔ 

̔ ῀ľ Ŀ̆ľ Ŀ̆ľῬ Ŀ̆ľ Ŀ̆ ₯ľ

Ŀ ⱳ 

ḱ ̔ ᶷ ₯ľḱ Ŀ̆ Ҋ ̆ ῀ľ Ŀ̆ľ Ŀ̆

ľῬ Ŀ̆ľ Ŀ̆ ₯ľ Ŀ ḱ ⱳȂ  
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̔ 

Ping ᵬ̔ ľPingĿ̆ ῀ľIP / Ŀ̆ľping Ŀ̆ľping Ŀ̆

₯ľ Ŀ̆ping Ҭ Ȃ 

Traceroute ᵬ̆ ľTracerouteĿ̆ ῀ľIP / Ŀ̆ľtraceroute Ŀ̆

₯ľ Ŀ̆traceroute Ҭ Ȃ 

1.3.10 查询信息 

1.3.10.1 客户端信息 

ľ Ḥ -> Ḥ Ŀᶏ ⱳ Ȃ 

 

̔ 

↓ ῀ AP Ḥ ̆ MAC ȁIPȁRSSIȁ ῀ SSID
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1.4 WEB 管理典型配置举例 1 

1.4.1 组网需求 

1. ap Ạ ̆ᵬҹ apȂ 

2. ѿҩ ̆dhcp Ⱶ ap ҉ 

1.4.2 组网拓扑 

 

 

拓扑图 1 

 

1.4.3 配置要点 

1.  

2. WAN IP  

3. LAN IP  

4. SSID  

5. SSIDⱴ  
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1.4.4 配置步骤 

1̃  

Ҭ̆ ҹ NAT  

 

2̃WAN IP  

   WAN IP ҹ҉ IP̆ ҍ Ḥ 

 

3̃ LAN IP DHCP  

LAN IPҹ AP IP ̆ ҍ ̆ ↕ ҙⱵҌ Ȃ 
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4̃ SSID Ȃ̂ ץ Ώ ssid, Ruijie_Ap̃ssid
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1. ῏ ssid Ruijie_Ap, ip 192.168.20.40  

2. pcҍ ap ̆ ⌠₮ Ȃ 

http://192.168.57.77 web  

̔ ḱ ip̆↕ ip web 

1.5 WEB 管理典型配置举例 2 

1.5.1 组网需求 

1. ap Ạ ̆ᵬҹ apȂ 

2. ѿҩ ̆dhcp Ⱶ Ҍ ap ҉̆dhcp Ⱶ ֜

҉ 

1.5.2 组网拓扑 

 

拓扑图 2 
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1.5.3 配置要点 

1̈ ᵬ  

2̈ ip 

3̈ SSID  

4̈ SSIDⱴ  

5̈  ֜  

1.5.4 配置步骤 

1̃  

Ҭ̆ ҹľAP Ŀ̆ ₯ľҊѿ Ŀ 

 

 

2̃ IP  

IP̆ҍ҉ ֜ ̆ ₯ľҊѿ Ŀ 

 

3̃SSID  
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4̃ SSIDⱴ  

 

WPA-PSK/WPA2-PSKȂ ῀ 8~63 ᵝ ȁ Ȃ ₯ľ Ŀ ₮

ľ Ŀ 

 

 

֜ ҉ Ҋ̔ 

1. vlan  

῀ config  

Ruijie(config)#int vlan 1  

Ruijie(config-if-VLAN 1)#ip add 192.168.110.2 255.255.255.0 

2.  

῀ config : 

Ruijie(config)#service dhcp  

Ruijie(config)#ip dhcp pool sta_dhcp 

Ruijie(dhcp-config)#network 192.168.110.0 255.255.255.0 

Ruijie(dhcp-config)#dns-server 192.168.58.110 

Ruijie(dhcp-config)#default-router 192.168.110.2 

3. ̂ ̃ 

Ruijie(config)#ip route 0.0.0.0 0.0.0.0 1.1.1.1 

1.5.5 配置验证 

֜ ҉ Ҋ̔ 
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Ruijie#show run 

 

Building configuration... 

Current configuration : 2374 bytes 

 

! 

version RGOS 10.4(3b16) Release(82376)(Fri Sep  7 14:35:58     2012 

-R03912) 

! 

! 

! 

redundancy 

 auto-sync time-period 3600 

 auto-sync standard 

 switchover timeout 4000 

! 

! 

! 

! 

! 

! 

! 

! 

 

!
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!          

!          

!          

ip dhcp pool aa 

 network 192.168.110.0 255.255.255.0 

 dns-server 192.168.58.110  

 default-router 192.168.110.2 

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

interface GigabitEthernet 0/1 



 

1-
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!          

interface GigabitEthernet 0/34 

!          

interface GigabitEthernet 0/35 

!          

interface GigabitEthernet 0/36 

!          

interface GigabitEthernet 0/37 

!          

interface GigabitEthernet 0/38 

!          

interface GigabitEthernet 0/39 

!          

interface GigabitEthernet 0/40 

!          

interface GigabitEthernet 0/41 

!          

interface GigabitEthernet 0/42 

!          

interface GigabitEthernet 0/43 

!          

interface GigabitEthernet 0/44 

!          

interface GigabitEthernet 0/45 

!          

interface GigabitEthernet 0/46 

!          

interface GigabitEthernet 0/47 

!          

interface GigabitEthernet 0/48 

!          

interface VLAN 1 
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 no ip proxy-arp 

 ip address 192.168.1.2 255.255.255.0 

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

!          

ip route 0.0.0.0 0.0.0.0 1.1.1.1 

!          

!          

!          

line con 0 

line vty 0 4 

 login     

!          

!          

end        
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1. ῏ ssid Ruijie_Ap, ip 192.168.110.5 

2. pcҍ / TJ 181.994>] T9T.71B41E

1 0 0F3 10.562CB4
1 0 35811 0 0 4EF
1 0 08F6
1 0 0 B91 0 002C8
1 0 27661 0 00A3

1 0 0F5 10 0 35811 0 0 4EF
Tf

1 0 0 1 168.55 710.86 Tm

 0 Tc[33>] TJ

ET

BT[(( TJ

ET

BT

1 0 0 1 366.14 3e

f*

 Q 
 
 EMC  /P <</MCID 0/Lang3m

5.4 TJ

ET

BT

0A16
1 0 0.501 0 0 11F
1 0 0 1 118.61 710.

1 0 0 1 366.14 4rtifact <</Atta /P <</MCID 0/Lang38che8] TJ

ET

BT

/F <</.56AP) TJ

ET

BT

1 0 0 1 366.14 5e

f*

 Q 
 
 EMC  /P <</MCID 0/Lang407864  181.994>] T9T.71B4Tf

1 0 081 237.9482A1 0 0 1811 7.94A131 0 009A31 7.94A1F
1 0 01C4118.61 710.

1 0 0 1 366.14 6rtifact <</Atta /P <</MCID 0/Lang41.83)] TJ

ET

BT
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