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   ׀

◌῞ ᾭ 

Ύ ᴆ ҹ̔RGOS 10.3 (4b11) p1 release(170000) 

ḽ  

ӥ Ҋ↓ֲ  

  

 ֲ  

  

ἆῠᾀἵ 

 ̔http://www.ruijie.com.cn/ Ȃ 

 ̔http://webchat.ruijie.com.cnȂ 

 Ҭ ̔http://www.ruijie.com.cn/service.aspx Ȃ 

 7¦24 Ⱶ ̔4008-111-000 

 ̔http://support.ruijie.com.cn 

 ҍ Ḥ ̔service@ruijie.com.cn 

Ԋגּ ᾔ 

Ύ   

֟  Ύ 
Ύ׃ ԅ֟ ⱳ ҉ ѿ֓ ̆ ᶫԅ ȁ ᴆ

ȁ ץ̆ ᶏ ‰↕ Ȃ 

֟  WEB Ύ Ύ ֟ ⱳ  WEB ̆ ᶛȂ 

῞Ѿ Ḧ 

1)  

ӥ ᵬ Ҭ ≢ ̆ ֓ ӈ Ҋ̔ 

 注意、警告、提醒操作中应注意的事项。 

http://www.ruijie.com.cn/
http://webchat.ruijie.com.cn/
http://www.ruijie.com.cn/service.aspx
mailto:service@ruijie.com.cn
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 说明、提示、窍门、对操作内容的描述进行必要的补充。 

 对于产品支持情况进行必要的补充。 

2)  

 Ύҽᶛ № Ҍ ̆ ᵬҬ ֟

Ȃ 

 Ύ №ҽᶛ Ḥ Ҭ ῒ ֟ ↓ ῤ ̂ ֟ ȁ ̃̆ ΐᵣ Ḥ

ץ ᶏ Ḥ ҹ‰Ȃ  

 ΎҬ ֟ ף̆ ԅѿ ӈҊ ץ̆ ԅ ҈

֜  
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̔ 

  

̔ 

LAN ̔ ֜ PC Ȃ 

WAN ̔ ץ ADSLȁᾣ ץ ῀Ȃ 

Reset̔ ᵝ ̆ ⌠₮ ṿȂ 

  

̔ 

Power̔ Ȃ ֦ Ȃ 

System̔ Ȃ ᴪ֦Ȃ 

WAN̔WAN ᵬ Ȃ ֦ WAN Ȃ 

LAN̔LAN ᵬ Ȃ ֦ LAN Ȃ 

 



 

  

 ҉  
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҉  

 Һ ׃ ץ ̆ Web ̆

Ḥ ̆ ⌠ ҉ Ȃ 

   ᾢ ҍ LAN ̆ IP

ҹ 192.168.1.X Ȃ ץױ 192.168.1.2 ҹᶛ ׃ ῒ ̔ 

  ₯ ľ ҉ Ŀ ̆ ̆ ļ Ľ ̆

1 ̆̂ ₯ľ - - ĿӞ ץ ̆ 2 ̃Ȃ 

 
 ( 1) 

 

( 2) 

   Ҭ ⌠ľ Ŀ ̆ ₯ ̆ ļ

Ľ ̆ Ҋ Ҭ ľInternet (TCP/IP)Ŀ ₯̂

3 ̃̆ ῀ IP ḱ Ȃ 



 

 

 ҉  

8 

 

  

( 3) 

   IP ḱ ҹ 192.168.1.2̆ ҹ 255.255.255.0̆ ῏ҹ

192.168.1.1̆DNS Ⱶ ҉ ᶫ ᶫ DNS ̆ Ҍ ̆

ץ ῏ IP̆ 4 ̔ 

  

( 4) 

ױ    ̆ ľ Ŀ̆ ῀ļping 192.168.1.1 -tĽ

Ȃ 5 ̔ 



 

 

 ҉  

9 

 

 

( 5) 

 6 ̆↕ ̕ 7 ̆↕

̆ ’Ȃ 

  
( 6) 

 

 ( 7) 

    ҍ ץ ̆ ץ IĔ ῀ 192.168.1.1

̂ IP̃ ῀ WEB Ȃᴪ₮ 8 ̔ 



 

 

 ҉  
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( 8) 

   ľadminĿ ҹľadminĿ̆ ץ ļ -

Ľ ӈ Ȃ 

  温馨提示：为了安全起见，我们强烈建议您在登陆以后更改管理员密码，并

牢记此密码。若密码忘记，将无法再登陆到路由器的 Web 管理界面，必须 reset

恢复出厂设定值才能重新登陆。 
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ѿȁ   

1.1 系统首页 

̆ ╠ CPU ῤ̆ ̆ ̆

̆ ╠ ̆ ╠ ̆ ╠ Ҋ ̆ ᴪ

╠ 10 ҩ Ȃ 
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ԋȁ  

ץ ꜛ , ᵬ ̆

ץ Ȃ 

2.1 快速配置 

῀ ₯ľ Ŀ ̆₮ ̆  ̔

 

₯Ҋѿ 1 Ȃ 

1̔ ̆ ḱץ LAN IP ̆

MAC ̆ ̔ 

 

MAC ̆ ץ ₯ľ Ŀ ̕

MAC ₯ľ Ŀ Ȃ ₯ľҊѿ Ŀ 2 Ȃ 

2̔ WAN ̆ ԍ Ȃ

̔ 

 

̔ Ҍ ⌠ Ӈ WAN ץ WAN ҹ LAN ᶏ ̆

⌠ WAN Ṝ̆ LAN ҹ WAN ̆  ԅȂץ

 

 3̔ ̆ ԍ Ȃ ̔ 
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   ̔ ץ Ȃ 

   ̔ ῀ ̆ D̔HCP ꜚ ȁPPPOE ȁstatic

῀ ῀ ̆ѿ ױ DHCPȁPPPOE static 3 Ȃ 
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    HTTP : Ȃḱ ӊ ҹ̂http://

IP:HTTP ̃̆ http://192.168.1.1:89Ȃ 

    : ⱳ Ȃ 

    : Ȃ ҹ̂http://

IP/ꜚ :

http://192.168.1.1:89/
http://wayos.3322.org:8080/
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҈ȁ  

 

    ѿ֓ ῏Ḥ ׆̆ ֓ Ḥ ̆ ױ ԅץ ⌠

ᵬ ’Ȃ 

3.1 网络状态 

     ╠ ȁ ȁ Ȃ ╠ IP ץ̆

MAC ȁ Ḥ Ȃ 

 

    选择您要查看的广域网： ҩ Ḥ Ȃ 

    MAC ̔ MAC Ȃ 

ISP ᶫ ԅ MAC ̆ ļ - mac Ľ

Ҭḱ MAC Ȃ 

    ̔ ╠ Ȃ 

῀̆ pppoe̕ IP ῀̆ static̕ DHCP

ꜚ ̆ dhcpȂ 

    IP ̔ ҩ IP Ȃ 

    / ῏̔ ҩ WAN ῏Ȃ 

    DNS̔ ISP ᶫ DNS Ⱶ IPȂ 

ץ ꜚ ΏҹҺ̆ Ώ̆ ҉׆ꜚ Ⱶ Ȃ ῀

ꜚ DNSȂ 

    ̔Connected ⱳ̆Connecting... Ȃ 

    ̔ ҍ Ⱶ ץ̆ ∞ץ

WAN Ȃ 
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3.2 流量监控 

3.2.1  

    ’Ȃ 

 

3.2.2  

ץ     ⌠ ҹ ≢ ≢ ᶏ ’̆

ץץ № № ’Ȃ 

        

҉ᴰ/Ҋ ̔ ╠ ≢ ҉ᴰ/Ҋ ̕ 

҉ᴰ/Ҋ ̔ ╠ ≢ ̕ 

̔ ₮ ╠ ̕  

҉ᴰ/Ҋ ̔ ᶏ ╠҉ᴰ ̂ļ|Ľ ҹ ╠

̆ ҹ ╠ № ̃̕  
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҉ᴰ/Ҋ ̔ ᶏ ̕  

̔ ╠ ᶏ ’̂ ╠ ҹ

̆Ҍ Ῥ ̃̕ 

3.3 运行状态 

     ̆ ԅץ ╠ ᵬ ’̆

╠ CPU Ȃ 

     ⱳ ∞ᵬҹץ ᶏ ᶭ ӊѿȂ 

 

  

3.4 主机监控 

3.4.1
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   ₯" " ̔ 

 

   ҩ ץ ₯ ᾛ ᶏ Ȃ ᾛ ᶏ Ȃ

ץ ₯ľ Ŀ Ȃ 

  ₯ľ Ḥ Ŀ ̔ 

 

   Ḥ ץ ╠Һ IP ↕ └̆ ᶏ ’ ᶏ

’ Ȃ 
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3.4.2 WEB  

  ԍ WEB ҉ Ḥ Ȃ ̔ 
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    Ҋ ↓ Ҭ ̆ ᴪᴨᾢ Ҭ ₮

IP̆ Ҍ Ῥ DNS ̆ Ḃⱴ ԅ Ȃ 

 

3.6 登陆记录 

  ↓ Ȃ 

 

 

3.7 日志管理 

ץ     ȁARP ȁ ₯ȁDDOS ȁPPPoE ȁ

WEB ȁ └ ȁ ȁ ȁ ҹ ̆

ץ ⌠Ȃ 
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ȁ  

    ѿ֓ ⱳ ̆ ȁ ȁDHCP ȁ

DDNS ⱳ Ȃ 

4.1 局域网 

  Һ ԍ ῏ ̆ Ҋ ̔ 

 

 

 

    IP ̔ ῤ IP ̆ ҩ ῤ

῏ Ȃ ₮ ҹ 192.168.1.1̆ ץ ̆ ԅ

ῤ IP ̆ Ȃ 

    ̔ ῤ ṿȂ ᶏ

255.255.255.0̆ ץ Ȃ 

    MAC ̔ ῤ ’̆ḱ MAC Ȃѿ ’Ҋ MAC

̆Ҍ Ȃ 
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    ̔ ῤ ᾛ ҩ IP ̆ ῤ ԍѿҩ

ᶏץ ⌠ ⱳ Ȃῒⱳ ҍ ῤ ѿ ̆ ᵬҹ

῏ᶏ Ȃ Ҍ LAN ⌠ ѿҩ Ҭ̆ ↕ ‖ Ȃ 

    ̔ 

 

    ⱴ IP ԍ LAN ѿҩ ῏ ̆ ᶏץ

ⱴ IP ᵬҹ ῏ ҉ Ȃ Ҍ LAN ⌠ ѿҩ

̆ ↕ ᴪ ‖ Ȃ 

  

4.2 广域网 

    Һ ԍ WAN ῏ ̆ ױ Һ

ꜚ IPȁstatic ῀ PPPOE ῀ 3 Ȃ 

  

1.     ꜚ IP 

 

    ̔ ꜚ IP̂ꜚ ̃Ȃ 
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    MTU ̔ ᴰ ᾝ̆ ᶏ 1500 Ȃ ’Ҋ ҩ

Ҍ Ḡ̆ ȂҌ MTU

ᶏ Ȃ 

    MAC ̔ ῤ ’̆ ᾥ MAC Ȃѿ ’Ҋ

MAC ̆Ҍ Ȃ 

    DNS̔ ῀ Ⱶ ᶫ DNS Ⱶ IP ̆ ҉

῏ Ȃ 

    ᵬ ̔ ױ ᶏ ῏ ̆ Ạ NAT ̕ ֓

ᴪ ⌠ ̂ ῤ ῃ ᶏ Ὲ IP Ṝ̃Ȃ 

    DNS ᴨᾢ ̔ ԍ WAN ῀ ̆ ṿ ‗ ԅ DNS ₮ Ȃ 

    Ḥ ̔ ⱳ ԍ ῍֣ └̆ꜚ IP ̆

ѿױ Ҍ Ȃ 

    ̔ ҉Ҋ ṿ̆ Ҍ ṿ ̆ ᶏץ

ṿ ꜚ ΏȂ Ҍ ṿ ӊῤ̆ ꜚ ₮

ṿ Ȃ 

    ̔ ̆ɒ ḤȂ ľҌ Ŀ̆

↕ ҍ ⱳ ᶏ Ȃ WAN ῀ Ҍץ Ȃ 

    ̔ ѿҩ Ȃ 

  

2.     IP ῀ 

 

    ̔ IP ҉ Ȃ 

    IP ̔ IP ̆ Ⱶ ᶫ̆ ץ

Ⱶ Ȃ 

    ̔ ╠ IP ̆ Ⱶ ᶫȂ 

    ῏̔ ╠ IP ῏̆ Ⱶ ᶫ 
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    MTU ̔ ᴰ ᾝ̆ ᶏ 1500 Ȃ ’Ҋ ҩ

Ҍ Ḡ̆ ȂҌ MTU

ᶏ Ȃ 

    MAC ̔ ῤ ’̆ ᾥ MAC Ȃѿ ’Ҋ

MAC ̆Ҍ Ȃ 

    DNS̔ ῀ Ⱶ ᶫ DNS Ⱶ IP ̆ Ⱶ

ᶫ̆ ץ Ⱶ Ȃ 

    ᵬ ̔ ױ ᶏ ῏ ̆ Ạ NAT ̕ ֓

ᴪ ⌠ ̂ ῤ ῃ ᶏ Ὲ IP Ṝ̃Ȃ 

    DNS ᴨᾢ ̔ ԍ WAN ῀ ̆ ṿ ‗ ԅ DNS ₮ Ȃ 

    Ḥ ̔ ⱳ ԍ ῍֣ └̆ ῀ ̆

Ҍױ ⱳ Ȃ 

    ̔ ҉Ҋ ṿ̆ Ҍ ṿ ̆ ᶏץ

ṿ ꜚ ΏȂ Ҍ ṿ ӊῤ̆ ꜚ ₮

ṿ Ȃ 

    ̔ ̆ɒ ḤȂ ľҌ Ŀ̆

↕ ҍ ⱳ ᶏ Ȃ WAN ῀ Ҍץ Ȃ 

    ̔ ѿҩ Ȃ 

  

3.     ADSL ҉ ̂PPPOE ῀̃ 

 
    ̔ ADSL ҉ ̂PPPOE ῀̃Ȃ 

    ̔ ῀ Ⱶ ᶫ PPPOE ̆ ץ Ⱶ

Ȃ 

    ̔ ῀ Ⱶ ᶫ PPPOE ̆פ ץ Ⱶ

Ȃ 

    Ⱶ ̔ѿ Ҍ ̆ ֓ ῀ Ⱶ  Ȃץ
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    MTU ̔ ᴰ ᾝ P̆PPOE ᶏ 1492 Ȃ ’Ҋ
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    IP ̔ IP ̆ Ⱶ ᶫ̆ ץ

Ⱶ Ȃ 

    ̔╠ IP ̆ Ⱶ ᶫȂ 

    ῏̔ ╠ IP ῏̆ Ⱶ ᶫȂ 

    ῤ Һ ̔ ᶏ ⌠ ῤ IP ̆ IP

IP IP  Ȃץ

    MTU ̔ ᴰ ᾝ̆ ᶏ 1500 Ȃ ’Ҋ ҩ

Ҍ Ḡ̆ ȂҌ MTU

ᶏ Ȃ 

    MAC ̔ ῤ ’̆ ᾥ MAC Ȃѿ ’Ҋ

MAC ̆Ҍ Ȃ 

    DNS̔ ῀ Ⱶ ᶫ DNS Ⱶ IP ̆ Ⱶ

ᶫ̆ ץ Ⱶ Ȃ 

    ᵬ ̔ ױ ᶏ ῏ ̆ Ạ NAT ̕ ֓

ᴪ ⌠ ̂ ῤ ῃ ᶏ Ὲ IP Ṝ̃Ȃ 

    DNS ᴨᾢ ̔ ԍ WAN ῀ ̆ ṿ ‗ ԅ DNS ₮ Ȃ 

    Ḥ ̔ ⱳ ԍ ῍֣ └̆ ῀ ̆

Ҍױ ⱳ Ȃ 

    ̔ ҉Ҋ ṿ̆ Ҍ ṿ ̆ ᶏץ

ṿ ꜚ ΏȂ Ҍ ṿ ӊῤ̆ ꜚ ₮

ṿ Ȃ 

    ̔ ̆ɒ ḤȂ ľҌ Ŀ̆

↕ ҍ ⱳ ᶏ Ȃ WAN ῀ Ҍץ Ȃ 

    ̔ ѿҩ Ȃ 

    ᶏ ̆ѿ ̔Ҍ ̆ⱴ῀ѿ

⌠ Ҭᵬҹ ̆ ҩ Ṝ ⌠ Ȃ 

   5.  

 

    IP ̔ LAN Ҍ‖ IP Ȃ IP ᵬҹ Ἕ ῏

ᶏ ̆ Ἕ ⌠ ̆Ҭ Ҍ ῀ῒ֜ז Ȃ 
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    ̔ Ȃ 

    MTU ̔ MTU
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    ̔ ץ ȁ ῏ Ȃ DHCP №

LAN IP̆ DHCP ᴋץ № IP ȁ DNS Ⱶ

Ȃ 

    ̔DHCP Ⱶ ꜚ№ ῤ IP Ȃ 

    ̔DHCP Ⱶ ꜚ№ ῤ IP Ȃ 

    ̔ DHCP Ⱶ ҹ IP Ḡ ̆

3600 Ȃ ץ Ȃ 

    ῏ ̔DHCP Ⱶ № ῏ Ȃ 

    ̔DHCP Ⱶ ꜚ№ Ȃ 

    / DNS Ⱶ D̔HCP Ⱶ ꜚ№ DNS Ⱶ

Ȃ 

   

4.4 
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4.5 路由名称  

ץ       ⌠ ȁҺ ץ Ḥ Ȃ 

 

 

    路由名称： ҹ Ruijie NBR ̆ ץ ḱ Ȃ 

    主机名称： ҹ Ruijiĕ ץ ḱ Ȃ 

    所在域名： ҹ ̆ ץ ḱ Ȃ 

4.6 WAN 口扩展  

ץ      ҩ wan  

 

 

 

    WAN ̔ ⱳ Ȃ 

    ̔ᴋ ῀̂ ↕ ѿҩ ̃ 

    ̔ Ạ ̆ ᵰ 1̆

1̆ ᵰ 4̆ 4̂ ҍ֜ ҉ Ὲ῍  ̃

    wan ̔ ῀ ֜ ҉ ᾟ WAN ̂

ⱴ҉ ӊ ԍ ԍ ᾛ ѿ̃ ѿҩ24

֜ ץ 22ҩ WAN (
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4.7PPPOE 多拨 

4.7.1 PPPOE  

    ᶏ PPPOE ⱳ ̆ ᾢ ᵰ ѿ ⱳ ̆ ҩ ‗

ԍᵰ ᶫ ΐ̆ᵣ ᶫ Ȃ ѿ ̆

ᶏ ҩⱳ Ȃ 

 

    PPPOE ѿ ̔ 

    ̔ ⱳ Ȃ ԅӊ ̆ ₯ ֜̆ ӊ

ⱳ Ȃ 

    ῏ ̔Ҍ ⱳ Ȃ₮ ῏ Ȃ 

    ̔ ץ ῀ ҍ Ȃ 

    ̔ ̆ ᵰ 1̆

1̆ ῒ ῒ ̆ ̆Ҍ
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ԓȁ  

  ῏ ץ ᶏ Ḡץ̆ ᶏ

⌠ ᶃ Ȃ 

5.1 应用优先级 

     ԍ └ ȁ ᴨᾢ ≢Ȃ 

 

    : ↕ └ ῏̆ ↕Ȃ 

    : ↕ Ḥ Ȃ 

    ῃ ᴨᾢ : ῤΐ ᴨᾢ ̆ ↕Ҭ

Ҭ ᴨᾢ ̆№ ȁҬȁᵞ҈ҩ ≢Ȃ 

    ᴨᾢ : ҩҺ Ҭ ↕ Һ Ҭ ᴨᾢ ̆

№ ȁҬȁᵞ҈ҩ ≢Ȃ 
    : ↕ҍ ↕ӊ ṿ̆ṿ ᴨᾢ Ȃ 

    Һ IP : └ Һ ̂ ҩ IP ҩ IP

̃̆ ₯ ̆ᴪ ₮ IP ⱴ ̆ ̔ 
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    ᾢ
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ԍ TCP ҹ 80 Ȃ 

 

    ῏ :



 

  

  

35 

 

 

 

5.2 宽带限制 

    Ҭ̆ ץ ῤ ᶏ └Ȃ 
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    └ᶛ ( ԍ IP)̔ ῀ Ҍ QOS └ IP

Ȃ ӊ ̆ ⌠ Ҍ QOS ↕ └ԅȂ 

    └ᶛ ( ԍ )̔ ῀ Ҍ QOS └

̂ ҹ̔www.qq.comȁ*.baidu.comȁxunlei ̃Ȃ ӊ ̆ ⌠

Ҍ QOS ↕ └ԅȂ 

    └ᶛ ( ԍ )̔ ῀ Ҍ QOS └ Ȃ

ӊ ̆ ⌠ Ҍ QOS ↕ └ԅȂ 

    └ᶛ ( ԍῤ IP)̔ ῀ Ҍ QOS └ ῤ IP Ȃ

ӊ ̆ ῤ IP Ҍ QOS ↕ └ԅȂ 

   ̔ ԅ QOS ᶛ ӊ ̆ Ҍᴪ

₮ ԅ̆ Һ ӞҌᴪ Ȃ 

Έȁ  

ץ     ȁ / № ̆

└ ץ̆ ⌠ ₮ Ȃץ ⌠ ҍҊ №

̆ԑҌ Ȃ 

6.1 进程列表 

6.1.1 ↓  

    ↓ ץ ╠ ᶏ ’Ȃ ₯“ ”

ץ ╠ ’Ȃ ₯“ ⱴ⌠ ” ץ ⱴ⌠ᴋ

ѿҩ№ Ȃ 
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6.1.2 ↓  

ҩ ᶏ ’Ȃ 

 
 

6.2 基本设置 

6.2.1  

̆ ץ ⱳ ̆ ̔ 

 

└ ץ ⱳ Ȃ 

Ҍ ̔Ҍ └ⱳ Ȃ 

  ̆ᵖҌ └ ̔ ⱳ ȂPC

ץ ̆Ӟ Ҍץ Ȃ 

  ̆ └ ̔ ⱳ ȂPC

Ṝ ₮Ҋ ̆ Ҋ Ȃ 

    ᾛ Ҍ ᶛ IP ̔ ⱴ IP Ҍ̆ └

Ȃ 

 

  └ ̆ ₯Ҋ ļ ֜ Ľ ֜ Ȃ 
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6.2.2  

  ԍḱ Ҋ ̆ ץ Ҋ ᾢҊ ⌠

҉̆ ᶏ ᴆ ḱ ̆ Ῥ ῀⌠ Ȃ 

 
  ḱ ̆ Ҋ Ҍ ḱ ̆ ↕

Ҋ ₮ Ȃ 

 

6.3 进程组 

    № Һ ԍҹ Ḃץ̆ Ȃ 

 

ץ ԍ ↕ ⱴ̆ ץ ԍ └ ↕ ⱴ Ȃ 

6.4 进程编辑 

ץ     ȁ / № ̆

└ ץ̆ ⌠ ₮ Ȃץ

⌠ ҍҊ № ̆ԑҌ Ȃ 
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    描述: ↕ Ȃ 

    进程名： ⱴ
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҈ ҹ zonghengsanguoclient.exe ↕ ѿ

↕Ȃ 

ⱴ ӊ ̆ ױ ₮ ̆

⌠ ׆ Ȃ 

  ᵝԍ↓ Ҋ ῀ ₮ⱳ ̆ ץ № Ḥ ₮⌠

̆ ׆ ῀⌠ ҬȂ ̔

 

Ҋ ̆ ץױ ᴆ WAN1ȁ WAN2 ҽᶛ ̔ 

  首先，我们需要在分组管理里添加新的分组信息，为了便于好记，我们就添

加ļ下载软件Ľ跟ļ网络游戏Ľ两个分组。如图 1 所示： 

 

(图 1) 

Ῥ ⱴ Ȃ ҹ thunder.exĕ ץ ױ

ⱴ ԅȂץ 2 ̔ 
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Ҋ ̆ ⱴ Ȃ̂ ҹ ῃ

ľd:\game\ Ŀ Ҋ̆ ץ ⱴ ҹ Ḃѿ֓ȂӞ ץ

ⱴ ҩ Ȃ̃ 3 ̔ 

 

(图 3) 

ӊ ױ Ҭ WAN1 ↕̆ 4 ̔ 

 

(图 4) 

 

(图 5) 
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(图 6) 

Ҭ ļ ԍ Ľ̆ ₯ῤ ̆ ₮ Ҭ

҉ļ Ľ ̆ 5ȁ 6 Ȃ ↕ ⱴ⌠ ↕↓

ҬȂ 

  Ҋ WAN2 ↕̆ 7ȁ 8 ̔ 

 

(图 7) 

 

(图 8) 
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Ҭ ļ ԍ Ľ̆ ₯ῤ ̆ ₮ Ҭ

҉ļ Ľ ̆ 8 Ȃ ↕ ⱴ⌠ ↕↓ ҬȂ 

  ̆ ᴆ WAN1ȁ WAN2 ↕ ԅ̆

9 ̔ 

 

(图 9) 

҂ȁ ҹ  

ῤ ҉ ҹ └̆ ᴆ └ȁ ῏

ҍ ץ̆└ Ȃ 

7.1 行为识别 

ԍ ῤ Һ ҉ ̆ᾛ

Ȃ 

 

    ̔
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7.2.4  MSN  

 

̔ 

   ῏ ̔Ҍ ⱳ Ȃ 

ᾛ Ҋ ̆ ῒ ̔ᾛ ↓ ῤ ⱴ ᶏ ̆ ῒז ᶏ

Ȃ 

Ҋ ̆ᾛ ῒ ̔ ↓ ῤ ᶏ ̆ᾛ ῒ ᶏ Ȃ 

   ̔ ↕ Ȃ 

   ̔ ῀ MSN Ȃ 

 

 

7.3 高级管理 

ⱳ WEB  

7.3.1 WEB ῏  

  ⱳ Ҭ ῏ ⱳ ̆ ԍ ѿ֓

̆ ᵌԍ ⱳ Ȃ 

 

└ ̔ ῏ ⱳ Ȃ 

  ̔ ↕ ֟ Ȃ 

  ₮ ̔ ̆ ῏ ̆ᴪ ₮ļ

ῤ Ľ Ȃ 

  ̔ ↕ └ ῏̆ ↕Ȃ 

  ̔ ↕ ̆Ḃԍ ≢Ȃ 
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   ᾛ ↕ӊ ̔
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IP ῀ IP   

 ҉ ↕ ҉  

 Ҭ ᶫ

ļ̆Ľ̂

Ҋ ̃№  

└ : ӈ ̆ ↕ ῤ

  

:   

:  

7.4 邮件监控 

7.4.1 ᴆ  

ԍ foxmailȁoutlook ̃ ᴆḤ

ꜚ ᴆῤ Ώ  

 

 

 

 

 

7.4.2  

ԍ Ҍᴪ ⌠ ᴆ ̂Ӟ

 

 

῏̆  

↕  

ӊ  

 

 



 

  

 ҹ  

51 

7.4.3 WEB  

ⱳ ̆ ⱴԅ ⱳ ̆ ⱴ ↕ ᴪ

₮ ̆ Ӟ ѿ Ȃ 

 

 

 

῏ ̔῏ └ⱳ ̆↓ Ҭ ↕ Ҍ ̕ 

ᾛ ↕ӊ ̔↓ Ҭ ↕ └ ̆↓ ӊ ↕

Ҍ └̆ ᾛ ̕ 

↕ӊ ̔↓ Ҭ ↕ └ ̆↓ ӊ ↕

⌠ └̆ Ȃ ᾛ ̆ ↕Ҭ ⱴ ↕ ᾛ

ῒ Ȃ 

₮ ̔ ̆ ̆ᴪ ₮ļ

ῤ Ľ Ȃ 

   ̔ ↕ └ ῏̆ ↕Ȃ 

   ̔ ↕  

   ꜚᵬ̔ ↕ ̆ ↕ҹᾛ Ȃ 

   ̔ ↕ҍ ↕ӊ ᴨᾢ ̆ṿ ᴨᾢ Ȃ 

   Һ IP ̔ ῤ Һ Ȃ 

   ̔ ԍ ҉ ̆  

   ԍ └̔ ꜚ ⱳ ̂ ̆ ↕

ῤ Ȃ ҹ ̆ Ȃ̃ 
 

7.4.4 WEB  

  ⱴ⌠ Ҍᴪ ⌠ ̂WEB ̃ └Ȃ 

 

   ̔ ↕  

   

̔ ῀ └ web Ȃ 

 

7.5 网站管理 
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7.5.1 网站№  

ԍ ⱴ № ̆ ҩ ץ ⱴ ҩ ̂ Ȃ̃

₯↓ Ҭ ᵬ ץ ҩ№ Ḥ Ȃ 

 

ԍ ⱴ № ̆ ҩ ץ ⱴ ҩ ̂ Ȃ̃

₯↓ Ҭ ᵬ ץ ҩ№ Ḥ Ȃ 

 

 

7.5.2 网站  

ץ № ⱴ Ḥ ̆ ԍ № ⱴ

№ Ȃ 

 

ץ № Ḥ ῀ ₮ ᴍ̆ ̔ 

 

 

 

7.5.3 网站黑白名单 

ⱳ ץ ӈ ↕ └ ̆ Ҋ  

̔ 

 

 



 

  

 ҹ  

53 

 

 

 ̔ Ҍ ȁᾛ ↕ӊ ↕ӊ ҈

Ȃ 

Ҍ ̆ ↓ Ҭ ↕ҌẠᴋᵥ └̆ ↕Ҍᴪ ̕ 

ᾛ ↕ӊ ̆↓ ӊ ↕ᾛ ̆↓ ӊҬ ↕ ↕

└̕ 

↕ӊ ̆ ↕ӊ Ҍᾛ ̆ ↕ӊῤ ↕

Ȃ 

₮ ̔ ̆ ̆ᴪ ₮ļ

ῤ Ľ Ȃ 

̔ ↕Ȃ 

̔ ↕ ѿҩ Ȃ 

ꜚᵬ̔ ↕ҹᾛ Ȃ 

   ̔ ↕ ᴨᾢ Ȃ 

   Һ IP ̔ └ IP 

   ̔ └ № Ȃ 

   ̔ Ҭ ↕ ’Ȃ 

   ԍ └̔ └ ↕ Ȃ 

 

7.5.4  
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7.6 域名管理 

Һ ȁ ȁ  

 

7.6.1  

Һ ѿ֓ ⌠ ҉ Ȃ

: 

 

   DNS 域名̔ ⌠ ҉ ῏ Ȃ 

   出口选择̔ ѿҩ Ȃ 
 

7.6.2  

ѿ֓ ῏  

 

DNS ̔ Ҍ ȁᾛ ↕ӊ ↕ӊ ҈

Ȃ 
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重定向到： ῀ ⌠ ѿҩ IPȂ̂ Ⱶ

ӊ ѿ ȂἝ www.qq.com ₮ ҩ IP̆ Ҍ Ȃ̃  

 

7.7 网页重定向 

7.7.1 URL  

 

URL ⱳ ᾟ ѿ̆֓

̆ URL ץ Ȃ 

 

 

   状态： ↕Ȃ 

   描述： ↕ Ȃ 

   URL 的主机名称： ῀ Ȃ 

   目录网页（URL）： ῀ ̆ ̆↕ Ҍ  

   

网页的参数： ῀ ̆ ̆↕ Ҍץ  

   重定向到： ⌠ Ȃ 

   主机 IP 地址范围：ῤ Һ IP Ȃ 

   ̔ Ҭ Ȃ 
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   基于时间控制： ↕ ↕ ῤ Ȃ 

7.7.2 URL  

ⱳ URL Ҭ ↕ Ȃ 

 

7.8 特征库更新 

Ḥ ῤ Ȃ 

 

7.9 行为管理日志 

ԍ ҹ ≢ȁ Ҭ ↕ , ԅ ⱳ , 

ᴪ ₮ Ȃ 
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ῇȁ  

WEB ȁPPPOE ̆ ҉ ץ̆ ҉

 

8.1 基本设置 

҉ └Һ ԍ ҉ Ạ └̆ᾛ 3 ҉ ̆

̔  

 ľ ҉ └ĿҬ̆ ῏ ̆ Ҋ Ҍ

ᴋᵥ ̆ Ώ IP ץ ҉ ̆ ῍֣҉

ѿ Ȃ ľ Ŀ Ҋ ̆₮ ҉ ῏

Ȃ 

ᾛ ҉ ̔ ᾛ ҉ Ȃ 

ARP ҉ ̔IP ҍ MAC ץ ҉ ̕ 

PPPoE ҉ ≠̔ PPPOE ⌠ ӊ

҉ץ ̕ 

ᾛ WEB ҉ ̔ Ḥ ҉ץ Ȃ 

ᾛ WEB ꜚ ҉ ̔ ѿ ҉ ̆

̆ ҉ Ҍ Ȃ 

῏ WEB ̔ ҉̆ ῏ IE ₮ WEB ̕

Ҍ ̆ ̆ ’Ҋ ₮Ȃ ⱳ

ֽ WEB ̆Ҍᶏ WEB ̆ Ȃ 
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⌠ ╠ ̔ ⌠ ӊ╠ Ȃ ҹ

ῤ ѿ ₮ ̆ ⌠ ⌠ ̂ ̃ҹ Ȃ  

⌠ ̔ ⱳ ԍ ⌠ ᵖׅ ̆

⌠ ץ ̆ ⌠ ӊ ̆ └ Ҋ ̆ ᾧԅ ҹ⌠

ҌҊ Ȃ ṿ ץ ѿ ̆ ᶃȂ 

⌠ ╠ ̔ ⌠ ╠ ῤ ̆ ӈ̆

Ҍ ⱴ῀ html ף Ȃ ⌠ Web ̕

pppoe ╠ ľ Ŀ ḱ Ȃ  ̔

 

Ҍ ῤ Һ ( ԍ IP)̔ ⱴ IP Ҍ ᴋᵥѿ

└̆ ץ ҉ ̆ ῤ IPȂ 

ᾛ ( ԍ IP)̔ Ӟ IP

Ȃ 

ᾛ ( ԍ )̔ Ӟ

Ȃ 

  

8.2 认证页面管理 

ԍ ₮

̆ ῤ ᾛ ӈῒҬ ῤ ᴆȂ 
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Ḥ ̔ ῀ ῏ Ḥ ̆ ᴆ ₮ ᴪ ₮

Ḥ ̆ Ḃ ⌠ ȂWEB ӊ

ᴪ Ḥ ̆ ̔ 

 

ῤ ԍ ⌠ ₮ Ȃ 

 

WEB ̔ᶏ WEB ҉ ̆ ₮ Ȃ ץ

ḱ ᴆ̆ᵖ ᴆ Ҍ 8KȂ ↕ ῀ Ȃ 

⌠ ╠ ̔ ⌠ ӊ╠ ̆ ⌠

̆ Ṝᴪ ꜚ ₮ ῤ Ȃ 

҉ ̔ ԅ arp pppoe ȁ web ̆

ᴪ ⌠ ᴆ ̕ ԅ web ↕ ₮ web

。 

҉ ⌠ ̔ ⌠ ̆ ⌠ ̆

Ṝᴪ ꜚ ₮ ῤ Ȃ 
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8.3 PPPOE 设置 

ᶫ PPPOE Ⱶ ѿ֓ Ȃ 

 

  PPPoE Server ̔ PPPoE Ⱶ ⱳ Ȃ ҹ ̆

῏ ԅ ⱳ ̆ PPPoE ⌠ Ȃ 

ᾛ ᶏ PPPoE ῀̔ ӊ PPPoE ⌠

҉ Ȃ̂ғ ᶏ Ҋ ļPPPoE Ⱶ Ľ WEB

̆ ᶏ LAN IP ⌠ WEB ̃  

PPPoE Ⱶ ̔ Ⱶ ̆ ץ ӈ Ȃ  

PPPoE Ⱶ ̔ PPPoE ῏ Ȃ̂PPPoE ץ

̃ 

PPPoE Ⱶ ̔ PPPoE Ⱶ ̆ ץ

ḱ Ȃ 

DNS Ⱶ ̔PPPOE Ⱶ № DNS Ⱶ Ȃ 

ᴍ DNS Ⱶ ̔PPPOE Ⱶ № DNS Ⱶ Ȃ 

    ̔ ⌠ ӊ ̆ ҍ Ⱶ ӊ

Ḥ̆↕ Ȃ ṿҹ 3 Ȃ  

   

 ҩ ↕  ̔ ҩ ӊ ̆

Ḥ ̆↕ ῒ Ȃ ṿҹ 3ҩȂ  

    ̔ ԍҌ ̆ ץ Ҍ Ȃ ԍѿ

PC ̆ PAP Ȃ Ҋ ̆ ץ

҉Ȃ 
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8.4 用户管理 

PPPoE Web ҉ ⱴȁḱ − ᵬ̆

ȁ ȁ⌠ ȁMAC ȁ Ḥ Ȃ 

 

̔ ̆ Ҍ ҉

̂ ╠ ץ ̃Ȃ  

̔ PPPoE Web ң ̆ ץ Ҍ Ҍ

Ȃ 

/ ̔ҹ ⇔ ѿҩ Ȃ 

    MAC ̔ Ҍ ȁ ꜚ ȁ ꜚ 3 ᶫ Ȃ 

    ⌠ ̔ ץ ҉ Ȃ ȁ ȁ Ȃ 

    IP ̔ ԍ ꜚ IP ȂPPPoE ꜚ IP ҹ PPPoE

Ⱶ IP,Web ץ ꜚ IP ꜚ IPȂWeb IP ҹ

ꜚ ꜚ Ώ IPȂ 

҉ᴰ/Ҋ ̔ ᶏ Ạץ └̆ ᾛ ᶏ

ṿȂ ҹ 0̆ ҌẠ └Ȃ 

└ ̔ ץ └ ῍֣ └Ȃ 

└̔ Ạ └̆ ᶏ Ҍ └ ṿȂ 

῍֣ └̔ ѿ ̆ ץ └ѿҩ ֲ῍֣ᶏ ̆

ֲ῍֣ └ ṿȂ 

ᾛ ̔ ᾛץ ҩ ᶏ ̆ ѿ

ⱳ Ȃ̂ ᾛ ԍ 1 ̆ MAC ᴪ

ѿҩ ̃ 

̔ ̆ Ḃ Ȃ 
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    PPTP Ⱶ̔ └ PPTP Ⱶ ⱳ ҍ῏ ȂẠ Ⱶ ᶏ Ṝ

ᾢ Ⱶ̆Ạ ᶏ ṜҌ Ȃ 

    ̔PPTP ᶏ ̆ Ҍ ḱ ̆ ↕ PPTP

Ȃ 

     ̔ Ⱶ № IP Ȃ IP VPN

IP̆ Ҍ IP ҍ ҉ ῒז IP ῤ̆ ↕ᴪ IP

‖ ̆ Ȃ VPN ӊ ᴪ׆Ҭ№ ѿҩ IP ᵬҹ VPN ῏ ̆

̆ץ 2 ҩ҉ץ IP Ȃ 

   № DNS̔ Ⱶ № DNS Ȃ ⌠Ṣ

⌠ Ⱶ ҉ ⌠ DNS̆ Ⱶ

DNS Ȃ  

  

9.1.2 PPTP  

  PPTP ̆ ⇔ ȁḱ ҍ− ץ Ȃ 

 

̔ ҉ Ȃ 

/ ̔ҹ № Ȃ ץ Ȃ 

 IP̔ Ҍ Ⱶ ꜚ№ IP̆ ץ ꜚ ѿҩ IPȂ

̂ IP ҍ VPN Ⱶ № IP ԍ ѿҩ ῤȂ̃ 

 ̔ ļVPN Ľ ļVPN Ṣ Ľң ץ Ȃ 
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 VPN ̔ Ⱶ ̆ҍ Ⱶ ѿҩ ̆

֣῍ץ Ⱶ ῤ Ȃ 

    VPN Ṣ ̔Ṣ Ⱶ ₮ ᵬҹ ҉ ̆῍֣ Ⱶ

₮ Ȃ 

 ῤ ֽ̔ Ȃ ῀ VPN ῤ ̆ ̔

192.168.1.0/24 ̂ᶛ ̔ ᶏ 192.168.10.X̆ Ӈ

῀:192.168.10.0/24̃ 

 ̔ ⱴ Ḥ ̆ ӈȂ 

  

9.1.3 PPTP  

╠ ҉ PPTP Ḥ ’Ȃ 

 

9.1.4 VPN Ṣ  

ᶏ ᵬҹ VPN Ṝ ⌠ VPN Ṣ ⱳ ̆ ץ

VPN VPN Ṣ ⱳ Ȃ 

 VPN ̔ ᶏ VPN ̆ Ҍ ̆

VPN ӞҌ ̆ ᶏ VPN1 Ȃ 

̔ PPTP VPN ⱳ ̆ ῏ Ȃ 
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₮ ̔ ץ ҩ ᵬҹ VPN ₮ ̆ ғ

Ạ₮ Ḡץ̆ VPN Ȃ ALL̂ ῃ ̃Ȃ 

/ ̔ ῀ VPN Ⱶ ⇔ PPTP Ȃ 

Ⱶ ̔VPN Ⱶ IP ꜚ Ȃ 

MTU ̔VPN ᶏ MTU ṿ̆ 1400Ȃ ṿѿ ҌẠ ꜚ̆ᶏ

ṿ Ȃ 

ᵬ ̔ ҍṢ ң Ȃ Ȃ 

Ҋ̆ ᵬҹ VPN ᶏ ̆ ֣῍ץ ῤ ̆ᵖ

Ҍ Ⱶ ̂Ӟ Ҍ ᶏ Ṣ ⱳ ̃̕ 

Ṣ Ҋ̆ Ṣץ Ⱶ ̆ Ⱶ

̆ᵖҌ Ⱶ ῤ Ȃ 

̔ Ȃ Ώ Ⱶ

̂ ̆ Ⱶ 192.168.2.X IP̆ Ӈ 192.168.2.0/24̃Ȃ 

̔ VPN Ⱶ ṿȂ0 Ҍ ̆ Ҍ └

VPN ȂVPN ₮ ׅ ̆

ᶏ ‗ԍ ₮ ṿ Ȃ 

  ṿ̔ ץ ѿҩ ꜚ ῀҉Ҋ ṿȂ 

  

9.1.5 VPN  

ԍ VPN ҍ VPN Ⱶ ӊ VPN Ȃ ᵬ

ҹ ҍ Ⱶ ץ ̆ ᴪ Ȃ 

 

9.2 IPSec 配置 

9.2.1 IPSec  

ԍ IPSec Ⱶ ҍ ̆ ᶏ ⱳ ̆

ң IPSec ⱳ Ȃ 
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IPSec ̔ /῏ Ȃ  

̔ Ώ ↕ ̆ Ȃ

Һꜚ ̔ IPSec Һꜚ Ȃ

̔ ᶏ ҩ Ȃ 

̔ ҹҺꜚ ̆ ̆↕ ᶏץ Ȃ 

̔ Ώ ῤ Ȃ̂ ̆

̆ Ӈ ̃Ȃ

̔ Ώ IP ꜚ Ȃ

̔ Ώ ῤ Ȃ

IKE ̔ ⱴ Ȃ

PSK ̔ Ȃ Ȃ ң

̆ ↕ Ҍᴪ ⱳȂ 

IPSec ̔ IPSec Ⱶ Ȃ 

9.2.2  IPSec  

 

IPSec Ⱶ̔ ῏ ⱵȂ

̔ Ώ ῤ Ȃ̂ ̆

̆ Ӈ ̃Ȃ

̔ ⱴ Ȃ

̔ Ȃ Ȃ ̆

῀ҍ Ȃ 

̔ Ⱶ Ȃ
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IPSec ᶏ ⌠Ғ VPN ᴆ̆ ᶏ

 Ŀvpn-client-2.1.7-release.exeľȂ 

9.2.3 L2TP IPSec  

 

 

L2TP IPSecⱵ̔ ῏L2TP IPSecⱵȂ L2TP̔ᾛ ῀L2TP Ȃ̂ ̔ ľL2TP 

Ŀ ҍľL2TP Ŀ ṿ ̆ғҌ

ῤ ѿҩ ̆ ↕ Ҍ ⱳ̃Ȃ 

PSK ̔ Ȃ ̆L2TP

῀ҍ Ȃ ̔L2TP IPSec
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̔ Ȃ 

/ ̔⇔ L2TP ᶏ Ȃ ץ

Ȃ 

̔ ⱴ Ḥ ̆ ӈȂ 

  

9.2.5 L2TP  

Һ ԍ ҍ Ⱶ ӊ Ȃ ᵬҹ Ⱶ ̆

ҍ Ⱶ ⱳץ ̆ ᴪ Ȃ 

 

 

  

ȁ ₯/ACL 

ῃ Ḥ ̆ ARP ҍ ȁ ȁDDOS ȁ

└ȁ  

10.1 ARP 管理 
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10.1.1ARP ↓  

  

ARP ↓ ╠ IP MAC Ḥ Ȃ 

 

LAN ҹ ѿ:  ѿ ҹ ѿ

Ȃ 

LAN ҹ ҹ ̔ ҹ ѿ ҹ

Ȃ 

  ѿ̔ IP MAC Ȃ 

̔ IP ҹ MAC ҉ᶏ ̆p MAC

ᶏ ῒז IP Ȃ 

  

10.1.2 ARP  

ARP ᾛ IP IP ꜚ Ȃ 

 

̔ Ḥ ̆Ḃԍ №Ȃ 

IP ̔ IP Ȃ 

MAC̔ IP ↕ ץ ₯ ⌠ῒᶏ MAC Ȃ 
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MAC ̔ ῀ ARP
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10.1.4 ARP  

 

 ARP ̔ ₮ ̆ARP ARP ₯ ̆ ᴪ

῏Ḥ Ȃ 

 

 

10.2 访问控制 

10.2.1 └ 

 

   └ ̔ └ ̆ ҈ ̔ 

     Ҍ └̔῏ └ⱳ ̆↓ Ҭ ↕ Ҍ ̕ 

     ᾛ ↕ӊ ̔↓ Ҭ ↕ └ ̆↓ ӊ ↕

Ҍ └O
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: ↕ └ ῏̆ ↕Ȃ 

 

̔ ↕ Ȃ 

└ ̔ └ ↕ ᾛ Ȃ 

̔ ↕ ᴨᾢ ̆ṿ ᴨᾢ Ȃ ₮ ԑ

‖ ң ↕ ̆ᴪᴨᾢ ṿ ѿ ↕Ȃ 



 

  

 ₯/ACL 

73 

 

  3.再添加一条允许 192.168.1.100-192.168.1.200 之间的 IP 访问网页跟 QQ

的规则。如图所示： 

  此规则优先级必须高于被禁止的规则，否则此规则设置将无效。 

  由于大多数网页都是走的 TCP 协议的 80 跟 443 端口，QQ 程序一般都是使用

UDP 协议的 8000-8004 端口，所以我们将以此为例做限制。需要注意的是，设置

协议端口时，我们一般使用的是外部端口，如图所示：
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10.3 MAC 过滤 

MAC ̆ᾛ MAC Ȃ 

 

MAC ̔ ļҌ MAC Ľȁļᾛ ↕ӊ Ľ

ļ ↕ӊ Ľ3 ̆ Ȃ 

Ҍ MAC ̆ ↓ Ҭ ⱴ ↕ ҌẠᴋᵥ └̕ 
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10.4 DDOS 防御 

  └Ȃ ѿ ῤ

Ȃ 
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    ̔ ↕Ȃ 

    Ḥᴋ MAC ↓ ̔Ҍ MAC Ȃ 

    ₯ : ₯ Ȃ 

    ̔ 

₯ ṿ̔ Ώ ѿ ῤ ₯ Ȃ 

₯ 2Ṑ ₯ : ῏ ₯ Ȃ 

: ⌠ ₯ӊ Ȃ 

10.6 Ping WAN 口  

  Ҍ ץ Ping WAN ̆ Ping

WAN ̆ ֜ Ȃ 

 

 

10.7 连接数设置 

10.7.1  

 

Һ ԍ ̆ ῤ ꜚ

̆ ’ҊҌ Ạḱ Ȃ 

 

 



 

  

 ₯/ACL 

78 

 

10.7.2  

ץ     └ ҩ Ȃ ҩ IP

ץ └ῤ ᴪ Ȃ ҩⱳ ֲ

└ῤ ᶏ P2P ᴆ BTȁ ȁemule ᴪ ₮ᴪ ᴆ ᶫԅ

Ȃ ᾛ ᴪ ץ └ P2P ᴆҊ ֟

ᴪ ̆ Ӟᶏ ᶏ ⌠ѿ └Ȃ ̆ ῤ Ҭԅ

ᵌ‖₯ ֟ ̆Ӟ ץ ⌠ └ᵬ Ȃ  

 

Һ └̔ Һ └Ȃ

ԅӊ ̆ ԍ ₮Ҍ ̆ ̆ ץ Ȃ 

̔ ↕̆ ӊ ↕ ᴪ Ȃ 

 

̔ ↕ Ȃ 

 Һ IP ̔ IP ↕̆ Ӈ ֓ IP

↕ └̆Ҍ Һ └Ȃ 

└̔ ץ TCP/UDP └ Ạῃ └Ȃ 

ԍ └̔ ԅľ ԍ └Ŀ̆ Ӈ ↕

ῤ Ȃ 
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ѿȁUSB Ữ 

҉ ῀ USB ̆ ᴆȁ ῍֣̆ ᴆ῍֣

Ⱶ Ȃ 

11.1 设备状态 

ץ ⌠ ╠ USB Ḥ ̆ USB Ҍᶏ ̆ USB

Ȃ 

 

 

11.2 共享服务 

  USB ӊ ̆ Ữ Ḥ Ȃ USB

῍֣ Ȃ 
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῀῍֣ ⌠ USB ῍֣ ̆

ץ ̆ ҹ l̔ogin ҹ 1̔23465̆ ץ

ꜚḱ Ȃ 

 11.3 USB 日志 

ᶏ ҩⱳ ╠ USB Ữ ̕USB ⱳ ҹ

Ҭ ᶏ ̆ ԍ ᴪ ̆ ⱴ҉ USB

⌠ USB Ҭ̆ Ḃԍ Ȃ 

 

USB ⱳ ̆ ꜚḠ Ȃ ֜ ̆ ᴪ

ꜚ Ḡ USB ҬȂ ғ Ḥ ↓ Ҭᴪ ῏Ḥ Ȃ 

ᴆ ᴪ Ữ USB Ҭ̆ ᴆ ҹ loğ ӊ

loğᶏ Ԋ ץ ⌠Ȃ 

11.4 3G 上网服务 

ⱳ ᶏץ ѿҩᶏ 3G Ȃ ῤ

֣῍ץ 3G Ȃ  

11.4.1 3G ҉ Ⱶ 
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̔ 3G ⱳ Ȃ 

↓ ץ ̔ ⌠ ץ 3G ↓ ̆ Ӟ ץ ҩ

↓ 3G Ȃ   

ISP  ̔ ץ ISP ᶫ ̆ ԅ ISP ᶫ

̆ Ӈ Ώ Ȃ  

  ̔ ꜚ ̔ 3G ԅ ҉ 3G ꜚ

̕ ꜚ ̔ ӊ ꜚ ₯ Ȃ 

11.4.2  

 

₯ ┘ ̆ ץ ⌠ 3G Ȃ  

̔Connected̔ ⱳȂ  

 提示：是否连接成功您可以在策略路由-线路状态中查看࡫

ḓ塰⏠㬀
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№ҹ IP ң Ȃ 

   ᶭ IP ̔ᶭ ῤ IP ‗ Ȃ 

   ᶭᴪ ̔ᶭ ‗ Ȃ 

   IP ᵬ ̆ ҉ IP ̕ᴪ ᵬ ̆

҉ Ȃ ᶏ ᴪ Ṝ̆

₃ ⱴ ̆ ԍ ԅ Ȃ 

    ᴍ ⱳ : 
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ץ Ḥ/ ̆ ӈ ⱴ

Ȃ 

12.1.3  

  Һ ԍ ῤ Ҍ Ȃ ԍ ̆↕

ⱳ Ȃ 

 

 : ↕ └ ῏̆ ↕Ȃ  

: ↕ ̆ ѿ Ȃ  

ץ̔     1-65535 ӊ ↕ ̆ ṿ ↕ᴨ

ᾢ Ȃ 

Һ IP : └ Һ Ȃ ľῤ ĿȂ  

: ҩ ҩ Ȃ  

ӈ IP ץ : ӈ IPȁ ̆ ץ ᵬҹ

Ȃ  

: ҉ ̆ ׆ ₮ ̆ҌῬ

↕ Ȃ  

: ԍ ҉ ̆ Ȃ  

ԍ └: ԅľ ԍ └Ŀ̆ Ӈ ↕̆

ῤ Ȃ  

ץ : ѿ ₃ Ȃ  

ץ : ѿ ֓ Ȃ 

↓ Ҋ ̆ ץ ↕ ῀ ₮̆ ̔ 
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12.1.4  

  Һ ȁᴪ Ḥ Ȃ
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12.2 通告系统 

12.2.1 ᴆ  
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̔ ᴆ ₮ ̆ ᵝҹ№ Ȃ̂ ̔ ᴆ Ҍᴪ

ꜚ ₮̆ Ṝ ᴪ ⌠

Ȃ̃ 

  / ̔ ᴆ Ȃ ľ ԍ IP Ŀ̂

IP ₮ ̃ȁľ ԍ MAC Ŀ̂ / ₮ ̃ȁľ

ԍ ῀ Ŀ̂ / ₮ ̃҈ Ȃ 

  ῤ ̔ ῀ ᴆ ᶏ URL Ȃ̂ ᶏ

῀ ᴆ̆ ҹ URL ᴪ ⌠ Ȃ

̆ ᴪ ҹץ Ҍ Ȃ̃ 

̔ ⌠ Ȃ 

  ԍ └̔ ӊ ↕ ᴪ ῤ Ȃ 

  ӊ ₯ļ ⱴĽ ̆ ↕ⱴ῀↓ ӊҬȂ 

  

12.2.3  

  ֟ ѿ֓ Ḥ Ȃ 

 

   ԅ ↕Ҭ ̆ ᴪ ₮ Ḥ ̆

↕Ҍᴪ Ȃ 

 

12.3 端口映射 

12.3.1   

   ᶏ ץ IP ⌠ῤ ₮ Ȃ 
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   ̔№ҹ 1 2 

   ̔ ↕ └ ῏̆ ↕ 

   ̔ ↕ Ȃ 

   ̔№ҹ TCPȁUDPȁTCP UDPȂ 

   └̔ └ ԍ ῀ IP ץ

₮ ȂҌ IP ⌠ ₮ Ȃ 

   ̔ IP ̆ ץ ӈ̆ᵖҌ

ῒז ↕ ‖ Ȃ 

   ῤ ῤ̔ ᶏ ѿ̆ ᴆ ‗ Ȃ

ῤ ѿ ̆↕ Ҍץ Ώῤ Ȃ 

   ῤ
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   DMZ̔ ⱳ Ȃ 

   ̔ ҹ DMZ ῤ IP Ȃ 

   └̔ ̆ᾛ Ȃ ᾛ ῀

"202.103.24.68","202.103.24.68-202.103.44.150","202.103.24.0/24" ҈

Ȃ 

12.3.3 UPNP  

   UPnP(Universal Plug and Play) Microsoft └ ѿ

‰̆ ᶏ UPnP └ ̆ ғ UPnP ⱳ

̆ ץ UPnP ⱳ ꜚȂ UPNP ӊ ̆ P2P Ҋ ᴆ

ѿ ⱴ ᵬ ̆p Ӟᴪ֟ ̆ P2P Ҋ ᴪ

⌠ ᶏ ̆ ᶏ ⱳ Ȃ 

 

 

    UPNP̔ ⱳ Ȃ 

    ̔ Ȃ 

    Ҭ ̔ ӊ ꜚ ᴆ ᴪ ↓

Ҭ ̆Ḃԍ ᶏ ᴆ Ȃ 

 

12.4 NAT 转换 

12.4.1 NAT ѿ ѿ ↕ 

    NAT ѿ ѿ DMZ ⱳ Ȃ ҩⱳ ᶏῤץ

ῃ ԑ ׆̆ Ȃ DMZ Һ ‗
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ԍ IP Ȃѿ PC DMZ Һ ̆ ῃ Ὲ ҉̆

Ṝ PC ԅ NAT Ḡ ̆ ץ ᶏ Ȃ 

    ῤ̔ 192.168.0.0/24 W̆AN2 ᾣ 2ҩῈ IP №̆≢ 2̔18.35.90.91

218.35.90.92ȂῒҬ WAN2 ԅѿҩ IP 218.35.90.91̆ ῤ

Ҭ IP ҹ 192.168.0.252 ᵬ NAT ѿ ѿ ̆ 218.35.90.92̆ Ӈ

ץ Ҋ ᵬ ̔ 

    ℗ ⌠ľNAT ̂ѿ ѿ ↕ Ŀ̃ ̆ Ҋ ̔ 

 

 

 

   ̔
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 ̔ Ȃľ Ŀ ץ ľᴋ Ŀ ľ ĿȂ ľᴋ

Ŀ̆ ₮ ⌠ᴋ Ạ NAT ₮ Ȃ

ľ Ŀ̆ ↕ ₮ ⌠ Ạ NAT ₮ Ȃ
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12.9 WEB 访问设置 

   WEB ̆ / ḱ ȁ

ḱ ⱳ ҍ῏ Ȃ 

 

    HTTP ̔ Ȃ ҹ 80Ȃ 

: ȁ ₮ ᶏ ̆ ҹ 0̆

Ȃ  

̔ ҉ Ȃ ӊ ̆ Ӟ ⌠

WEB └ ̆ Ḃ Ȃ ҹҌ Ȃ 

    ̔ WEB └ Ȃ ҹ 8080. 

    / ̔ ӈ ҍ Ȃ ΐ

Ȃ 
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 guest ̔ guest Ȃguest ̆Ҍ

Ạᴋᵥ Ȃ Ҍ Ȃ 

   guest / ̔ ӈ guest Ȃ 

ḱץ    ᴋᵥ ̆guest ̆Ҍ ḱ

Ȃ / ӊ Ҋ reset ⌠₮ ṿ̆

Ȃ admin admin̕

guest ҍ guestȂ 

 

12.10 端口镜像 

Ἕⱳ Һ ԍ ץ̆ Ḃ ֲ

№ Ȃ 

 

 

̔ Ἕⱳ Ȃ 

Ἕ ̔ Ἕ Ȃ 

̔№ҹ ӈ Ȃ 

   ӈ №ҹ Ἕ₮ ̆ Ἕ῀ Ἕ Ȃ 
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12.11 VLAN 管理 

Ҍ Һ ӊ ḤȂ 

 

    VLAN Ҋ Һ ԑӊ Ḥ̆ Ҍ VLAN Ҋ ң Һ ԑӊ

Ҍ Ḥ Ȃ 

12.12 顺网联动 

   ҩⱳ ӊ╠ ᾢ QOS ₮ ṿ̆ғ҉Ҋ ṿҌ

ҹ 0̆ ⱳ ꜚ῏ Ȃ ⱳ ӊ ᴪ ꜚ ѿҩ 6 ᵝ Ȃ

ᴆ Ṝ ᶏ ҩ Ȃ 
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    Ώ⌠ ҉ RouteMonitorTestTool ΐ ҉̆ Ώ

IP ̆ Ҋ ̔ 
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 ₯ ץ ↕ Ạ₮ ̆ ⱴ̆− ԅȂ 

 

҈ȁ  

   ῏ ̆ ping ȁ ȁ └ȁ ȁ ᴆ

 

13.1 Ping 检测 

   

ԍ Ḃ ԅ ’̆ Ṣץ ⱳ ∞

’Ȃ 

 

   ῀ ̔ Ώ IP Ȃ 

  ̔
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  MAC ῀ľMAC ↓ Ŀ ̆ ₯ľ

Ŀ Ȃ ̆ ғ ԅ ⱳ ̆

Ӈ ᴪ Ȃ 

 

13.3 系统控制 

   ԍ ῀ ₮̆ ץ ᵬȂ 

 

    Ḡ ̔Ḡ Ȃץ ₮

╠ץ⌠ Ȃ 

    ̔ ᾢḠ ᴆ ῀⌠ ̂ ᴆ

ҹ.cfg ̃Ȃ Ҍ ῒז ᴆ ῀⌠ ̆ ↕

Ҍ ᵬȂ 

    ̔ ľ ľ̆ ₯ Ȃ ӊ

ᴪ ꜚ ̆ ӊ ᶏ IP / Ȃ

IP̔192.168.1.1̆ ҹ admin ҹ adminȂ 

    ̔ ₯ľ Ŀ ̆ ₮ Ҭ ľ ľ̆

ᴪ ꜚѿ  



 

  

  

100 

    ̔ ̔ ӊ ↕ ᴪ ῤ

Ȃ  

ץ : ѿ ₃ Ȃ  

ץ : ѿ ֓ Ȃ 

 

13.4 系统时间设定 

ץ     

 

13.5 系统升级 

 

ץ   ᴆ ᵬ ᵬȂ ̔ 

 

    ̔ ╠ ᾢ ╠ ̆ ᵬȂ

₯ļ Ľ ̆ ӊ ̆ Ҋļ Ľ

ᵬȂ ѿ ᴪ ԋ№ ̆ ӞҌѿ Ȃ 

  

         温馨提示： 

升级路由器的时候，请不要刷新页面，并且保证机器在不断电的情况完成升

级操作，否则将造成路由器升级失败！请尽量选择本地升级路由器，远程升级路

由器受到网络影响容易导致升级失败！ 
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