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 1. ‫  

 ľ Ŀ ̆ ֶ   ̆ ѐ ὡ ȁ

Ȃ 

 

 2.  

╖ ὡ WEB ў ̆ Ю ̔ 

1-2 



  WEB

 

 3. WEB ў  

 

    
WEB ᴳ Enable ‡̆ ӑ ὡ ὡ

enable Ȃ 

 

1.3.1 系统管理 

1.3.1.1 交换机IP设置 

ľӇ IP Ŀᴳ ╖ Ȃ 

Ӈ IP ̔ 
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 4. Ӈ IP  



  WEB

1.3.1.2 VLAN管理 

ľVLAN Ŀᴳ ╖ Ȃ 

1̃VLAN  

 

 

 6. VLAN  

̔ 

ὡ ̆ Ἴ ₥ VLAN ᶕ Ȃ Ԉ ȁ‮ ȁᶢ VLAN̆ת

VLAN а ‮ Ȃ 

̔  ľ Ŀ ̆   Ю ̔ 
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 7. VLAN 

ὡ VLAN ID VLAN ̂ ̃ ľᶑ Ŀ ᴳ Ȃ ╖ ̆

VLAN VLAN ЭȂ 

‮ ̔ ‮ VLAN̆ ѐ ľ‮ Ŀ ᴳ Ȃ 

ᶢ ̔ ᶢ VLAN̆ ѐ ľᶢ Ŀ ̆

  Ю ̔ 

 

 8. ᶢ VLAN 

ᶢ VLAN ᶕ ֶ ѐ̆ ὲᶢ ľᶑ Ŀ ᴳ Ȃ

ᶢ VLAN ЭȂ 

2̃ VLAN  
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 9. VLAN 

̔ 

VLAN ID̆ ̆ ľᶑ Ŀ ̆ᴳ

Ȃ 

1.3.1.3 网关设置 

ľ Ὧ Ŀᴳ ╖ Ȃ 



  WEB

 

 10. Ὧ  

̔ 

Ӈ ҩ Ὧ̆‡ ̆ ֶ ѐ Ὧ ̆

Ὧ IP ̆ ѐ ὡ Ὧ IP ̆ ľᶑ Ŀ ᴳ

Ȃ 

1.3.1.4 端口镜像 

ľ ẹĿᴳ ╖ Ȃ 

ẹ ̔ 
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 11. ẹ  

̔ 

Ἴ ̆ ᾋ ѐ ₥ ľᶑ Ŀ ᴳ ̆

б а Уэ Ȃ ľ‮ Ŀ ̆ ‮ Ȃ 

1.3.1.5 端口限速 

ľ Ŀᴳ ╖ Ȃ 

ў ̔ 

 

 12.  

̔ 



  WEB

ѐ ὡ ḣ̆У Ԉ э ̆

ḣ ľᶑ Ŀ ᴳ Ȃа ᶑ ѝ Ȃ

̆ ľ ὤ Ŀ ᴳ Ȃ 

1.3.1.6 聚合端口 

ľ Ŀᴳ ╖ Ȃ 

̔ 

 

 13.  

̔ 

1̃  

̆ ľᶑ Ŀ ᴳ Ȃ 

2̃  

Уэ ̆ ľ Ŀ ̆   Ю ̔ 
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 14.  

̆ ľᶑ Ŀ ᴳ ̆ э

ὲ ̆‡ ₥ а ѐȂ 

3̃‮  

‮ ̆ ѐ ₥ ̆ ľ‮ Ŀ ᴳ Ȃ 

1.3.1.7 端口设置 

ľ Ŀᴳ ╖ Ȃ 

̔ 
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 15.  

̔ 

ὲ ̆ ľᶑ Ŀ ᴳ Ȃ

а ̆ а Ȃ 

1.3.1.8 DHCP中继 

ľDHCP ѐ Ŀᴳ ╖ Ȃ 

DHCP ѐ ̔ 
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 16. DHCP ѐ  

̔ 

1) /Ὧ DHCP ѐ  

/Ὧ DHCP ѐ ╖ ̆ ѐ ̆ ľᶑ Ŀ ᴳ Ȃ 

2)DHCP ╘  

DHCP ╘ ̆ ľᶑ Ŀ ᴳ Ȃ ╖

Ю ѐȂ ‮ DHCP ╘ ̆ ѐ ľ‮ Ŀ ᴳ Ȃ 

1.3.1.9 DHCP Snooping 

ľDHCP SnoopingĿᴳ ╖ Ȃ 

DHCP Snooping ̔ 
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 17. DHCP Snooping  

̔ 

1)DHCP Snooping  

DHCP Snooping ╖ DHCP Snooping MAC ╖ ̆ ѐ

ľᶑ Ŀᴳ Ȃ 

2)DHCP Snooping ᶕ֗  

1-14 
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ѝᶕ֗ ľᶑ Ŀ ᴳ ̆ ╖ Ю

ᶕ Ȃ ‮ ᶕ֗ ̆ ѐ ľ‮ Ŀ ᴳ Ȃ 

 

1.3.1.10 IGMP Snooping 

ľIGMP SnoopingĿᴳ ╖ Ȃ 

IGMP Snooping ̔ 

 

 18. IGMP Snooping  

̔ 

IGMP Snooping ╖ ̆ Ἴ ѐľ Ŀ ̆ Ю ѝ

̆ Ԉӱѐ ivglȁsvglȁivgl-svgl Ьѐ ̆ ҩ svglȁivgl-svgl ̆

Ԉ ȁIP Ȃ ľᶑ Ŀ ᴳ Ȃ Ὧ IGMP 
Snooping ╖ ̆ Ἴ ѐľὯ Ŀ ľᶑ Ŀ ᴳ Ȃ 

1.3.1.11 STP设置 

ľSTP Ŀᴳ ╖ ȂԈЮ STP ў ̔ 
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 19. STP  

̔ 

ѐľ STP ╖ Ŀ ѐľὯ STP ╖ Ŀ ľᶑ Ŀ ᴳ

Ȃ 

1.3.1.12 SNMP管理 

ľSNMP Ŀᴳ ╖ Ȃ 

SNMP ̔  

 

 20. SNMP  

̔ 

SNMP ╖ ̆ ľ SNMPĿ ̆ Ԉ ᴇ ȁ

ᾗ ̆ ̆ ľᶑ Ŀ ᴳ Ȃ Ὧ SNMP ╖ ̆



  WEB

1.3.2.1 防网关ARP欺骗 

ľ Ὧ ARP Ŀᴳ ╖ Ȃ 

Ὧ ARP ̔ 

 

 21. Ὧ ARP  

̔ 

ѐ ̆ ὡ Ὧ ľᶑ Ŀ ᴳ ̆Уэ э

Ὧ ̆ ‮ Ὧ̆ ѐ ‮ Ὧ ̆ ľ‮ Ŀ

ᴳ Ȃ 

 

1.3.2.2 防ARP欺骗 

ľ ARP Ŀᴳ ╖ Ȃ 

ARP ̔ 
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 22. ARP  

̔ 

1) /MAC/IP  

/MAC/IP ̆ ѐ ̆ IP MAC ̆ ľᶑ Ŀ

ᴳ ̆ ѐ ⁮ MAC ̆‡ ֶ ╟ ҃⁮

ѐ   ̆ Э ̆ ѐ GigabitEthernet 0/15 ̆ ѐ ‟ 

҃⁮ MAC Ȃ 

2̃ ὤ╖  

1-18 
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ѐ ̆ ҩ ὤ╖ ̆‡ ὤ╖

ֶ ѐ̆ Ѯ‡ ѐὯ ὤ╖ Ȃ ҩ ὤ╖ ̆‡ ֶ Ю

ѐ ὤ ᶕ Ȃ 

3)ᶢ ὤ ᶕ  

ᶢ ὤᶕ ̆ ѐ ᶢ ľᶢ Ŀ ̆  

ὤ ᶢ ̆ Ю ̔ 



  WEB

ѐ ╖ ̆‡ľ ARP ╖ Ŀ ѐ̆ ‡

ѐľὯ ARP ╖ Ŀ Ȃ 

 

1.3.2.4 ACL 

ľACLĿᴳ ╖ Ȃ 

ACL ̔ 

 

 25. ACL  

1̃ ACL ᶕ  

̔ 

ACL ᶕ ̆ ACL ᶕ ̆ ӱ ACL ‟ ѐ ѐ

ACL ̆ᵳֶ ѐ   ACL ACEȂ ‮ ACĔ ѐ

ľ‮ Ŀ ᴳ Ȃ ‮ ACL̆ ľὤ Ŀ ̆ ѐ

ACĔ ľ‮ Ŀ ᴳ Ȃ 

2̃ACL  

ῆ IP ‟ ̆  ľ ῆ IP ‟ Ŀ ̆Ю ѝ ῆ

IP ‟ ̔ 
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 26. ῆ IP ‟  

̔ 

‡̔ ӱЮ ‟ ѐ ‡̆ ľ Ŀ ľἵ Ŀч ‡Ȃ 

‟ ID̂ ̃̔ ὡ ῆ ‟ ̆҂ Ԉ ὡ ῆ ‟ Ȃ 

IP ̔ IP , ὡ IP ̆ а ̆

Ԉа ̆ ľᶑ Ŀ ᴳ Ȃ 

IP ‟ ̆  ľ IP ‟ Ŀ ̆Ю ѝ

IP ‟ ̔ 

1-21 
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 27. IP ‟  

̔ 





  WEB

 

 29. ‍  



  WEB

 

 30.  

̔  

̔ Ȃ 

‍ ‟ ̔‟  ‍ ̆ ‟ ѝ ̆‡ ‍ ̆ Ἴ⁮‍

‍ Ȃ 

̔ ὡ ᾃ ḣȂ 

̔ ὡ ᾃ ḣ̆ Э ὡȂ 

‍ ╟ᴐ̔ DSCP ִἼ ̆ ὡ ᾃ Ȃ 

ľᶑ Ŀ ᴳ Ȃ 

‮ ̆ ӱ ‟ ѐ ѐ ̆ ֶ ѐ

ᶕ ̆ ѐ ‮ ľ‮ Ŀ ᴳ Ȃ У ‮ ̆ ὤ

ľ‮ Ŀ ᴳ Ȃ 
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1.3.3.3 流设置 

ľ Ŀᴳ ╖ Ȃ 

̔ 

 

 31.  

̔ 

̔ Ȃ 

‟ ̔ ұ ̆ ‟ ѝ ̆ Ἴ Ȃ 

̔ Ȃ 

ľᶑ Ŀ ᴳ Ȃ ‮ ̆ ѐ ‮

ľ‮ Ŀ ᴳ Ȃ 
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1.3.4 系统状态 

1.3.4.1 系统信息 

ľ ᶕ Ŀᴳ ╖ Ȃ 

ᶕ ̔ 

 

 32. ᶕ  

1.3.4.2 当前配置 

ľ ₥ Ŀᴳ ╖ Ȃ 

₥ ̔ 

1-27 
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 33. ₥  

1.3.4.3 端口状态 

ľ Ŀᴳ ╖ Ȃ 

̔ 
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 34.  

1.3.4.4 端口运行状态 

ľ Ŀᴳ ╖ Ȃ 

̔ 

 

 35.  

1.3.4.5 端口统计信息 

ľ ᶕ Ŀᴳ ╖ Ȃ 

ᶕ ̔ 

1-29 
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 37. ᶕ  

1.3.5 系统维护 

1.3.5.1 Ping 

ľPingĿᴳ ╖ Ȃ 

Ping ̔ 
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 38. Ping 





  WEB

 

 42. ɡ  

ὡ ľᶑ Ŀ ᴳ Ȃ ╖ ̆ᶢ

ЭȂ 

    WE̾
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 43.  

̔ 

1)ᶢ Enable ԇ 

ᶢ Enable ԇ̆ ὡ ԇ ľᶑ Ŀ ̆ᴳ Ȃ  ̔ 

 

 44.  

ԇ Ȃ 

2)ᶢ Telnet ԇ 

ᶢ Telnet ԇ̆ ὡ ԇ ľᶑ Ŀ ̆ᴳ Ȃ 

1-35 
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1.3.5.5 导入/导出配置 

ľ ὡ/   Ŀᴳ ╖ Ȃ 

ὡ/   ̔ 

 

 45. ὡ/    

̔ 

ὡȁ  Ӈ Э config.text ֒̆ Ἴ ὡ TFTP ╘ IP TFTP ╘ Э

֒ ľᶑ Ŀ ᴳ Ȃ 

1.3.5.6 设置WEB端口 

ľWEB Ŀᴳ ╖ Ȃ 

WEB ̔ 

 

1-36 
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 46. WEB  

̔ 

ὡ ᾃ ̆ ľᶑ Ŀ ᴳ Ȃ

Ȃ ѝ 8080̆ IP ѝ̔192.168.1.1 ‡ http://192.168.1.1:8080
Ȃ ѝ ̆ ľᴳ Ŀ ̆ http://192.168.1.1

Ȃ 

1.3.5.7 系统升级 

ľ Ŀᴳ ╖ Ȃ 

̔ 

 

 47.  

̔ 

̆ ҩ TFTP ╘ Ȃ ֒ ѝ TFTP ╘ Э ֒̆

֒ ѝ ⁮ Э ֒ ̆ ὡ TFTP ╘ IP ľ Ŀ

ᴳ Ȃ 

1.3.5.8 退出系统 

ľ   Ŀᴳ ╖ Ȃ 

̔ 

  ľ   Ŀ ̆ Ὧ Ȃ 

1-37 
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1.3.6 查看配置 

 

1.4 WEB管理典型配置举例 

1.4.1 配置要点 

WEB WEB ╘ ̆ enable Ȃ 

1.4.2 配置步骤 

WEB Local Enable ̆ ҩ̆ Ԉ ὡ

WEB ̆ WEB Ȃ 

1̃ Local  

Ю̔ 

a. ὡ config  

Ruijie#configure  

Enter configuration commands, one per line.  End with CNTL/Z. 

b. WEB ╘ 

Ruijie(config)#enable service web-server  

c. WEB ѝ Local  



  WEB

b. WEB ╘ 

Ruijie(config)#enable service web-server  

c. WEB ѝ Enable ̂ ԇ а ̃ 

Ruijie(config)#ip http authentication enable 

d. Enable  

Ruijie(config)#enable password admin 

e. IP 

Ruijie(config)#interface vlan 1 

Ruijie(config-if-VLAN 1)#ip address 192.168.100.1 255.255.255.0 

1.4.3 显示验证  



 

1-40 

 WEB

line con 0 

line vty 0 4 

 login 

! 

! 

end 

 

2̃ Enable  

Ruijie(config)#show running-config 

 

Building configuration... 

Current configuration : 2014 bytes 

 

! 

version RGOS 10.2(4), Release(55435)(Wed May 13 11:50:07 CST 2009 -ngcf32) 

vlan 1 

 

no service password-encryption 

! 

enable password admin             //WEB Enable  

enable service web-server           // WEB ╘ 

! 

….. 

    ……… 

! 

interface VLAN 1 

 ip address 192.168.100.1 255.255.255.0   // IP 

 no shutdown 

! 

! 

line con 0 

line vty 0 4 

 login 

! 

! 

end 
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