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ᴇ̔ ԇ ̂ ԇѐ ḣ Ԇ ‍̃ ᴇ  

[ ] ̔ [ ] ‍̆ ԇ Ȃ 

{ x | y | ... }̔ ӱчэ э ѐ УэȂ 

[ x | y | ... ]̔ ӱчэ э ѐ Уэ а Ȃ 

//̔ ѝ Ȃ 

3.  

҉ ᴐ ѐ ⁞ ̆ Ҿ

Ѭ Ю̔ 

~ 注意̔ ȁ ȁ ᴐѐ Ү Ȃ 

& 说明̔
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CLI ԇ 

alias 

У ԇ ⁞ ̆ Ԉ ὤ Юᴳ alias ԇ Ȃ

ᴳ ԇ no Ԉ‮ У ԇ⁞ ‮ Уэ Ю

ὤ ԇ⁞ Ȃ 

alias mode command-alias original-command 
no alias mode [original-command] 

ȍ Ȏ  

mode ̔⁞ Ԇ ԇ ԇ Ȃ 
command-alias 
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aaa-gs                 AAA server group mode 
acl                     acl configure mode 

bgp                     Configure bgp Protocol 
config                 globle configure mode 

ԇ⁞ ╠ᶕ ̆ ⁞ ₥ ֶ Уэ ̂*̃̆ зֶ ԈЮ

̔ 

*command-alias=original-command 

ᴿ ̆ EXEC Ю̆ ԇ⁞ ”s” ”show”Ὧ Ȃ‡ ὡ”s?”
Ԉ ’s’ Ὧ ⁞ ╠ᶕ ̔ 

Ruijie# s? 
*s=show  show  start-chat  start-terminal-service 

⁞ Ԇ ԇа Уэ ‡ֶ̆ᴳ ԇꜛ ȂR

̆ EXEC Ю ⁞ ”sv”Ԇ ԇ”show version”̆‡̔ 

Ruijie# s? 
*s=show  *sv=”show version” show  start-chat 
start-terminal-service 

⁞ ӱ ὡ ԇ Уэ ₥̆ а Ȃ Э

ᴿ ̆ ԇѮ₥ ὡҩ ̆ а ⁞ ̔ 

Ruijie# s? 
show  start-chat  start-terminal-service 

ԇ⁞ ҂ Ԉ ԇ ╠ᶕ ̆R Ю

ԇ⁞ ”ia”Ԇ ”ip address”̆‡ Ю̔ 

Ruijie(config-if)# ia ? 
A.B.C.D  IP address 
dhcp     IP Address via DHCP 

Ruijie(config-if)# ip address 

‟ ҩ”ip address” ԇ ᶕ ̆ з ⁞

ԇȂ 

ԇ⁞ ᴳ ὡ̆ ‡а ⁞Ȃ 

ᴳ show aliases ԇ Ԉ ѐ ⁞ Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ̆ ὤ Ю̆ᴳ ԇ⁞ ”def-route”Ԇ
”ip route 0.0.0.0 0.0.0.0 192.168.1.1”̔ 

Ruijie# configure terminal 
Ruijie(config)# alias config def-route ip route 0.0.0.0 
0.0.0.0 192.168.1.1 
Ruijie(config)# def-route? 
*def-route="ip route 0.0.0.0 0.0.0.0 192.168.1.1" 
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Ruijie(config)# def-route? 
% Unrecognized command. 

Ruijie(config)# end 
Ruijie# show aliases config 
globle configure mode alias: 
def-route            ip route 0.0.0.0 0.0.0.0 192.168.1.1 

ȍ Ὧ ԇȎ 

ԇ 
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exec   

interface   

ip-dhcp-pool DHCP  

keychain  KeyChain  

keychain-key KeyChain-key  

time-range Time-Range  

ȍѡᴿȎ 

ԈЮᴿ ̆ CLI ⁞ 1 ԇѝ”test”̆ reload ԇ

̆ Ԉ ᴁ Ȃ 

Ruijie(config)# enable secret level 1 0 test  
Ruijie(config)# privilege exec level 1 reload 

̆ᴳ ⁞ 1 ὡ CLI ̆ Ԉᴳ reload ԇ̔ 

Ruijie> reload ? 
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mode ̔⁞ Ԇ ԇ ԇ Ȃ 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

EXEC  

ȍᴳ Ȏ 

ὡ ԇ ̆‡ ԇ⁞ Ȃ  

ȍѡᴿȎ 

ԈЮᴿ ̆ EXEC Ю ԇ⁞ ̔ 

Ruijie# show aliases exec 
exec mode alias: 
h                    help 

p                    ping 
s                    show 

u                    undebug 
un                   undebug 

ȍ Ὧ ԇȎ 

ԇ  

alias ԇ⁞  
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Ӈ ԇ 

Ὧ ԇ 

ѝ ԇ ̂CLĨꜛ ԈЮ Ὧ ԇ̔ 

¸ disable 
¸ enable 
¸ enable password 
¸ enable secret 
¸ password 
¸ login 
¸ login local 
¸ login authentication 
¸ username 
¸ lock 
¸ lockable 
¸ telnet 
¸ enable service 

disable 

ӱ ⁮ ᴂ⁮ ̆

ԇ disableȂ 

disable [ privilege-level ] 

ȍ Ȏ 

privilege-level̔  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ ԇӱ ⁮ Ȃ ╗Э ‡̆

₥ ᴂ⁮ Ȃ 
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& 说明： 

disable ԇ ұ ₥ Ȃ 

 

ȍѡᴿȎ 

Ю ᴿ ₥ ᴂ⁮ ︠ ̔ 

Ruijie# disable 10 

 

ȍ Ὧ ԇȎ 

ԇ  

enable ӱ ὡ⁮ ̆

⁮ ⁞ Ȃ 
 

enable 

ὡ ̆ ԇ enableȂ 

ԇ ᶕ ȇ ὤ ԇ ȈȂ 

enable password 

а ⁞ ԇ̆ ὤ ԇ enable passwordȂ
ԇ no ‮ ⁞ ԇȂ 

enable password [level level] {password | [0 | 7] encrypted-password} 

no enable password 

ȍ Ȏ 

Password ̔ ὡ EXEC ԇȂ 

Level  ̔ ⁞Ȃ 

0|7 ̔ ԇ ╗ ̆0 ╗ ̆7 ╗ Ȃ 

encrypted-password ̔ ԇ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ὡ╗ ȂУ ᾳЮ̆ ⁸ ╗
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ѝ 15 ԇȂsecurity ԇѝ ὤ╗ ԇ̆ Ԉѝ 0͘15
ԇȂ ѐ̆ ⁞ ԈЭч ԇ̆‡ password

ԇа Ȃ 15 password ԇ̆‡ֶ   ̆

╟ ѝ security ԇ̕ 15 password ԇ security
ԇ ὤ ̆‡ֶ   ̕ ԇ Ԉ╗ ᶑ ̆password
ԇᴳ ╗ ̆security ԇᴳ ὤ╗ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ὤ ԇѝ pw10̔ 

Ruijie(config)# enable secret 0 pw10 

ȍ Ὧ ԇȎ 

ԇ  

enable password а ⁞ ԇȂ 

 

password 

line ԇ̆ line ԇ passwordȂ ԇ

no ‮ line ԇȂ 

password {password | [0|7] encrypted-password}    

no password 

ȍ Ȏ 

password ̔ line ԇȂ 

0|7 ̔ ԇ ╗ ̆0 ╗ ̆7 ╗ Ȃ 

encrypted-password ̔ ԇ Ȃ 

ȍ ԇ Ȏ 

line  

ȍᴳ Ȏ 

ԇ ұ line ԇȂ 

ȍѡᴿȎ 

Ю ᴿ line ԇѝ red̔ 

Ruijie(config)# line  vty 0 
Ruijie(config-line)# password red 

ȍ Ὧ ԇȎ 
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ԇ  

login ӱ ὡ⁮ ̆ ⁮

⁞ Ȃ 
 

login 

AAA Ὧ ᾳЮ̆ Э ԇ ̆

ԇ loginȂ ԇ
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ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

line  

ȍᴳ Ȏ 

AAA ὤ ╘̆‡ ԇ ұ ᴐᴐ

Ȃ username ԇ ᶕ Ȃ 

ȍѡᴿȎ 

Ю ᴿ VTY Э Ȃ 

Ruijie(config)# no aaa new-model 
Ruijie(config)# username  test password 0 test 
Ruijie(config)# line vty 0 
Ruijie(config-line)# login local 

ȍ Ὧ ԇȎ 

ԇ  

username ᶕ Ȃ 

 

login authentication 

AAA ᾳЮ̆ AAA ╘ ̆G

ԇὯ ‟ Ȃ ԇ no ‮ ‟ Ȃ 

login authentication {default | list-name} 

no login authentication {default | list-name} 

ȍ Ȏ 

default  ̔ ‟  

list-name  ̔ ‟  

ȍ ԇ Ȏ 

line  

ȍᴳ Ȏ 

AAA ὤ ╘̆‡ ԇ ұ ᴳ ⁸ ‟

Ȃ 

ȍѡᴿȎ 

Ю ᴿ VTY ЭὯ ‟ radius Ȃ 



Ӈ ԇ  

http://www.ruijie.com.cn 

Ruijie(config)# aaa new-model 
Ruijie(config)# aaa authentication login default radius 
Ruijie(config)# line vty 0 
Ruijie(config-line)# login authentication default 

 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model ᴳ AAA ὤ ╘ 

aaa authentication login 
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Ю ᴿ Уэ ԇ̆ ⁞ѝ 15 ̔ 

Ruijie(config)# username test privilege 15 password 0 
pw15 

ȍ Ὧ ԇȎ 

ԇ  

login local Ȃ 

 

lock 

Э Уэ ԇ̆ EXEC ԇ lockȂ 

lock 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ԉ ї ԇ ̆ ᶑ ̆ ᴃ Ԉ

Ȃ ԈЮ ᴃ ̔ 

1. ὡ lock ԇ̆ ֶ ὡ ԇ̕ 

2. ὡ ԇ̆ Ԉ ֗ ѕȂ ὡ ̆ ֶ ὡ ԇ̆

̆ ֶ ̆ ľLockedĿᶕ ̕ 

3. ὡ ̆ ὡ ї ԇ̕ 

Эᴳ ᴃ ╖ ̆ line Ю

lockable ԇ̆ line Э ᴃ Ȃ 

ȍѡᴿȎ 

Ю ᴿѝ ᴃУэ ̔ 

Ruijie(config-line)# lockable 
Ruijie(config-line)# end 
Ruijie# lock 
Password: <password> 

Again: <password> 
Locked 

Password: <password> 
Ruijie# 
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ȍ Ὧ ԇȎ 

ԇ  

lockable Э ᴃ Ȃ 

 

lockable 

Эᴳ lock ԇ̆ Ԉ line Ю lockable
ԇ̆ ᾳЮа lock ԇȂᴳ no ԇ Ȃ 

lockable 

no lockable 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

line  

ȍᴳ Ȏ 

ԇ ұ Э ᴃ ̆ ᴃ Ԉ

EXEC Ю lock ԇȂ 

ȍѡᴿȎ 

Ю ᴿ ⁸ Э ᴃ ╖ ̆ ᴃ ⁸ ̔ 

Ruijie(config)# line console 0 
Ruijie(config-line)# lockable 
Ruijie(config-line)# end 
Ruijie# lock 
Password: <password> 
Again: <password> 

Locked 
Password: <password> 

Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

lock ᴃ Ȃ 
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telnet 

⁮У telnet ╘ ̆ EXEĈ ̃ Ю̆

ᴳ telnet ԇ Ȃ 

telnet host [port] [keyword] 

ȍ Ȏ 

Host̔ ў IP ў ̕ 

Port̔ ᴳ TCP ̆ ḣѝ 23̕ 

Keyword̔ Ὧ ̆‟ұЮ ̔ 

Ὧ   

/source-interface ӱ э   telnet ̕ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ ұ ⁮У telnet ╘ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ԇ telnet ⁮ 192.168.1.11̆ ᴳ ḣ̆ ѝ

vlan 1̕ 

Ruijie# telnet 192.168.1.11 /soource-interface vlan 1  

ȍ Ὧ ԇȎ 

ԇ  

Show session ₥ TTY ֶ ̕ 

exit   ₥ ̕ 

 

enable service 

бὯ ╘̂ SSH Server/Telnet Server/Web Server/Snmp 
Agent̃̆ Ю̆ Ԉᴳ ԇ enable service ԇ̔ 

enable service { ssh-server | telnet-server | web-server | 
snmp-agent} 

ȍ Ȏ 
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Ὧ   

ssh-server бὯ SSH Server 

telnet-server бὯ Telnet Server 

web-server бὯ Http Server 

snmp-agent бὯ Snmp Agent 

ȍ ԇ Ȏ 

ὤ  
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ȍᴳ Ȏ 

ԇ ұ Web ȂG no ip http authentication 
ԇ ѝ ḣȂ 

ȍѡᴿȎ 

Ю ᴿ ԇ̕ip http authentication local, Web
local ̔ 
Ruijie(Config̃# ip http authentication local 

ȍ Ὧ ԇȎ 

ԇ  

enable service бὯ ╘ 

 

ip http port 

HTTP ╘ ̆ Ю̆ Ԉᴳ ԇ ip http port
ԇ̔ 

ip http port number 

ȍ Ȏ 

number ̔ HTTP Server ̆ ḣѝ 80Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ ұ HTTP ╘ Ȃᴳ no ip http port ԇ

ѝ ḣȂ 

ȍѡᴿȎ 

Ю ᴿ ԇ̆ HTTP ╘ ѝ 8080̔ 
Ruijie(Config̃# ip http port 8080 

ȍ Ὧ ԇȎ 

ԇ  

enable service бὯ ╘ 
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Ὧ ԇ 

ꜛ ԈЮ Ὧ ԇ̔ 

¸ clock set 
¸ clock update-calendar 
¸ exec-timeout 
¸ hostname 
¸ session-timeout 
¸ show clock  
¸ show cpu 
¸ show cpu slot 
¸ show memory 
¸ show memory slot 
¸ show running-config 
¸ show startup-config 
¸ reload 
¸ show reload 
¸ prompt 
¸ banner motd 
¸ banner login 
¸ speed 
¸ show line 
¸ write 

clock set 

̆ Ԉᴳ ԇ clock set ч ѐ У

̔ 

clock set hh:mm:ss month day year 

ȍ Ȏ 

hh:mm:ss  ̔ ₥ ̆ ѝ ̂24 ⁸̃: ‍  :  

day  ̔ ̂1-31̃̆ Уэ ѐ Ȃ 

month  ̔ ֙̂1-12̃̆ У ѐ ֙  

year  ̔ Ὠἷ ̂1993-2035̃̆ а ᴳ ᾗȂ 

ȍ ԇ Ȏ 
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ȍᴳ Ȏ 

ᴳ ԇ ̆ ᵳ Ȃ 

ұ ᵏ ֒ ̆ᴳ clock set Э

Ө ̆ Ю ̆ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ₥ ѝ 2008 1 30 Э 05 54 ‍ 43 ̔ 

Ruijie# clock set 05:54:43 1 30 2008 
Ruijie# show clock 
05:54:43 CHN-BJ Wed 2008-01-30 

ȍ Ὧ ԇȎ 

ԇ  

show clock ₥  

 

clock update-calendar 

֒ clock ֒ clock̆ privileged EXEC Ю clock 
update-calendar э ԇ̆ ֒ clock ֶ ֒ clock ḣȂ 

clock update-calendar 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

УҾ ᴳ ֒ ̂calendar̃ Ἱ ֒ ̆ ֒ а

̆ ѝ ֒ ̆ ᴳ Ὧ Ю҂

Ȃ 

֒ ֒ а ̆ ֒ ̆ ԇ

֒ ⁸ ֒ Ȃ 

ȍѡᴿȎ 

ᴳ Ю ԇ Ԉ ₥ ֒ clock ⁸⁮ ֒ clockȂ 

Ruijie# clock update-calendar 
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exec-timeout 

LINE Ю ⁮ ̆ᴳ exec-timeout ԇȂ

no exec-timeout ԇ̆ LINE Ю ̆ а Ȃ 

exec-timeout minutes [seconds] 

no exec-timeout 

ȍ Ȏ 

minutes̔ ‍ ̕ 

seconds̔̂ ̃ ̕ 

ȍ Ȏ 

ѝ 10 minȂ 

ȍ ԇ Ȏ 

LINE  

ȍᴳ Ȏ 

ᾃ̆ ֗ᴉ ὡ  ᶕ ̆ ѐ ̆

LINE ѝ Ȃ 

ȍѡᴿȎ 

Ю ᴿ line vty 0 ѝ 5 ‍ 30 :̔ 

Ruijie(config-line)# exec-timeout 5  30 

hostname 

ᶢ ў ̆ ὤ ԇ hostnameȂ 

hostname name 

ȍ Ȏ 

name̔ ў ̆ ᴳ ѕȁ Ԉ Ȃ

ѝ 63 э Ȃ 

ȍ Ȏ 

ў
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Ȃ 

ȍѡᴿȎ 

Ю ᴿ ў ѝ BeiJingAgenda̔ 

Ruijie(config)# hostname BeiJingAgenda 
BeiJingAgenda(config)# 

session-timeout 

₥ LINE Э ⁮ ֶ ̆ᴳ

session-timeout ԇȂ no session-timeout ԇ̆ LINE Ю

⁮ ֶ ֶ̆ а Ȃ 

session-timeout minutes [seconds] 

no session-timeout 

ȍ Ȏ 

minutes̔ ‍ ̕ 

seconds̔̂ ̃ ̕ 

ȍ Ȏ 

ѝ 0 minȂ 

ȍ ԇ Ȏ 

LINE  

ȍᴳ Ȏ 

ᾃ̆ӱ ₥ LINE Э ⁮ ֶ ̆

֗ᴉ ὡ  ᶕ ̆ ѐ ̆ LINE ѝ Ȃ 

ȍѡᴿȎ 

Ю ᴿ line vty 0 ֶ ѝ 5 ‍ 30 :̔ 

Ruijie(config-line)# exec-timeout 5  30 

show clock  

̆ ԇ show clockȂ 

show clock [detail] 

ȍ Ȏ 

detail Ȃ 

ȍ ԇ Ȏ 
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ȍᴳ Ȏ 

ᴳ ԇ Ԉ ₥ ̆detail Ȃ 

ȍѡᴿȎ 

Ю ᴿ show clock ԇ Уэ ̔ 

Ruijie# show clock detail 
05:54:43 CHN-BJ Wed 2008-01-30 
Clock read from calendar when system boot. 

ȍ Ὧ ԇȎ 

ԇ  

clock set  

 

show cpu  

CPU ᴳ ᾳȂ 

show cpu 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ ԇ Ԉ ₥ CPU ᴳ ᾳȂ 

ȍѡᴿȎ 

Ю ᴿ show cpu ԇ Уэ ̔ 

Ruijie# show cpu 
CPU utilization in five seconds: 0% 
CPU utilization in one minute  : 35% 

CPU utilization in five minutes: 33% 
  NO   5Sec   1Min   5Min   Process  

  0     0%     0%     0%    LISR INT  
  1     0%     0%     0%    HISR INT  

  2     0%     0%     0%    ktimer  
  3     0%     0%     0%    atimer  

  4     0%     0%     0%    printk_task  
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  5     0%     0%     0%    waitqueue_process  
  6     0%     0%     0%    tasklet_task  

  7     0%     0%     0%    kevents  
  8     0%     0%     0%    snmpd  

  9     0%     0%     0%    snmp_trapd  
 10     0%     0%     0%    mtdblock  

 11     0%    35%    33%    gc_task  
 12     0%     0%     0%    Context  

 13     0%     0%     0%    kswapd  
 14     0%     0%     0%    bdflush  

 15     0%     0%     0%    kupdate  
 16     0%     0%     0%    buffcopy  

 17     0%     0%     0%    ll_mt  
 18     0%     0%     0%    ll main process  

 19     0%     0%     0%    ISDN MAIN  
 20     0%     0%     0%    tnet  

 21     0%     0%     0%    Tarptime  
 22     0%     0%     0%    gra_arp  

 23     0%     0%     0%    Ttcptimer 
24     0%     0%     0%    gk process  

 25     0%     0%     0%    rl_con  
 26   100%    65%    67%   idle 

 

show cpu ᶕ ̔ 

  

CPU utilization in five seconds 5 CPU ‾  

CPU utilization in one minute 1 ‍ CPU ‾  

CPU utilization in five minutes 5 ‍ CPU ‾  

NO  

Process  

5Sec    5 CPU ‾  

1Min 1 ‍ CPU ‾  

5Min 5 ‍ CPU ‾  

ȍ Ὧ ԇȎ 

ԇ  
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show cpu slot 

CPU ᴳ ᾳȂ 

show cpu slot [slot-number] 

ȍ Ȏ 

    slot-number ѝ ̆ ‡ CPU ᴳ ᾳ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇӨ Э ̆G ԇ Ԉ ᴳ ᾳ CPU
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ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ ԇ Ԉ ᾃ ᴳ ᾳȂ 

ȍѡᴿȎ 

Ю ᴿ show memory ᶕ  

Ruijie# show memory 

Physical Memory: 256M total  
Image: 78M 

 Application Memory: 178M (57M used̆121M available) 
Utilization: 52.7% 

 

show memory ᶕ ̔ 

  

Physical Memory ᾃ  

Image ẹ  

Application Memory 

‍ ᾃ  

used ѝ ‍ ᴳ ᾃ ăvailable ѝ

ұ‍ ᾃ  

̔available Ѯѐ ᾃ ̆аУ

ᴳ  

Utilization ᾃ ᴳ  

ȍ Ὧ ԇȎ 

ԇ  

show memory slot ᾃ ᴳ ᾳ 

 

show memory slot 

ᾃ ᴳ ᾳȂ 

show memory slot [slot-number] 

ȍ Ȏ 

    slot-number ѝ ̆ ‡ ᾃ ᴳ ᾳ 
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ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇӨ Э ̆ᴳ ԇ Ԉ ᾃ ᴳ

ᾳȂ 

ȍѡᴿȎ 

ᴿ 1̔ 1 Э ᾃ ᴳ ᾳȂ 
Ruijie# show memory slot 1 
Physical Memory: 256M total  
Image: 45M 

 Application Memory: 211M (55M used̆156M available) 
Utilization: 39.1% 

 

ᴿ 2̔ ᾃ ᴳ ᾳȂ 
ruijie# show memory slot 

slot 1 memory information̔ 
Physical Memory: 256M total  
Image: 45M 

  Application Memory: 211M (55M used̆156M available) 
Utilization: 39.1% 

slot 3 memory information̔ 
Physical Memory: 256M total  

Image: 45M 

  Application Memory: 211M (57M used̆154M available) 
Utilization: 39.8% 

ȍ Ὧ ԇȎ 

ԇ  

show memory ᾃ ᴳ ᶕ  

 

show running-config 

₥ ᶕ ̆ ԇ show 
running-configȂ 

show running-config 

ȍ ԇ Ȏ 
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show reload 

╟ ̆ Ю ԇ show  
reloadȂ 

show reload 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ ԇ Ԉ ╟ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ╟ ̔ 

Ruijie# show reload 
Reload scheduled in 595 seconds. 

At 2003-12-29 11:37:42 
Reload reason: test. 

prompt 

ԇ ̆ ὤ Ю ԇ promptȂ
ԇ ̆ᴳ no prompt ԇȂ 

prompt string 

ȍ Ȏ 

string ̔ ԇ ѕ̆ Ԉ 32 э  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ ̆‡Ԉ ṁѝ ̆

ע Ȃע ԇ EXEC Ȃ 

ȍѡᴿȎ 

Ю ᴿ ԇ ѝ rgnos̔ 

Ruijie(config)# prompt rgnos 
Ruijie(config)# end 
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rgnos 

banner motd 

ᶕ ̆ ὤ Ю ԇ banner motdȂ
ᶕ ̆ᴳ no banner motd ԇȂ 

banner motd c message c 

ȍ Ȏ 

c ̔ ᶕ ‍ ̆ ᶕ ѐ аἵ    

message ̔ ᶕ ᾃ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴳ ԇ Ԉ ᶕ ̆ ̆ Ҿᶕ ֶ

  Ȃ ὡ ‍ Ӱ ὡ ‡̆ Ҿ х

Ȃ 

ȍѡᴿȎ 

Ю ᴿ ᶕ ̔ 

Ruijie(config) 

Ruijie(config)# banner motd $ hello,world $ 

banner login 

ᶕ ̆ ὤ Ю ԇ banner loginȂ
ᶕ ̆ᴳ no banner login ԇȂ 

banner login c message c 

ȍ Ȏ 

c  ̔ ᶕ ‍ ̆  

message   
Ȃ 
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Ȃ 

ȍѡᴿȎ 

Ю ᴿ ᶕ ̔ 

Ruijie(config) 

Ruijie(config)# banner login $ enter your password $ 

speed 

̆ Ю̆ ԇ speed speedȂ
̆ᴳ no speed ԇȂ 

speed speed 

ȍ Ȏ 

Speed   ּ ̆ ᴁ bpsȂ ұѕ ̆ ּ

ѝ 9600ȁ19200ȁ38400ȁ57600ȁ115200 ѐ Уэ̆

9600Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍ Ȏ 

9600 

ȍᴳ Ȏ 

ᴳ ԇ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѕ ѝ 57600 bps̔ 

Ruijie(config)# 

Ruijie(config)# line console 0 
Ruijie(config-line)# speed 57600 
Ruijie(config-line)# 

show line 

ᶕ ̆ Ю̆ ԇ show lineȂ 

show line [console line-num | aux line-num | vty line-num | line-num] 

ȍ Ȏ 

console  ̔ ⁸ ᶕ  
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aux  ̔ aux ᶕ  

vty  ̔ vty ᶕ  

line-num  ̔ line  

ȍ ԇ Ȏ 

 

ȍ Ȏ 

ȍᴳ Ȏ 

ᴳ ԇ̆ ᶕ Ȃ 

ȍѡᴿȎ 

Ю ᴿ console ᶕ ̔ 

Ruijie# show line console 0 
CON     Type    speed   Overruns 

* 0     CON     9600    45927 
Line 0, Location: "", Type: "vt100" 

Length: 24 lines, Width: 79 columns 
Special Chars: Escape  Disconnect  Activation 

               ̂ ^x     none        ̂ M 
Timeouts:      Idle EXEC    Idle Session 

               never        never 
History is enabled, history size is 10. 

Total input: 53564 bytes 
Total output:  395756 bytes 

Data overflow:  27697 bytes 
stop rx interrupt:  0 times 

write  

̂ ╟ ̃ ᾗ ᴐ̆

ԇ writeȂ 

write [ memory | network | terminal ] 

ȍ Ȏ 

memory ̔ ̂running-config̃ᾗὡ NVRAM̆ ұ copy 
running-config startup-configȂ 

network ̔  ᶑ ⁮ TFTP ╘ Э̆ ұ copy 
running-config tftpȂ 

terminal  ̔ ̆ ұ show running-configȂ 

ȍ ԇ Ȏ 
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ȍᴳ Ȏ 

ԇ Ԇ ԇ ת̆ ұὲ ᴳ ̆ Ԉᵑ ᶑ

Ю ̆ ᵳ ᴳ Ȃ 

ԇа╗ ұ╗ memory Ȃ 

ȍѡᴿȎ 

Ю ᴿᶑ ̔ 
Ruijie# write 
Building configuration... 
[OK] 

ȍ Ὧ ԇȎ 

ԇ  

show running-config  

copy ֒ ⁸ 
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LINE ԇ 

LINE Ὧ ԇ 

line 

ὡ⁮ LINE ̆ᴳ ԈЮ ԇ̔ 

line [aux | console | tty | vty] first-line [last-line] 

ȍ Ȏ 

First-line̔ ὡ first-line  

Last-line̔ ὡ last-line  

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ὡ LINE  

ȍѡᴿȎ 

ὡ⁮ LINE VTY 1 ⁮ 3 LINE ̔ 

Ruijie(config)# line vty 1 3 

ȍ Ὧ ԇȎ 

  

line vty 

ԇ Ԉ ╗ ₥ Ԉᴳ VTY Ȃ ԇ no
Ԉ῏ ₥ Ԉᴳ VTY Ȃ 

line vty line-number 

no line vty line-number 
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ȍ Ȏ 

ᾳЮ̆ VTY ѝ 5̆ ѝ 0--4Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

╗ ῏ VTY ̆ Ԉᴳ Э ԇ Ȃ 

ȍѡᴿȎ 

VTY ╗⁮ 20̆ VTY ѝ 0--19Ȃ 

Ruijie(config)# line vty 19 

VTY ῏ ⁮ 10̆ VTY ѝ 0—9Ȃ 

Ruijie(config)# line vty 10 

ȍ Ὧ ԇȎ 

 

transport input 

Line Ю Ԉ ̆ᴳ transport input ԇ Line
Ю Ԉ Ȃᴳ default  transport  input ѝ LINE Юἵ

ѝ ḣȂ 

transport input {all | ssh | telnet | none} 
default transport input 

ȍ Ȏ 

  

all Line Ю̆ἵ Ȃ 

ssh Line Ю̆ ἵ SSH Ȃ

telnet Line Ю̆ ἵ Telnet Ȃ

none Line Ю̆аἵ ֗ᴉ Ȃ 

ȍ Ȏ 

̆VTY ἵ Ȃ ὲ TTY ḣѝ

NONĔаἵ ֗ᴉ Ȃ ҩ Ԉ ̆ Ԉᴳ

default transport input ԇ ѝ ḣȂ 

ȍ ԇ Ȏ 
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Line  

ȍᴳ Ȏ 

ԇ Line Юἵ ȂVTY ᾳЮ̆ἵ

ᶕȂ ҩἵ ̆ Ԉ

VTY Э ╖Ȃᴳ show running ԇ Line Ю ᶕ Ȃ 

̔ ᴳ default  transport  input ԇȂno transport 
input ԇ̆ LINE Ю ᶕ Ȃ б

transport input none Ȃ 

ȍѡᴿȎ 

line vty 0 4 Ю̆ ἵ telnet ̔ 

Ruijie# configure terminal  
Ruijie(config)# line vty 0 4 
Ruijie(config-line)# transport input telnet 

ȍ Ὧ ԇȎ 

ԇ  

show running ᶕ Ȃ 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

access-class 

Line Ю ACL̂ ⁸‟ Ȃ̃ᴳ access-class  acl-no  
{ in | out } ԇ Line Ю ⁸‟ Ȃᴳ no access-class  
access-list-number  {in | out} ԇ LINE Ю ACL Ȃ 

[no] access-class  access-list-number  {in | out} 

ȍ Ȏ 

  

access-list-number access-list Ѭ ⁸‟

Ȃ 

in ⁸ Ȃ 

out   ⁸ Ȃ 

ȍ Ȏ 

̆Line Ю ֗ᴉ ⁸‟ Ȃ ̆ ἵ
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  Ȃ 





ԇ 

http://www.ruijie.com.cn 

copy tftp  



έ ԇ 
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╖ Ȃ ping ╖ ̆ Ԉ Ю

̆ ̂ ѝ 2 ̃ᾃ̆ 5 э ѝ 100Byte
ꜛ⁮ IP ̆ ̆‡ Уэļ!Ľ̆ ̆

‡ Уэļ.Ľ̆  Уэ ᶕ Ȃ ping ╖ ̆

Ю ̆ ping ѐ̆ Ԉ ꜛ э ȁ ̆

̆ ping ╖ У ̆ ҂  Уэ ᶕ Ȃ

ᴳ ╖ ̆‡ Ἴ ╘ ̆έᴇ DNS
‍Ȃ 

ȍѡᴿȎ 

ping ᴿ̔ 

Ruijie# ping 192.168.5.1 
Sending 5, 100-byte ICMP Echoes to 192.168.5.1, timeout 

is 2 seconds: 
  < press Ctrl+C to break > 

!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max 

= 1/2/10 ms 

ping ᴿ̔ 

Ruijie# ping 192.168.5.197 length 1500 ntimes 100 timeout 
3 data ffff source 192.168.4.10 
  
Sending 100, 1000-byte ICMP Echoes to 192.168.5.197, 

timeout is 3 seconds: 
  < press Ctrl+C to break > 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

Success rate is 100 percent (100/100), round-trip 
min/avg/max = 2/2/3 ms 

ȍ Ȏ 

ԇ Э Ȃ 
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Ip-address IPv4 Ȃ 

number  
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3      192.168.110.1     16 msec  12 msec  16 msec 
4      *  *  * 

5      61.154.8.129      12 msec  28 msec  12 msec 
6      61.154.8.17        8 msec  12 msec  16 msec 

7      61.154.8.250      12 msec  12 msec  12 msec 
8      218.85.157.222    12 msec  12 msec  12 msec 

9      218.85.157.130    16 msec  16 msec  16 msec 
10      218.85.157.77    16 msec  48 msec  16 msec 

11      202.97.40.65     76 msec  24 msec  24 msec 
12      202.97.37.65     32 msec  24 msec  24 msec 

13      202.97.38.162    52 msec  52 msec  224 msec 
14      202.96.12.38      84 msec  52 msec  52 msec 

15      202.106.192.226    88 msec  52 msec  52 msec 
16      202.106.192.174    52 msec  52 msec  88 msec 

17      210.74.176.158    100 msec  52 msec  84 msec 
18      202.108.37.42     48 msec  48 msec  52 msec 

Ruijie# 

ӱЭ ̆ Ԉ ⁮̆ӱ IP ѝ

202.108.37.42 ў ̆ ꜛ ҩ Ҿ Ὧ̂1̇17̃̆ з

Ὧ 4   ҩ Ȃ 

Ruijie# traceroute www.ietf.org 

Translating " www.ietf.org "...[OK] 

< press Ctrl+C to break > 

Tracing the route to 64.170.98.32 

1      192.168.217.1   0 msec  0 msec  0 msec 

2      10.10.25.1         0 msec  0 msec  0 msec 

3      10.10.24.1         0 msec  0 msec  0 msec 

4      10.10.30.1         10 msec 0 msec  0 msec 

5      218.5.3.254        0 msec  0 msec  0 msec 

6      61.154.8.49        10 msec 0 msec  0 msec 

7      202.109.204.210    0 msec  0 msec  0 msec 

8      202.97.41.69       20 msec 10 msec 20 msec 

9      202.97.34.65       40 msec 40 msec 50 msec 

10     202.97.57.222      50 msec 40 msec 40 msec 

11     219.141.130.122    40 msec 50 msec 40 msec 

12     219.142.11.10      40 msec 50 msec 30 msec 

13     211.157.37.14      50 msec 40 msec 50 msec 

14     222.35.65.1        40 msec 50 msec 40 msec 

15     222.35.65.18       40 msec 40 msec 40 msec 

16     222.35.15.109      50 msec 50 msec 50 msec 

17     *       *       * 

18    64.170.98.32      40 msec 40 msec 40 msec 

ȍ Ȏ 
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ԇ 

Ὧ ԇ 

ꜛ ԈЮ ԇ̔ 

¸ interface aggregateport 
¸ interface fastEthernet 
¸ interface giagbitEthernet 
¸ interface tenGigabitEthernet 
¸ interface vlan 
¸ medium-type 
¸ descriptioin 
¸ shutdown 
¸ speed 
¸ duplex 
¸ flowcontrol 
¸ mtu 
¸ clear counters 
¸ clear interface 
¸ switchport 
¸ snmp trap link-status 
¸ line-detect  

interface aggregateport 

ԇ ԇ …̆ Уэ ̆ ὡ

Ȃᴳ ԇ no ‮ Ȃ 

interface aggregateport port-number  

ȍ Ȏ 

port-number ̔Aggregate port ̆ ᾱ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 
Ԉ У ‡̆ ὲӹ ╗ὡ⁮Уэ aggregate port ѐȂaggregate 



ԇ 

http://www.ruijie.com.cn 

port ѝУэ ᴇ̆  

aggregate port ᾱ Ȃᴳ show interfaces show 
interfaces aggregateport ԇ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# interface aggregateport 3 
Ruijie(config-if)# 

ȍ Ὧ ԇȎ 

ԇ  

show interfaces ᶕ Ȃ 

ȍ Ȏ 

interface fastEthernet 

ԇ ԇ̆ Ԉ ̆ ὡ Ȃ 

interface fastEthernet mod-num/port-num 

ȍ Ȏ 

mod-num/port-num̔ / Э ̆ ᾱ

Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ no ̆ а ‮ Ȃᴳ show interfaces
show interfaces fastEthernet ԇ  

ȍѡᴿȎ 

Ruijie(config)# interface fastEthernet 1/2 
Ruijie(config-if)#  

ȍ Ὧ ԇȎ 

ԇ  

show interfaces ᶕ Ȃ 

ȍ Ȏ 
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interface giagbitEthernet 

ԇ ԇ̆ ︢ἺԈ ̆ ὡ Ȃ 

interface gigabitEthernet  mod-num/port-num 

ȍ Ȏ 

mod-num/port-num ̔ / Э ̆

ᾱ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ no ̆ а ‮ Ȃᴳ show interfaces
show interfaces gigabitEthernet ԇ  

ȍѡᴿȎ 

Ruijie(config)# interface gigabitEthernet 1/2 
Ruijie(config-if)#  

ȍ Ὧ ԇȎ 

ԇ  

show interfaces ᶕ Ȃ 

 

interface tenGigabitEthernet 

ԇ ԇ̆ 10G Ԉ ̆ ὡ  

interface tenGigabitEthernet mod-num/port-num 

ȍ Ȏ 

mod-num/port-num ̔ / Э ̆

ᾱ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ no ̆ а ‮ Ȃᴳ show interfaces
show interfaces tenGigabitEthernet ԇ  

ȍѡᴿȎ 
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Ruijie(config)# interface tenGigabitEthernet 1/2 
Ruijie(config-if)#  
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medium-type { fiber | copper } 
no medium-type 

ȍ Ȏ 

fiber  ̔ Ἵ  

copper ̔  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

̂ ̆аꜛ Ap SVĨ 

ȍᴳ Ȏ 

У Ԉ Ἵ ч Ӯ ̆ ᴳ ὲѐѮУȂ

У Ӯ Ѯ ̆ ̆ᴿ ȁ ȁ ⁸

̆ ₥ Ȃ ̆

ѝὲ ̆ Ԉ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# medium-type copper 

ȍ Ὧ ԇȎ 

ԇ  

show interfaces ᶕ Ȃ 

ȍ Ȏ 

24SFP/12GT 12 э SFP 12 э 10/100/1000M BASE-T
ἵ ╟ ‎ Ȃ 

а ╟″ ₥ ᴐ SFP 10/100/1000M 
BASE-T Ȃ 

descriptioin 

⁞ Ȃᴳ ԇ no ḣ. 

description string 

no description 

ȍ Ȏ 

string̔ ⁞ Ȃ 
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ȍ Ȏ 

⁞ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ show interfaces ԇ ᶕ ̆ꜛ ⁞ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# description GBIC-1 

ȍ Ὧ ԇȎ 

ԇ  

show interfaces ᶕ Ȃ 

 

shutdown 

ѐ̆ᴳ ԇὯ Ȃᴳ ԇ no
 

shutdown 
no shutdown 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ұ ̂Ԉ ȁAp ȁSVI ̃̆ ԇὯ ̆

ὲӹ Ӱ ת̆ а ᴐ ȂG show interfaces ԇ

Ȃ 

ȍѡᴿȎ 

Ὧ Ap 1̔ 

Ruijie(config)# interface aggregateport 1 
Ruijie(config-if)# shutdown 

Ap 1̔ 

Ruijie(config)# interface aggregateport 1 
Ruijie(config-if)# no shutdown 
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ȍ Ὧ ԇȎ 

ԇ  

clear interface ֒ ᴁȂ 

show interfaces ᶕ Ȃ 

 

& 说明： 

ᴳ ṁ no shutdown ᴐ̆ ֶ

ᶕ Ȃ 

 

speed  

Ȃᴳ ԇ no ḣ 

ȍ Ȏ 

10 ̔ ѝ 10MbpsȂ 

100 ̔ ѝ 100MbpsȂ 

1000̔ ѝ 1000MbpsȂ 

10G ̔  ѝ 10GbpsȂ 

auto ̔ ѝ Ȃ 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ap ̆‡ Ap ᾱ ̆ Ԉ

ת̆ а ᴐ Ȃ   Ap ᴳ Ȃᴳ

show interfaces ԇ Ȃ а ̆ἵ ҂

ֶ а Ȃ S̆FP аἵ ѝ 10M 100MȂ 

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# speed 100 

ȍ Ὧ ԇȎ 
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ԇ  

show interfaces ᶕ Ȃ 

 

duplex 

Ю̆ᴳ ԇ Ȃᴳ ԇ no
ѝ ḣ 

duplex {auto | full | half} 

no duplex 

ȍ Ȏ 

auto ̔ ὤ Ȃ 

full ̔ ὤ Ȃ 

half ̔  Ȃ 

ȍ Ȏ 

ὤ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

б ὯȂ Ԉᴳ show interfaces ԇ

Ȃ 

ȍѡᴿȎ 

Ruijie(config-if)# duplex full 

ȍ Ὧ ԇȎ 

ԇ  

show interfaces ᶕ Ȃ 

 

flowcontrol 

ԇ Ὧ ⁸Ȃᴳ ԇ no ѝ

ḣ 

flowcontrol {auto | off | on} 

no flowcontrol 
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ȍ Ȏ 

auto ̔ ⁸Ȃ 

off ̔ Ὧ ⁸Ȃ 

on ̔ ⁸Ȃ 

ȍ Ȏ 

Ὧ ⁸Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ show interfaces ⁸ ⁸Ȃ 

ȍѡᴿȎ 

︢ἺԈ 1/1 ⁸̔ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# flowcontrol on 

ȍ Ὧ ԇȎ 

ԇ  

show interfaces ᶕ Ȃ 

 

mtu 

mtu 

Mtu num 

ȍ Ȏ 

num ̔  64̇9216( 65536 ӊ а а ) 

ȍ Ȏ 

ѝ 1500Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

mtû ּ Ȃ̃ ₥
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ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# mtu 9216 

ȍ Ὧ ԇȎ 

ԇ  

show interfaces ᶕ Ȃ 

 

carrier-delay 

Юᴳ ԇ carrier-delay ̆ᴳ

ԇ no ḣȂ 

carrier-delay [ seconds ] 

no carrier-delay 

ȍ Ȏ 

seconds ̔ ̆Ԉ ѝ ᴁ̆ 0͘60  

ȍ Ȏ 

ḣ 2  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᶕ DCD ӱ Down ⁮ Up
̆ DCD Ѯᾃ ̆ע ѫ

ע а ұЭ Ȃ 

DCD ѐ ̆ ѫ Ҿ̆ Ԉ ╗  

̆Ԉᵳ Ԉ Ȃ ̆DCD ѐ

ұ ̆ ѫ Ҿ Ԉ̆ὁ

Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ѝ 5 ̔ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(coinfig)# carrier-delay 5 
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clear counters 

 

clear counters [interface-id] 

ȍ Ȏ 

interface-id ̔ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ḣ Ԉ ԇ show interfaces ̆

Юᴳ clear counters ԇ̆ Ԉ ḣ Ȃ а

̆‡ Ȃ 

ȍѡᴿȎ 

Ruijie# clear counters gigabitethernet 1/1 

ȍ Ὧ ԇȎ 

ԇ  

show interfaces ᶕ Ȃ 

 

clear interface 

֒ ᴁ 

clear interface interface-id 

ȍ Ȏ 

interface-id ̔ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ Switch Port,L2 Aggregrate port ,Routed port,L3 
Aggregate port Ȃ ԇ ұ

shutdown no shutdown ԇȂ 

ȍѡᴿȎ 

Ruijie# clear interface gigabitethernet 1/1 



ԇ 
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ȍ Ȏ 

switch port ѝ access̆ VLAN ѝ VLAN 1 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ  

ὡУэ VLAN IDȂ ὡ Уэ VLAN ID̆‡ ֶ… У

э VLAN̆ ѝ VLAN Ȃ ὡ

VLAN ID̆‡ ╗ VLAN Ȃ 

Уэ trunkport̆‡ ᴐ ֗ᴉᴐ  

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# switchport access vlan 2 

ȍ Ὧ ԇȎ 

ԇ  

switchport mode Уэү ̂switch port̃ Ȃ

switchport trunk ѝУэ trunkport Уэ native VLAN
э Trunk VLAN ‟ Ȃ 

trLAN
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allowed vlan 
vlan-list 

э Trunk VLAN ‟ Ȃ vlan-list
Ԉ Уэ VLAN̆҂ Ԉ У ‟ VLAN̆Ԉ

VLAN ID ̆Ԉ VLAN ID ̆ѐ

̂-̃ Ȃ ̔ 10-20Ȃ Ѯ Ԉ ̂,̃
̆ ̔1-10,20-25,30,33 

allB4C6814D402C80F56>. ID
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Protected is disabled 
Vlan lists is 

1,3-4094 

ȍ Ὧ ԇȎ 

ԇ  

show interfaces ᶕ Ȃ 
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ԇ ᴐ  

Ruijie(config-if)# snmp trap 
link-status 

link trap
╖ . 

Ruijie(config-if)# no snmp trap 
link-status 

Ὧ link trap
╖ . 

line-detect 

line-detect ԇ̆ Ԉ ұ Ȃ 

line-detect 

ȍ Ȏ 

     

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

line-detect ԇў ұ ̆   ̂ ̃

̆ ұ ᴁ ᴁ Ȃ 

ȍѡᴿȎ 

Ruijie(config)#interface gigabitEthernet 0/1 
Ruijie(config-if-GigabitEthernet 0/1)#line-detect 
 
Interface : GigabitEthernet 0/1 

start cable-diagnoses,please wait... 
cable-daignoses end!this is result: 

4 pairs 
pair state      length(meters) 

---- ---------- -------------- 
A    Ok         1              

pair state      length(meters) 
---- ---------- -------------- 

B    Ok         2              
pair state      length(meters) 

---- ---------- -------------- 
C    Short      1              

pair state      length(meters) 
---- ---------- -------------- 

D    Short      1              
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  ̔ 

  

pairs ꜛ ̆

Ȃ 

state 

₥ Ὥ̆ Ьэḣ O̔K̂ ̃̆ Short̂ ̃̆

Open̂ Ȃ̃ ᾳЮ̆ Ἲ AȁB ч ѝ OK̆
CȁD ч ѝ ShortȂ︢Ἲ    AȁBȁCȁD
ѝ OKȂ 

length 

̆ ᴁѝ Ȃ state ѝ OK
Ȃ ̆ ұ ᶕ ּ

̆ Ԉ У Ȃ ѝ Short Open
length ⁮ Ȃ 

 
 

Ὧ ԇ 

show interfaces 
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ȍѡᴿȎ 

Ruijie# show interfacesgigabitEthernet 0/1 switchport  
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Aggregate Port ԇ 

Ὧ ԇ 

port-group 

Уэ ѝ Aggregate Port ȂG ԇ no
‮ Aggregate Port Ȃ 

port-group port-group-number 

no port-group 

ȍ Ȏ 

а ұ֗ᴉ Aggregate Port 

ȍ Ȏ 

  

port-group-number Aggregate Port ̆

Aggregate Port  

ȍ ԇ  
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ѝ ḣȂ 

aggregateport load-balance {dst-mac | src-mac | src-dst-mac |  
dst-ip | src-ip | ip } 
no aggregateport load-balance 

ȍ Ȏ 

  

dst-mac 

ὡ MAC
‍ Ȃ AP ѐ̆ MAC

⁮ ̆ MAC
а ‍ ⁮а  

src-mac 

ὡ MAC ‍

Ȃ AP ѐ̆ а MAC
‍ ⁮а ̆

MAC ᴳ  

ip 

IP б IP ‍ Ȃа

IP—— IP а

̆ У IP—— IP
Ȃ Ь ֒Ю̆

Ȃ 

dst-ip 

ὡ IP ‍

Ȃ AP ѐ̆ IP
⁮ ̆ IP а

‍ ⁮а  

src-ip 

ὡ IP ‍ Ȃ

AP ѐ̆ а IP
‍ ⁮а ̆ IP

ᴳ  

src-dst-mac 

MAC б MAC ‍ Ȃ

а MAC—— MAC
а ̆ У MAC——
MAC Ȃ 

ȍ Ȏ 

ὡ MAC ‍ ̂86 ̃ 

̂29 ̃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴳ show aggregateport load-balance ԇ  

ȍѡᴿȎ 
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aggregateport load-balance Уэ AP Ȃ 

 



VLAN ԇ 
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name 

VLAN Ȃᴳ ԇ no ḣȂ 

name vlan-name 

no name 

ȍ Ȏ 

  

vlan-name VLAN  

ȍ Ȏ 

VLAN  

ȍ ԇ Ȏ 

VLAN  

ȍᴳ Ȏ 

ᴳ show vlan ԇ vlan  ȍ Ȏ
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ȍᴳ Ȏ 

ὡУэ VLAN IDȂ ὡ Уэ VLAN ID̆‡ ֶ… У

э VLAN̆ ѝ VLAN Ȃ ὡ

VLAN ID̆‡ ╗ VLAN Ȃ 

Уэ trunkport̆‡ ᴐ ֗ᴉᴐ  

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# switchport access vlan 2 

ȍ Ὧ ԇȎ 

ԇ  

switchport mode Уэү ̂switch port̃ Ȃ 

switchport trunk ѝУэ trunkport Уэ native VLAN
э Trunk VLAN ‟ Ȃ 

switchport trunk 

ѝУэ trunkport Уэnative VLAN эTrunk VLAN
‟ Ȃᴳ ԇ no trunk ѝ ḣȂ 

switchport trunk {allowed vlan { all | [add | remove | except]  
vlan-list }| native vlan vlan-id} 

no switchport trunk {allowed vlan | native vlan } 

ȍ Ȏ 

  

allowed vlan vlan-list

э Trunk VLAN ‟ Ȃ

vlan-list Ԉ Уэ VLAN ҂̆ Ԉ У ‟

VLAN Ԉ̆ VLAN ID Ԉ̆ VLAN 
ID ѐ̆ ̂-̃ Ȃ  ̔ 10-20Ȃ

Ѯ Ԉ ̂ , ̃ ̆ ̔
1-10,20-25,30,33 
all Ѭ VLAN‟ ꜛ

VLAN̕ 
add VLAN ‟ ╗ὡ VLAN
‟ ̕ 
remove VLAN‟ ӱ VLAN
‟ ѐ‮ ̕ 
except ‟  VLAN‟

VLAN ╗ὡ VLAN ‟ ̕ 

native vlan vlan-id Native VLANȂ 



VLAN ԇ 
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ȍ Ȏ 

VLAN ‟ all̆ Native VLAN ‡ VLAN 1 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Native VLAN̔ 

ᴐѝ Trunk̆ э ұУэ native VLANȂ native VLAN̆

э Э UNTAG ̆ ѝ ұ э VLAN Ȃ

̆ э VLAN ID̂ IEEE 802.1Q ѐ PVID̃ native 
VLAN VLAN IDȂ ̆ Trunk Э ұ native VLAN ‡̆

UNTAG Ȃ 

VLAN ‟ ̔ 

Уэ Trunk Ԉּ VLAN̂ 1̇4094̃ Ȃ

ת ̆҂ Ԉ Trunk VLAN ‟ ⁸ Ҿ VLAN
а э Trunk Ȃ 

ᴳ show interfaces switchport ԇ Ȃ 
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Ὧ ԇ 

show vlan 

VLAN ᶕ Ȃ 

show vlan [id vlan-id] 

ȍ Ȏ 

  

vlan-id VLAN ID Ȃ 

ȍ Ȏ 

ὤ ᶕ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

⁮ ̆ ὡ end ԇ̆ ὡ Ctrl+C Ȃ 

⁮ὤ ̆ ὡ exit ԇ 

ȍѡᴿȎ 

Ruijie# show vlan id 1 
VLAN[1] "VLAN0001" 
GigabitEthernet 3/1 

GigabitEthernet 3/2 
GigabitEthernet 3/3 

GigabitEthernet 3/4 
GigabitEthernet 3/5 

GigabitEthernet 3/6 
GigabitEthernet 3/7 

GigabitEthernet 3/8 
GigabitEthernet 3/9 

GigabitEthernet 3/10 
GigabitEthernet 3/11 

GigabitEthernet 3/12 

ȍ Ὧ ԇȎ 

ԇ  

name VLAN Ȃ 



VLAN ԇ 

http://www.ruijie.com.cn 

switchport access ╗ὡУэ VlanȂ 

 



Super-vlan ԇ 
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Super-vlan ԇ 

Ὧ ԇ 

supervlan 

ᴳ ԇ VLAN ѝ supervlanȂ 

supervlan 
no supervlan 
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no subvlan [vlan-id-list] 

ȍ Ȏ 

  

Vlan-id-list VLAN subvlan ID,
э vlan 

ȍ ԇ Ȏ 

VLAN  

ȍᴳ Ȏ 

ᴳ no subvlan ‮





Super-vlan ԇ 
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Ὧ ԇ 

show supervlan 

ᴳ ԇ SuperVLAN ὲ SubVLAN Ȃ 

show supervlan 
show supervlan id vlan-id 

ȍ Ȏ 

  

vlan-id  VLAN ID 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show supervlan 
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Protocol VLAN ԇ 

Ὧ ԇ 

¸ protocol-vlan ipv4 addr mask addr vlan id 

¸ protocol-vlan profile num frame-type [type] ether-type [type] 

¸ protocol-vlan profile num vlan id 

protocol-vlan ipv4 addr mask addr vlan id 

IP ȁ Ԉ VLAN ‍  

ȍ Ȏ 

addr  ̔ IP ̆ Ԉ x.x.x.x ὡ 

id ̔VLAN ID̆1-ӊ VLAN 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ruijie(config)# protocol-vlan ipv4 192.168.100.3 mask 
255. 255.255.0 vlan 100 

ȍ Ὧ ԇȎ 

show protocol-vlan ipv4 

no protocol-vlan ipv4 addr mask addr  

no protocol-vlan ipv4 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

protocol-vlan profile num frame-type type ether-type type 

Ԉ profile 



Protocol VLAN ԇ 
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ȍ Ȏ 

num  ̔ profile  

type  ̔ Ԉ  

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ruijie(config)# protocol-vlan  profile 1 frame-type  

ETHERII ether-type aarp 

ȍ Ὧ ԇȎ 

show protocol-vlan profile 

show protocol-vlan profile num 

no protocol-vlan profile 

no protocol-vlan profile num 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

protocol-vlan profile num vlan id 

profile ⁮  

ȍ Ȏ 

num ̔ profile  

id̔VLAN ID̆1-ӊ VLAN 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie(config-if)# protocol-vlan profile 1 vlan 101 

ȍ Ὧ ԇȎ 

show protocol-vlan profile 

show protocol-vlan profile num 



Protocol VLAN ԇ 

http://www.ruijie.com.cn 

no protocol-vlan profile 

no protocol-vlan profile num 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

ԇ 

¸ show protocol-vlan  

show protocol-vlan 

Protocol VLAN  

show vlan protocol-vlan 

ȍ Ȏ 

 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show protocol-vlan 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 
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PrivateVLAN ԇ 

Ὧ ԇ 

¸ private-vlan type 
¸ private-vlan association 
¸ private-vlan mapping 
¸ switchport mode private-vlan 
¸ switchport private-vlan host-association 
¸ switchport private-vlan mapping 

private-vlan type 

VLAN ѝ VLAN 

private-vlan {community | isolated | primary} 

no private-vlan {community | isolated | primary} 

ȍ Ȏ 

community ̔  ѝ community VLAN 

isolated  ̔    ѝ isolated VLAN 

primary  ̔    ѝ primary VLAN 

no  ̔         ‮ VLAN  

ȍ Ȏ 

VLAN 

ȍ ԇ Ȏ 

VLAN  

ȍѡᴿȎ 

Ruijie(config)# vlan 22 
Ruijie(config-vlan)# private-vlan primary 

ȍ Ὧ ԇȎ 

show vlan private-vlan 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 
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private-vlan association 

Ὧ secondary VLAN б primary VLAN ԇ 

private-vlan association {svlist | add svlist | remove svlist} 

no private-vlan association 

ȍ Ȏ 

svlist  ̔ ѝ secondary VLAN list 

no    ̔  primary VLAN б secondary VLAN Ὧ  

ȍ Ȏ 

Ὧ  

ȍ ԇ Ȏ 

Primary VLAN  

ȍѡᴿȎ 

Ruijie(config)# vlan 22 
Ruijie(config-vlan)# private-vlan association add 24-26 

ȍ Ὧ ԇȎ 

show vlan private-vlan 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

private-vlan mapping 

secondary VLAN Ь SVI ԇ 

private-vlan mapping {svlist | add svlist | remove svlist} 

no private-vlan mapping 

ȍ Ȏ 

svlist  ̔ secondary VLAN list 

no   ̔  ‮  

ȍ ԇ Ȏ 

Primary VLAN  

ȍѡᴿȎ 

Ruijie(config)# interface vlan 22 
Ruijie(config-if)# private-vlan mapping add 24-26 
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no: ӱ VLAN ѐ‮ ў  

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# switchport mode private-vlan host 
Ruijie(config-if)# switchport private-vlan host-assoc
iation 22 23 

ȍ Ὧ ԇȎ 

show vlan private-vlan 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

switchport private-vlan mapping 

private VLAN secondary VLAN 

switchport private-vlan mapping p_vid {svlist|add svist |remove 
svlist} 

no switchport private-vlan mapping 

ȍ Ȏ 

p_vid          … primary VID 

svlist         … secondary VLAN list 

no              secondaryVLAN 

ȍ Ȏ 

secondary VLAN 

ȍ ԇ Ȏ 

VLAN  

ȍѡᴿȎ 

Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# switchport mode private-vlan  
promiscuous 
Ruijie(config-if)# switchport private-vlan mapping 22 
add 23-25 

ȍ Ὧ ԇȎ 



Private VLAN я
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switchport mode hybrid 

switchport mode hybrid 
no switchport mode 

ѝ hybrid  

ȍ Ȏ 

no              ‮ hybrid  

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie(config-if)# switchport mode hybrid 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

switchport hybrid native vlan 

switchport hybrid native vlan vid 
no switchport hybrid native vlan 

hybrid vlan 

ȍ Ȏ 

no ̔ hybrid VLAN 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie(config-if)# switchport hybrid native vlan 3 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 
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switchport hybrid allowed vlan 

switchport hybrid allowed vlan[[add][tagged | untagged] | remove] 
vlist 

no switchport hybrid allowed vlan 

hybrid   ‡ 

ȍ Ȏ 

no ̔   hybrid   ‡ 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie(config-if)# switchport hybrid allowed vlan add 
untagged 3-5 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 
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Ruijie# show frame-tag tpid 
Port     tpid 

------  --------- 
Gi0/3    0x9100 

ȍ Ὧ ԇȎ 

show frame-tag tpid 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

inner-priority-trust enable 

/ tag ִἼ ᾃ tag ⁸ 

inner-priority-trust enable 
no inner-priority-trust enable 

ȍ Ȏ 

no  ̔ tag ִἼ ᾃ tag ⁸ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie(config)# interface gigabitEthernet 0/2 
Ruijie(config-if)# inner-priority-trust enable 

ȍ Ὧ ԇȎ 

show inner-priority-trust 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ̆ S37 ‟ а ╖  

ԇ 

¸ show frame-tag tpid 
¸ show inner-priority-trust 

show frame-tag tpid 

private VLAN  
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show frame-tag tpid [[

[
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MAC ԇ 

Ὧ ԇ 

ꜛ ԈЮ ԇ 

¸ mac-address-table aging-time  
¸ clear mac-address-table dynamic  
¸ clear mac-address-table filtering  
¸ clear mac-address-table static  
¸ mac-address-table static  
¸ mac-address-table filtering  
¸ mac-address-table notification  
¸ snmp trap mac-notification  
¸ address-bind 
¸ address-bind ip-address 
¸ address-bind uplink 
¸ address-bind ipv6-mode 

mac-address-table aging-time 

╟ ע Ȃᴳ ԇ no ḣȂ 

mac-address-table aging-time seconds 

no mac-address-table aging-time 

ȍ Ȏ 

seconds  ̔╟ ע ̆Ԉ ѝ ᴁȂḣ ᾱ Ȃ 

ȍ Ȏ 

ḣ 300 Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴳ show mac-address-table aging-time ԇ Ȃ 

ᴳ show mac-address-table dynamic ԇ ╟ Ȃ 



MAC ԇ  



MAC ԇ  
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clear mac-address-table filtering 

Ȃ 

clear mac-address-table filtering [address mac-addr



MAC ԇ  
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static Ȃ 

address mac-addr Ȃ 

interface interface-id Ȃ 

vlan vlan-id VLAN Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ԉᴳ show mac-address-table static ԇ э ᾃ

 

ȍѡᴿȎ 

Ю ᴿ ‮ MAC ѝ 00d0.f800.073c ̔ 

Ruijie# clear mac-address-table static address 
00d0.f800.073c  

ȍ Ὧ ԇȎ 

ԇ  

mac-address-table static Ȃ 

show mac-address-table static Ȃ 

 

mac-address-table static 

Уэ Ȃᴳ ԇ no ‮ Уэ Ȃ 

mac-address-table static mac-addr vlan vlan-id interface interface-id 

no mac-address-table static mac-addr vlan vlan-id interface  
interface-id 

ȍ Ȏ 

  

mac-addr MAC Ȃ 

vlan-id VLANȂ 

interface-id ꜛ ⁮ ( Ԉ
AggregatePort) 
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ȍ Ȏ 

֗ᴉ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

҃⁮ ╟ ╖ Ȃ ╟ ̆

аֶ ̆ע ‮ ̕ ᴳ ᴁ̆

҂аֶх Ȃ а ѝ Ȃᴳ show 
mac-address-table static ԇ ̆ᴳ clear 
mac-address-table static ԇ  

ȍѡᴿȎ 

Ю ᴿ ҩ ᴉ Уэ 00d0.f800.073c̆ VLAN 4
ѐ ⁮ ѝ э ꜛ ̆ эꜛ ⁮

gigabitethernet 1/1 Э̔ 

Ruijie(config)# mac-address-table static 
00d0.f800.073c vlan 4 interface gigabitethernet 1/1 

ȍ Ὧ ԇȎ 

ԇ  

show mac-address-table static Ȃ 

clear mac-address-table static Ȃ 

ȍ Ȏ 

mac-address-table filtering 

Ȃᴳ ԇ no ‮ Ȃ 

mac-address-table filtering mac-address vlan vlan-id 

no mac-address-table filtering mac-address vlan vlan-id 

ȍ Ȏ 

  

mac-address Ȃ 

vlan vlan-id VLAN ID̆ ᾱ Ȃ 

ȍ Ȏ 
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֗ᴉ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

а ѝ Ȃᴳ show mac-address-table filtering
ԇ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# mac-address-table filtering 
00d0f8000000 vlan 1 

ȍ Ὧ ԇȎ 

ԇ  

clear mac-address-table filtering Ȃ 

show mac-address-table filtering ᶕ Ȃ 

 

mac-address-table notification 

MAC ╖ Ȃᴳ ԇ no Ὧ ╖ Ȃ 

mac-address-table notification [interval value | history-size value] 

no mac-address-table notification [interval | history-size] 

ȍ Ȏ 

  

interval value MAC Trap ̆

ѝ 1 Ȃ 

history-size value MAC ѐ э ̆

ѝ 50Ȃ 

ȍ Ȏ 

ѝ 1 ̆ э ѝ 50Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

MAC ╖ Ө ╟ ὤ ̆ ұ ע

аֶӊ Trap Ȃ Ԉ ὤ Ю ԇ snmp-server 
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enable traps mac-notification Ὧ MAC Trap
╖ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# mac-address-table notification 
Ruijie(config)# mac-address-table notification 
interval 40 
Ruijie(config)# mac-address-table notification 
history-size 100 

ȍ Ὧ ԇȎ 

ԇ  

snmp-server enable traps trap Ȃ 

show mac-address-table 
notification 

MAC ╖

ᶕ Ȃ 
snmp trap 
mac-notification  MAC ╖ Ȃ 

 

snmp trap mac-notification 

MAC ╖ Ȃᴳ ԇ no Ὧ ╖ Ȃ 

snmp trap mac-notification {added | removed} 
no snmp trap mac-notification {added | removed} 

ȍ Ȏ 

  

added ╗ Ȃ 

removed ‮ Ȃ 

ȍ Ȏ 

Ὧ ╖ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ show mac-address-table notification interface ԇ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 1/1 
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Ruijie(config-if)# snmp trap mac-notification added 

ȍ Ὧ ԇȎ 

ԇ  

mac-address-table notification MAC ╖ Ȃ 

show mac-address-table 
notification 

MAC ╖

ᶕ Ȃ 
 

address-bind 

Уэ ip mac . 

address-bind ip-address mac-address 

no address-bind ip-address  

ȍ Ȏ 

  

ip-address IP Ȃ 

mac-address mac Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴔ Уэ IP Уэ MAC ̆‡ ⁮ IP
ѝ э IP ̆ MAC аѝ э IP

MAC ̆ э ֶ х  

ȍѡᴿȎ 

Ю ᴿ ip ѝ 3.3.3.3 mac 00d0.f811.1112  

Ruijie(config)# address-bind 3.3.3.3 00d0.f811.1112 

ȍ Ὧ ԇȎ 

ԇ  

show address-bind 
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ȍ Ȏ 

address-bind ip-address 

ᴿ Ȃ 

address-bind ip-address mac-address 

no address-bind ip-address  

ȍ Ȏ 

  

ip-address IP Ȃ 

mac-address mac Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴔ Уэ IP Уэ MAC ̆‡ Ӈ ⁮

IP ѝ э IP ̆ MAC аѝ э IP
MAC ̆ э ֶ Ӈ х  

ȍѡᴿȎ 

Ю ᴿ ip ѝ 3.3.3.3 mac 00d0.f811.1112  

Ruijie(config)# address-bind 3.3.3.3 00d0.f811.1112 

ȍ Ὧ ԇȎ 

ԇ  

show address-bind  

ȍ Ȏ 

address-bind uplink 

Уэ ip mac . 

address-bind uplink intf-id 

no address-bind uplink intf-id 

ȍ Ȏ 
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intf-id ѝᴿ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴔ Уэ IP Уэ MAC ̆‡ Ӈ ⁮

IP ѝ э IP ̆ MAC аѝ э IP
MAC ̆ э ֶ Ӈ х  ̆ ѝᴿ ̆ з

ҩ( address-bind install)̆ а Ȃ 

ȍѡᴿȎ 

Ю ᴿ fa 0/1 ѝ  

Ruijie(config)#address-bind uplink fa0/1 

ȍ Ὧ ԇȎ 
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Ruijie(config)# address-bind install 

ȍ Ὧ ԇȎ 

ԇ  

show address-bind uplink ᴿ  

show address-bind summary  

ȍ Ȏ 

RGOS10.1 ԈЭ 

address-bind ipv6-mode 

ip IP  

ὸ  

address-bind ipv6-mode compatible  

 

address-bind ipv6-mode loose 

ш  

address-bind ipv6-mode strict 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍ Ȏ 

ш Ȃ 

ȍᴳ Ȏ 

‍ѝ:ὸ ̆ ̆ш Ь ̆ ѝш               
Ȃὲ ‡̆ Ю ̔ 

  Ipv4 ‡  IPV6



MAC ԇ  

http://www.ruijie.com.cn 

ȍѡᴿȎ 

ᴿ ̆ IP ѝ 192.168.5.2 ѝ 00d0.f822.33aă ἵ

IPV6 Ȃ 

Ruijie# configure t 
Enter configuration commands, one per line.  End with 
CNTL/Z. 

Ruijie(config)# address-bind 00d0.f822.33aa ip  
192.168.5.2 
Ruijie(config)# address-bind ipv6-mode compatible 

Ὧ ԇ 

ꜛ ԈЮ ԇ 

¸ show mac-address-table address  

¸ show mac-address-table aging-time  

¸ show mac-address-table count  

¸ show mac-address-table dynamic  

¸ show mac-address-table filtering  

¸ show mac-address-table interface  

¸ show mac-address-table notification  

¸ show mac-address-table static 

¸ show mac-address-table vlan  

¸ show address-bind  

¸ show address-bind summary 

¸ show address-bind [ip-address ip | mac-address mac] 

show mac-address-table address 

MAC ᶕ ̂ꜛ ╟ ̆ Ȃ̃ 

show mac-address-table [address mac-addr] [interface interface-id] 
[vlan vlan-id] 

ȍ Ȏ 

  

address mac-addr MAC Ȃ 
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interface interface-id  

vlan vlan-id VLAN  

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show mac-address-table address 00d0.f800.1001 
Vlan        MAC Address          Type     Interface 

-------    ------------       --------   --------  
1           00d0.f800.1001       STATIC    Gi1/1 

ȍ Ὧ ԇȎ 

ԇ  

show mac-address-table static Ȃ 

show mac-address-table filtering Ȃ 

show mac-address-table dynamic ╟ Ȃ 

show mac-address-table interface 
ᶕ Ȃ 

show mac-address-table vlan VLAN
ᶕ  

show mac-address-table count ѐ э

Ȃ 

show mac-address-table static Ȃ 

show mac-address-table filtering Ȃ 

 

show mac-address-table aging-time 

╟ ע Ȃ 

show mac-address-table aging-time 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show mac-address-table aging-time 

Aging time    : 300 

ȍ Ὧ ԇȎ 
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ԇ  

mac-address-table aging-time ╟ ע Ȃ 

 

show mac-address-table count 

ѐ э Ȃ 

show mac-address-table count 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show mac-address-table count 
Dynamic Address Count  : 51 

Static  Address Count  : 0 
Filter  Address Count  : 0 

Total Mac Addresses    : 51 
Total Mac Address Space Available: 8139 

ȍ Ὧ ԇȎ 

ԇ  

show mac-address-table static Ȃ 

show mac-address-table filtering Ȃ 

show mac-address-table dynamic ╟ Ȃ 

show mac-address-table address 
ᶕ Ȃ 

show mac-address-table interface 
ᶕ Ȃ 

show mac-address-table vlan VLAN
ᶕ Ȃ 

 

show mac-address-table dynamic 

╟ ᶕ Ȃ 

show mac-address-table dynamic [address mac-addr] [interface 
interface-id] [vlan vlan-id]  

ȍ Ȏ 



MAC ԇ  

http://www.ruijie.com.cn 

  

mac-addr MAC Ȃ 

vlan-id VLANȂ 

interface-id ꜛ ⁮  
( Ԉ AggregatePort) 

ȍ Ȏ 

ὤ ᶕ  

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show mac-address-table dynamic 
Vlan     MAC Address       Type        Interface 
----    ------------     ------    ------------------ 

1     0000.0000.0001      DYNAMIC  gigabitethernet 1/1 
1     0001.960c.a740      DYNAMIC  gigabitethernet 1/1 

1     0007.95c7.dff9      DYNAMIC  gigabitethernet 1/1 
1     0007.95cf.eee0      DYNAMIC  gigabitethernet 1/1 

1     0007.95cf.f41f      DYNAMIC  gigabitethernet 1/1 
1     0009.b715.d400      DYNAMIC  gigabitethernet 1/1 

1     0050.bade.63c4      DYNAMIC  gigabitethernet 1/1 

ȍ Ὧ ԇȎ 

ԇ  

clear mac-address-table dynamic ╟ Ȃ 

 

show mac-address-table filtering 

ᶕ  

show mac-address-table static [addr mac-addr] [vlan vlan-id] 

ȍ Ȏ 

  

mac-addr 
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ȍѡᴿȎ 

Ruijie# show mac-address-table filtering 
Vlan        MAC Address          Type     Interface 

------  -------------------- -------- ----------- 
1      0000.2222.2222      FILTER Not available 

ȍ Ὧ ԇȎ 

ԇ  

clear mac-address-table filtering Ȃ 

mac-address-table filtering Ȃ 

 

show mac-address-table interface 

ᶕ ̂ꜛ ╟ ̆ Ȃ̃ 

show mac-address-table interface [interface-id] [vlan vlan-id] 

ȍ Ȏ 

  

interface-id ( Ԉ AggregatePort)Ȃ

vlan-id VLANȂ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show mac-address-table interface 
gigabitethernet 1/1 
Vlan        MAC Address          Type     Interface 

------  ---------------        -----    -----------  
1     00d0.f800.1001  STATIC   gigabitethernet 1/1 

1     00d0.f800.1002  STATIC   gigabitethernet 1/1 
1     00d0.f800.1003  STATIC   gigabitethernet 1/1 

1     00d0.f800.1004  STATIC   gigabitethernet 1/1 

ȍ Ὧ ԇȎ 

ԇ  
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show mac-address-table static Ȃ 

show mac-address-table filtering Ȃ 

show mac-address-table dynamic ╟ Ȃ 

show mac-address-table address 
ᶕ Ȃ 

show mac-address-table vlan VLAN
ᶕ Ȃ 

show mac-address-table count ѐ э

Ȃ 
 

show mac-address-table notification 

MAC ╖ ᶕ Ȃ 

show mac-address-table notification [interface[interface-id] |  
history ] 

ȍ Ȏ 

  

interface interface-id Ȃ Э MAC ╖

Ȃ 

history MAC ᶕ Ȃ 

ȍ Ȏ 

MAC ╖ ᶕ  

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show mac-address-table notification interface 
Interface         MAC Added Trap  MAC Removed Trap 

---------          --------------       -------------- 
GigabitEthernet1/14   Disabled         Disabled 

Ruijie# show mac-address-table notification 
MAC Notification Feature :  Disabled  

Interval between Notification Traps : 1 secs 
Maximum Number of entries configured in History Table :1 

Current History Table Length : 0 

Ruijie# show mac-address-table notification history 
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History Index : 0 
MAC Changed Message : 

Operation:ADD Vlan : 1 MAC Addr: 00f8.d012.3456 
GigabitEthernet 3/1 

ȍ Ὧ ԇȎ 

ԇ  

mac-address-table 
notification MAC ╖ Ȃ 

snmp trap mac-notification MAC ╖ Ȃ

 

show mac-address-table static 

Ȃ 

show mac-address-table static [addr mac-addr] [interface  
interface-id] [vlan vlan-id ] 

ȍ Ȏ 

  

mac-addr MAC Ȃ 

vlan-id VLANȂ 

interface-id ꜛ ⁮ ( Ԉ
AggregatePort) 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

ᶕ ̔ 

Ruijie# show mac-address-table static 
Vlan    MAC Address      Type         Interface 
-----  -----------    --------  ------------------ 

1    00d0.f800.1001    STATIC   gigabitethernet 1/1 
1    00d0.f800.1002    STATIC   gigabitethernet 1/1 

1    00d0.f800.1003    STATIC   gigabitethernet 1/1 

ȍ Ὧ ԇȎ 

ԇ  

mac-address-table static Ȃ 
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clear mac-address-table static Ȃ 

 

show mac-address-table vlan 

VLAN ᶕ Ȃ 

show mac-address-table vlan [vlan-id] 

ȍ Ȏ 

  

vlan-id VLAN IDȂ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show mac-address-table vlan 1 
Vlan    MAC Address       Type        Interface 

-----  -------------   -------  ------------------ 
1     00d0.f800.1001    STATIC   gigabitethernet 1/1 

1     00d0.f800.1002    STATIC   gigabitethernet 1/1 
1     00d0.f800.1003    STATIC   gigabitethernet 1/1 

ȍ Ὧ ԇȎ 

ԇ  

show mac-address-table static Ȃ 

show mac-address-table filtering Ȃ 

show mac-address-table dynamic ╟ Ȃ 

show mac-address-table address 
ᶕ Ȃ 

show mac-address-table interface 
ᶕ Ȃ 

show mac-address-table count ѐ э

Ȃ 
 

show address-bind 

ᶕ Ȃ 
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show address-bind 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show address-bind  
Total Bind Addresses in System : 2 
IP Address      Binding MAC Addr 

-----------     ----------------- 
3.3.3.3         00d0.f811.1112 

3.3.3.4         00d0.f811.1117 

ȍ Ὧ ԇȎ 

ԇ  

address-bind Ȃ 

 

show address-bind summary  

э Ԉ ╖ᴳ address-bind install ԇ 

show address-bind summary  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show address-bind summary 
Total Bind Addresses in System : 0 
Max Bind Addresses limit in System : 1000 
System Address bind status:SUCCESS 

ȍ Ὧ ԇȎ 

ԇ  

address-bind Ȃ 
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show address-bind [ip-address ip | mac-address mac]  

IP MAC  

show address-bind [ip-address ip | mac-address mac]  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show address-bind ip-address 3.3.3.3 
IP Address      Binding MAC Addr 
-----------     ----------------- 

3.3.3.3         00d0.f811.1112 

ȍ Ὧ ԇȎ 

ԇ  

address-bind Ȃ 
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DHCP Snooping ԇ 

DHCP snooping ὤ ԇ 

DHCP snooping ὤ Ю ԇꜛ ԈЮΰ ̔ 

¸ ip dhcp snooping 
¸ ip dhcp snooping bootp-bind 
¸ ip dhcp snooping verify mac-address 
¸ ip dhcp snooping binding 
¸ ip dhcp snooping database write-delay 
¸ ip dhcp snooping database write-to-flash 
¸ ip dhcp snooping information option 

ip dhcp snooping 

DHCP Snooping ὤ ╖ ̆ ὤ Ю ԇȂ

ԇ no ̆ ὤ Ὧ DHCP snooping ╖ Ȃ 

[no] ip dhcp snooping 

ȍ Ȏ 

 

ȍ ᾳȎ 

╖ Ὧ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

DHCP snooping ὤ ╖ ̆ Ԉᴳ show ip dhcp snooping
ԇ DHCP snooping ╖ Ȃ 

ȍѡᴿȎ 

Ю DHCP snooping ὤ ╖ Ὧ ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# ip dhcp snooping 
Ruijie(config)# end 
Ruijie# show ip dhcp snooping 
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Ruijie# show ip dhcp snooping 

Switch DHCP snooping status ̔ ENABLE 

Verification of hwaddr field status ̔ DISABLE 
DHCP snooping database write-delay time: 0 seconds 

DHCP snooping option 82 status: ENABLE 
DHCP snooping Support Bootp bind status: ENABLE 

Interface                    Trusted      
------------------------     -------      

FastEthernet0/11             yes          

ȍ Ὧ ԇȎ 

ԇ  

show ip dhcp snooping DHCP snooping ᶕ

 

ip dhcp snooping bootp-bind 

DHCP Snooping Bootp ╖ ̆ ὤ Ю

ԇȂ ԇ no ̆ Ὧ DHCP snooping Bootp
╖ Ȃ 

[no] ip dhcp snooping bootp-bind 

ȍ Ȏ 

                 

ȍ ᾳȎ 

╖ Ὧ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᾳЮ̆DHCP Snooping ╖ Ө Bootp Ȃ ╖

D̆HCP Snooping ╖ Bootp Ȃ Bootp
Bootp ╖ ̆DHCP Snooping ╖ ѐ

╗ Ȃ 

ȍѡᴿȎ 

Ю DHCP Snooping Bootp ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# ip dhcp snooping bootp-bind 
Ruijie(config)# end 
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Ruijie# show ip dhcp snooping 

Switch DHCP snooping status ̔ ENABLE 

Verification of hwaddr field status ̔ DISABLE 
DHCP snooping database write-delay time: 0 seconds 

DHCP snooping option 82 status: ENABLE 
DHCP snooping Support Bootp bind status: ENABLE 

Interface                    Trusted      
------------------------     -------      

FastEthernet0/11             yes          

ȍ Ὧ ԇȎ 

                 

ԇ  

show ip dhcp snooping DHCP snooping ᶕ

 

ip dhcp snooping verify mac-address 

MAC ╖ ̆ ὤ Ю ԇȂ

ԇ no ̆ Ὧ MAC ╖ Ȃ 

[no] ip dhcp snooping verify mac-address 

ȍ Ȏ 

 

ȍ ᾳȎ 

╖ Ὧ  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

MAC ╖ ̆ DHCP CLIENT   ̆

MAC DHCP ѐ CLIENT MAC Ȃ

MAC ̆ х Ȃ 

ȍѡᴿȎ 

Ю DHCP MAC ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# ip dhcp snooping verify mac-address 
Ruijie(config)# end 
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Ruijie# show ip dhcp snooping 

Switch DHCP snooping status ̔ ENABLE 

Verification of hwaddr field status ̔ DISABLE 
DHCP snooping database write-delay time: 0 seconds 

DHCP snooping option 82 status: ENABLE 
DHCP snooping Support Bootp bind status: ENABLE 

Interface                    Trusted      
------------------------     -------      

FastEthernet0/11             yes          

ȍ Ὧ ԇȎ 

ԇ  

show ip dhcp snooping DHCP snooping
ᶕ  

 

ip dhcp snooping binding 

╗ DHCP snooping ᶕ ̆ ὤ Ю

ԇȂ ԇ no ̆ ‮ Ȃ 

[no] ip dhcp snooping binding mac-address vlan vlan-id ip 
ip-address interface interface-id 

ȍ Ȏ 

mac-address    ̔   MAC  

vlan-id          ̔   VLAN 

ip-address      ̔    IP  

interface-id      ̔    

ȍ ᾳȎ 

ᾳЮа  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ̆ ╗ ᶕ ⁮ DHCP snooping Ȃ

Ԉа DHCP ̆Ӱ ᴳ Ȃ 

ȍѡᴿȎ 

Ю Уэ ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# ip dhcp snooping binding 00d0.f801.0101 
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vlan 1 ip 192.168.4.243 interface fastethernet 0/1 
Ruijie(config)# end 
Ruijie# show ip dhcp snooping binding 
Total number of bindings: 1 

MacAddress   IpAddress  Lease  Type  VLAN  Interface 
---------------------------------------------------  

00d0.f801.0101 192.168.1.1 - static 1 fastethernet 0/1 

ȍ Ὧ ԇȎ 

ԇ  
show ip dhcp snooping 
binding 

DHCP snooping
ᶕ  

 

ip dhcp snooping information option 

DHCP ѐ╗ὡ option82 ╖ ̆ ὤ

Ю ԇȂ ԇ no ̆ Ὧ ╖ Ȃ 

[no] ip dhcp snooping information option 

ȍ Ȏ 

 

ȍ ᾳȎ 

╖ Ὧ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ̆ DHCP ѐ ╗ option82 ᶕ ̆DHCP
 DHCP ѐ╗ὡ option82o
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DHCP snooping Support Bootp bind status: ENABLE 
Interface                    Trusted      

------------------------     -------      
FastEthernet0/11             yes          

ȍ Ὧ ԇȎ 

ԇ  

show ip dhcp snooping DHCP snooping
ᶕ  

 

ip dhcp snooping database write-delay 

Ӈ DHCP Snooping ѐ ╟ ᶕ ᾗὡ

FLASH ╖ ̆ ὤ Ю ԇȂ ԇ no
̆ Ὧ ᾗὡ FLASH ╖ Ȃ 

ip dhcp snooping database write-delay time 

[no] ip dhcp snooping database write-delay 

ȍ Ȏ 

time ̔ч DHCP snooping ᾗὡ FLASH Ȃ 

ȍ ᾳȎ 
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DHCP snooping option 82 status: ENABLE 
DHCP snooping Support Bootp bind status: ENABLE 

Interface                    Trusted      
------------------------     -------      

FastEthernet0/11             yes          

ȍ Ὧ ԇȎ 
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DHCP snooping ԇ 

DHCP snooping Ю ԇ ԈЮΰ ̔ 

ip dhcp snooping trust 

ip dhcp snooping address-bind 

ip dhcp snooping trust 

DHCP snooping ᶕ֗ ѝ TRUST ̆

Ю ԇȂ ԇ no ̆ ѝ UNTRUST Ȃ 

 [no] ip dhcp snooping trust 

ȍ Ȏ 

 

ȍ ᾳȎ 

ᾳЮ̆ ѝ UNTRUST  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ̆ DHCP ╘ ѝ TRUST Ȃ

TRUST ⁮ DHCP ŬNTRUST ⁮

DHCP х Ȃ 

ȍѡᴿȎ 

Ю fastethernet 0/1ѝ TRUST ᴿ ̔ 

Ruijie# configure terminal  
Ruijie(config)# interface fastethernet 0/1 
Ruijie(config-if)# ip dhcp snooping trust 
Ruijie(config-if)# end 
Ruijie# show ip dhcp snooping 

Switch DHCP snooping status ̔ ENABLE 
Verification of hwaddr field status ̔ DISABLE 
DHCP snooping database write-delay time: 0 seconds 
DHCP snooping option 82 status: ENABLE 

DHCP snooping Support Bootp bind status: ENABLE 
Interface                    Trusted      

------------------------     -------      
FastEthernet0/11             yes          
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ȍ Ὧ ԇȎ 

ԇ  

show ip dhcp snooping DHCP snooping ᶕ  
 

ip dhcp snooping address-bind 

Ӈ ╖ ̆̆ Ю

ԇȂ ԇ no ̆ Ὧ ╖ Ȃ 

 [no] ip dhcp snooping address-bind 

ȍ Ȏ 

 

ȍ ᾳȎ 

╖ Ὧ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ̆ ╖ Ȃ Э DHCP 
Snooping ᶕ ⁮ IP ֒ ѐ̆ ᶕ ꜛ

MAC IP ̆а VLAN IDȂ 

ȍѡᴿȎ 

Ю fastethernet 0/1 ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# interface fastethernet 0/1 
Ruijie(config-if)# ip dhcp snooping address-bind 
Ruijie(config-if)# end 

ȍ Ὧ ԇȎ 

                 

DHCP snooping ԇ 

¸ show ip dhcp snooping 

¸ show ip dhcp snooping binding 
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show ip dhcp snooping 

DHCP Snooping ₥ ᾰͅ Ю ԇȂ 

show ip dhcp snooping  

ȍ Ȏ 

 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ̆ Ԉ ₥ DHCP Snooping ᾳȂ 

ȍѡᴿȎ 

Ю ₥ DHCP Snooping ᾳ ᴿ ̔ 

Ruijie# show ip dhcp snooping 

Switch DHCP snooping status ̔ ENABLE 
Verification of hwaddr field status ̔ DISABLE 
DHCP snooping database write-delay time: 0 seconds 
DHCP snooping option 82 status: ENABLE 

DHCP snooping Support Bootp bind status: ENABLE 
Interface                    Trusted      

------------------------     -------      
FastEthernet0/11             yes          

ȍ Ὧ ԇȎ 

ԇ  

ip dhcp snooping DHCP snooping ὤ Ὧ 

ip dhcp snooping verify 
mac-address 

DHCP snooping mac
Ὧ 

ip dhcp snooping write-delay  ᾗ flash  
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ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ̆ DHCP snooping ╖ ᶕ Ȃ 

ȍѡᴿȎ 

Ю DHCP snooping Ὧ ᴿ ̔ 

Ruijie# debug ip dhcp snooping event 

Ruijie# debug ip dhcp snooping packet 

ȍ Ὧ ԇȎ 
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IGMP Snooping ԇ 

Ὧ ԇ 
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profile Ȃ 

ȍᴳ Ȏ 

Ἴ profile Юᴳ range ԇ Ȃ ̆ѝҩᴳ

profile ᴐ ̆ profile ⁮ ЭȂ 

Уэ profile ̆ ̆ У ѝ̆ ѫ

deny̆ ѫ permitȂ 

ȍѡᴿȎ 

Ю … Уэ ἵ 224.2.2.2 profile ᴿ : 

Ruijie(config)# ip igmp profile 1 
Ruijie(config-profile)# range 224.2.2.2 
Ruijie(config-profile)# permit 

ȍ Ὧ ԇȎ 

ԇ  

ip igmp profile … Уэ profile 

range  

 

range 

profile ̆ profile Ю ԇ rangĕ
Ԉ э ҂̆ Ԉ э ᾃ ȂG ԇ

no
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ЭȂ 

ȍѡᴿȎ 

Ю … Уэ ѝ 224.2.2.2~224.2.2.244 profile ᴿ : 

Ruijie(config)# ip igmp profile 1 
Ruijie(config-profile)# range 224.2.2.2 224.2.2.244 

ȍ Ὧ ԇȎ 

ԇ  

ip igmp profile … Уэ profile 

deny profile ѝѝ deny 

permit profile ѝѝ permit 

 

ip igmp profile 

ԇ ԇ̆ profile-number̆ ὡ igmp profile
Ȃ 

ip igmp profile profile-number 

no ip igmp profile profile-number  

ȍ Ȏ 

profile-number   profile ̆ 1-65535 

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

profile ұ ѬУэ ̆ Ѭ ᵏὲ ԇᴳ Ȃ 

ȍѡᴿȎ 

Ю ᴿ… ҩУэ ѝ 1 profile ὡ profile Ȃ 

Ruijie(config)# ip igmp profile 1 
Ruijie(config-profile)# 

ȍ Ὧ ԇȎ 

ԇ  
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range profile  

ip igmp snooping filter 
profile-num 

Эἵ

̕ 

 

ip igmp snooping filter 

э У ̆ Ю

ԇὯ profileȂ ԇ no ‮ Ὧ profileȂ 

ip igmp snooping filter profile-number 

no ip igmp snooping filter profile-number 

ȍ Ȏ 
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ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

disable Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ҩ ̆ ╟ҩ IGMP SnoopingȂ VLAN ᾃ

҃̆ VLAN ᾃ Ȃ 

ȍѡᴿȎ 

Ю ᴿ Э igmp snooping ivgl ̔ 

Ruijie(config)# ip igmp snooping ivgl 

ȍ Ὧ ԇȎ 

ԇ  

ip igmp snooping svgl igmp snooping svgl
 

ip igmp snooping ivgl-svgl igmp snooping
 

ip igmp snooping limit-ipmc vlan server 

╗ IP ̆ ὤ ԇ ip igmp snooping 
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ὤ Ȃ 

ȍᴳ Ȏ 

Ἴ IP ╖ ╗ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ╗ҩУ ip Ȃ 

Ruijie(config)# ip igmp snooping limit-ipmc vlan 1  
address 224.0.0.1 server 192.168.4.243 

ȍ Ὧ ԇȎ 

ԇ  

ip igmp snooping source-check 
default-server 

IP
IP 

 

ip igmp snooping max-groups 

ἵ ΰэ ╟ ╗ὡ , ԇ ip 
igmp snooping max-groups ԇȂ ԇ no ⁸Ȃ 

ip igmp snooping max-groups number 

no ip igmp snooping max-groups 

ȍ Ȏ 

number   ѝ 0 – 4294967294Ȃ 

ȍ ᾳȎ 

аṁ ⁸Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ҩ ̆‡ Э̆ ̆Ӈ

аᾋ ȁ IGMP Report Ȃ 

ȍѡᴿȎ 

Ю ᴿ Ἲ 0/1 Э 100 э ̔ 

Ruijie(config)# interface fastEthernet 0/1 
Ruijie(config-if)# ip igmp snooping max-group 100 

ȍ Ὧ ԇȎ 
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profile-num  profile  

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

profile Ἴ…  ȂὯ Ѯ ̆ profile ֶ

⁮ э ЭȂ 

ȍѡᴿȎ 

Ю ᴿ Уэ ЭὯ Уэ profile̔ 

Ruijie(config)# ip igmp snooping vlan 1 mrouter interface 
fastEthernet 0/1 profile 1 

ȍ Ὧ ԇȎ 

ԇ  

ip igmp snooping vlan mrouter 
interface  

 

ip igmp snooping vlan mrouter learn pim-dvmrp 

Ӈ ╟ ᵚ IGMP query/dvmrp PIM ̆Ԉ ╟

⁞ ̆ ὤ ԇ ip igmp snooping vlan mrouter 
learnȂ ԇ no ╟ ҃Ȃ 

ip igmp snooping vlan vid mrouter learn pim-dvmrp 

no ip igmp snooping vlan vid mrouter learn pim-dvmrp 

ȍ Ȏ 

vid          vlan idȂ 

ȍ ᾳȎ 

╖ Ὧ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

╖ ᾳЮ̆ᴳ ╟ ҃̆ Ԉ

igmp snooping Ȃ 
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ȍѡᴿȎ 

Ю ᴿ ╟ ҃╖ ̔ 

Ruijie(config)# ip igmp snooping vlan 1 mrouter learn 
pim-dvmrp 

ȍ Ὧ ԇȎ 

ԇ  

ip igmp snooping vlan vid 
mrouter learn pim-dvmrp ╟ ҃╖

 

ip igmp snooping dyn-mr-aging-time  

Ӈ ╟ ҃⁮ ע Ȃ 

ip igmp snooping dyn-mr-aging-time time 

no ip igmp snooping dyn-mr-aging-time 

ȍ Ȏ 

time
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ip igmp snooping vlan static interface 

igmp snooping ᾳЮ̆ Уэ э ̆

‡ а IGMP Ȃ ὤ ԇ ip igmp 
snooping vlan static interfaceȂ ԇ no ‮ Уэ Ȃ 

ip igmp snooping vlan vid static ip-addr interface interface-id 

no ip igmp snooping vlan vid static ip-addr interface interface-id 

ȍ Ȏ 

vid          vlan id 

ip-addr       

interface-id  id 

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Ԉѝ э Ȃ 

ȍѡᴿȎ 

Ю ᴿ Уэ Э Уэ ̔ 

Ruijie(config)# ip igmp snooping vlan 1 static 224.0.0.2 
interface fastEthernet 0/1 

ȍ Ὧ ԇȎ 

ԇ  

ip igmp snooping vlan mrouter 
interface  

 

ip igmp snooping fast-leave enable 

igmp snooping fast-leavĕ ὤ ԇ ip igmp 
snooping fast-leave enableȂ ԇ no Ὧ igmp snooping 
fast-leaveȂ 

ip igmp snooping fast-leave enable 
no ip igmp snooping fast-leave enable 
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ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

disable Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ҩ ԇ ̆fast-leave ╖ ╟̆ ⁮ IGMP leave ̆

ӱ ‮ Ȃ 

ȍѡᴿȎ 

Ю ᴿ Э igmp snooping fast-leave̔ 

Ruijie(config)# ip igmp snooping fast-leave 

ȍ Ὧ ԇȎ 
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Ruijie(config)# 
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Ruijie(config)# spanning-tree  

BridgeForwardDelay̔ 

Ruijie(config)# spanning-tree  forward-time 10 

ȍ Ὧ ԇȎ 

show spanning-tree STP ὤ ᶕ Ȃ 

spanning-tree mst cost STP PathCostȂ 

spanning-tree tx-hold-count STP ὤ TxHoldCount Ȃ 

spanning-tree bpdufilter 

э BPDU filter ὯȂ Ԉ ԇ enabled
disabled Ὧ BPDU filter ὯȂ 

spanning-tree bpdufilter [enabled | disabled] 

ȍ Ȏ 

enabled ̔ BPDU filter ὯȂ 

Disabled ̔Ὧ BPDU filter ὯȂ 

ȍ Ȏ 

Ὧ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# spanning-tree bpdufilter enable 

ȍ Ὧ ԇȎ 

show spanning-tree interface  STP ᶕ Ȃ 

spanning-tree bpduguard 

э BPDU Guard ὯȂ Ԉ ԇ enabled
disabled Ὧ BPDU Guard ὯȂ 
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spanning-tree bpduguard [enabled | disabled] 

ȍ Ȏ 

enabled ̔ BPDU Guard ὯȂ 

disabled ̔Ὧ BPDU Guard ὯȂ 

ȍ Ȏ 

Ὧ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# spanning-tree bpduguard enable 

ȍ Ὧ ԇȎ 

show spanning-tree interface STP ᶕ Ȃ 

spanning-tree link-type 

а
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Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# spanning-tree link-type  
point-to-point 

ȍ Ὧ ԇȎ 

show spanning-tree interface STP  

spanning-tree max-hops 

ὤ Юᴳ ԇ Ԉ BPDU ̂Max-hops 
Count̃̆ ҩ BPDU Уэ Region ᾃ х ̆

Instance Ȃᴳ no Ԉ ԇ ḣȂ 

spanning-tree max-hops hop-count 

no spanning-tree max-hops 

ȍ Ȏ 

hop-count ̔BPDU х Ѯ₥ Ԉ ̆ ѝ 1̇40 

ȍ Ȏ 

hop-count ḣѝ 20 

ȍ ԇ Ȏ 

ὤ . 

ȍᴳ Ȏ 

Region ᾃ R̆oot Bridge BPDU ꜛ Уэ Hot Count ӱ̆ Root 
Bridge ̆ Уэ H̆op Count ֶ῏ 1̆ ⁮ѝ 0 ‡

BPDU ᶕ ̆ ⁮ Hops ḣѝ 0 BPDU х Ȃ 

max-hops ⁮ InstanceȂ 

ȍѡᴿȎ 

Юᴿ MST Instance Max-hops ḣ ѝ 10̔ 

Ruijie(config)# spanning-tree  max-hops 10 

҂ Ԉ ὡ show spanning-tree mst ԇ Э  

ȍ Ὧ ԇȎ 

show spanning-tree MSTP ᶕ Ȃ 
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spanning-tree mode 

ὤ Юᴳ ԇ STP ȂG no Ԉ

ḣȂ 

spanning-tree mode [stp | rstp | mstp] 

no spanning-tree mode 

ȍ Ȏ 

stp ̔Spanning tree protocol(IEEE 802.1d) 

rstp ̔Rapid spanning tree protocol(IEEE 802.1w) 

mstp ̔Multiple spanning tree protocol(IEEE 802.1s) 

ȍ Ȏ 

MSTP  

ȍ ԇ Ȏ 

ὤ . 

ȍѡᴿȎ 

Ruijie(config)# spanning-tree mode stp 

ȍ Ὧ ԇȎ 

show spanning-tree  

spanning-tree mst configure 

ὤ Юᴳ ԇ Ԉ ὡ MST ̆ MSTP RegionȂG
no Ԉ ԇЮ ̂nameȁrevisionȁvlan map̃

ḣȂ 

spanning-tree mst configuration 

no spanning-tree mst configuration 

ȍ Ȏ 

instance vlan Ὧ Vlan Instance 0 ѐȂ 

name ѝ ѕȂ 

revision ѝ 0Ȃ 
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ȍ ԇ Ȏ 

ὤ . 

ȍᴳ Ȏ 

⁮ ̆ ὡ end ԇ̆ ὡ Ctrl+C Ȃ 

⁮ὤ ̆ ὡ exit ԇȂ 

ὡ MST ̆ Ԉᴳ ԈЮ ԇ ̔ 

instance instance-id vlan vlan-range̔ Vlan ╗⁮ MST Instance
ѐȂ instance-id ѝ 0̇64Ȃvlan ѝ 1̇4095Ȃvlan-range 
Ԉ УҾ vlan V̆LAN ID ̆ VLAN ID Ԉ

ᴳ ļ̇Ľ чэ VLAN ID ̆ᴿ i̔nstance 10 vlan 2,3,6-9 
Ѭҩ VLAN 2̆3̆6̆7̆8̆9 ╗⁮ Instance 10 ѐȂ

VLAN Instance 0 ѐȂ VLAN ӱ Instance ѐ‮

ᴳ no ԇ n̔o instance instance-id [vlan vlan-range]Ȃ( no
ԇѐ Instance ѝ 1̇64) 

name name̔ MST ̆ Ԉ Ԉ 32 ѕȂ Ԉ

no name ὲ ḣȂ 

revision version̔ MST ̆ 0̇65535Ȃ Ԉ no revision
ὲ ḣȂ 

show̔ ₥ MST region ᶕ Ȃ 

ȍѡᴿȎ 

Ю ѡᴿ ᴉ ὡ MST ̆ VLAN 3, 5-10 ⁮ MST 
Instance 1Ȃ 

Ruijie(config)# spanning-tree mst configuration 

Ruijie(config-mst)# instance 1 vlan  3̆5-10 
Ruijie(config-mst)# name region 1 
Ruijie(config-mst)# revision  1 
Ruijie(config-mst)# show 
MST configuration 

Name [region1] 
Revision 1 

Instance  Vlans Mapped 
----------  --------------------- 

0        1-2,4,11-4094 
1        3,5-10 

----------------------------------- 

Ruijie(config-mst)# exit 
Ruijie(config)# 

VLAN 3 ӱ Instance 1 ѐ‮ ̆ ѫ ὡ MST ̆
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Ю  

Ruijie(config-mst)# no instance 1 vlan 3 

э Instance 1 ‮ ̆ Ю̔ 

Ruijie(config-mst)# no instance 1 

Ԉ MST ԇѐ show Э Ȃ 

ȍ Ὧ ԇȎ 

show spanning-tree mst ̔ MST region  

instance instance-id vlan vlan-range ̔Vlan ╗⁮ MST Instance
ѐ 

name ̔ MST  

revision  ̔ MST  

show ̔ MST Ю MST  

spanning-tree mst cost 

Юᴳ ԇ э Instance ȂG no
Ԉ ԇ ḣȂ 

spanning-tree [mst instance-id] cost cost 

no spanning-tree [mst instance-id] cost 

ȍ Ȏ 

instance-id ̔Instance ̆ ѝ 0̇64 

cost ̔ ḣ̆ ѝ 1̇200̆000̆000 

ȍ Ȏ 

Instance-ID ḣѝ 0 

ḣѝ Interface ╟ Ȃ 

• 1000 Mbps—20000 

• 100 Mbps—200000 

• 10 Mbps—2000000 

ȍ ԇ Ȏ 

. 
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ȍᴳ Ȏ 

cost ḣ  

ȍѡᴿȎ 

Уэ Instance 3 Ὧ ḣѝ 400 Ю̔ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# spanning-tree mst 3 cost 400 

҂ Ԉ ὡ
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̆Ԉ  

ȍѡᴿȎ 

Юᴿ Instance 20 ѐ Gigabitethernet 1/1 ִἼ ḣḣ ѝ

10̔ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# spanning-tree mst 20 port-priority 
0 

Ԉ ὡ show spanning-tree mst instance interface interface-id
ԇ Э  

ȍ Ὧ ԇȎ 

show spanning-tree mst ̔ MSTP ᶕ Ȃ 

spanning-tree mst cost ̔  

spanning-tree mst priority ̔ а Instance ִἼ  

spanning-tree mst priority 

ὤ Юᴳ ԇ Ԉ Instance ִἼ Ȃᴳ no
Ԉ ԇ ḣȂ 

spanning-tree [mst instance-id] priority priority 

no spanning-tree [mst instance-id] priority 

ȍ Ȏ 

instance-id ̔Instance ̆ ѝ 0̇64 

priority ̔ ִἼ ̆ 0, 4096,8192, 12288, 16384, 20480, 
24576, 28672, 32768, 36864, 40960, 45056, 49152,53248, 57344
61440ȂὭ 16 э ̆ ѝ 4096 ᷁  

ȍ Ȏ 

instance-id ḣѝ 0 

priority ḣѝ 32768 

ȍ ԇ Ȏ 

ὤ . 

ȍѡᴿȎ 

Юᴿ Instance 20 ִἼ ḣ ѝ 8192̔ 
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Ruijie(config-if)# spanning-tree mst 20 priority 8192 

Ԉ ὡ show spanning-tree mst instance interface interface-id
ԇ Э  

ȍ Ὧ ԇȎ 

show spanning-tree mst ̔ MSTP ᶕ Ȃ 

spanning-tree mst cost ̔  

spanning-tree mst port-priority ̔ а Instance ִἼ  

spanning-tree reset 

э spanning-tree ѝ ḣȂ ԇ no Ȃ 

spanning-tree reset 

ȍ Ȏ 

ԇ ḣȂ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍѡᴿȎ 
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spanning-tree portfast 

э Portfast ὯȂ Ԉ ԇ disabled Ὧ

Portfast ὯȂ 

spanning-tree portfast [disabled] 

ȍ Ȏ 

disabled Ὧ Portfast ὯȂ 

ȍ Ȏ 

Ὧ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# spanning-tree portfast 

ȍ Ὧ ԇȎ 

show spanning-tree interface ̔ STP ᶕ Ȃ 

spanning-tree portfast bpduguard default 

ὤ BPDU guardȂ Ԉ ԇ no ὤ Ὧ BPDU 
guardȂ 

spanning-tree portfast bpduguard default 

no spanning-tree portfast bpduguard default 

ȍ Ȏ 

ԇ Ȃ 

ȍ Ȏ 

Ὧ BPDU Guard.  

ȍ ԇ Ȏ 

ὤ Ȃ 
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ȍᴳ Ȏ 

BPDU guard̆ Э ⁮ BPDU ‡ֶ̆ ὡ error-disabled 
Ȃᴳ show spanning-tree ԇ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# spanning-tree portfast bpduguard 
default 

ȍ Ὧ ԇȎ 

show spanning-tree interface STP ὤ Ȃ 

spanning-tree portfast bpdufilter default 

ὤ BPDU filterȂ Ԉ ԇ no ὤ Ὧ BPDU 
filterȂ 

spanning-tree portfast bpdufilter default 

no spanning-tree portfast bpdufilter default 

ȍ Ȏ 

ԇ Ȃ 

ȍ Ȏ 

Ὧ BPDU filter 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

BPDU Filter ̆ ֶ а ҂а BPDUȂᴳ show 
spanning-tree ԇ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# spanning-tree portfast bpdufilter 
default 

ȍ Ὧ ԇȎ 

show spanning-tree interface STP ὤ Ȃ 
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spanning-tree portfast default 

ὤ Portfast ὯȂᴳ ԇ no ὤ Ὧ

Portfast ὯȂ 

spanning-tree portfast default 

no spanning-tree portfast default 

ȍ Ȏ 

ԇ Ȃ 

ȍ Ȏ 

Ὧ Portfast ὯȂ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# spanning-tree portfast default 

ȍ Ὧ ԇȎ 

show spanning-tree interface STP ὤ Ȃ 

 

spanning-tree tc-protection  tc-guard 

ὤ tc- guard ὯȂG ԇ no ὤ Ὧ tc- guard ὯȂ

tc-guard ╖ ̆ tc Ȃ 

spanning-tree tc-protection tc-guard 

no spanning-tree tc-protection tc-guard 

ȍ Ȏ 

ԇ Ȃ 

ȍ Ȏ 

Ὧ tc- guard ὯȂ 

ȍ ԇ Ȏ 

ὤ Ȃ 
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ȍѡᴿȎ 

Ruijie(config)# spanning-tree tc-protection tc-guard 

spanning-tree tc-guard 

tc- guard ὯȂᴳ ԇ no Ὧ tc- guard ὯȂ

tc-guard ╖ ̆ tc Ȃ 

spanning-tree tc-guard 

no spanning-tree tc-guard 

ȍ Ȏ 

ԇ Ȃ 

ȍ Ȏ 

Ὧ tc- guard ὯȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ruijie(config-if)# spanning-tree tc-guard 

spanning-tree guard root 

root guard Ȃᴳ ԇ no Ὧ root guard Ȃ

root guard ╖ ̆   ₥

ᴁ  Ȃע

spanning-tree guard root 

no spanning-tree guard root 

ȍ Ȏ 

ԇ Ȃ 

ȍ Ȏ 

Ὧ root guard ╖ Ȃ 

ȍ ԇ Ȏ 

Ȃ 
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ȍѡᴿȎ 

Ruijie(config-if)# spanning-tree guard root 

spanning-tree loopguard default 

ὤ loop guard Ȃᴳ ԇ no Ὧ loop guard Ȃ

loop guard ╖ ̆ ֙ а⁮ bpdu ӊ

Ȃ 

spanning-tree loopguard default 

no spanning-tree loopguard default 

ȍ Ȏ 

ԇ Ȃ 

ȍ Ȏ 

Ὧ loop guard ╖ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# spanning-tree loopguard default 

spanning-tree guard loop  

Э loop guard ȂG ԇ no Ὧ loop guard Ȃ

loop guard ╖ ̆ ֙ а⁮ bpdu ӊ

Ȃ 

spanning-tree guard loop 

no spanning-tree guard loop 

ȍ Ȏ 

ԇ Ȃ 

ȍ Ȏ 

Ὧ loop guard ╖ Ȃ 

ȍ ԇ Ȏ 
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Ȃ 

ȍѡᴿȎ 

Ruijie(config-if)# spanning-tree guard loop 

spanning-tree guard none 

ЭὯ guard ȂG ԇ no Э guard ╖ Ȃ 

spanning-tree guard none 

no spanning-tree guard none 

ȍ Ȏ 

ԇ Ȃ 

ȍ Ȏ 

Ὧ guard ╖ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ruijie(config-if)# spanning-tree guard none 

spanning-tree autoedge 

э Autoedge ὯȂ Ԉ ԇ disabled Ὧ

Autoedge ὯȂ 

spanning-tree autoedge [disabled] 

ȍ Ȏ 

disabled Ὧ Autoedge ὯȂ 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍѡᴿȎ 
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ȍ Ȏ 

ḣȂ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie(config)# clear spanning-tree detected-protocols 

ȍ Ὧ ԇȎ 

show spanning-tree interface ₥ STP Ȃ 

spanning-tree compatible enable 

₥ ᶕ MSTI ᶕ Ԉ̆

бὲ ӊ Ѯ ҵ Ȃ 

spanning-tree compatible enable 

no spanning-tree compatible enable 

ȍ Ȏ 

 

ȍ Ȏ 

Ὧ  

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie(config-if)#spanning-tree compatible enable 

ȍ Ὧ ԇȎ 
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Ὧ ԇ 

show spanning-tree 

Ὧ ὤ ᶕ Ȃ 

show spanning-tree [summary | forward-time | hello-time | 
max-age | inconsistentports| tx-hold-count | pathcost method | 
max_hops] 

ȍ Ȏ 

summary ̔ MSTP instance ᶕ ὲ ᶕ Ȃ 

Inconsistentports ̔ ᶑ ᶑ block Ȃ 

forward-time ̔ BridgeForwardDelayȂ 

hello-time ̔ BridgeHelloTimeȂ 

max-age ̔ BridgeMaxAgeȂ 

max-hops ̔ instance Ȃ 

tx-hold-count ̔ TxHoldCountȂ 

pathcost method ̔ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ruijie# show spanning-tree hello-time 

ȍ Ὧ ԇȎ 

spanningtree pathcost method ̔  

spanning-tree forward-time ̔ BridgeForwardDelayȂ 

spanning-tree hello-time ̔ BridgeHelloTimeȂ 

spanning-tree max-age ̔ BridgeMaxAgeȂ 

spanning-tree max-hops ̔ instance  

spanning-tree tx-hold-count ̔ TxHoldCountȂ 
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show spanning-tree interface 

STP Ȃꜛ Ȃ 

show spanning-tree interface interface-id
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ȍ Ȏ 

InstanceȂ 
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switch ẹ Ӈ ╖ ̆ ѝ

а  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

switch port routed port Ԉ ѝ ȂSPAN ֶ

а Ӈ ᴐȂ Ԉ SPAN ֶ Уэ disabled port
Э̆ ̆SPAN а Э ᴐ ⁮ ᴳ Ȃ 

Уэ а Ȃ 

‮ ̆ а ̆‡‮ эֶ Ȃ 

ᴳ show monitor ԇ Ԉ SPAN ֶ ᴐ Ȃ 

ȍѡᴿȎ 

Ю эᴿ ҩ ᴉ… Уэ SPAN ֶ ֶ̔ 1. Ἴ

ֶ ̆ Ἴ ₥ֶ 1 ̆ 1
⁮ 8 

Ruijie(config)# no monitor session 1 
Ruijie(config)# monitor session 1 source interface 
gigabitEthernet 1/1 both 
Ruijie(config)# monitor session 1 destination interface 
gigabitEthernet 1/8 

ȍ Ὧ ԇȎ 

ԇ  

show monitor ₥ SPAN Ȃ 

ȍ Ȏ 

show monitor 

₥ SPAN Ȃ 

show monitor [session session_number] 

ȍ Ȏ 

SPAN ֶ  

ȍ Ȏ 

session session_number ̔SPAN ֶ  
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ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

Ю эᴿ ҩ ᴉ show monitor ԇ SPANֶ 1
₥  

Ruijie# show monitor session 1 
sess-num: 1 
src-intf: 

GigabitEthernet 3/1 frame-type Both 
dest-intf: 

GigabitEthernet 3/8 

ȍ Ὧ ԇȎ 

ԇ  

monitor session … Уэ SPAN ֶ ̂ ̃

̂ Ȃ̃ 
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IP ԇ 

ԇ 

ꜛ ԈЮ ԇ̔ 

¸ ip address 

¸ ip unnumbered 

ip address 

ԇ IP ̆ Ԉ no ‮ IP Ȃ

ԇ Ю̔ 

ip address ip-address network-mask [ secondary ] 

no ip address ip-address network-mask [ secondary ] 

ȍ Ȏ 

  

 ip-addreask IP ̆
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ԇ 

ԇꜛ ̔ 

¸ arp 

¸ arp retry 

¸ arp trusted 

¸ arp unresolved 

¸ arp gratuitous-send 

¸ arp timeout 

¸ ip proxy-arp 

¸ service trustedarp 

arp 

ᴳ ԇ̆ Ԉ ARP ᾰ ѐ ╗ Ѩ IP MAC
Ȃ ԇ no Ԉ‮ MAC Ȃ 

arp ip-address MAC-address type [ alias ] 

no arp ip-address MAC-address type [ alias ] 

ȍ Ȏ 

  

ip-address б MAC IP ‍̆ѝ ︠ ⁸

ḣ̆ Ѯ Ȃ 

MAC-address ̆48 э ᴁ  

type ARP Ȃ ұԈ ̆Ὧ ѝ

arpaȂ 

alias ̂ ̃ Ѭҩ ̆RGOS IP
arp Ȃ 

ȍ ᾳȎ 

ARP ᾰ ѐ ֗ᴉ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

RGOS ᴳ ARP ᾰ ̆ 32 э ᴁ IP 48 э ᴁ

MAC Ȃ 
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ұ ў ╟ ARP ̆ Ԉ а ARP
Ȃ‾ clear arp-cache ԇ Ԉ‮ ╟ ҃⁮ ARP Ȃ 

ȍѡᴿȎ 

ԈЮ ̆ѝԈ Э ў ҩ ARP Ȃ 

arp 1.1.1.1 4e54.3800.0002 arpa 

ȍ Ὧ ԇȎ 

ԇ  

clear arp-cache ARP ᾰ  

 

arp retry interval 

ᴳ ԇ̆ Ԉ arp ̆ Уэ IP
̆ 2 ARP Ȃᴳ ԇ no Ԉ

ּ 1 ARP Ȃ 

arp retry interval seconds 

no arp retry interval  

ȍ Ȏ 

  

seconds <1-3600>,ARP ּ Ԉ ѝ 1
ĺĺ3600 ̆ ḣѝ 1  

ȍ ᾳȎ 

ARP ּ ѝ 1 Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ARP ̆ ὲ ̆

Ԉ ARP ּ У ̆У а ╟ ARP
ע Ȃ 

ȍѡᴿȎ 

ԈЮ ̆ ARP ּ ѝ 30s 

arp retry interval 30 

ȍ Ὧ ԇȎ 
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ԇ  

Arp retry times number ARP ּ  

 

arp retry times 

ᴳ ԇ̆ Ԉ ּ arp ̆ Уэ IP
̆ ARP Ȃᴳ ԇ no Ԉ

ּ 5 ARP Ȃ 

arp retry times number 

no arp retry times  

ȍ Ȏ 

  

number 
Уэ ARP ̆ <1-100>Ȃ

ѝ 1 ̆ а ּ ARP ̆

1 ARP  

ȍ ᾳȎ 

⁮ ARP ̆ARP ֶ 5 ̆ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ARP ̆ ὲ ̆

Ԉ ARP ּ У ̆У а ּ

Ȃ 

ȍѡᴿȎ 

ԈЮ ̆ ARP а ּȂ 

arp retry times 1 

ԈЮ ̆ ARP ּ 1 Ȃ 

arp retry times 2 

ȍ Ὧ ԇȎ 

ԇ  

arp retry interval seconds arp ּ  
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arp trusted NUM 

ᴳ ԇ̆ Ԉ ᶕ֗ ARP э Ȃ ԇ no
ḣȂ 

arp trusted number 

no arp trusted 

ȍ Ȏ 
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ȍ ᾳȎ 

GSN ᶕ ARP а  Ȃע

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴳ ԇ ᶕ ARP ̆ע ע ╟ ARP ע
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ȍѡᴿȎ 

ԈЮ ̆ э ѝ 500Ȃ 

arp unresolved 500 

ȍ Ὧ ԇȎ 

 

arp gratuitous-send interval 

ᴳ ԇ̆ Ԉ ὁ arp Ȃ ԇ no 
Ὧ Э ╖  

arp gratuitous-send interval seconds 

no arp gratuitous-send  

ȍ Ȏ 

  

seconds ὁ ARP ̆ ᴁ ̆ ḣ

<1-3600>Ȃ 

ȍ ᾳȎ 

ὁ ARP ╖ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ṁѝЮ Ὧ ̆ Ю ѐ ᾐἹ Ὧ

ѝ̆‡ Ԉ ὁ ARP ̆Ὠ

ὯȂ 

ȍѡᴿȎ 

ԈЮ ̆ SVI 1 У ὁ ARP Ȃ 

Ruijie(config)# interface vlan 1 

Ruijie(config-if)# arp gratuitous-send interval 1 

ԈЮ ̆ṃ SVI 1 ὁ ARP  

Ruijie(config)# interface vlan 1 

Ruijie(config-if)# no arp gratuitous-send 

ȍ Ὧ ԇȎ 
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arp timeout 

ARP ᾰּשѐ ARP ̆ Ԉ ԇȂ

ԇ no Ԉ Ȃ 

arp timeout seconds 

no arp timeout 

ȍ Ȏ 

  

seconds ̆Ԉ ѝ ᴁ̆ 0-2147483 

ȍ ᾳȎ 

ѝ 3600 Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ARP ╟ ҃⁮ IP MAC ᴐ Ȃ

ĂRP ᾰѐᶑ ת̆ ARP
҂ ̆ Ԉ ‾ Ȃ ⁞ ̆ ‡У а

ARP Ȃ 

ȍѡᴿȎ 

ԈЮ ̆ ӱ Ԉ FastEthernet 0/1 ⁮ ╟ ARP
ѝ 120 Ȃ 

interface fastEthernet 0/1 
arp timeout 120 

ȍ Ὧ ԇȎ 

ԇ  

clear arp-cache ARP ᾰ  

show interface ᶕ  

 

ip proxy-arp 

Э Ԇ ARP ╖ ̆ Ԉ ip proxy-arp ԇȂ ԇ

no ԈὯ Ԇ ARP ╖ Ȃ 
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ip proxy-arp 

no ip proxy-arp 

ȍ ᾳȎ 

10.2̂3̃ ̆ Ὧ Ԇ ARPȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ԇ ARP ╖ Ԉ ╠ ᶕ ў ̆ ὲ

IP MAC Ȃ ⁮Уэ ARP ĂRP
IP
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ԈЮ ̆ ὤ Ю̆ service trustedarp ╖ Ȃ 

config 

service trustedarp 

ȍ Ȏ 

ԇ ү Ԉ s32 Эа Ȃ 

ԇ 

б Ὧ
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ȍ Ȏ 

ԇ ү Эа Ȃ 

ip directed-broadcast 

IP ⁮ ̆ ԇ ip 
directed-broadcastȂ ԇ no ⁮ Ȃ 

ip directed-broadcast [ access-list-number ] 

no ip directed-broadcast  

ȍ Ȏ 
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interface fastEthernet 0/1 
ip directed-broadcast 

ȍ Ȏ 

ԇ ү Эа Ȃ 

IP ԇ 

б IP Ὧ ԇꜛ ̔ 

¸ clear arp-cache 

¸ show arp 

¸ show arp counter 

¸ show arp timeout 

¸ clear ip route 

¸ show ip arp 

¸ show ip interface 

clear arp-cache 

ӱ ARP ᾰ ѐ‮ ╟ ARP ̆Ԉ IP ᾰ ̆

ὤ ԇ clear arp-cacheȂ 

clear arp-cache [A.B.C.D ] | interface interface-name] 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ԉ ԇ⁹ ARP Ȃ 

 

~ 注意： 

RNFP(Ruijie Network Foundation Protection, ᶑ )
Э̆ э mac ( IP) Уэ ARP ̆ ч

clear arp 1s ᾃ̆ ֶ үэ

ARP аҩ ᾳȂ 

 

ȍѡᴿȎ 

ԈЮᴿ ̆‮ ARP ╟ ᾰ Ȃ 



IP ԇ 

http://www.ruijie.com.cn 

clear arp-cache 

ԈЮᴿ ̆‮ ╟ ARP 1.1.1.1 

clear arp-cache 1.1.1.1 
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arpa   VLAN 1           
Internet  192.168.195.65   0         0018.8b7b.713e  

arpa   VLAN 1           
Internet  192.168.195.64   0         0018.8b7b.9106  

arpa   VLAN 1           
Internet  192.168.195.63   0         001a.a0b5.3990  

arpa   VLAN 1           
Internet  192.168.195.62   0         001a.a0b5.0b25  

arpa   VLAN 1           
Internet  192.168.195.5    --        00d0.f822.33b1  

arpa   VLAN 1           

ARP ᾰ ѐ Ѭ Ю̔ 

  

Protocol ̆ ѝ InternetȂ 

Address б ֒ IP Ȃ 

Age (min) ARP ᾰ ̆Ԉ‍ Ȃ

̆ ḣ “-” Ȃ 

Hardware  б IP ֒ Ȃ 

Type ֒ ̆Ԉ ѝ ARPAȂ 

Interface б IP Ὧ Ȃ 

ԈЮ show arp 192.168.195.68    

Ruijie# show arp 192.168.195.68 
Protocol  Address    Age(min)  Hardware        Type   

Interface 
Internet  192.168.195.68   1   0013.20a5.7a5f  arpa   

VLAN 1 

ԈЮ show arp 192.168.195.0 255.255.255.0    

Ruijie# show arp 192.168.195.0 255.255.255.0  
Protocol  Address    Age(min)  Hardware   Type   

Interface 
Internet  192.168.195.64   0   0018.8b7b.9106  arpa   

VLAN 1 
Internet  192.168.195.2    1   00d0.f8ff.f00e  arpa   

VLAN 1 
Internet  192.168.195.5    --   00d0.f822.33b1  arpa   

VLAN 1 
Internet  192.168.195.1    0   00d0.f8a6.5af7  arpa   

VLAN 1 
Internet  192.168.195.51   1   0018.8b82.8691  arpa   
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VLAN 1 

ԈЮ show arp 001a.a0b5.378d    

Ruijie# show arp 001a.a0b5.378d 
Protocol  Address  Age(min)  Hardware  Type   

Interface 
Internet  192.168.195.67   4   001a.a0b5.378d  arpa   

VLAN 1 

ȍ Ȏ 

ԇ ү Эа Ȃ 

show arp counter 

ARP ѐὭ э arp  

show arp counter 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

ԈЮѝ show arp counter   ̔ 

Ruijie# show arp counter  
The Arp Entry counter:0 

The Unresolve Arp Entry:0 

ARP ᾰ ѐ Ѭ Ю̔ 

ȍ Ȏ 

ԇ ү Эа Ȃ 

show arp timeout 

У ╟ ARP ע  

show arp timeout 

ȍ Ȏ 

 

ȍ ԇ Ȏ 
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ȍѡᴿȎ 

ԈЮѝ show arp timeout   ̔ 

Ruijie# show arp timeout  
Interface               arp timeout(sec) 

----------------------  ---------------- 
VLAN 1                  3600             

ARP ᾰ ѐ Ѭ Ю̔ 

ȍ Ȏ 

ԇ ү Эа Ȃ 

clear ip route 

э‮ IP IP ѐ э ̆ Ԉ

clear ip route ԇȂ 

clear ip route { * | networ* |  
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ȍ Ȏ 

ԇ ү Эа Ȃ 

show ip arp 

̂ARP̃ ᾰ ̆ ѐ ԇȂ 

show ip arp  

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

ԈЮѝ show ip arp   ̔ 

Ruijie# show ip arp  
Protocol Address       Age(min)Hardware        Type  

Interface 
Internet 192.168.7.233  23     0007.e9d9.0488  ARPA 

FastEthernet 0/0 
Internet 192.168.7.112  10     0050.eb08.6617  ARPA 

FastEthernet 0/0 
Internet 192.168.7.79   12     00d0.f808.3d5c  ARPA 

FastEthernet 0/0 

FastEthernet 0/0 
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̆ ḣ “-” Ȃ 

Hardware  б IP ֒ Ȃ 

Type ֒ ̆Ԉ ѝ ARPAȂ 

Interface б IP Ὧ Ȃ 

ȍ Ȏ 

ԇ ү Эа Ȃ 

show ip interface 

ԇ Ԉ IP ᶕ Ȃ ԇ Ю̔ 

show ip interface [ interface-type interface-number ] 

ȍ Ȏ 

  

Interface-type  

Interface-number  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Уэ ұ ̆RGOS ֶ ѐ… У Ȃ

RGOS ֒ Ԉ ꜛȂ ӱ

ѝа ̆RGOS ֒ ֶӱ ѐ‮

Ȃ 

ұ ̆ ἵ ᶕ ̆ ֶ

ľUPĿ̕ Ө ұ ̆ ֶ ľUPĿȂ 

а ̆ аУ ̆ ѝ Ҿᾃ ҾḆ

Ȃ 

ȍѡᴿȎ 

ԈЮѝ show ip interface
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IP address is: 
192.168.5.133/24 (primary) 

IP address negotiate is: OFF 
Forward direct-boardcast is: ON 

ICMP mask reply is: ON 
Send ICMP redirect is: ON 

Send ICMP unreachabled is: ON 
DHCP relay is: OFF 

Fast switch is: ON 
Route horizontal-split is: ON 

Help address is: 0.0.0.0 
Proxy ARP is: ON 

Outgoing access list is not set. 
Inbound access list is not set. 

Ю̔ 

  

IP interface state is:  ұ ὲ̆Ḇ ֒

ѝ“UP” 

IP interface type is:  ̆ ̆  

IP interface MTU is:  MTU ḣ 

IP address is:  IP ᶕ  

IP address negotiate is:  IP  

Forward direct-boardcast is:   

ICMP mask reply is:  ICMP  

Send ICMP redirect is:  ICMP  

Send ICMP unreachabled is: ICMP а  

DHCP relay is:  DHCP ѐ  

Fast switch is:  IP Ӈ ╖  

Route horizontal-split is:  ‍→ֶ̆

ѝ 

Help address is:  helper IP  

Proxy ARP is:  Ԇ ARP  

Outgoing access list is  ҩ  ‟  

Inbound access list is ҩὡ ‟  
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show ip redirects 

ԇ ὯȂ ԇ Ю̔ 

show ip redirects 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇӨ ү Э Ȃ 

ȍѡᴿȎ 

Ю ѝ show ip redirects   Ȃ 

Ruijie# show ip redirects  
Default Gateway: 192.168.195.1 

ȍ Ὧ ԇȎ 

ԇ  

ip default-gateway Ὧ̆Ө ү Ȃ
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IP ╘ ԇ 

IP ╘ ԇ 

IP ╘ ԇ ꜛ ԈЮ ԇ̔ 

¸ ip mask-reply  

¸ ip mtu  

¸ ip redirects  

¸ ip source-route  

¸ ip unreachables  

ip mask-reply 

RGOS ֒ ICMP ṁ  ̆ ICMP
̆ ԇ ip mask-replyȂ ԇ



IP ╘ ԇ 

http://www.ruijie.com.cn 

ԇ ү Эа Ȃ 

ip mtu 

IP ꜛ ּ ἷ̂MTŨ̆ ԇ ip mtuȂ ԇ

no Ԉ Ȃ 

ip mtu bytes 

no ip mtu 

ȍ Ȏ 

  

bytes IP ꜛ ּ ἷ̆Ԉ ѝ ᴁ̆

68~1500Ȃ 

ȍ ᾳȎ 

б ԇ mtu ḣ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Уэ IP IP MTU R̆GOS ֒ ֶ ‍Ȃ

У Э ̆ὲҵ IP MTU У У
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ὤ  

ȍᴳ Ȏ 

RGOS IP Ȃ ⁮ IP ꜛ ֶ̆ IP ш

ȁ ȁ ̆ Ҿ RFC 791
ѐ Ȃ ⁮ ꜛ ҩὲѐУэ ̆ ֶ

╟ᴐ̕ ⁮ ̆ ֶ Уэ ICMP
̆ х ꜛȂ 

RGOS ֒ ᾳЮ IP Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆Ὧ ҩ IP Ȃ 

no ip source-route 

ȍ Ȏ 

ԇ ү Эа Ȃ 

ip unreachables 

RGOS ֒ ӊ ICMP а ̆ ԇ ip 
unreachablesȂ ԇ no ԈὯ ICMP а Ȃ 

ip unreachables 

no ip unreachables 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

RGOS ֒ ⁮Уэ ѝ ̆ а

Э ̆ ֶ Уэ ICMP а Ȃ 

RGOS ֒ ұ ̆ а Уэ ꜛ̆ ֶ

ICMP ў а Ȃ 

ԇ ICMP а Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ Ὧ̆ ҩFastEthernet 0/1 ICMP а Ȃ 

interface fastEthernet 0/1 
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no ip unreachables 

ȍ Ȏ 

ԇ ү Эа Ȃ 
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DHCP ԇ 

DHCP Ὧ ԇ 

DHCP ꜛ ԈЮ ԇ̔ 

¸ bootfile 
¸ client-identifier 
¸ client-name 
¸ default-router 
¸ dns-server 
¸ domain-name 
¸ hardware-address 
¸ host 
¸ ip address dhcp 
¸ ip dhcp excluded-address 
¸ ip dhcp ping packet 
¸ ip dhcp ping timeout 
¸ ip dhcp pool 
¸ lease 
¸ netbios-name-server 
¸ netbios-node-type 
¸ network̂DHCP
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file-name Ѭ ұ ╟ ֒ Ȃ 

ȍ ᾳȎ 

Ѭ ╟ ֒ Ȃ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

Ҿ DHCP ╟ ѐ Ю ᴐ ȁ ֒ D̆HCP
╘ ᵏ ╟ ẹ ֒ ̆DHCP Ԉ

╘ ̂ TFTP̃Ю ֒Ȃὲ ╘ next-server ԇ

ѬȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ Ѭҩ router.conf ᴐѝ ╟ ֒ Ȃ 

bootfile router.conf 

ȍ Ὧ ԇȎ 

ԇ  

ip dhcp pool Ѭ DHCP ̆ ὡ DHCP
Ȃ 

next-server DHCP ╟ ЮУэ ╘

IP Ȃ 
 

client-identifier 

ѬDHCP У ̂Ԉ ︠Ὡ ⁸ ̃̆ DHCP
ԇ client-identifierȂ ԇ no Ԉ‮

Ȃ 

client-identifier unique-identifier 

no client-identifier 

ȍ Ȏ 

  

unique-identifier

DHCP ̆Ԉ ︠Ὡ ⁸ Ȃ

0100.d0f8.2233.b467.6967.6162.6974.4574.686
5.726e.6574.302f.31Ȃ 
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ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

Ҿ DHCP DHCP ╘ ‍ IP ̆

֒ Ԇ Ȃ Ӯ ȁMAC
̆ MAC ѝ 00d0.f822.33b4ȁ ѝ GigabitEthernet 

0/1 ѝ 
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client-name 
Ѭ DHCP Ȃ Ԉ ֗ᴉ ῆ ASCII

Ȃ а ꜛ ̆ Ѭ river ѝ

DHCP ̆а Ѭѝ river.i-net.com.cnȂ

ȍ ᾳȎ 

Ѭ Ȃ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

DHCP Ѭ ̆ Ԉ‾ ԇ Ѭ DHCP

 

ѝ
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Ѭ ὯȂ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

У ᾳЮ̆DHCP ӱ DHCP ╘ Ὧᶕ Ȃ

DHCP ╘ ѝ Уэ Ὧ IP ̆ б‍

Уэ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ Ѭҩ 192.168.12.1 ᴐѝ ὯȂ 

default-router 192.168.12.1 

ȍ Ὧ ԇȎ 

ԇ  

ip dhcp pool Ѭ DHCP ̆ ὡ

DHCP Ȃ 
 

dns-server 

Ѭ DHCP DNS ╘ ̆ DHCP ԇ

dns-serverȂ ԇ no Ԉ‮ DNS ╘ ѬȂ 

dns-server { ip-address [ ip-address2…ip-address8 ] |  
use-dhcp-client interface-type interface-number } 

no dns-server  

ȍ Ȏ 

  

ip-address Ѭ DNS ╘ IP Ȃ

УэȂ 

ip-address2…ip-address8 ̂ ̃ Ԉ 8 э DNS ╘

Ȃ 

use-dhcp-client 
interface-type 
interface-number 

RGOS ֒ DHCP
⁮ DNS ╘ ᴐ̆ѝ DHCP

DNS ╘ Ȃ 

ȍ ᾳȎ 

Ѭ DNS ╘ Ȃ 

ȍ ԇ Ȏ 
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DHCP  

ȍᴳ Ȏ 

Ѭ э DNS ╘ ̆ᾗ ₥ ִἼ ̆DHCP б

₥ DNS ╘ ̆ ֶ ЮУэ DNS ╘ Ȃ 

RGOS ֒ ҂ṁ DHCP ̆ Ԉ DNS
╘ ᶕ ּ̆ DHCP Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ѝ DHCP ҩ DNS ╘ 192.168.12.3Ȃ 

dns-server 192.168.12.3 

ȍ Ὧ ԇȎ 

ԇ  

domain-name Ѭ DHCP Ȃ 

ip address dhcp DHCP IP ᶕ Ȃ 

ip dhcp pool Ѭ DHCP ̆ ὡ DHCP
Ȃ 

 

domain-name 

Ѭ DHCP ̆ DHCP ԇ domain-nameȂ
ԇ no D H C P� 6 � ã 2�
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̆ ў ԈҩȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ DHCP Ѭҩ i-net.com.cnȂ 

domain-name i-net.com.cn  

ȍ Ὧ ԇȎ 

ԇ  

dns-server  Ѭ DHCP DNS ╘  

ip dhcp pool Ѭ DHCP ̆ ὡ DHCP
Ȃ 

 

hardware-address 

Ѭ DHCP ֒ ̆ DHCP ԇ

hardware-addressȂ ԇ no Ԉ‮ ֒ ѬȂ 

hardware-address hardware-address type  

no hardware-address 

ȍ Ȏ 

  

hardware-address Ѭ DHCP MAC Ȃ 

type 

DHCP ֒ ̆ Ԉ

ѕ ѬȂ ѕ ̔ 
Õ ethernet  
Õ ieee802  

̔ 
Õ 1̂10M ethernet̃ 
Õ 6̂IEEE 802̃ 

ȍ ᾳȎ 

֒ Ȃ 

Ѭ ֒ ̆ ѝ ethernetȂ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

DHCP Ѭ ̆ Ԉᴳ ԇȂ 
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ȍѡᴿȎ 

ԈЮ ᴿ ̆ Ѭҩ ѝ ethernet MAC 00d0.f838.bf3dȂ 

hardware-address 00d0.f838.bf3d 

ȍ Ὧ ԇȎ 

ԇ  

client-identifier  Ѭ DHCP У ̂Ԉ

︠Ὡ ⁸ Ȃ̃ 

host Ѭ IP Ȃ ұ

DHCP Ȃ 

ip dhcp pool Ѭ DHCP ̆ ὡ

DHCP Ȃ 
 

host  

Ѭ DHCP ў IP ̆ DHCP
ԇ hostȂ ԇ no Ԉ‮ DHCP IP
ѬȂ 

host ip-address [ netmask ] 

no host 

ȍ Ȏ 

  

ip-address Ѭ DHCP ў IP Ȃ 

netmask Ѭ DHCP ў Ȃ 

ȍ ᾳȎ 

Ѭў IP Ȃ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ ᾳȎ IP
Ȃ ѝ̕

�×
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ԈЮ ᴿ ̆ IP ѝ 192.168.12.91̆ ѝ ὁ

255.255.255.240Ȃ 

host 192.168.12.91 255.255.255.240 

ȍ Ὧ ԇȎ 

ԇ  

client-identifier  Ѭ DHCP У ̂Ԉ

︠Ὡ ⁸ Ȃ̃ 

hardware-address Ѭ DHCP ֒ Ȃ 

ip dhcp pool Ѭ DHCP ̆ ὡ

DHCP Ȃ 
 

ip address dhcp 

ᴳ Ԉ PPPȁHDLCȁFR DHCP IP
ᶕ ̆ ԇ ip address dhcpȂ ԇ no Ԉ

Ȃ 

ip address dhcp 
no ip address dhcp 

ȍ ᾳȎ 

а DHCP IP Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

RGOS ֒ DHCP ̆ IP ̆ DHCP ╘

ᵏҷэ ᶕ ̔1̃DHCP 1̆ ̕2̃DHCP
3̆ У Э Ὧᶕ ̕3̃DHCP 6̆DNS ╘ ᶕ ̕

4̃DHCP 15̆ў ̕DHCP 44̆WINS ╘ ᶕ Ȃ 

RGOS ֒ ἵ PPPȁFRȁHDLC Э dhcp
̆ э ╘ ̆ ₥ ԏ ╘ ╖  

ȍѡᴿȎ 

ԈЮ ᴿ ̆ᴳ FastEthernet 0 ╟ IP Ȃ 

interface fastEthernet 0 
ip address dhcp 

ȍ Ὧ ԇȎ 
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network̂DHCP̃ Ѭ DHCP
Ȃ 

 

ip dhcp ping packet 

DHCP ╘ ᾰ ̆ping ̆ ὤ

ԇ ip dhcp ping packetȂ ԇ no Ȃ 

ip dhcp ping packet [ number ] 

no ip dhcp ping packet 

ȍ Ȏ 
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ԇ ip dhcp poolȂ ԇ no Ԉ‮ DHCP Ȃ 

ip dhcp pool pool-name 

no ip dhcp pool pool-name 

ȍ Ȏ 

  

pool-name Ԉ Ȃ

mypool̆ 1Ȃ 

G!5B D H C P Ȃ DHCP
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no lease 

ȍ Ȏ 

  

days Ѭ ̆Ԉ ѝ ᴁȂ 

hours ̂ ̃ Ѭ ̆Ԉ ѝ

ᴁȂ Ѭ ₥ Ѭ Ȃ

minutes 
̂ ̃ Ѭ ̆Ԉ‍ ѝ

ᴁȂ Ѭ‍ ₥ Ѭ

Ȃ 

infinite Ѭ ⁸ Ȃ 

ȍ ᾳȎ 

ѝУ Ȃ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

⁮ ̆DHCP ֶ ȂDHCP ╘ У ֶἵ

̆ ᶑ а Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ DHCP ѝ 1 ѝ 1
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type 

Ѭ NetBIOS ̆ ч Ȃ 
Ѭ̆ ӱ 0~FF̆︠Ὡ ⁸ ת̆ ԈЮ

ḣ̔ 
Õ 1̆Ԇ b-node̕ 
Õ 2̆Ԇ p-node̕ 
Õ 4̆Ԇ m-node̕ 
Õ 8̆Ԇ h-nodeȂ 

ѕ Ѭ̔ 
Õ b-nodĕ ̕ 
Õ p-nodĕ ̕ 
Õ m-nodĕ ̕ 
Õ h-nodĕ Ȃ 

ȍ ᾳȎ 

Ѭ NetBIOS Ȃ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

DHCP NetBIOS 1̔̃Broadcast̆
̆ NetBIOS ̕2̃Peer-to-peer̆
̆ WINS ╘ NetBIOS ̕3̃Mixed̆

̆Ἴ ̆ б WINS ╘

̕4̃Hybrid̆ ̆ Ἴ WINS ╘

NetBIOS ̆ ⁮ ̆ NetBIOS
Ȃ 

ᾳЮ̆ ᴐ ѝ Ȃ

WINS ╘ ̆ ѝ ̕ ҩ WINS ╘ ̆ ѝ

Ȃ NetBIOS ѝ HybridȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ DHCP NetBIOS ѝ Ȃ 

netbios-node-type h-node 

ȍ Ὧ ԇȎ 

ԇ  

ip dhcp pool Ѭ DHCP ̆ ὡ DHCP
Ȃ 

netbios-name-server DHCP NETBIOS
WINS ╘  
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next-server 

Ѭ DHCP ╟ ѐ ╟ ╘ ‟ ̆ DHCP
ԇ next-serverȂ ԇ no Ԉ‮ ╟ ╘ ‟

ѬȂ 

next-server ip-address [ ip-address2…ip-address8 ]  

no next-server 

ȍ Ȏ 

  

ip-address Ѭ ╟ ╘ IP ̆ ѝ

TFTP ╘ Ȃ УэȂ 

ip-address2…ip-address8 ̂ ̃ Ԉ 8 ╟ ╘ Ȃ

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

Ѭ э ╟ ╘ ̆ᾗ ₥ ִἼ ̆DHCP б

₥ ╟ ╘ ̆ ֶ ЮУэ ╟ ╘ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ѝ DHCP ҩ ╟ ╘ 192.168.12.4Ȃ 

next-server 192.168.12.4 

ȍ Ὧ ԇȎ 

ԇ  

bootfile Ѭ DHCP ╟ ẹ ֒  

ip dhcp pool Ѭ DHCP ̆ ὡ DHCP
Ȃ 

ip help-address Ѭ Helper  

option  RGOS ֒ DHCP ╘ Ȃ 
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option 

DHCP ╘ ̆ DHCP ԇ optionȂ ԇ

no Ԉ‮ option ѬȂ 

option code { ascii string | hex string | ip ip-address } 

no option 

ȍ Ȏ 

  

code Ѭ DHCP Ԇ Ȃ 

ascii string ѬУэ ASCII ѕȂ 

hex string Ѭ︠Ὡ ⁸ ѕȂ 

ip ip-address Ѭ IP ‟ Ȃ 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

DHCP ᵏҩУэ ⁸̆ἵ TCP/IP ѐ ᶕ ּ ў Ȃ

DHCP ж option ̆ ‍ᾃ ѝ ᾃע ̆ᴔ Ԉ

ᾳ Ѭ D̆HCP 312 option 
ᶕ DHCP Ȃ DHCP ѐ ҂ ѝУэ Ȃ

Ὧұ ₥ DHCP option Ѭ̆ RFC 2131 Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ Ԇ 19 ҩ Ѭ̆ ᾱ ҩ DHCP 
IP ꜛ Ȃ0 Ὧ IP ꜛ 1̕ IP ꜛ ȂԈ

Ю ̆ᴳ DHCP IP ꜛ Ȃ 

option 19 hex 1 

ԈЮ ᴿ ̆ Ԇ 33 ҩ Ѭ̆ DHCP ᵏ

ҩ ᶕ ̆DHCP ч ̔1̃
172.16.12.0̆ Ὧ 192.168.12.12̕2̃ 172.16.16.0̆ Ὧ

192.168.12.16Ȃ 

option 33 ip 172.16.12.0 192.168.12.12 172.16.16.0 
192.168.12.16 

ȍ Ὧ ԇȎ 
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ԇ  

ip dhcp pool Ѭ DHCP ̆ ὡ

DHCP Ȃ 
 

service dhcp 

Э DHCP ╘ ѐ Ԇ ̆ ὤ ԇ service 
dhcpȂ ԇ no ԈὯ DHCP ╘ ѐ Ԇ Ȃ 

service dhcp 
no service dhcp 

ȍ Ȏ 

 

ȍ ᾳȎ 

Ὧ DHCP ╘ ѐ Ԇ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

DHCP ╘ Ԉ ╟ ‍ IP ̆ ᵏ DNS ╘ ȁ

Ὧ ᶕ ȂDHCP ѐ Ԉ DHCP ὲ

╘ ̆ DHCP ꜛ DHCP ̆ DHCP
ѐ ᴐ Ȃ 

Ҿӊ Э   DHCP ╖ ὲӹ╖ ᾰ ̆έᴇ

Ὧӊ ̆Ԉ ᶕ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆
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б ԇ 

¸ clear ip dhcp binding 
¸ clear ip dhcp conflict 
¸ debug ip dhcp client 
¸ debug ip dhcp server 
¸ clear ip dhcp server statistics 
¸ show dhcp lease 
¸ show ip dhcp binding 
¸ show ip dhcp conflict 
¸ show ip dhcp server statistics 

clear ip dhcp binding 

DHCP ̆ clear ip dhcp binding ԇȂ 

clear ip dhcp binding { * | ip-address } 

ȍ Ȏ 

  

* ‮ DCHP Ȃ 

ip-address ‮ IP Ȃ 

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ DHCP ╟ D̆HCP ‮ Ԉ no ip 
dhcp pool ԇȂ 

ȍѡᴿȎ 

ԈЮᴿ ̆ ҩ IP ѝ 192.168.12.100 DHCP Ȃ 

clear ip dhcp binding 192.168.12.100 

ȍ Ὧ ԇȎ 

ԇ  
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show ip dhcp binding DHCP ╘ Ȃ 

 

clear ip dhcp conflict 

DHCPᾰ ̆ clear ip dhcp conflict ԇȂ 

clear ip dhcp conflict { * | ip-address } 

ȍ Ȏ 

  

* ‮ DCHP ᾰ Ȃ

ip-address ‮ IP ᾰ Ȃ 

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

DHCP ╘ ᾰ ping ֶ ̆DHCP ᾰ

̂ARP Ȃ̃clear ip dhcp conflict Ԉ‮ ᾰ Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ̆ ҩ ᾰ Ȃ 

clear ip dhcp conflict * 

ȍ Ὧ ԇȎ 

ԇ  

ip dhcp ping packets Ѭ DHCP ╘ ‍DHCP
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clear ip dhcp server statistics 

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

DHCP ╘ ̆ ҩ DHCP ȁ ╟ ȁ

̆ DHCP ҩ Ȃclear 
ip dhcp server statistics ԇ Ԉ‮ ̆ӱ Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ̆ DHCP ╘ Ȃ 

clear ip dhcp server statistics 

ȍ Ὧ ԇȎ 

ԇ  

show ip dhcp server statistics DHCP ╘ Ȃ

 

debug ip dhcp client 

DHCP Client ̆ debug ip dhcp client
ԇȂ 

debug ip dhcp client 
no debug ip dhcp client 

ȍ Ȏ 

 

ȍ ᾳȎ 

Ὧ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ ұ dhcp client ұ ╘ Ӈҵ ѐ ў ᾃ ̆Ԉ

Ȃ 

ȍѡᴿȎ 
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ԈЮᴿ ̆ Э dhcp ὯȂ 

debug ip dhcp client 

ȍ Ὧ ԇȎ 

debug ip dhcp server 

DHCP Server ̆ debug ip dhcp server
ԇȂ 

debug ip dhcp server 
no debug ip dhcp server 

ȍ Ȏ 

 

ȍ ᾳȎ 

Ὧ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ ұ dhcp server ұ Ӈҵ ѐ ў ᾃ ̆Ԉ

Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ̆ Э dhcp ╘ ὯȂ 

debug ip dhcp server 

ȍ Ὧ ԇȎ 

show dhcp lease 

DHCP ᶕ ̆ EXEC ԇ show dhcp leaseȂ 

show dhcp lease 

ȍ Ȏ 

 

ȍ ᾳȎ 

ѝȂ 
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ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ѭ IP ̆ ᾳȂ Ѭҩ IP ̆

IP ᾳȂ 

ȍѡᴿȎ 

ԈЮѝ show dhcp lease Ȃ 

Ruijie# show dhcp lease  
Temp IP addr: 192.168.5.71  for peer on Interface: 
FastEthernet0/0 

Temp  sub net mask: 255.255.255.0 
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ԈЮѝ show ip dhcp binding Ȃ 

Ruijie# show ip dhcp binding  
IP address    Client-Id/         Lease expiration  Type 
                Hardware address 

192.168.1.2   00d0.f866.4777    IDLE             Manual 

Ѭ ЮȂ 

  

IP address ‍ DHCP IP Ȃ 

Client-Id/ 
Hardware address  DHCP client identifier ֒

Lease expiration  
⁮ ȂInfinite ⁸̕

IDLE ₥ ̆ ₥

DHCP ў╟ Ȃ 

Type ȂAutomatic ╟‍ ̕

Manual ‍ Ȃ 

ȍ Ὧ ԇȎ 

ԇ  

clear ip dhcp binding DHCP  

 

show ip dhcp conflict 

DHCP ╘ ᾰ ̆ EXEC ԇshow ip dhcp conflictȂ 

show ip dhcp conflict  

ȍ Ȏ 

 

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ Ԉ DHCP ╘ ⁮ ᾰ ‟ ‟ Ȃ 

ȍѡᴿȎ 

ԈЮѝ show ip dhcp conflict ԇ   Ȃ 
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Ruijie# show ip dhcp conflict 
IP address     Detection Method 

192.168.12.1     Ping 
 

dhcpd excluded ipaddress 
192.168.12.100 

Ѭ ЮȂ 

  

IP address а ‍ DHCP IP
Ȃ 

Detection Method ᾰ Ȃ 

dhcpd excluded ipaddress Ȃ 

ȍ Ὧ ԇȎ 

ԇ  

clear ip dhcp confict DHCP ᾰ  

 

show ip dhcp server statistics 

DHCP ╘ ̆ EXEC ԇ show ip dhcp 
server statisticsȂ 

show ip dhcp server statistics 

ȍ Ȏ 

 

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ Ԉ DHCP ╘ ₥ Ȃ 

ȍѡᴿȎ 

ԈЮѝ show ip dhcp server statistics ԇ   Ȃ 

Ruijie# show ip dhcp server statistics  
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Address pools             4 
Automatic bindings        4 

Manual bindings           0 
Expired bindings          0 

Malformed messages 2 
 

Message                   Received 
BOOTREQUEST               216 

DHCPDISCOVER              33 
DHCPREQUEST               25 

DHCPDECLINE               0 
DHCPRELEASE               1 

DHCPINFORM                150 
 

Message                   Sent 
BOOTREPLY                 16 

DHCPOFFER                 9 
DHCPACK                   7 

DHCPNAK                   0 
 

Ѭ ЮȂ 

  

Address pools э  

Automatic bindings ╟ Ȃ 

Manual bindings   Ȃ 

Expired bindings Ȃ 

Malformed messages DHCP ⁮а Ȃ 

Message Received or Sent  DHCP ╘

Ȃ 

ȍ Ὧ ԇȎ 

ԇ  

clear ip dhcp server statistics ‮ DHCP ╘ Ȃ
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ip helper-address  

ᴳ ԇ Ԉ ╗Уэ DHCP ╘ Ȃ ԇ no ̆‮

Уэ ╘ Ȃ 

ұ ╘ Ԉὤ ҂̆ Ԉ Ȃ ԇ Ԉ

ὤ Ю ҂̆ Ԉ Ю ‍̆⁞ ╗ Ю DHCP
╘ ᶕ Ȃ 

ȍ ᾳȎ 

֗ᴉ ╘ ᶕ Ȃ 

ȍ ԇ Ȏ 

ὤ /  

ȍᴳ Ȏ 

э Ԉ э dhcp ╘ ̆ э Уэ DHCP
ֶ ⁮ э ╘ Ȃ Ԉӱ э ѐ Уэ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ DHCP ╘ ѝ 61.154.26.49Ȃ 

ip helper-address 61.154.26.49 

ȍ Ὧ ԇȎ 

ԇ  
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Ὧ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ б option dot1x ԇҵ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆Ӈ Ӈ Ȃ 

Ip dhcp relay information option82  

ȍ Ὧ ԇȎ 

ԇ  

Service dhcp DHCP ѐ Ԇ  
ip dhcp relay information 
option dot1x DHCP option dot1x ╖  

 

ip dhcp relay check server-id 

ᴳ ԇ ip dhcp relay check server-id ╖ ̆G ԇ

no Ὧ ip dhcp relay information check server-id ╖ Ȃ 

ȍ ᾳȎ 

Ὧ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ̆Ӈ DHCP REQUEST ֶ

server-id option serverȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆Ӈ Ӈ Ȃ 

Ip dhcp relay check server-id  

ȍ Ὧ ԇȎ 

ԇ  

Service dhcp DHCP ѐ Ԇ  
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ip dhcp relay suppression  

ᴳ ԇ ὤ DHCP ╖ ̆G ԇ no Ὧ ὤ

DHCP ╖ DHCP relay ⁸╖ Ȃ 

ȍ ᾳȎ 

Ὧ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ ̆ DHCP request а relayȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ 1 relay ⁸╖ Ȃ 

Ruijie# 

Ruijie# configure terminal  
Ruijie(config)# interface fastEthernet 0/1 
Ruijie(config-if)# ip dhcp relay suppression  
Ruijie(config-if)# exit 
Ruijie(config)# 

ȍ Ὧ ԇȎ 

ԇ  

service dhcp DHCP ѐ Ԇ  
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DNS ԇ 

Ὧ ԇ 

ip domain-lookup 

╟ DNS ȂG ԇ no ‡Ὧ DNS ╖

Ȃ 

ip domain-lookup 

no ip domain-lookup 

ȍ Ȏ 

ᾳѝ DNS ╖ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇѝ DNS ╖ Ὧ̆ ԇ̆‡ ╟ DNS
Ȃ 

ȍѡᴿȎ 

Ю ᴿ DNS ╖ Ὧ̔ 

Ruijie(config)# ip domain-lookup 

ȍ Ὧ ԇȎ 
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host-name ў  

ip-address IP  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

‮ ў ‟ ̆ Ԉ no ip host host-name ip-address ԇ

‮  

ȍѡᴿȎ 

Ruijie(config)# ip host switch 192.168.5.243 

ȍ Ὧ ԇȎ 

ԇ  

show hosts DNS Ὧ ᶕ Ȃ 

ȍ Ȏ 

ԇ ₥Ө RGOS10.1 Э Ȃ 

clear host 

╟ ў ᾰ ̆ Ԉ ѐ ԇȂ 

clear host [host-name] 

ȍ Ȏ 

  

host-name Ԉ‮ э ╟ ў ᾰȂ“*”Ԇ
ὤ ╟ ў ᾰȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ў ᾰ ѐ ̆ чэ 1̔̃ ip host 2̃̕
DNS ╟ ҃Ȃ ԇֶ̆‮ ₥ DNS ╟ ҃⁮

ў Ȃ 

ȍѡᴿȎ 
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SNTP ԇ 

Ὧ ԇ 

ὤ ԇ 

¸ sntp enable 
¸ sntp server 
¸ sntp interval 

sntp enable 

ԇ SNTP ╖ ̆G ԇѐ no ѝ

ḣ—DisableȂ 

[no] sntp enable 

ȍ Ȏ 

 

ȍ Ȏ 

SNTP Disable 

ȍ ԇ Ȏ 

 ὤ  

ȍᴳ Ȏ 

ᴳ show sntp ԇ SNTP Ὧ  

ȍѡᴿȎ 

RedGiant(config)# sntp enable 

ȍ Ὧ ԇȎ 

ԇ  

show sntp SNTP  

clock update-calendar ֒ ֒  

clock set ֒  
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ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

sntp server 

ԇ SNTP Server
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ȍ Ȏ 

seconds ̔ ̆ ᴁѝľ Ŀ ѝ 60 --65535 Ȃ 

ȍ Ȏ 

ḣѝ 1800s 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴳ show sntp ԇ SNTP Ὧ Ȃ 

ȍѡᴿȎ 

RedGiant(config)# sntp interval 3600 

ȍ Ὧ ԇȎ 

ԇ  

sntp enable SNTP 

show sntp SNTP Ὧ  

clock update-calendar ֒ ֒  

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

Ὧ ԇ 

б ꜛ ԈЮ ԇ: 

¸ show sntp 

show sntp 

ԇ SNTP Ὧ Ȃ 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

 

ȍᴳ Ȏ 
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ᴳ show sntp ԇ SNTP Ὧ  

ȍѡᴿȎ 

RedGiant# show  sntp 
SNTP state            : Enable 

SNTP server           : 192.168.4.12 
SNTP sync interval   : 60 

Time zone              : +8 

ȍ Ὧ ԇȎ 

ԇ  

sntp enable SNTP 

show sntp SNTP Ὧ  

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

 



NTP ԇ 

http://www.ruijie.com.cn 

NTP ԇ 

NTP Ὧ ԇ 

NTP ꜛ ԈЮ ԇ̔ 

¸ no ntp 

¸ ntp authenticate 

¸ ntp authentication-key 

¸ ntp disable 

¸ ntp server 

¸ ntp synchronize 

¸ ntp trusted-key 

no ntp 

Ὧ ntp ╘ ṃ̆ б ╘ ̆ ntp ᶕ Ȃ 

no ntp 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

ᾳЮ NTP ╘ Ὧ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ᾳЮ̆NTP ╖ Ὧ ת̆ ҩ NTP ╘ NTP
ὤ ⁞ ⁸̆NTP ╖ ֶ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆Ὧ ҩ NTP ╘Ȃ 

no ntp 

ȍ Ὧ ԇȎ 



NTP ԇ 

http://www.ruijie.com.cn 

ԇ  

ntp server Уэ NTP ╘  

 

ntp authenticate 

NTP ╘ᴳ NTP ὤ ⁸Ȃ 

ntp authenticate 

no ntp authenticate 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

ᾳЮ NTP ὤ ⁸ Ὧ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ᴳ ὤ ὤ ⁞ ⁸ ‡̆а ᶕ ╗ Ȃ ὤ

ὤ ⁞ ⁸̆ ὲӹ ὤ ̆ ұ ╘ ╗

ᶕȂ 

ῆ ntp authentication-keyȁntp trusted-key ᶕ

֗ Ȃ 

ȍѡᴿȎ 

ҩ ὤ ὲ ѝὤ ᶕ֗ ̆

⁸Ȃ 

ntp authentication-key 6 md5 wooooop 

ntp trusted-key 6 
ntp authenticate 

ȍ Ὧ ԇȎ 

ԇ  

ntp authentication-key ὤ  

ntp trusted-key ὤ ᶕ֗ Ȃ 
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ntp authentication-key 

ѝ NTP ╘ Уэὤ NTP Ȃ 

ntp authentication-key key-id md5 key-string [enc-type] 

no ntp authentication-key key-id md5 key-string [enc-type] 

ȍ Ȏ 

  

key-id ID̕ 

key-string  ѕ̕ 

enc-type ̂ ̃ ╗ 0̆
╗ ̆7 ╗ ̕ 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ὤ ̆ md5 ╗ ̆ э Уэ У key-id
̆ Ԉ ntp trusted-key key-id ѝὤ ᶕ

֗ Ȃ 

Э ѝ 1024 э̆ת э ╘ ӨӨ Уэ  

ȍѡᴿȎ 

ԈЮᴿ Уэ ID ѝ 6  

ntp authentication-key 6 md5 wooooop 

ȍ Ὧ ԇȎ 

ԇ  

ntp authenticate ὤ ὤ ⁞ ⁸ 

ntp trusted-key ὤ ᶕ֗  

ntp server Уэ NTP
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ntp disable 

Ὧ NTP ╖ Ȃ 

ntp disable 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

ᾳЮ Ԉ NTP Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᾳЮ̆֗ Э NTP Ԉ ᵏ

̆ э╖ ̆ Ԉ Э ⁮ NTP Ȃ 

 

~ 注意：  

IP ̆ ὲӹ

Э ԇȂ 

 

ȍѡᴿȎ 

ԈЮ ᴿ ̆Ὧ NTP Ȃ 

no ntp 

ȍ Ὧ ԇȎ 

ntp server 

ѝ NTP Уэ NTP ╘ Ȃ 

ntp server ip-addr [ version version ] [ source if-name ] [ key  
keyid][prefer] 

no ntp server ip-addr 

ȍ Ȏ 

  

ip-addr NTP ╘ IP ̕ 
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version ̂ ̃ NTP ̂1-3̃̆ NTPv3
̕ 

if-name ̂ ̃ NTP ̂Ь ̃̕

keyid ̂ ̃ б ╘ ᶕ ╗  

prefer ̂ ̃ ╘ ѝ Prefer ╘  

ȍ ᾳȎ 

NTP ╘ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 
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Ȃ 

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

NTP б э ╘ ‫ ѝ 8 э ̆Ѯ ѝ У‍

̆ ╟ ̆ ̆‡ Ԉ

ᴳ ԇ  

ȍѡᴿȎ 

ԈЮ ᴿ ̆ NTP Ȃ 

Ntp synchronize 

ȍ Ὧ ԇȎ 

ԇ  

ntp server Уэ NTP ╘   

 

ntp trusted-key 

Уэ ID ѝὤ ᶕ֗  

ntp trusted-key key-id 

no ntp trusted-key key-id 

ȍ Ȏ 

  

key-id ὤ ᶕ֗ IDȂ 

ȍ ᾳȎ 

ᾳЮ ᶕ֗ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

NTP ᶕ֗ ̆ ID ̆

аּ ̆Ԉ ὤ ̕ 
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ȍѡᴿȎ 

ԈЮ Уэ ̆ ѝ ╘ ᶕ֗ Ȃ 

ntp authentication-key 6 md5 wooooop 
ntp trusted-key 6 

ntp server 192.168.210.222 key 6 

ȍ Ὧ ԇȎ 
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debug ntp 

ȍ Ὧ ԇȎ 

Ȃ 

show ntp status 

NTP ᶕ Ȃ 

show ntp status 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

NTP ╘ ̆ ₥ NTP ᶕ ̆ У ╗

╘ Ѯ₥ ԇаֶ ֗ᴉᶕ Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ̆ ₥ NTP ᶕ Ȃ 

show ntp status 

ȍ Ὧ ԇȎ 
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UDP-Helper ԇ 

Ὧ ԇ 

udp-helper enable 

udp-helper enable ԇ ╟ UDP ѐ ╖ Ȃno 
udp-helper enable ԇ Ὧ UDP ѐ ╖ Ȃ  

ᾳЮ̆UDP ѐ ұὯ Ȃ  

udp-helper enable 

no udp-helper enable 

ȍ Ȏ 
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ip helper-address 

UDP ѐ ╘ Ȃᴳ no ‮ UDP
ѐ ╘ Ȃ 

ip helper-address address 

no ip helper-address address 

ȍ Ȏ 

  

address 
UDP ѐ ╘ ̆

ѝ ‍︠ ⁸ ̆ э 20

э ╘ Ȃ 

ȍ Ȏ 

UDP ѐ ╘  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ԉѝ э 20 э ╘ Ȃ ѐ ╘

Э ,‡ ╟ҩ UDP-Helper ╖ ̆ӱ

UDP ̆ Ԉ ⁮ Э

╘ ЭȂ 

ᴳ no ip helper-address ⁮ ╘ Ȃ 

ȍѡᴿȎ 

Ю ᴿ UDP ѐ ╘ : 

Ruijie(config-if)# ip helper-address 192.168.100.1 

ȍ Ὧ ԇȎ 

ԇ  

ip forward-protocol  ѐ UDP  

 

ȍ Ȏ 

ԇ ₥Ө RGOS10.1 Э Ȃ 
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ip forward-protocol 

ԇ ѐ UDP Ȃᴳ ԇ no ‡

UDP ꜛ ѐ ╖ Ȃ 

ip forward-protocol udp [port | tftp | domain | time | netbios-ns | 
netbios-dgm | tacacs] 

no ip forward-protocol udp [port | tftp | domain | time | netbios-ns | 
netbios-dgm | tacacs] 

ȍ Ȏ 

  

port 
ѐ ̆ а

‡ 69,53,37,137,138,49
ѐ Ȃ 

tftp 
Trivial File Transfer Protocol(69) 

̆ UDP ѝ 69
ѐ Ȃ 

domain 
Domain Name System(53) 

̆ UDP ѝ 53
ѐ Ȃ 

time 
Time service(37) 

̆ UDP ѝ 37
ѐ Ȃ 

netbios-ns 
NetBIOS Name Service(137) 

̆ UDP ѝ 137
ѐ Ȃ 

netbios-dgm 
NetBIOS Datagram Service(138) 

̆ UDP ѝ 138
ѐ Ȃ 

tacacs 
TAC Access Control System(49) 

̆ UDP ѝ 49
ѐ Ȃ 

ȍ Ȏ 

UDP Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

UDP-Helper ╖ ̆‡ 69,53,37,137,138,49 UDP
ѐ ̆а ̆ ‡ Ȃ 

Ruijie(config)# ip forward-protocol udp 134 



UDP-Helper ԇ 

http://www.ruijie.com.cn 

ȍ Ὧ ԇȎ 

ԇ  

udp-helper enable ᴳ UDP  

ip forward-protocol ѐ UDP  

ȍ Ȏ 

ԇ ₥Ө RGOS10.1 Э Ȃ 
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SNMP ԇ 

Ὧ ԇ 

SNMP ꜛ ԈЮ Ὧ ԇ̔ 

¸ no snmp-server 
¸ show snmp 
¸ snmp-server chassis-id 
¸ snmp-server community 
¸ snmp-server contact 
¸ snmp-server enable traps 
¸ snmp-server host 
¸ snmp-server location 
¸ snmp-server packetsize 
¸ snmp-server queue-length 
¸ snmp-server system-shutdown 
¸ snmp-server trap-source 
¸ snmp-server trap-timeout 

no snmp-server 

SNMP Ԇ ╖ ̆ ὤ ԇ no snmp-serverȂ 

no snmp-server 
ȍ Ȏ 

SNMP Ԇ ╖  
ȍ ԇ Ȏ 

ὤ  
ȍᴳ Ȏ 

ԇὯ SNMP Ԇ ╘Ȃ 
ȍѡᴿȎ 

Ю ᴿ SNMP Ԇ ╘̔ 

Ruijie(config)# no snmp-server 
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ro  ̔ NMS MIB ̆а ᶢ Ȃ 

rw  ̔ NMS MIB ᾗȂ 

number  ̔ ‟ ‟ ̂0-99̃̆ Ὧ ‟ ̆

MIB NMS Ȃ 

ipaddr  ̔ Ὧ NMS ̆ MIB NMS Ȃ 

ȍ Ȏ 

ᴇ ѝ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇѝ SNMP Ԇ ╖ Уэ ԇ̆ ҩ ᴇ

ȁἵ MIB NMS Ȃ 

Ὧ SNMP Ԇ ╖ ̆ no snmp-server ԇ Ȃ 

ȍѡᴿȎ 

Ю ᴿᴳ ‟ ⁸ MIB ̆ ἵ ѝ192.168.12.1
NMS MIB ̔ 

Ruijie(config)# access-list 2 permit 192.168.12.1 
Ruijie(config)# access-list 2 deny any 
Ruijie(config)# snmp-server community public ro 2 

ȍ Ὧ ԇȎ 

ԇ  

access-list Ѭ ‟  

 

snmp-server contact 

SNMP ̆ ὤ ԇ snmp-server 
contactȂ ԇ no ‮ SNMP Ȃ 

snmp-server contact text 

no snmp-server contact 

ȍ Ȏ 

text ̔ ѕ 

ȍ Ȏ 
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ѝ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ю ᴿ SNMP ѝ i-net800@i-net.com.cn ̔ 

Ruijie(config)# snmp-server contact i-net800@i-net.co
m.cn 

ȍ Ὧ ԇȎ 

ԇ  

show snmp-server SNMP ᶕ  

no snmp-server Ὧ SNMP Ԇ ╖  

 

snmp-server enable traps 

SNMP ў╟ NMS Trap ̆ ұ УҾ

Ү֒ ̆ ὤ ԇ snmp-server enable trapsȂ ԇ

no SNMP NMS ў╟ Trap Ȃ 

snmp-server enable traps [snmp ] 

no snmp-server enable traps 

ȍ Ȏ 

snmp  ̔ SNMP Ү֒ Ȃ 

ȍ Ȏ 

Ю̆  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ бὤ ԇ snmp-server У ᴳ ̆ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ў╟ SNMP Ү֒ ̔ 

Ruijie(config)# snmp-server enable traps snmp 
Ruijie(config)# snmp-server host 192.168.12.219 public 
snmp 
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ȍ Ὧ ԇȎ 

ԇ  

snmp-server host  SNMP ў  

 

snmp-server host 

SNMP ў ̂NMS̃̆ ὤ ԇ

snmp-server hostȂ ԇ no SNMP ў Ȃ 

snmp-server host host-addr traps [version {1 | 2c | 3 [auth | noauth | 
priv]] community-string [udp-port  
port-num][notification-type] 

no snmp-server host host-addr 

ȍ Ȏ 

host-addr  ̔  SNMP ў  

version    ̔  snmp ̆V1ȁV2CȁV3 

auth | noauth | priv ̔ V3 ὤ ⁞Ȃ 

community-string ̔  ᴇ ѕ ̂V3 Ȃ̃ 

port-num   ̔  snmp ў  

notification-type ̔  ў╟ ̆ᴿ snmpȂ 

ȍ Ȏ 

ᾳЮ̆ SNMP ў Ȃ 

̆‡ꜛ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇбὤ ԇ snmp-server enable trapsУ ᴳ ў̆╟ NMS
Ȃ 

Ԉ эа SNMP ў ұ ̆Уэў Ԉᴳ

а ̆а ̆а ұ ў [ ]̆
У ₥ ̆ ў а ̆

а Ȃ 

ȍѡᴿȎ 

Ю ᴿ Уэ SNMP ў ̆ SNMP Ү֒ ̔ 
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Ruijie(config)# snmp-server host 192.168.12.219 public 
snmp 

ȍ Ὧ ԇȎ 

ԇ  

snmp-server enable traps  

 

snmp-server location 

SNMP ᴁ ᶕ ̆ ὤ ԇ snmp-server 
locationȂ ԇ no SNMP ᴁ ᶕ Ȃ 

snmp-server location text 

no snmp-server location 

ȍ Ȏ 

text ̔ ᶕ ѕȂ 

ȍ Ȏ 

ᶕ ѝ  

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ю ᴿ Уэ ᶕ ̔ 

Ruijie(config)# snmp-server location net-technology-c
ity 4F of A Buliding 

ȍ Ὧ ԇȎ 

ԇ  

snmp-sever contact  SNMP  

 

snmp-server packetsize 

⁸ SNMP ꜛ ̆ ὤ ԇ snmp-sever 
packetsizeȂ ԇ no ḣȂ 

snmp-server packetsize byte-count 

no snmp-server packetsize 
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ȍ Ȏ 

byte-count   ꜛ ̆ӱ 484 ⁮ 17876 Ȃ 

ȍ Ȏ 

1500  

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ю ᴿ SNMP ꜛ ѝ 1492̔ 

Ruijie(config)# snmp-server packetsize 1492 

ȍ Ὧ ԇȎ 

ԇ  

snmp-server queue-length SNMP ‟  

 

snmp-server queue-length 

‟ ̆ ὤ ԇ snmp-server 
queue-lengthȂ 

snmp-server queue-length length 

ȍ Ȏ 

length  ̔ ‟ ̆ ӱ 1 ⁮ 1000Ȃ 

ȍ Ȏ 

10 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

‟ ұ ̆ Ԉ ԇ ‟

⁸ Ȃ 

ѝ 4 э Ȃ 

ȍѡᴿȎ 

Ю ᴿ ‟ ѝ 4 э̔ 

Ruijie(config)# snmp-server queue-length 4 
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ȍ Ὧ ԇȎ 

ԇ  

snmp-server packetsize SNMP ꜛ  

 

snmp-server system-shutdown 

SNMP ╖ ̆ ὤ ԇ snmp-server 
system-shutdownȂ ԇ no Ὧ SNMP ╖ Ȃ 

snmp-server system-shutdown 

no snmp-server system-shutdown 

ȍ Ȏ 

Ὧ SNMP ╖  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴳ ԇ SNMP ╖ ̆ RGOS ֶ

reload/reboot Ԉ₥ NMS Ȃ 

ȍѡᴿȎ 

Ю ᴿ SNMP ╖ ̔ 

Ruijie(config)# snmp-server system-shutdown 

snmp-server trap-source 

SNMP ̆ ὤ ԇ snmp-server 
trap-sourceȂ ԇ no Ȃ 

snmp-server trap-source interface 

no snmp-server trap-source 

ȍ Ȏ 

interface  ̔ ұᴐѝ SNMP  

ȍ Ȏ 

SNMP ӱ э   ̆ ᴳ э IP ᴐѝ Ȃ 

ȍ ԇ Ȏ 
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ὤ  

ȍᴳ Ȏ 

ᾳЮ̆SNMP ӱ э   ̆ ᴳ э IP ᴐ

ѝ ̆ѝҩᵳұ ⁞̆ Ԉᴳ ԇ ᴳ Уэ IP
ᴐѝ SNMP Ȃ 

ȍѡᴿȎ 

Ю ᴿ Ԉ 0 IP ᴐѝ SNMP ̔ 

Ruijie(config)# snmp-server trap-source fastethernet 0 

ȍ Ὧ ԇȎ 

ԇ  
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snmp-server user 

SNMP ̆ ὤ ԇ snmp-server userȂ ԇ

no ‮ Ȃ 

snmp-server user username groupname {v1 | v2 | v3 [encrypted]  
[auth {md5 | sha} auth-password ] [priv des56 priv-password]} 
[access {num | name}] 

no snmp-server user username groupname {v1 | v2c | v3 } 

ȍ Ȏ 

username ̔ Ȃ 

groupname̔  

v1 | v2 | v3 ̔ SNMP Ȃ v3 ὤ Ȃ 

encrypted  ̔ ὡ ѝ ὡȂ ‡ Ԉ̆ ὡȂ

ҩԈ ὡ ‡̆ ὡ 16 ⁸ Ȃ

ᴳ MD5 ѝ 16 ̆ SHA ѝ

20 ȂԈчэ Уэ Ȃ╗ Ө Ȃ 

auth  ̔ ᴳ Ȃmd5 ᴳ MD5 Ȃsha ᴳ

SHA Ȃ 

auth-password: ᴳ ԇ ѕ̂ а 32 э Ȃ̃

Ҿ ԇ Ȃ 

priv  ̔ ᴳ ᶑ Ȃdes56 ᴳ 56 ᴁ DES ╗ Ȃ 

priv-password ̔ѝ╗ ԇ ѕ̂а 32 э Ȃ̃

э ԇ ╗ Ȃ 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ю ᴿ Уэ snmpV3 ̆ᴳ md5 ̆ ᴳ DES ╗  ̔

Ruijie(config)# snmp-server user user-2 mib2user v3 auth 
md5 authpassstr priv des56 despassstr 

ȍ Ὧ ԇȎ 

ԇ  
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show snmp user SNMP ᶕ  

 

snmp-server group 

SNMP ̆ ὤ ԇ snmp-server groupȂ
ԇ no ‮ Ȃ 

snmp-server group groupname {v1 | v2c | v3 {auth | noauth | priv}} 
[read readview][write writeview] [access {num | name}] 

no snmp-server group groupname {v1 | v2c | v3 } 

ȍ Ȏ 

v1 | v2c |v3 ̔ SNMP Ȃ 

auth̔ ּ ת а ᶑ ̆ v3 Ȃ 

noauth̔ ּ а ҂а ᶑ ̆ v3
Ȃ 

priv̔ ּ ּ ᶑ ̆ v3
Ȃ 

readview̔Ὧ Уэ Ȃ 

writeview̔Ὧ Уэ ᾗ Ȃ 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

 

Ruijie(config)# snmp-server group mib2user v3 priv read 
mib2 

ȍ Ὧ ԇȎ 

ԇ  

show snmp group SNMP ᶕ  
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snmp-server view 

SNMP ̆ ὤ ԇ snmp-server viewȂ ԇ

no ‮ Ȃ 

snmp-server view view-name oid-tree {include | exclude} 

no872135423p-server vieww
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show snmp ԇ SNMP Ὧ ᶕ ̕ 

show snmp mib ѐ snmp mib ᶕ ̕ 

show snmp user snmp ᶕ ̕ 

show snmp view snmp ᶕ ̕ 

show snmp group snmp ᶕ ̕ 

ȍѡᴿȎ 

Ю ᴿ SNMP Уэ ᶕ ̔ 

Ruijie# show snmp 
Chassis: 60FF60 
0 SNMP packets input 

0 Bad SNMP version errors 
0 Unknown community name 

0 Illegal operation for community name supplied 
0 Encoding errors 

0 Number of requested variables 
0 Number of altered variables 

0 Get-request PDUs 
0 Get-next PDUs 

0 Set-request PDUs 
0 SNMP packets output 

0 Too big errors (Maximum packet size 1500) 
0 No such name errors 

0 Bad values errors 
0 General errors 

0 Response PDUs 
0 Trap PDUs 

SNMP global trap: disabled 
SNMP logging: disabled 

SNMP agent: enabled 

ȍ Ὧ ԇȎ 

ԇ  

snmp-server chassis-id SNMP ‟  
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RMON ԇ 

Ὧ ԇ 

RMON ꜛ ԈЮ ԇ̔ 

¸ rmon collection stats index [owner owner-string] 

¸ rmon collection history index [owner owner-string] [buckets 
bucket-number] [interval seconds]  

¸ rmon alarm number variable interval {absolute | delta } 
rising-threshold value [event-number
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rmon alarm 

э MIB ᴳ ԇȂᴳ no Ȃ 

rmon alarm number variable interval  {absolute | delta }  
rising-threshold value [event-number]  falling-threshold value  
[event-number] [owner ownername] 

no rmon alarm number 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

RGOS ֒ѐ̆ἵ Ԉ ᶕ ᶢ ̆ꜛ

variable ȁ interval ȁ absolute/delta ȁ owner ȁ interval ȁ

rising-threadhold/falling-threadhold ὲ event ᶕ ת̆

Ҿ ᶕ а ̆ ⁮ЮУ Ү֒

Ḁ̆ ֶ ̕ 

ȍѡᴿȎ 

ԈЮᴿ ̆ MIB ᴿ ifInNUcastPkts.6Ȃ 

Ruijie(config)# rmon alarm 10 1.3.6.1.2.1.2.2.1.12.6 30 
delta rising-threshold 20 1 falling-threshold 10 1 owner 
zhangsan 

ȍ Ὧ ԇȎ 

ԇ 
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ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

ԈЮᴿ ̆ ѬҮ֒ ╟ᴐ̔ Ү֒ȁ trap Ȃ 

Ruijie(config)# rmon event 1 log trap rmon description 
"ifInNUcastPkts is too much " owner zhangsan 

ȍ Ὧ ԇȎ 

ԇ  

rmon alarm number variable interval 
{absolute | delta } rising-threshold value 
[event-number] falling-threshold value 
[event-number] [owner ownername] 

 show rmon statistics 
 

show rmon statictics  

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

Ԉ  

Ruijie#  show rmon statistics 
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Octets : 1884085 
Pkts : 3096 

BroadcastPkts : 161 
MulticastPkts : 97 

CRCAlignErrors : 0 
UndersizePkts : 0 

OversizePkts : 1200 
Fragments : 0 

Jabbers : 0 
Collisions : 0 

Pkts64Octets : 128 
Pkts65to127Octets : 336 

Pkts128to255Octets : 229 
Pkts256to511Octets : 3 

Pkts512to1023Octets : 0 
Pkts1024to1518Octets : 1200 

Owner : zhangsan 

ȍ Ὧ ԇȎ 

ԇ  

rmon collection stats index 
[owner owner-string] ╗Уэ  

 

show rmon history 

ᶕ Ȃ 

show rmon history 
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Buckets requested : 65535 
Buckets granted : 10 

Interval : 1 
Owner : zhangsan 

Sample : 198 
Interval start : 0d:0h:15m:0s 

DropEvents : 0 
Octets : 67988 

Pkts : 726 
BroadcastPkts : 502 

MulticastPkts : 189 
CRCAlignErrors : 0 

UndersizePkts : 0 
OversizePkts : 0 

Fragments : 0 
Jabbers : 0 

Collisions : 0 
Utilization : 0 

ȍ Ὧ ԇȎ 

ԇ  
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Event : 1 
Description : firstevent 

Event type : log-and-trap 
Community : public 

Last time sent : 0d:0h:0m:0s 
Owner : zhangsan 

Log : 1 
Log time : 0d:0h:37m:47s 

Log description : ipttl 
Log : 2 

Log time : 0d:0h:38m:56s 
Log description : ipttl 

ȍ Ὧ ԇȎ 

ԇ  
rmon alarm number variable 
interval {absolute | delta } 
rising-threshold value 
[event-number] falling-threshold 
value [event-number] [owner 
ownername] 

╗Уэ  

 

show rmon event 

ᶕ Ȃ 

show rmon event 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

ԈЮᴿ ̆ ᶕ ̔ 

Ruijie#  show rmon event 
Alarm : 1 
Interval : 1 

Variable : 1.3.6.1.2.1.4.2.0 
Sample type : absolute 
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Last value : 64 
Startup alarm : 3 

Rising threshold : 10 
Falling threshold : 22 

Rising event : 0 
Falling event : 0 

Owner : zhangsan 

ȍ Ὧ ԇȎ 

ԇ  

rmon event number [log] [trap 
community] [description-string] ╗УэҮ֒  
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RIP ԇ 

Ὧ ԇ 

auto-summary (RIP) 

RIP ╟ ╖ ̆ ԇ auto-summaryȂ
ԇ no Ὧ ╟ ╖ Ȃ 

auto-summary 
no auto-summary 

ȍ Ȏ 

Ȃ 

ȍ Ȏ 

╟ ╖ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

RIP ╟ ̆ ̆ ╟

ȂRIPv1 RIPv2 ᾳЮ ╟ Ȃ 

RIP ╟ ╖ ̆ ҩ ל Ȃ

̆ ѐ а⁮ꜛ ᾃ ̆ Ԉ

Ȃ 

ֶ ̆ў ԈЮ ̔ 

¸ RIP ̆ ֶ ⁮ִἼ ̕ 

¸ RIP ̆֗ᴉ ̆῏ ҩ Ȃ 

¸ ⁮έᴇ ̆ а ⁮

̆ Ὧ ╟ ╖ Ȃת RIPv2 ̆ RIPv1  

Ȏ  
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Ruijie(config-router)# version 2 
Ruijie(config-router)# no auto-summary 

ȍ Ὧ ԇȎ 

ԇ  

version Ѭ RIP ֒ Ȃ v1 v2 чэ ̆

v1&v2Ȃ 

ȍ Ȏ 

ȍ Ȏ 

default-metric (RIP) 

Ѭ RIP ḣ̆ ᴳ ԇ default-metricȂ ԇ

no Ȃ 

default-metric metric 
no default-metric 

ȍ Ȏ 

  

metric ḣ̆ ḣѝ 1 ⁮ 16Ȃ metric ḣ

ұ ұ 16̆RGOS ѝ а Ȃ 

ȍ Ȏ 

ѝ 1Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ б ԇ redistribute ᴳ Ȃ ӱ У

э ̆ ‍ ⁮ RIP ̆ ұа

⁸ аὸ ̆ ḣ Ȃ ̆ Ѭ

‍ RIP ѐ ḣȂ ‍ Уэ ̆

Ѭ ḣ̆RIP ᴳ default-metric Ѭ ḣ̕
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Ruijie(config)# router rip 
Ruijie(config-router)# default-metric 3 
Ruijie(config-router)#  redistribute ospf 100 

ȍ Ὧ ԇȎ 

ԇ  

redistribute ӱУэ ‍ ⁮ Уэ Ȃ

ȍ Ȏ 

ȍ Ȏ 

default-information originate(RIP) 

RIP
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У ת̆ аֶ ѐ Ȃ

ӊ ̆ Ԉ show ip rip database RIP ᶕ

Ȃ 

RIP ⁸̆ Ԉᴳ route-map ̆

̔ᴳ set metric ‡ ḣ Ȃ 

Ԉᴳ metric ḣ Ἴִת̆ ᴂұ

route-map set metric ‡̕ metric ̆‡

ᴳ RIP ḣȂ 

 

~ 注意： 

RIP ԇ ̆ ѫ RIP аᾋ ҃

Ȃ 

ұ ip default-network ̆ Ӱ ᴳ

default-information originate ԇ ὡ⁮ RIPȂ 

 

ȍѡᴿȎ 

ԈЮ ᴿ ӊ У ⁮ RIP Ȃ 

Ruijie(config-router)# default-information originate 
always 

ȍ Ὧ ԇȎ 

ԇ  

ip rip default-information  

redistribute ὲ ὡ RIP 

ȍ Ȏ 

ȍ Ȏ 

distance 

RIP ̆ ᴳ ԇ distanceȂ
ԇ no Ȃ 

distance distance [ ip-address wildcard ] 

no distance [distance ip-address wildcard ] 

ȍ Ȏ 
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access-list-number ‟ Ȃ ‟ ἵ

̆ Ԉ Ȃ 

prefix prefix-list-name ᴳ ₥ ‟ Ȃ 

gateway prefix-list-name ᴳ ₥ ‟ Ȃ 

interface-type interface-number ( ) ‍ ‟ ̆

Ȃ 

ȍ Ȏ 

Ѭ‍ ‟ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ѝҩ Ҿ ̆ Ԉ ‍ ⁸‟ ̆

⁮ Ȃ 

̆ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆RIP ӱ Fastethernet 0/0 ̆ ҩ

⁸ ̆ ἵ 172.16 Ȃ config)#( )Tj
/T60 1 Tf
.
6 0 Td
rounte rip  

config-rounte)#( )Tj
/T60 1 Tf13.28 0 Td
rnework  

config-rounte)#( )Tj
/T60 1 Tf13.28 0 Td
dlisribuntx-lis  

 

 
rne  

 

config-rounte)# no auto-summary( )Tj
/TT5 1 Tf
-3.72 -1.44 Td4Ruijie(config)# 

 

 

 172.1.-0. ( )Tj 0 Tw-22.72 -1.464 Td4-0.9.259.25 

 

Ȁ  
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distribute-list outȂ ԇ no ‮ ѬȂ 

distribute-list {[access-list-number | name] | prefix prefix-list-name} 
out [interface | protocol [process-id | process-name]] 

no distribute-list {[access-list-number | name] | prefix prefix-list-name} 
out [interface | protocol [ process-id| process-name]] 

ȍ Ȏ 

  

access-list-number ‟ Ȃ ‟ ἵ

̆ Ԉ Ȃ 

prefix prefix-list-name ᴳ ₥ ‟ Ȃ 

interface ( ) ‍ ‟ ̆

⁸ Ȃ 

protocol ( ) ‍ ‟ ̆

‍ Ȃ 

process-id ( ) protocol ѝ OSPF ̆

ұ OSPF idȂ 

process-name ( ) protocol ѝ ISIS ̆ ұ

ISIS Ȃ 

ȍ Ȏ 

⁸ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇа ֗ᴉ ̆ ⁸ ᴐ ̕

̆ ⁸ ᴐ ̕ ὲ

̆‡ ⁸ ᴐ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆RIP 192.168.12.0/24 Ȃ 

Ruijie(config)# router rip 
Ruijie(config-router)# network 200.4.4.0 
Ruijie(config-router)# network 192.168.12.0 
Ruijie(config-router)# distribute-list 10 out 
Ruijie(config-router)# version 2 
Ruijie(config)# access-list 10 permit 192.168.12.0  
0.0.0.255 

ȍ Ὧ ԇȎ 
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ԇ  

access-list Ѭ ‟ ‡Ȃ 

prefix-list Ѭ₥ ‟ Ȃ 

redistribute ‍ Ȃ 

ȍ Ȏ 

ȍ Ȏ 

ip rip authentication key-chain 

RIP ̆ RIP ᴳ ѕ̆ ԇ ip rip 
authentication key-chainȂ ԇ no ‮ ѕȂ 

ip rip authentication key-chain name-of-keychain 
no ip rip authentication key-chain 

ȍ Ȏ 
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ip rip authentication mode Ѭ RIP
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ip rip authentication 
key-chain 

RIP ̆ RIP ᴳ RIP

ip rip authentication 
 

	–�Ḑ  •�EÄ¸  
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ԇ  

ip rip authentication 
mode Ѭ RIP Ȃ 

ip rip authentication 
key-chain 

RIP ̆ RIP ᴳ

ѕȂ RIPv2 RIP ꜛ Ȃ 

ȍ Ȏ 

ȍ Ȏ 

 

ip rip default-information 
ӱ У RIP ̆ ᴳ ԇ ip rip 

default-informationȂ ԇ no Ȃ 

ip rip default-information͕only͖originate͗[metric metric-value] 

no ip rip default-information 
ȍ Ȏ 

  

only ̆а ὲ Ȃ 

originate ̆҂ ὲ Ȃ 

metric metric-value ḣ̆ ḣ ̔1-15Ȃ 

ȍ Ȏ 

Ȃ 

╟ ̆metric ѝ 1Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ҩ ԇ ̆ ֶӱ У   Ȃ

ҩ Ю ip rip default-information RIP
default-information originatĕ‡ Ȃ 

 

~ 注意： 

1ȁ Уэ ҩ ip rip default-information R̆IP аᾋ ҃

Ȃ ҃⁮ҩ ̆ ֶ

⁮ ‮ Ȃ 
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2ȁ Э ҩ ip rip default-information̆аֶ ̆

ЮУэ ѐ Ȃ 
 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ethernet0/0 Э… У ̆

Ȃ 
Ruijie(config)# interface ethernet 0/0 

Ruijie(config-if)# ip rip default-information only 

ȍ Ὧ ԇȎ 

ԇ  

default-information 
originate RIP ӊ  

ȍ Ȏ 

ȍ Ȏ 

 

ip rip receive enable 

ἵ RIP Уэ Э RIP ꜛ̆ ԇ ip rip 
receive enableȂ ԇ no RIP Уэ Э RIP

ꜛȂ 

ip rip receive enable 
no ip rip receive enable 

ȍ Ȏ 

Ȃ 

ȍ Ȏ 

ἵ RIP ꜛȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

RIP ꜛ̆ Юᴳ ԇ

no Ȃ ԇӨᴐ ұ ҩ ԇ Ȃ ᴳ ԇ

default RIP ꜛȂ 

ȍѡᴿȎ 
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ԈЮ ᴿ ̆ᴳ Fastethernet 0/0 RIP ꜛȂ 

Ruijie(config)# interface fastethernet 0/0 
Ruijie(config-if)# no ip rip receive enable 

ȍ Ὧ ԇȎ 

ԇ  

ip rip send enable ἵ RIP ꜛ 

passive-interface RIP ╟  

ȍ Ȏ 

ȍ Ȏ 

ip rip receive version 

Ѭ RIP Уэ Э э RIP ꜛ̆

ԇ ip rip receive versionȂ ԇ no Ȃ 

ip rip receive version [1] [2] 

no ip rip receive version 
ȍ Ȏ 

  

1 ̂ ̃ RIPv1 ꜛȂ 

2 ̂ ̃ RIPv2 ꜛȂ 

ȍ Ȏ 

ѝ ᾱұ version ԇ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ̆ Ԉ vesion ԇ Ȃ ԇ

RIP ѝ̆ Ԉἵ RIPv1 RIPv2
ꜛȂ ԇ а ‡ ѝ ᾱұ version Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ᴳ Fastethernet 0/0 Ԉ RIPv1 RIPv2
ꜛȂ 

Ruijie(config)# interface fastethernet 0/0 
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Ruijie(config-if)# ip rip receive version 1 2 

ȍ Ὧ ԇȎ 

 

ԇ  

version Ѭ RIP ꜛ Ȃ
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passive-interface RIP ╟  

ȍ Ȏ 

ȍ Ȏ 

ip rip send version 

Ѭ RIP Уэ Э э RIP ꜛ̆ ᴳ

ԇ ip rip receive versionȂ ԇ no Ȃ 

ip rip send version [1] [
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ȍ Ȏ 

ip rip v2-broadcast 

ἵ RIP version 2 Ԉ Э ̆

Ԉᴳ ԇ ip rip v2-broadcast ԇȂ ԇ no
Ȃ 

ip rip v2-broadcast 
no ip rip v2-broadcast 

ȍ Ȏ 

Ȃ 

ȍ Ȏ 

ѝ ᾱұ version ԇ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ̆ Ԉ vesion ԇ Ȃ ԇ

RIP ѝ̆ Ԉἵ RIPv1 RIPv2
ꜛȂ ԇ а ‡ ѝ ᾱұ version Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ᴳ Fastethernet 0/0 Ԉ RIPv2 Ȃ 

Ruijie(config)# interface fastethernet 0/0 
Ruijie(config-if)# ip rip v2-broadcast 

ȍ Ὧ ԇȎ 

ԇ  

version Ѭ RIP ꜛ Ȃ 

ȍ Ȏ 

ȍ Ȏ 

ip split-horizon (RIP) 

RIP ‍→╖ ̆ ᴳ ԇ ip split-horizonȂ
ԇ no Ὧ RIP ‍→╖ Ȃ 
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ip split-horizon 
no ip split-horizon 

ȍ Ȏ 

Ȃ 

ȍ Ȏ 

Ȃ
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summary-address rip Ȃᴳ ԇ no Ὧ

Ȃ 

ip summary-address rip ip-address ip-network-mask 

no ip summary-address rip ip-address ip-network-mask 

ȍ Ȏ 

  

ip-address IP  

ip-network-mask ѝ IP  

ȍ Ȏ 

RIP ╟ ⁮ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ip summary-address rip э Ю Уэ

ȂRIP ╟ ⁮ Ȃ э Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆Ὧ ҩ RIPv2 ╟ Ȃ ̆

FastEthernet 1/0 172.16.0.0/16Ȃ 

Ruijie(config)# interface FastEthernet 1/0 
Ruijie(config-if)# ip summary-address rip 172.16.0.0 
255.255.0.0 
Ruijie(config-if)# ip address 172.16.1.1 255.255.255.0 
Ruijie(config)# router rip 
Ruijie(config-router)# network 172.16.0.0 
Ruijie(config-router)# version 2 
Ruijie(config-router)# no auto-summary 

ȍ Ὧ ԇȎ 

ԇ  

auto-summary RIP ╟  

ȍ Ȏ 

ȍ Ȏ 
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network (RIP) 

Ѭ RIP ‟ ̆ ᴳ ԇ

networkȂ ԇ no ‮ Ѭ Ȃ 

network network-number [wildcard] 

no network network-number [wildcard] 

ȍ Ȏ 

  

network-number 
Ȃ ѝ ̆

IP ұ

RIP ꜛȂ 

wildcard Ѭ IP ᴁ̆0 רּ ̆1
аṁ Ȃ 

ȍ Ȏ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ԉ network-number wildcard ̆G

ᾃ б RIP Ȃ 

wildcard ̆RGOS ̆ᴳ

ᾃ б RIP Ȃ 

RIP Ѭ ‟ ѐ̆ Ԉ RIP
̆ RIP Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ Ѭҩб RIP Ὧ чэ ̆ἵ

192.168.12.0/24 172.16.0.0/24 ᾃ б RIP ̔ 

Ruijie(config)# router rip 
Ruijie(config-router)# network 192.168.12.0 
Ruijie(config-router)# network 172.16.0.0 0.0.0.255 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 
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neighbor (RIP) 

Ѭ RIP IP ̆ Ԉ ԇ neighborȂ
ԇ no ‮ ѬȂ 

neighbor ip-address 

no neighbor 
ȍ Ȏ 

  

ip-address IP Ȃ Ȃ 

ȍ Ȏ 

Ѭ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

RIPv1 ᴳ IP ̂255.255.255.255̃ ᶕ ̆RIPv2
ᴳ ̂224.0.0.9̃ ᶕ Ȃ а

Э ὤ ̆ ⁮ ᶕ ̆ Ԉ

ԇ passive-interface ѝ ╟ ̆ Ѭ Ҿ

Ԉ ⁮ ᶕ Ȃ ԇаֶ RIP ᶕ Ȃ

ҩ passive ̆ ҂ӊ аֶ Ȃ 

ȍѡᴿȎ 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

offset-list(RIP) 

╗ RIP metric
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access-list-number ῆ acl  

in acl metric ᶢ  

out acl metric ᶢ  

offset ᶢ metric ╟ḣ 

interface-type acl ⁮  

interface-number  

ȍ Ȏ 

offsetȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

RIP offset-list Ԉ ὤ

offset-list
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ȍ Ȏ 

  

delay ̆ ᴁѝ ̆ <8-50> 

ȍ Ȏ 

ѝ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 
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interface-type interface-num б  

ȍ Ȏ 

ᾳЮ̆ ѝ passive Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

passive-interface default ԇ ѝ passive ̆

Ԉᴳ no passive-interface intface-type interface-num ԇ Ҿ

ѝ passive Ȃ 

ᴳ ip rip send enable ԇ ip rip receive enable ԇ

ѝἵ RIP ᾳЮ̆ ԇ ѝ

passive ̆аᾋ RIP ת̆ Ԉ RIP ̕

̆ ip rip send enable ԇ ip rip receive 
enable ԇ ⁸Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ѝ passive ̆ ethernet0/0 ѝ

passive  

Ruijie(config-router)# passive-interface default 
Ruijie(config-router)# no passive-interface ethernet 
0/0 

ȍ Ὧ ԇȎ 

ԇ  

ip rip receive enable ἵ RIP ꜛ 

ip rip send enable ἵ RIP ꜛ 

ȍ Ȏ 

 

ȍ Ȏ 

redistributêRIP̃ 

‍ ᶕ ̆ Юᴳ redistribute
ԇȂ ‍ ̆ ᴳ ԇ no Ȃ 

redistribute {bgp | isis [process-name] |ospf <1-65535> | connec
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ted | static}[metric value ] [route-map route-map-name ][ match i
nternal | external type | nssa-external type ] 

no redistribute {bgp | isis [process-name] |ospf <1-65535> |  
connected | static}[metric value ] [route-map route-map-name ] 
[ match internal | external type | nssa-external type ] 

ȍ Ȏ 

  

bgp | isis | ospf | connected | 
static ‍  

metric ‍ metric 

route-map ‍ ‡ 

match ‍ ospf

process-name ұ ISIS ᴿ  

<1-65535> ұ OSPF ᴿ  

ȍ ᾳȎ 

ᾳЮ̆ 

‍ OSPF̆‡ ‍ ᴿ ̕ 

‍ ISIS̆‡ ‍ ᴿ level-2 ̕ 

ὲӹ ᾳЮ̆ ‍ ̕ 

‍ metric ѝ 1̕ 

аὯ route-mapȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ ᶕ ‍ ⁮ RIP ѐȂ 

‍ ̆ Уэ У
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ospf  ̕ У match ᴐѝ‫ match  ̆
‍ ἵ רּ ‍ ̕ᴳ no ԇ

match ѝ ḣȂ 

ȍѡᴿȎ 

ԈЮ ԇ ‍ ⁮ RIP ᾃ 

Ruijie(config-router)# redistribute static  

ȍ Ὧ ԇȎ 

ԇ  

default-metric metric ‍ ḣ 

ȍ Ȏ 

ȍ Ȏ 

router rip 

… RIP ὡ ̆ ᴳ ὤ ԇ

router ripȂ ԇ no ‮ RIP Ȃ 

router rip  
no router rip 

ȍ Ȏ 

Ȃ 

ȍ Ȏ 

RIP Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Уэ RIP ̆ ѬУэ Ȃ Э ╟

̆ async default routingȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ҩ ᴉ… RIP ̆ ὡ

Ȃ 

Ruijie(config)# router rip 

ȍ Ὧ ԇȎ 
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ԇ  

network (RIP) Ѭ RIP Ȃ 

ȍ Ȏ 

ȍ Ȏ 

timers basic 

RIP ̆ ᴳ ԇ timers basicȂ ԇ

no Ȃ 

timers basic update invalid flush 

no timers basic 
ȍ Ȏ 

  

update 
Ԉ̆ Ȃupdate Ѭҩ

̆ ⁮ ĭnvalid Flush
ᴁȂ 30 У Ȃ 

invalid 

̆Ԉ ̆ӱ У

Ȃinvalid Ѭҩ ѐ ѝ

Ȃ ѝ Ь᷁̆

ᾃ ⁮֗ᴉ ̆

ѝ ̆ ὡ invalid ̕invalid ᾃ ⁮

̆ ֶ ᴁȂInvalid ѝ 180 Ȃ

flush 
̆Ԉ ̆ӱ RIP ὡ invalid

Ȃflush ⁮ ̆ ұ invalid
  ȂFlush ѝ 120 Ȃ 

ȍ Ȏ 

ᾳЮ̆ ѝ 30 ̆ ѝ 180 ̆ ѝ 120 Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԈЭ ̆ ֶ╗ Ԉ Ȃ

У Э ̆RIP ḣУ У ȂУ а RIP
̆ Ȃ 

₥ RIP ̆ Ԉ show ip rip ԇ Ȃ 

ȍѡᴿȎ 
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ԈЮ ᴿ ̆RIP 10 У Ȃ 30 ᾃ

⁮ ̆ ѝ ̆ ὡ invalid ̕

ὡ invalid ̆ 90 ̆ Ȃ 

Ruijie(config)# router rip 
Ruijie(config-router)# timers basic 10 30 90 

~ 注意： 

ᴂ Э ̆ ֶ У ̆ ѝ

ֶ ȂУ Ԉ 2Mbps ԈЭ ̆ Ԉ

У ̆ Ԉ Ȃ 

 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

validate-update-source 

⁮ RIP ̆ ̆ ᴳ

ԇ validate-update-sourceȂ ԇ no Ὧ

Ȃ 

validate-update-source 

no validate-update-source 

ȍ Ȏ 

Ȃ 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ԉ RIP ̆ Ȃ ѝ

ҩᶑ RIP ̆ Уэ IP Ȃ 

ЭὯ ‍→̆ RIP ̆

а ҩ ԇ validate-update-sourceȂ 

ұ ip unnumbered ̆RIP а
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ȍѡᴿȎ 

ԈЮ ᴿ ̆ RIP ѝ 2Ȃ 

Ruijie(config)# router rip 
Ruijie(config-router)# version 2 

ȍ Ὧ ԇȎ 

ԇ  
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ԈЮ ᴿ ̆ RIP ᶕ ̆ ȁ

Ȃ 

Ruijie# show ip rip  
Routing Protocol is "rip" 

Sending updates every 10 seconds, next due in 4 seconds 
Invalid after 20 seconds, flushed after 10 seconds 

Outgoing update filter list for all interface is: not 
set 

Incoming update filter list for all interface is: not 
set 

Default redistribution metric is 2 
Redistributing: connected 

Default version control: send version 2, receive version 
2  

Interface              Send  Recv 
FastEthernet 1/1       2     2 

FastEthernet 1/0       2     2 
Routing for Networks: 

192.168.26.0 255.255.255.0 
192.168.64.0 255.255.255.0 

Distance: (default is 50) 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

show ip rip database  

RIP ѐ ᶕ ̆ ᴳ show ip rip databaseȂ 

show ip rip database [network-number {network-mask}] 

ȍ Ȏ 

  

network-number ̂ ̃ ᶕ Ȃ 

network-mask Ȃ ̆

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

ȁὤ ȁ Ȃ 
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ȍᴳ Ȏ 

Ὧ ̆ ᶕ ֶ RIP
ѐȂ ᶕ Уэ ᶕ ѝ ̆

ᶕ ҂ ӱ ѐ‮ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ RIP ѐ ᶕ Ȃ 

Ruijie# show ip rip database 
192.168.1.0/24    auto-summary 

192.168.1.0/30    directly connected, Loopback 3 
192.168.1.8/30    directly connected, FastEthernet 0/0 

192.168.121.0/24    auto-summary 
192.168.121.0/24    redistributed 

[1] via 192.168.2.22, FastEthernet 0/1 

ԈЮ ᴿ ̆ RIP ѐὯұ 192.168.121.0/24
ᶕ Ȃ 

Ruijie# show ip rip database 192.168.121.0 255.255.255.0 
192.168.121.0/24    redistributed 
[1] via 192.168.2.22, FastEthernet 0/1 

ȍ Ὧ ԇȎ 

ԇ  

show ip rip ₥ ᶕ Ȃ 

ȍ Ȏ 

ȍ Ȏ 

show ip rip external 

RIP ‍ ᶕ ̆ ᴳ show ip rip external ԇȂ 

show ip rip external [bgp | connected | isis [process-name] | ospf 
<1-65535>| static]  

ȍ Ȏ 

  

bgp | connected | 
isis | ospf | static ̂ ̃ ‍  

process-name ұ ISIS ᴿ  

<1-65535> ұ OSPF ᴿ  





RIP ԇ 

http://www.ruijie.com.cn 

Ȃ 

ȍ ԇ Ȏ 

ȁὤ ȁ Ȃ 

ȍᴳ Ȏ 
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OSPF ԇ 

Ὧ ԇ 

area 

שּ ̆ᴳ ԇ no ‮ OSPF שּ Ȃ 

area area-id 

no area area-id 

ȍ Ȏ 

  

area-id 
OSPF שּ Ȃ

שּ Ԉ Уэ︠ ⁸ ḣ̆

҂ Ԉ Уэ IP Ȃ 

ȍ Ȏ 

OSPF שּ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ԉᴳ ԇ no ̆ OSPF שּ ‮ שּ

̆ꜛ area authenticationȁarea default-costȁarea filter-listȁ
area nssa ұּש ԇȂ 

Ю ᾳЮ̆ OSPF שּ ̔ 

1. ў שּ ת̆ Ȃ Ἴ

̆ ‮ ў שּ Ȃ 
2. ֗ᴉУэּש ̆ network area ԇȂ Ἴ

╗ὡ שּ ԇ̆ ‮ שּ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆‮ OSPF שּ 2 Ὧ ̔ 

Ruijie(config)# router ospf 2 
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Ruijie(config)# no area 2 

ȍ Ὧ ԇȎ 

ԇ  

network area Ѭ OSPF̆Ԉ

OSPF שּ  

ȍ Ȏ 

ȍ Ȏ 

area authentication 

OSPF שּ ̆ ᴳ ԇ area authenticationȂ
ԇ no Ὧ OSPF שּ Ȃ 

area area-id authentication [message-digest] 
no area area-id authentication 

ȍ Ȏ 

  

area-id 
OSPF שּ Ȃ

שּ Ԉ Уэ︠ ⁸ ḣ̆

҂ Ԉ Уэ IP Ȃ 

message-digest ̂ ̃ MD5̂ message digest 
5̃ Ȃ 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

RGOS ֒ Ԉ Ь ̔̋̃ ̊̆а ̆

ԇ OSPF ̆OSPF ꜛѐ ѝ̊̌̕ �QÿQN0� 



OSPF ԇ 

http://www.ruijie.com.cn 

message-digest-key Ԉ MD5 ԇȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆OSPF שּ 0̂ שּ ̃ MD5 ̆

ԇѝ backboneȂ  

Ruijie(config)# interface FastEthernet 0/0 
Ruijie(config-if)# ip address 192.168.12.1 
255.255.255.0 

Ruijie(config-if)# ip ospf message-digest-key 1 md5 
backbone 

# OSPF  

Ruijie(config)# router ospf 1 
Ruijie(config-router)# network 192.168.12.0 
0.0.0.255 area 0 
Ruijie(config-router)# area 0 authentication  
message-digest 

ȍ Ὧ ԇȎ 

ԇ  

Ӈ
ҧ

Ӈ
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cost ὡ STUB שּ NSSA
ḣȂ 
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no area area-id filter-list [access acl-name | prefix prefix-name] [in | 
out] 

ȍ Ȏ 

 

  

area-id ּש Ȃ 

acl-name acl  

prefix-name prefix-list  

access | prefix Ὧ prefix list ACL 

in | out ֒ ұ ὡ| שּ    

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ABRּ̂ש ̃Э Ȃ 

ABR Э а Ѯשּ ҃ ֒ ̆G ԇȂ 

ȍѡᴿȎ 

ԈЮ ԇ̆ area 1 ҃⁮ ұ 172.22.0.0/8 ᾃ שּ

Ȃ 

Ruijie# configure terminal 
Ruijie(config)# access-list 1 permit 172.22.0.0/8 
Ruijie(config)# router ospf 100 
Ruijie(config-router)# area 1 filter-list access 1 in 

ȍ Ὧ ԇȎ 
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area area-id nssa [ no-redistribution] [default-information-originate 
[metric <0-16777214> | metric-type <1-2>]] [no-summary]  

no area area-id nssa [ no-redistribution][default-information-orig
inate] [no-summary] 

ȍ Ȏ 

  

area-id NSSA שּ שּ Ȃ 

no-redistribution 

̂ ̃ Уэ nssa 
ABR ̆ ᴔ ‍ ԇ

ᶕ ὡ שּ а

ὡ nssa שּ ̆ Ԉ Э

Ȃ 

default-information-originate
̂ ̃ӊ 7 LSA
ὡ nssa שּ ̆ NSSA 

ABR ASBR Э Ȃ 

no-summary 
̂ ̃ nssa
(ABR) Ь LSA ὡ

nssa שּ Ȃ 

ȍ ᾳȎ 

Ѭ NSSA שּ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

default-information-originate ӊ Type-7 LSĂ
nssa ABR ASBR Э Ҿ ⁞̆ ABR Э ѐ

̆ ֶӊ Type-7 LSA ̆ ASBR Э( ҂а

ABR) ѐ ̆ ֶӊ Type-7 LSA Ȃ 

no-redistribution ASBR Эᴳ OSPF redistribute ԇ

ὡ ὲ а ⁮ NSSA Ȃשּ ұ NSSA
ASBR ABR Ḁ̆ Ԉ ᶕ ὡ nssaȂ 

ѝҩ У ῏ ⁮ NSSA שּ ѐ  ̂LSÃ ̆

Ԉ ABR Э no-sμmmary ̆ ABR NSSA שּ ᾃ

summary LSAŝType-3 LSA Ȃ̃ 

area default-cost NSSA שּ ABR
ЭȂ ԇ שּ ⁮ NSSA שּ

ḣȂ ᾳЮ̆ ⁮ NSSA ḣѝ 1Ȃ 

ȍѡᴿȎ 
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ԈЮ ᴿ ̆ שּ 1 ѝ ̆ ұ שּ

Ȃ 

Ruijie(config)# router ospf 1 
Ruijie(config-router)# network 172.16.0.0 0.0.255.255
area 0 
Ruijie(config-router)# network 192.168.12.0 0.0.0.255
area 1 
Ruijie(config-router)# area 1 nssa 

ȍ Ὧ ԇȎ 

ԇ  



OSPF ԇ 

http://www.ruijie.com.cn 

RFC1583 ̆ ḣ cost ḣ̆ ‡

ḣ cost ḣȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ABR Э ̆ Уэּש э

У ̆ ⁮ὲ שּ Ȃ ᶕ ѝ שּ

שּ̆ ᾃ Э ⁮ έᴇ ᶕ שּת̆

⁮У Ȃ з Ԉ advertise not-advertise
 

ᾱ Ὠ э ̆ ⁮ ᴐ ̆ Ὠ Ȃ 

Ԉ Ѭ эּש ԇ̆ э OSPF ⁮

̆ע ⁞ ֶ̆ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ שּ ̋ У 172.16.16.0/20Ȃ 

Ruijie(config)# router ospf 1 
Ruijie(config-router)# network 172.16.0.0 0.0.15.255 
area 0 
Ruijie(config-router)# network 172.16.17.0 0.0.15.255
area 1 
Ruijie(config-router)# area 1 range 172.16.16.0 255.2
55.240.0 

ȍ Ȏ 

ȍ Ȏ 

area stub 

Уэ OSPF שּ ѝ ὤ ̆ ᴳ ԇ

area stubȂ ԇ no ‮ ὤ Ȃ 

area area-id stub [no-summary] 

no area area-id stub [no-summary] 

ȍ Ȏ 
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area virtual-link 

Ѭ OSPF ̆ ᴳ ԇ area virtual-linkȂ
ԇ no ‮ ѬȂ 

area area-id virtual-link router-id  [authentication [message-diges
t | null]] [dead-interval seconds] [hello-interval seconds] [retrans
mit-interval seconds] [transmit-delay seconds] [[authentication-ke
y key] | [message-digest-key key-id md5 key]] 
no area area-id virtual-link router-id  

ȍ Ȏ 

  

area-id OSPF שּ Ȃּש Ԉ Уэ

︠ ⁸ ḣ̆҂ Ԉ Уэ IP Ȃ

router-id  Ȃ

Ԉ show ip ospf ԇ Ȃ

dead-interval seconds 
̂ ̃ Ѭ х ̆Ԉ

ѝ ᴁ̆ ѝ 40 Ȃ б

ᶑ У Ȃ 

hello-interval seconds 
̂ ̃OSPF Hello

̆Ԉ ѝ ᴁ̆ ѝ

10 Ȃ б ᶑ У Ȃ 

retransmit-interval 
seconds 

̂ ̃OSPF ̂LSÃ
ּ ̆Ԉ ѝ ᴁ̆ ѝ 5 Ȃ

⁮ ꜛ

Э Ȃ 

seconds  �Ä	ÃEÝ�

 

 

  

 

 

5
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ȍ ᾳȎ 

dead-interval ̔40 ̕ 

hello-interval ̔10 ̕ 

retransmit-interval ̔5 ̕ 

transmit-delay ̔1 ̕ 

а ; 

ὲᴍ ḣȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

OSPF ѐ̆ שּ б ̆ ̆

̆ ‡   Ȃ

чэּש ̂ABR̃Ѯ … ̆чэ ABR Ὥ

שּ ѝ שּ Ȃ ̂Stub Areã NSSA а ᴐѝ שּ

Ȃ ҂ Ԉ ұ ὲ שּ Ȃ 

router-id ѝ OSPF ̆ а router-id ḣ̆

show ip ospf neighbor ԇ Ȃ Ԉ Loopback
ṁ Ȃ 

area virtual-link ԇ Ѭ ̆

שּ OSPF ̆ ԇ area authenticationȂ 

ȍѡᴿȎ 

ԈЮ ᴿ Ԉּ̆ש 1 ᴐѝ שּ б̆ 2.2.2.2 Ȃ 

Ruijie(config)# router ospf 1 
Ruijie(config-router)# network 172.16.0.0 0.0.15.2556.503 0 Td
.
/C6 1 /C6 7<E/TT6 1 Tf
0.0056614T5 1 Tf
9w.8ghboF6 1 Tf
0.0056  Tw 03 0 Td
( )Tj
/TT04 1 Tf
0 Tc 2.4 0 T1.44 Tod
[(Rui)6(jie)jighboig)#ghbornetw-ork 
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digest 
Ruijie(config-router)# area 1 virtual-link 1.1.1.1 me
ssage-digest-key 1 md5 hello  

ȍ Ὧ ԇȎ 

 

 

ԇ  

area authentication OSPF שּ

Ȃ 

show ip ospf OSPF ᶕ ̆ꜛ

Ȃ 

ȍ Ȏ 

ȍ Ȏ 

auto-cost 

ԇ ╟Ԇ֓╖ Ὧ ̆ ╟

Ԇ֓̆ᴳ ԇ no ԈὯ ╟Ԇ֓╖ ̆ Ԉ

ḣȂ 

auto-cost [reference-bandwidth ref-bw] 

no auto-cost [reference-bandwidth] 

ȍ Ȏ 

  

ref-bw ḣȂԈ Mbps ѝ ᴁ̆ 
: 1-4294967 

ȍ ᾳȎ 

ѝ 100MbpsȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ╟ Ԇ֓ ḣ, а ╟Ԇ

֓╖ , ḣᴳ ḣ. Э ‡ ╟Ԇ֓

( Ὧ ) ḣ . default auto-cost no 
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auto-cost
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ȍѡᴿȎ 

ԈЮ ԇ OSPF ᴿ 1 

Ruijie# clear ip ospf 1 process 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

compatible rfc1583 

⁮ Уэ AS ̆ ִ ̆

ԇ RFC1583 ѐᴳ ִἼ ‡ RFC2328 ѐᴳ

ִἼ ‡Ȃ 

commpatible rfc1583 
no commpatible rfc1583 

ȍ Ȏ 

  

ԇ   

ȍ ᾳȎ 

RFC1583 ‡Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ᴳ rfc 2328 ‡ ᴧ Ȃ 

Ruijie(config)# router  ospf 1 
Ruijie(config-router)# no commpatible rfc1583 

ȍ Ὧ ԇȎ 

ԇ  

show ip ospf ospf ὤ Ὧᶕ  

ȍ Ȏ 

ȍ Ȏ 
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default-information originatêOSPF̃ 

ӊ У ὡ OSPF ̆ ᴳ ԇ

default-information originateȂ ԇ no Ὧ Ȃ 

default-information originate [always] [metric metric] [metric-type 
type] [route-map map-name] 

no default-information originate [always] [metric metric]  
[metric-type type] [route-map map-name] 

ȍ Ȏ 

  

always ̂ ̃ Ὧ ᴳ OSPF
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а Ȃ⁮Уэ ч ̆

̆ 1 ֶ 2 ִἼ ̆ Ԉ show ip route
1 Ȃ 

STUB שּ ѐ а Ԉӊ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆OSPF ӊ У ̆ ὡ⁮ OSPF
ѐ̆ ѝ 1̆ ḣ ѝ 50Ȃ 

Ruijie(config)# router ospf 1 
Ruijie(config-router)# network 172.16.24.0 0.0.0.255 
area 0 
Ruijie(config-router)# default-information originate 
always metric 50 metric-type 1 

ȍ Ὧ ԇȎ 

ԇ  

show ip ospf database OSPF Ȃ 

show ip route IP Ȃ 

ȍ Ȏ 

ȍ Ȏ 

default-metric 

OSPF ‍ ḣ̆ ᴳ ԇ

default-metricȂ ԇ no Ȃ 

default-metric metric 

no default-metric 

ȍ Ȏ 

  

metric  Ѭ OSPF ‍

ḣȂ 

ȍ ᾳȎ 

ѝ 20Ȃ 

ȍ ԇ Ȏ 

Ȃ 
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ȍᴳ Ȏ 

default-metric ԇ б redistribute ԇ ᴳ ̆

Ԉᶢ ‍ ‫ ע ḣȂ 

default-metric ԇ ̆ Ԉ default-information originate
ὡ OSPF а ᴐ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ OSPF ‍ ‫ ע ḣ ѝ 50Ȃ 

Ruijie(config)# router rip 
Ruijie(config-router)# network 192.168.12.0 
Ruijie(config-router)# version 2 
Ruijie(config-router)# exit 
Ruijie(config)# router  ospf  
Ruijie(config-router)# network 172.16.10.0 0.0.0.255 
area 0 
Ruijie(config-router)# default-metric 50 
Ruijie(config-router)#redistribute rip subnets 

ȍ Ὧ ԇȎ 

ԇ  

redistribute ‍ ὲ Ȃ 

show ip ospf ospf ὤ Ὧᶕ  

ȍ Ȏ 

ȍ Ȏ  

distance ospf 

а OSPF  

distance ospf {intra-area <1-255> | inter-area <1-255> | external 
<1-255>} 

no distance ospf 

ȍ Ȏ 

  

intra-area <1-255> ּשᾃ ̆ ѝ 110 

inter-area <1-255> ּש ̆ ѝ 110 

external <1-255> ̆ ѝ 110 
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ȍ ᾳȎ 

ѝ 110Ȃ 

ȍ ԇ Ȏ 

OSPF Ȃ 

ȍᴳ Ȏ 

OSPF
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⁮ LSA ̆ ֒ б SPF ̆

Ȃ аֶ ̆ ҂аֶӊ ֗ᴉ

̆ ֶ ⁮ OSPF Ȃ ╖ У ұ ABR
ASBR̆ Ԉ ⁸ Ҿ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# access-list 3 permit 172.16.0.0  
0.0.127.255 
Ruijie(config)# router ospf 25 
Ruijie(config-router)# redistribute rip metric 100 
Ruijie(config-router)# distribute-list 3 in ethernet 1/0 
Ruijie(config-router)# distribute-list 3 in ethernet 1/1 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

distribute-list out 

‍ ̆╖ נ redistribute ԇ 

distribute-list {listname | gateway plist-name | prefix plist-name} out 
[bgp | connected | isis area-tag | ospf process-id | rip | static] 

no distribute-list {listname | gateway plist-name | prefix plist-name }  
out [bgp | connected | isis area-tag | ospf process-id| rip | static] 

ȍ Ȏ 

  

listname ᴳ acl ‡ 

gateway plist-name ᴳ gateway ‡ 

prefix plist-name ᴳ prefix-list ‡ 

[bgp | connected | isis 
area-tag | ospf 
process-id  | rip | static] 

 

ȍ ᾳȎ 

ѝ ̆ ὤ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 
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distribute-list out б redistribute route-map ԇ ̆נ ӱὲӹ

‍ ⁮ OSPF ѐ ת̆ а ‍ ̆У

б redistribute ԇ ᴳ Ȃ
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OSPFv2 Э̆ ᴐ Ȃ 

SNMP ᴐ OSPFv2 ̆ Ԉ

ԇ MIB ⁮ ЭȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ SNMP ᴐ ѝ100 OSPFv2 ̔ 

Ruijie(config)# router  ospf 100 
Ruijie(config-router)# enable mib-binding 

ȍ Ὧ ԇȎ 

ԇ  

show ip ospf OSPF ὤ Ὧᶕ  

enable traps OSPF TRAP ╖  

ȍ Ȏ 

ȍ Ȏ 

enable traps 

OSPFv2 ₥ 16 TRAP ᶕ ̆‍ѝ 4 ̆ᴳ Ю

ԇ Ԉ ╟ TRAP ᶕ Ȃᴳ ԇ no ԈὯ

TRAP ᶕ Ȃ 

enable traps [error [ifauthfailure | ifconfigerror | ifrxbadpacket | 
virtifauthfailure | virtifconfigerror | virtifrxbadpacket] | lsa 
[lsdbapproachoverflow | lsdboverflow | maxagelsa | originatelsa] |  
retransmit [iftxretransmit | virtiftxretransmit] | state-change 
[ifstatechange | nbrstatechange | virtifstatechange | 
virtnbrstatechange]] 
no enable traps [error [ifauthfailure | ifconfigerror | ifrxbadpacket | 
virtifauthfailure | virtifconfigerror | virtifrxbadpacket] | lsa 
[lsdbapproachoverflow | lsdboverflow | maxagelsa | originatelsa] |  
retransmit [iftxretransmit | virtiftxretransmit] | state-change 
[ifstatechange | nbrstatechange | virtifstatechange | 
virtnbrstatechange]] 

ȍ Ȏ 
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show ip ospf OSPF ὤ Ὧᶕ  

enable mib-binding OSPFv2 MIB 

ȍ Ȏ 

ȍ Ȏ 

ip ospf authentication 

ԇ ̆ᴳ no Ԉ ѝ Ȃ 

ip ospf authentication [message-digest | null] 
no ip ospf authentication 

ȍ Ȏ 

  

message-digest Э MD5 ╗ Ȃ 

null а Ȃ 

ȍ ᾳȎ 

Э , Э שּ

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ а ֗ᴉ . 
ᴳ no ḣ ̆ שּ

Э ᾱ ̆ ѝ null ‡̆ ⁸ ѝ

а , Э שּ ,ִἼ

Э Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ FastEthernet 0/0 OSPF ѝ MD5
Ȃ 

Ruijie(config)# interface fastethernet 0/0 
Ruijie(config-if)# ip address 172.16.10.0  
255.255.255.0 
Ruijie(config-if)# ip ospf authentication  
message-digest 
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ȍ Ὧ ԇȎ 

ԇ  

area authentication OSPF שּ Ѭ

Ȃ 

ip ospf authentication-key OSPF Ȃ 

ip ospf message-digest-key OSPF MD5 Ȃ 

ȍ Ȏ 

ȍ Ȏ 

ip ospf authentication-key 

OSPF ̆ ᴳ ԇ ip ospf 
authentication-keyȂ ԇ no ‮ Ȃ 

ip ospf authentication-key key 

no ip ospf authentication-key 

ȍ Ȏ 

  

Key ̆ Ԉ 8 э Ȃ 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ip ospf authentication-key ԇ ̆ ὡ OSPF Ȃ

аУ ̆ч а OSPF Ὧ ̆

҂а ᶕ Ӈ Ȃ 

а Ԉ аУ ת̆ У Э

̆ У Ȃ 

У э OSPF שּ ̆ ԇ area 
authentication Ȃ 

Э҂ Ԉ ,ᴳ Ю ԇ ip ospf 
authentication , שּ ִἼ
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. 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ FastEthernet 0/0 OSPF ѝ

ospfauthȂ 

Ruijie(config)# interface fastethernet 0/0 
Ruijie(config-if)# ip address 172.16.10.0  
255.255.255.0 

Ruijie(config-if)# ip ospf authentication-key ospfauth 

ȍ Ὧ ԇȎ 

ԇ  

area authentication OSPF שּ Ѭ Ȃ 

Ip ospf authentication Э Ѭ  

ȍ Ȏ 

ȍ Ȏ  

ip ospf cost 

OSPF Уэ ꜛ ̂OSPF ̃̆ ᴳ

ԇ ip ospf costȂ ԇ no Ȃ 

ip ospf cost cost 

no ip ospf cost 

ȍ Ȏ 

  

cost OSPF ḣȂ 

ȍ ᾳȎ 

ѝ /Bandwidtĥ ѝ 100Mbps Ȃ̃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᾳЮ ŎSPF ḣѝ 100Mbps/Bandwidth ὲ̆ѐ Bandwidth
ѝ ̆ ԇ bandwidth Ȃ 

ΰ ὴ OSPF ѝ̔ 
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¸ 64K ѕ ̆cost ѝ 1562̕ 

¸ E1 ̆cost ѝ 48̕ 

¸ 10M Ԉ ̆cost ѝ 10̕ 

¸ 100M Ԉ ̆cost ѝ̋Ȃ 

ip ospf cost ԇ OSPF ֶ̆ Ȃ �z
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э Э LSA , Ԉ Э ╖

. 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ LSA serial 1/0 Э Ȃ 

Ruijie(config)# interface serial 1/0  
Ruijie(config-if)# ip address 172.16.10.1  
255.255.255.0 

Ruijie(config-if)# encapsulation ppp 
Ruijie(config-if)# ip ospf database-filter all out 

ȍ Ȏ 

ȍ Ȏ  

ip ospf dead-interval 

OSPF ″ ӄ ̆ ᴳ ԇ ip 
ospf dead-intervalȂ ԇ no Ȃ 

ip ospf dead-interval seconds 

no ip ospf dead-interval 

ȍ Ȏ 

  

seconds Ѭ ӄ″ ̆Ԉ ѝ ᴁȂ

ȍ ᾳȎ 

ѝ ip ospf hello-interval ̎᷁Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

OSPF ӄ ꜛ Hello ᾃȂ OSPF ӄ ᾃ̆

⁮ Hello ̆ ӱ ѐ‮

Ȃ ӄ ѝ hello 4 ᷁̆ ᶢ ҩ hello
ֶ̆ ╟ᶢ ӄ Ȃ 

ԇ Ԉ ᶢ OSPF ″ ӄ ת̆ ︠‍ Ȃ

ч ̔ 

¸ ӄ ̆а ұ hello ̕ 

¸ У Э ӄ У Ȃ 
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ȍѡᴿȎ 

ԈЮ ᴿ ̆ serial 1/0 OSPF ″ ӄ ѝ

30Ȃ 

Ruijie(config)# interface serial 1/0  
Ruijie(config-if)# ip address 172.16.10.1  
255.255.255.0 

Ruijie(config-if)# encapsulation ppp 
Ruijie(config-if)# ip ospf dead-interval 30 

ȍ Ὧ ԇȎ 

ԇ  

ip ospf hello-interval OSPF Hello Ȃ 

ȍ Ȏ 

ȍ Ȏ 

ip ospf disable all 

ᴳ аᾋӊ ospf Ȃ 

ip ospf disable all 
no ip ospf disable all 

ȍ Ȏ 

ԇ  

ȍ ᾳȎ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ҩ network80.48 9045A>Tj
/TT5 1 l6d.4 Tr 6.01[<1C0309FA1CF1440D89 T02A4B7909B747160721354241B90094412A492B01j
0.663f
-11.4 -1144C>-3 TmB82C5819236 56472139A545D5>Tj
/TT0 1 T1Tf
0.71 Tf
11.1 0 Tworkrk80.48 9045A>Tj
/TT53.503r 6.01[<12A40433979097909B70>F0A51076104erval 
OSPF
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ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

ip ospf hello-interval 
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ԇ  

ip ospf dead-interval OSPF ″ ӄ Ȃ 

ȍ Ȏ 

ȍ Ȏ  

ip ospf message-digest-key 

OSPF MD5 ̆ ᴳ ԇ ip ospf 
message-digest-keyȂ ԇ no ‮ OSPF MD5

Ȃ 

ip ospf message-digest-key key-id md5 key 

no ip ospf message-digest-key 

ȍ Ȏ 
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ֶ ѝὲ ̆ ֶ‍⁞ а

֙ OSPF ̆ ⁮ ҩ Ȃ

ҩ ̆ Ԉ‮ ҩȂ 

ȍѡᴿȎ 

ԈЮ ᴿ F̆astEthernet 0/0 ╗ҩУэ OSPF ̆

ѝ̏̆ ѝ hello5Ȃ 

Ruijie(config)# interface Serial 1/0 
Ruijie(config-if)# ip address 172.16.24.2  
255.255.255.0 

Ruijie(config-if)# ip ospf authentication  
message-digest 
Ruijie(config-if)# ip ospf message-digest-key 10 md5  
hello10 
Ruijie(config-if)# ip ospf message-digest-key 5 md5  
hello5 

╗ҩ ̆ὤ ‮ Ȃ 

Ruijie(config)# interface Serial1/0 
Ruijie(config-if)# no ip ospf message-digest-key 10 md5 
hello10 

ȍ Ὧ ԇȎ 

ԇ  

area authentication OSPF שּ Ѭ Ȃ

ip ospf authentication Э Ѭ  

ȍ Ȏ 

ȍ Ȏ 

ip ospf mtu-ignore 

⁮ mtu Ԉᴳ ԇȂ

ԇ no Ȃ 

ip ospf mtu-ignore 
no ip ospf mtu-ignore 

ȍ Ȏ 

  

ԇ   
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ԈЮ ᴿ ̆ ѐ ѝ ̆ ὤ ѐ

Ȃ 

Ruijie(config)# interface Serial1/0 
Ruijie(config-if)# ip address 172.16.24.4  
255.255.255.0 
Ruijie(config-if)# encapsulation frame-relay 
Ruijie(config-if)# ip ospf network broadcast 

ԈЮ ᴿ ̆ ѐ ѝ ⁮ ̆ ὤ

ѐ Ȃ 

Ruijie(config)# interface Serial1/0 
Ruijie(config-if)# ip address 172.16.24.4  
255.255.255.0 
Ruijie(config-if)# encapsulation frame-relay 
Ruijie(config-if)# ip ospf network point-to-multipoint 

ԈЮ ᴿ ̆ ѐ ѝ ̆ DR/RDR̆

ὤ ̉ ѐ ȂԈЮ ‍

а Э ̂ ⁸ ѝ DR/BDR Ȃ̃ 

Ruijie(config)# interface Serial1/0 
Ruijie(config-if)#ip address 172.16.24.4 255.255.255.0 
Ruijie(config-if)# encapsulation frame-relay 
Ruijie(config-if)# ip ospf network broadcast 
Ruijie(config-if)# ip ospf priority 0 

ȍ Ὧ ԇȎ 

ԇ  

dialer map ip Ѭ IP б Ȃ 

frame-relay map Ѭ IP б ѐ DLCI Ȃ 

neighbor̂OSPF̃ Ѭ IP ̆ NBMA
⁮ Ȃ 

X25 map Ѭ IP б X.25 Ȃ 

ȍ Ȏ 

ȍ Ȏ  

ip ospf priority 

OSPF ִἼ ḣ̆ ᴳ ԇ ip ospf priorityȂ
ԇ no Ȃ 
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ip ospf retransmit-interval 

Ѭ LSÛ ̃ ּ ̆ ᴳ

ԇ ip ospf retransmit-intervalȂ ԇ no Ȃ 

ip ospf retransmit-interval seconds 

no ip ospf retransmit-interval 

ȍ Ȏ 

  

Seconds LSU ּ Ԉ̆ ѝ ᴁȂ ұч

э Ѯ ꜛ ּ Ȃ ѝ 5 Ȃ 

ȍ ᾳȎ 

ѝ 5 Ȃ 
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ip ospf transmit delay 

Ѭ OSPF ּ LSU ̆ ᴳ ԇ ip ospf 
transmit delayȂ ԇ no Ȃ 

ip ospf transmit delay seconds 

no ip ospf transmit delay 

ȍ Ȏ 

  

Seconds Ѭ
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log-adj-changes 

ԇ ע ̆ ԇ no default
ԈὯ ╖ Ȃ 

log-adj-changes [detail] 
no log-adj-changes [detail] 



OSPF ԇ 

http://www.ruijie.com.cn 

<1-65535> DD  

ȍ ᾳȎ 

ѝ 5Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

б э Ӈ ̆ὲ ⁮ ̆ ԇ̆

⁸ э OSPF ᴿἵ DD Ӈҵ ꜛ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ DD ꜛ ѝ 4Ȃ 

Ruijie(config)# router ospf 10 
Ruijie(config-router)# max-concurrent-dd 4 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

neighbor 

Ѭ OSPF ̆ ᴳ ԇ neighborȂ ԇ no
‮ Ȃ 

neighbor ip-address [poll-interval seconds] [priority priority] [cost  
cost] 

no neighbor ip-address 

ȍ Ȏ 

  

ip-address IP Ȃ 

poll-interval 
seconds 

̂ ̃ ̆Ԉ ѝ ᴁ̆ 120
ȂNon-broadcast(NBMA) Ȃ

priority 
priority 

̂ ̃ ִἼ ḣ̆ ѝ̊Ȃ

Non-broadcast(NBMA)  

Cost cost 
̂ ̃ ⁮ ⁮ э ̆

Ѭ,ᴳ Э costȂpoint-to-multipoi
nt [ non-broadcast ] Ȃ 
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ȍ ᾳȎ 

Ѭ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

RGOS ֒ ѝ э ̆ ᶕ Ȃ

IP ̆ ѝ ў IP Ȃ 

NBMA Э ѝа ̆ ӄ

ᾃ ⁮Hello ŎSPF ֶ Hello ̆ Hello
ѝ Ȃ OSPF У ̆ ִἼ

ḣаѝ 0 Hello ̆ ִἼ ḣ ѝ 0 аֶ

б DR/BDR Ȃ DR/BDR ӊ Ԉ ̆DR/BDR ֶ

Hello Ὧ Ȃ 

⁮ Э, ѝаέ ╒ Ԉ ╟

, ᴳ ԇ ѝὲ , ұ ⁮

Ԉ cost ⁮ э . 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ҩУэ OSPF ̆ὲ IP ѝ

172.16.24.2ִ̆Ἴ ḣѝ 1̆ ѝ 150 Ȃ 

Ruijie(config)# router ospf 20 
Ruijie(config-router)# network 172.16.24.0 0.0.0.255 
area 0 
Ruijie(config-router)# neighbor 172.16.24.2 priority 1  
poll-interval 150 

ȍ Ὧ ԇȎ 

ԇ  

ip ospf priority OSPF ִἼ ḣȂ 

ip ospf network OSPF  

ȍ Ȏ 

ȍ Ȏ 

network area 

Ѭ Ҿ OSPF̆Ԉ OSPF שּ ̆ ᴳ

ԇ network areaȂ ԇ no ‮ OSPF שּ ѬȂ 
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network ip-address 
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router ospf … OSPF Ȃ 
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Ȃ 

overflow database external max-dbsize wait-time  

no overflow database external 

ȍ Ȏ 

  

max-dbsize 
external lsa ̂ У AS ᾃ

ḣ ̃̆ ḣ ̔

0-2147483647Ȃ 

wait-time ӱ  

̆ ḣ ̔0-65535Ȃ

ȍ ᾳȎ 

а ⁸ external-LSA Ȃ 

⁸ҩ external-LSA ̆ external-LSA
ḣ ̆аᾋ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ȍѡᴿȎ 

external-LSA max-dbsize ֶ̆ ὡ   ̆

Ю̆аᾋ╗ external-LSĂ external-LSAȂ

wait-time ̆ ̆ ╗ external-LSAȂ 

Ruijie# config terminal 
Ruijie(config)# router ospf 10 
Ruijie(config-router)# overflow database external 10 3  

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

passive-interface 

ᴳ ԇ ѝ ╟ Ȃ

ԇ no Ȃ 

passive-interface [default | type number] 

no passive-interface [default | type number] 
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ȍ Ȏ 

  

type number ѝ ╟ Ȃ 

default ѝ ╟ Ȃ 

ȍ ᾳȎ 

ᾳЮ̆ ѝ ╟ ,ἵ OSPF  

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ѝҩ ѐ ὲӹ ╟ ҃⁮ ᶕ ̆ Ԉ

ѝ ╟ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆  serial 1/0 ѝ ╟ Ȃ 

Ruijie(config)# router ospf  30 
Ruijie(config-router)# passive-interface serial1/0 

ȍ Ὧ ԇȎ 

ԇ  

show ip ospf interface 
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metric-type {1|2} | route-map map-tag | tag <0-4294967295> |  
subnets ] 

ȍ Ȏ 

  

bgp | isis area-tag | ospf 
process-id | rip | 
connected | static 

‍ Ȃ 

metric OSPF extern2 LSA metricȂ 

Level-1/ level-1-2/ level-2 

‍ IS-IS ᴳ ̆

ұ level ‍

̆ ἵ level-2 IS-IS
‍ Ȃ 

match 
‍ OSPF ᴳ ̆

ұ ‍ ̆

ἵ OSPF ‍ ̕

metric-typ ѝ E-1 E-2Ȃ 

route-map ‍ ‡Ȃ 

tag ‍ ⁮ OSPF ᾃ tag ḣȂ

subnets ‍ ῆ Ȃ 

ȍ ᾳȎ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ ̆ ѝ ASBR̆ ᶕ ὡ OSPF
ᾃ̆ Ԉ type-5 LSA ⁮ ᾃὲӹ OSPF Ȃ 

‍ ̆BGP metric ѝ 1̆ὲᴍ LSA
metric ѝ 20̕ 

‍ isis ̆а level ̆ ἵ ‍ level-2
̆ ‫ ‍ ̆ level ‡̆ἵ ‍ level

Ȃ ᶑ ̆ѝҩ ᵳ̆ level 1, level 2 ̆

ѝ level-1-2 ᶑ Ȃ ѡᴿ Ȃ 

‍ ospf ӑ match ̆ ἵ ‍

ospf  ̕ У match ᴐѝ‫ match  ̆
‍ ἵ רּ ‍ ̕ᴳ no ԇ

match ѝ ḣȂ ѡᴿ Ȃ 

‍ ̆ route-map ̆route-map ѐ match ‡

‍ רּ ̕ ұ ‍ OSPF ISIS ̆
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‍ match level ‡̆ ᾋ route-map
″ Ȃ 

ȍѡᴿȎ 

ԈЮ ԇ ‍ ⁮ OSPF ᾃ 

Ruijie(config-router)# redistribute static subnets 
Ruijie(config)# router ospf 1 
Ruijie(config-router)# redistribute ospf 2 subnets 
Ruijie(config-router)# redistribute ospf 2 match  
external 1 internal  
Ruijie(config-router)# redistribute isis isis-001  
Ruijie(config-router)# redistribute isis isis-001 
level-1 

Show run Ю̔ 

router ospf 1 

redistribute ospf 2 match external 1 internal subnets 
redistribute isis isis-001 level-1-2 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

router ospf 

… OSPF ̆ ᴳ ὤ ԇ router ospfȂ ԇ

no ‮ Ѭ OSPF Ȃ 

router ospf process-id 

no router ospf process-id 

ȍ Ȏ 

  

process-id ospf  

ȍ ᾳȎ 

а OSPF Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 
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RGOS10.1 Э ╗ҩ ̔ ̆ ѝ ᴿ ospfȂ
а ospf ᴿ ҵ ̆ Ԉ נ ѝ чэҵа Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆… OSPF 10Ȃ 

Ruijie(config)# router ospf 10  

ȍ Ὧ ԇȎ 

ԇ  

show ip protocols ₥ ᶕ Ȃ

show ip ospf ₥ ospf ᶕ Ȃ 

ȍ Ȏ 

ȍ Ȏ 

router-id 

ID,ᴳ ԇ no Ԉ‮ Router 
ID̆ ᴳ Router IDȂ 

router-id router-id 

no router-id 

ȍ Ȏ 

  

router-id ID,Ԉ IP Ȃ
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ȍѡᴿȎ 

ԈЮ ᴿ ̆ᶢ router-idѝ 0.0.0.36Ȃ 

Ruijie(config)# router ospf 20 
Ruijie(config-router)# router-id 0.0.0.36 

ȍ Ὧ ԇȎ 

ԇ  

show ip protocols ₥ ᶕ Ȃ

ȍ Ȏ 

ȍ Ȏ  

summary-address 

OSPF ̆ ᴳ ԇ

summary-addressȂ ԇ no ‮ ѬȂ 

summary-address ip-address net-mask [not-advertise | tag  
<0-4294967295> | ] 

ȍ Ȏ 

  

ip-address IP Ȃ 

net-mask Ȃ 

not-advertise аὨ ̆ ‡ѝὨ Ȃ

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ӱὲ ‍ ̆ ὡ OSPF ̆

‍⁞ ԈУэ OSPF Ȃ ὡ

Уэ ̆ Ԉ Уэ

̆ӱ ῏ Ȃ 

б area rang ԇа ărea range OSPF שּ Ѯ ̆

summary-address OSPF Ȃ 
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ұ NSSA שּ s̆ummary-address ԇ ₥ NSSA ABR Э

̆ з ‍ Ȃ 

ȍѡᴿȎ 

ԈЮ ԇ̆ ӊ У 100.100.0.0/16Ȃ 

redRuijie(config)# router ospf 20 
Ruijie(config-router)# summary-address 100.100.0.0 
255.255.0.0 

Ruijie(config-router)# redistribute static subnets 
Ruijie(config-router)# network 200.2.2.0 0.0.0.255 area 
1 

Ruijie(config-router)# network 172.16.24.0 0.0.0.255 
area 0 

Ruijie(config-router)# area 1 nssa 

ȍ Ὧ ԇȎ 

ԇ  

area range OSPF שּ Эṁ Ȃ 

ȍ Ȏ 

ȍ Ȏ 

timers lsa-group-pacing 

ԇ LSA ‍ ⁹ Ԉ ע

̆ ԇ no Ȃ 

timers lsa-group-pacing seconds 

no timers lsa-group-pacing 

ȍ Ȏ 

  

seconds LSA ̆ ̆ ע Ȃ

: 10-1800 

ȍ ᾳȎ 

: 240 Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᾃ ᶕ ̂LSÃ ̆ ̆ ע ̆
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Ԉ ‾ Ȃ ѝ 4 ‍ Ȃ а Ȃ

ᴧ б LSA Ȃ ̆

ѐ 10000 LSĂ ᴂ ᴳᴔ Ȃ 40~100 ̆

‡ ⁮ 10~20 ‍ ֶ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ѝ 120 Ȃ 

Ruijie(config)#router ospf  20 
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Process uptime OSPF ̂router-id
ѝ 0.0.0.0 а ̃ 

Bound to VRF OSPF VRF 

Conforms to RFC2328 б RFC2328 У  

RFC1583Compatibility flag 

RFC1583
‡ RFC2328 ‡ 

ᴧ ASBR
‡ ⁮ 

Support Tos TOS0 

Supports opaque LSA opaque-LSA 

Router Type OSPF normal ȁ
ABR ȁASBRȂ 

SPF Delay ⁮ ע SPF
 

SPF-holdtime ч SPF Ѯ

LsaGroupPacing LSA ̆ ̆ ע

 

Incomming current DD 
exchange neighbors 

Ӈҵ ĭncomming
ὡ exstart  

Outgoing current DD 
exchange neighbors 

Ӈҵ ŏutgoing ӱ

exstart Ӈҵ  

Number of external LSA ѐ ẏ LSA  

External LSA Checksum 
Sum 

ѐ ẏ LSA
 

Number of opaque LSA ѐ ẏ opaque-LSA  

Opaque LSA Checksum 
Sum 

ѐ ẏ opaque-LSA
 

Number of non-default 
external LSA external-LSA  

External LSA database limit external-LSA ⁸ 

Exit database overflow 
state interval ″ overflow  

Database overflow state ₥ OSPF ұ overflow
 

Number of LSA originated LSA  

Number of LSA received ⁮ LSA  

Log Neighbor Adjency 
Changes ע Ὧ  
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ԈЮѝ show ip ospf border-routers ԇ   ̔ 

Ruijie# show ip ospf border-routers  
OSPF internal Routing Table 
 

Codes: i - Intra-area route, I - Inter-area route 
 

i 1.1.1.1 [2] via 10.0.0.1, FastEthernet 0/1, ABR, ASBR, 
Area 0.0.0.1 select 

ЮȂ 

  

Codes Ԇ ѬȂi שּ ᾃ ̆

I שּ Ѯ Ȃ 

I ѝּש ᾃ Ȃ 

1.1.1.1 OSPF Ȃ 

[2] ⁮ ̂cost Ȃ̃

via 10.0.0.1 ⁮ ЮУ ὯȂ 

FastEthernet 0/1 ⁮ Ȃ 

ABR, ASBR ̆ ABR
ASBR ч ̆ Ԉ ABR ASBRȂ

Area 0.0.0.1 ҃⁮ שּ Ȃ 

select ⁮ ASBR s̆elect
₥ ִ Ȃ 

ȍ Ȏ 

ȍ Ȏ 

show ip ospf database 

OSPF ᶕ ̆ ᴳ ԇ show ip  
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ip-address] 

show ip ospf [process-id area-id] database [router] [self-originate]  

show ip ospf [process-id area-id] database [network][link-state-id] 

show ip ospf [process-id area-id] database [network] [link-state-id] 
[adv-router ip-address] 

show ip ospf [process-id area-id] database [network] [link-state-id] 
[self-originate] 

show ip ospf [process-id area-id] database [summary] [link-state-id] 

show ip ospf [process-id area-id] database [summary] [link-state-id



ԇ̂ ̃ ᶕ Ȃ̂ ̃ ᶕ̂ ̃ ᶕ Ȃ



OSPF ԇ 

http://www.ruijie.com.cn 

Link ID         ADV Router      Age  Seq#       CkSum 
192.88.88.27    1.1.1.1         120  0x80000001 0x5366 

Summary Link States (Area 0.0.0.0) 

Link ID         ADV Router      Age  Seq#       CkSum  

Route 
10.0.0.0        1.1.1.1         2    0x80000003 0x350d 

10.0.0.0/24 
100.0.0.0       1.1.1.1         2    0x8000000c 0x1ecb 

100.0.0.0/16 

Router Link States (Area 0.0.0.1 [NSSA]) 

Link ID         ADV Router      Age  Seq#       CkSum  

Link count 
1.1.1.1         1.1.1.1         2    0x80000001 0x91a2 1 

Summary Link States (Area 0.0.0.1 [NSSA]) 

Link ID         ADV Router      Age  Seq#       CkSum  
Route 

100.0.0.0       1.1.1.1         2    0x80000001 0x52a4 
100.0.0.0/16 

192.88.88.0     1.1.1.1         2    0x80000001 0xbb2d 
192.88.88.0/24 

NSSA-external Link States (Area 0.0.0.1 [NSSA]) 

Link ID         ADV Router      Age  Seq#       CkSum  

Route              Tag 
20.0.0.0        1.1.1.1         1    0x80000001 0x033c E2 

20.0.0.0/24     0 
100.0.0.0       1.1.1.1         1    0x80000001 
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Router Link States ԈЮᾃ ѝ ᶕ Ȃ

Net Link States ԈЮᾃ ѝ ᶕ Ȃ 

Summary Net Link 
States ԈЮᾃ ѝ ᶕ Ȃ

NSSA-external Link
States 

ԈЮᾃ ѝ Ц

ᶕ  

AS External 
Link States 

ԈЮᾃ ѝ ҷ

ᶕ Ȃ 

Link ID Ȃ 

ADV Router Ȃ 

Age Ȃ 

Seq# ̆ ұ

LSAȂ 

Cksum Ȃ 

Link-Count ᶕ ѐ

 

Route LSA ꜛ ᶕ  

Tag Ȃ 

ԈЮѝ show ip ospf database asbr-summary ԇ ̔ 

Ruijie# show ip ospf database asbr-summary  
OSPF Router with ID (1.1.1.35) (Process ID 1) 

ASBR-Summary Link States (Area 0.0.0.1) 
LS age: 47 

Options: 0x2 (*|-|-|-|-|-|E|-) 
LS Type: ASBR-summary-LSA 

Link State ID: 3.3.3.3 (AS Boundary Router address) 
Advertising Router: 1.1.1.1 

LS Seq Number: 80000001 
Checksum: 0xbe8c 

Length: 28 
Network Mask: /0 

TOS: 0  Metric: 1 

show ip ospf database asbr-summary ԇ

ЮȂ 

  

OSPF Router with ID ԈЮᶕ б

OSPF  
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AS Summary Link States ԈЮ
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Type-5 AS External 
Link States 

ԈЮᶕ ѝ ᶕ

Ȃ 

LS age Ȃ 

Options Ȃ 

LS Type Ȃ 

Link State ID Ȃ 

Advertising Router Ȃ 

LS Seq Number Ȃ 

Checksum Ȃ 

Length Ԉ̆ ѝ ᴁȂ

Network Mask Ȃ

Metric Type Ȃ 

TOS TOS ḣ̆ ₥ ѝ 0Ȃ 

Metric ḣȂ 

Forward Address 
⁮ ̆ ⁮ IP

Ȃ ѝ 0.0.0.0̆‡ ֶ

⁮ӊ Ȃ 

External Route Tag 

̆ э 32 э

ȂOSPF аᴳ ̆

ὲ ‍ OSPF ֶ

⁮Ȃ 

ԈЮѝ show ip ospf database network ԇ ̔ 

Ruijie# show ip ospf database network  
OSPF Router with ID (1.1.1.1) (Process ID 1) 
Network Link States (Area 0.0.0.0) 

 
LS age: 572 

Options: 0x2 (*|-|-|-|-|-|E|-) 
LS Type: network-LSA 

Link State ID: 192.88.88.27 (address of Designated 
Router) 

Advertising Router: 1.1.1.1 
LS Seq Number: 80000001 

Checksum: 0x5366 
Length: 32 

Network Mask: /24 
Attached Router: 1.1.1.1 

Attached Router: 3.3.3.3 
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OSPF Router with ID ԈЮᶕ б

OSPF Ȃ 

Summary Net Link States ԈЮѝ ᶕ Ȃ

LS age Ȃ 

Options Ȃ 

LS Type Ȃ 

Link State ID Ȃ 
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OSPF Router with ID ԈЮᶕ б

OSPF Ȃ 

NSSA-external 
Link States 

ԈЮᶕ ѝ Ц

ᶕ Ȃ 

LS age Ȃ 

Options Ȃ 

LS Type Ȃ 

Link State ID Ȃ 

Advertising Router Ȃ 

LS Seq Number Ȃ 

Checksum Ȃ 

Length ̆Ԉ ѝ

ᴁȂ 

Network Mask Ȃ

Metric Type Ȃ 

TOS TOS
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Metric Type: 2 (Larger than any link state path) 
TOS: 0 

Metric: 20 
Forward Address: 0.0.0.0 

External Route Tag: 0 

show ip ospf database external ԇ ЮȂ 

  

OSPF Router with ID ԈЮᶕ б

OSPF Ȃ 

Type-7 AS External 
Link States 

ԈЮᶕ ѝ Ц

ᶕ Ȃ 

LS age Ȃ 

Options Ȃ 

LS Type Ȃ 

Link State ID Ȃ 

Advertising Router Ȃ 

LS Seq Number Ȃ 

Checksum Ȃ 

Length Ԉ̆ ѝ ᴁȂ

Network Mask Ȃ

Metric Type Ȃ 

TOS TOS ḣ̆ ₥ ѝ 0Ȃ 

Metric ḣȂ 

Forward Address 
⁮ ̆ ⁮ IP

Ȃ ѝ 0.0.0.0̆‡ ֶ

⁮ӊ Ȃ 

External Route Tag 

̆ э 32 э

ȂOSPF аᴳ ̆

ὲ ‍ OSPF ֶ

⁮Ȃ 

ԈЮѝ show ip ospf database database-summary ԇ ̔ 

Ruijie# show ip ospf database database-summary  
OSPF process 1: 

Router Link States       : 4 
Network Link States      : 2 

Summary Link States      : 4 
ASBR-Summary Link States : 0 
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AS External Link States  : 4 
NSSA-external Link States: 2   

show ip ospf database database-summary ԇ

ЮȂ 
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ȍѡᴿȎ 

ԈЮѝ show ip ospf interface FastEthernet 1/0 ԇ ̔ 

Ruijie# show ip ospf interface fa 1/0 
 

FastEthernet 1/0 is up, line protocol is up 
Internet Address 192.88.88.27/24, Ifindex 4, Area 0.0.0.0, 

MTU 1500 
Matching network config: 192.88.88.0/24 

Process ID 1, Router ID 1.1.1.1, Network Type BROADCAST, 
Cost: 1 

Transmit Delay is 1 sec, State DR, Priority 1 
Designated Router (ID) 1.1.1.1, Interface Address 

192.88.88.27 
Backup Designated Router (ID) 3.3.3.3, Interface Address 

192.88.88.72 
Timer intervals configured, Hello 10, Dead 40, Wait 40, 

Retransmit 5 
Hello due in 00:00:03 

Neighbor Count is 1, Adjacent neighbor count is 1 
Crypt Sequence Number is 70784 

Hello received 1786 sent 1787, DD received 13 sent 8 
LS-Req received 2 sent 2, LS-Upd received 29 sent 53 

LS-Ack received 46 sent 23, Discarded 1 

show ip ospf interface serial 1/0 ԇ ЮȂ 

  

FastEthernet 0/0 State ̆UP ᴐ̆

Down Ȃ 

Internet Address IP Ȃ 

Area OSPF שּ Ȃ 

MTU MTU 

Matching network config OSPF
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Priority ִἼ  

Designated Router(ID) DR  

DR's Interface address DR  

Backup designated 
router(ID) BDR  

BDR's Interface address BDR  

Time intervals configured Hello ̆ Dead ̆
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neighbor-id ̂ ̃ ᶕ Ȃ 

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ Ԉ ᶕ ̆ ԇ OSPF
Ȃ 

ȍѡᴿȎ 

ԈЮѝ show ip ospf neighbor ԇ ̔ 

Ruijie# show ip ospf neighbor  
OSPF process 1, 1 Neighbors, 1 is Full: 

Neighbor ID     Pri   State                Dead Time   
Address         Interface 

3.3.3.3           1   Full/BDR             00:00:32    
192.88.88.72    FastEthernet 1/0 

 
Ruijie# show ip ospf neighbor detail 

Neighbor 3.3.3.3, interface address 192.88.88.72 
In the area 0.0.0.0 via interface FastEthernet 1/0 

Neighbor priority is 1, State is Full, 11 state changes 
DR is 192.88.88.27, BDR is 192.88.88.72 

Options is 0x52 (*|O|-|EA|-|-|E|-) 
Dead timer due in 00:00:32 

Neighbor is up for 05:11:27 
Database Summary List 0 

Link State Request List 0 
Link State Retransmission List 0 

Crypt Sequence Number is 0 
Thread Inactivity Timer on 

Thread Database Description Retransmission off 
Thread Link State Request Retransmission off 

Thread Link State Update Retransmission off 
Thread Poll Timer on   

show ip ospf neighbor ԇ Ю̔ 

  

Neighbor ID Ȃ 
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Pri ִἼ ̂ ѡ DR ̃ 

State  

Dead Time ⁮ Dead ⅓ᴍ  

Address  

Interface  

interface address  

In the area ҃⁮ שּ  
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Thread Poll Timer P̆oll Timer ╟

 

ȍ Ȏ 

ȍ Ȏ 

show ip ospf route 

ospf Ȃ 

show ip ospf [process-id] route[count] 

ȍ Ȏ 

  

process-id ospf ̆ ospf Ȃ

count ospf ᶕ Ȃ 

ȍ ᾳȎ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ȍѡᴿȎ 

Ruijie# show ip ospf route 
OSPF process 1: 
Codes: C - connected, D - Discard, O - OSPF,  

IA - OSPF inter area  N1 - OSPF NSSA external type 1, 
N2 - OSPF NSSA external type 2 

E1 - OSPF external type 1, E2 - OSPF external type 2 
E2 100.0.0.0/24 [1/20] via 192.88.88.126, FastEthernet 

1/0 
C  192.88.88.0/24 [1] is directly connected, 

FastEthernet 1/0, Area 0.0.0.1 

show ip ospf route ԇ Ю̔ 

  

codes 
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via ЮУ б  

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

show ip ospf summary-address 

OSPF ‍ ̆ ᴳ ԇ

show ip ospf summary-addressȂ 

show ip ospf summary-address 

ȍ Ȏ 

ԇ Ȃ 

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

₥ ԇ NSSA ABR Э ̆ з ṁ

ᴐ Ȃ 

ȍѡᴿȎ 

ԈЮѝ show ip ospf summary-address ԇ ̔ 

Ruijie# show ip ospf summary-address  
Summary Address Summary Mask    Advertise     Status   
Aggregated subnets 

--------------- --------------- ------------- -------- 
202.101.0.0     255.255.0.0     advertise        

Inactive 0     
Ruijie# 

  

Summary Address  

Summary Mask Ȃ 

Advertise Ὠ  
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Status  

Aggregated subnets  

ȍ Ȏ 

ȍ Ȏ 

show ip ospf virtual-link 

OSPF ᶕ ̆ ᴳ ԇ show ip ospf 
virtual-linkȂ 

show ip ospf [process-id] virtual-link 

ȍ Ȏ 

  

ԇ   

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

̆ ԇ Ԉ̆ ὲ Ὧᶕ
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Virtual Link VLINK0 to router Ԉ  

Virtual Link state . 

Transit area ּש Ȃ 

via interface Ὧ Ȃ 

Local address  

Remote Address  

Transmit Delay ּ Ȃ 

State  

Time intervals configured HellŏDead̆Wait̆
Retransmit  

Adjacency State ȂFULL ѝ Ȃ 

ȍ Ȏ 

ȍ Ȏ 
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Ὧ ԇ 

Ὧ ԇ 

distribute-list in 

⁸ ̆Ԉ ̆ ᴳ ԇ

distribute-list inȂ ԇ no ‮ ѬȂ 

distribute-list {[access-list-number | access-list-name] | prefix 
prefix-list-name [gateway prefix-list-name]} in [interface-type 
interface-number] 

no distribute-list {[access-list-number | access-list-name] | prefix 
prefix-list-name [gateway prefix-list-name]} in [interface-type 
interface-number] 

ȍ Ȏ 

  

access-list-number 

‟  
ῆ ‟ ̔ 1-99 ̆

1300-1999 
‟ ̔100-199̆

2000-2699 

access-list-name ‟  

prefix prefix-list-name ᴳ ₥ ‟  

gateway prefix-list-name ᴳ ₥ ‟  

interface-type 
interface-number 

( ) ‍ ‟ ̆

 

ȍ Ȏ 

Ѭ‍ ‟ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 
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ѝҩ Ҿ ̆ Ԉ ‍ ⁸‟ ̆

⁮ Ȃ ԇ OSPF ̆ ѝ

OSPF ⁮ а έᴇ ̆ Ȃ 

̆ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆RIP ӱ Fastethernet 0/0 ̆ ҩ

⁸ ̆ ἵ 172.16 Ȃ 

Ruijie(config)# router rip 
Ruijie(config-router)# network 200.168.23.0 
Ruijie(config-router)# distribute-list 10 in  
fastethernet 0/0 
Ruijie(config-router)# no auto-summary 
Ruijie(config-router)# exit 
Ruijie(config)# access-list 10 permit 172.16.0.0 

0.0.255.255 

ȍ Ὧ ԇȎ 

ԇ  

access-list Ѭ ‟ ‡ 

prefix-list Ѭ₥ ‟  

ȍ Ȏ 

ȍ Ȏ 

distribute-list out 

⁸ ̆Ԉ ̆ ᴳ ԇ

distribute-list outȂ ԇ no ‮ ѬȂ 

distribute-list {[access-list-number | access-list-name] | prefix 
prefix-list-name} out [interface | protocol | process-id] 

no distribute-list {[access-list-number | name] | prefix prefix-list-name} 
out [interface | protocol | process-id] 

ȍ Ȏ 
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access-list-number 

‟  
ῆ ‟ ̔ 1-99 ̆

1300-1999 
‟ ̔100-199̆

2000-2699 

access-list-name ‟  

prefix prefix-list-name ᴳ ₥ ‟  

Interface ( ) ‍ ‟ ̆

⁸  

protocol ( ) ‍ ‟ ̆
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redistribute ‍  

ip default-network  

̆ ᴳ ὤ ԇ ip default-networkȂ ԇ

no Ԉ‮ Ȃ 

ip default-network network 

no ip default-network network 

ȍ Ȏ 

  

network Ȃ 

ȍ Ȏ 

ѝ 0.0.0.0/0Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ѝҩӊ ̆ default-network ӊ

ԈЮ ֒̔ а ת̆ ѐ

⁮ Ȃ 

Ԉ“*” ̆ Ḁ Ȃ ѐ

connected ЮУ ̆‡ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ 192.168.100.0 ѝ ̆ ұ ҩ⁮

̆ Ԉ ╟ӊ У Ȃ 

Ruijie(config)# ip route 192.168.100.0 255.255.255.0 
serial  0/1 

Ruijie(config)# ip default-network 192.168.100.0 

ԈЮ ᴿ ̆ 200.200.200.0 ѝ ̆

200.200.200.0   ѐ̆ ѝ Ȃ 

Ruijie(config)# ip default-network 200.200.200.0 

ȍ Ὧ ԇȎ 

ԇ  

show ip route IP Ȃ 
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ȍ Ȏ 

ԇ ү Эа Ȃ 

ip prefix-list 

… Уэ₥ ‟ ╗У ₥ ‟ ̆ᴳ ip prefix-list
ԇȂ ԇ no ‮ Уэ₥ ‟ ₥ ‟ Ȃ  

ip prefix-list prefix-lis-name [ seq seq-number] { deny | permit }  
ip-prefix [ge minimum-prefix-length][ le maximum-prefix- length] 

no ip prefix-list prefix-lis-name[ seq seq-number] { deny | permit} 
ip-prefix [ge minimum-prefix- length][ le maximum-prefix- length] 

ȍ Ȏ 

  

prefix-lis-name ₥ ‟  

seq-number 

У ₥ ‟ Ԉ ‟ Ȃὲ

1 ⁮ 2147483647Ȃ ԇ ꜛ

э ‟ ‡̆ ֶѝ ₥ ‟

‍ Уэ ‟ Ȃ Уэ

‟ 5̆ Уэ ḣ

‟ ḣ ₥Уэ ‟

Уэ 5 ᷁ ḣ 

deny ұּר ᾳ  

permit ұּר ᾳἵ  

ip-prefix Ԉ Ȃ Ԉ

֗ IP Ȃ ӱ 0 ⁮ 32

minimum-prefix-length 
̂ ̃ ḣ(

) 
̔ge Ὧ Ԇ ұ ұ

maximum-prefix-length 
̂ ̃ ḣ( ѐ

) 
̔le Ὧ Ԇ ұ ұ  

ȍ Ȏ 

… ֗ᴉ₥ ‟ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ip prefix-list ԇ ұ IP ₥ Ȃ ₥ ‟ permit  deny 
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Ὧ ᾱ רּ ᾳЮ ╟ᴐȂ 

₥ ‟ Ѭ ұУэ₥ רּ רּ Ȃge  le 
Ὧ ѬУэ ұּר ₥ ̆ ᵏҩ ὡ ip-prefix 
╗ רּ Ȃ ԇѐ ge  le Ὧ ̆‡ ip-prefix
ᵏҩ ₥ רּ Ȃ Ө ὡ ge רּ‡̆

minimum-prefix-length ⁮ 32Ȃ Ө ὡ le ip-prefix
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ȍѡᴿȎ 

ԈЮᴿ ѝ IP ₥ ‟ ╗ Deny routes from Net-A̔ 
Ruijie# configure terminal 
Ruijie(config)# ip prefix-list pre description Deny 
routes from Net-A 

ip prefix-list sequence-number 

ѝ₥ ‟ ╖ ̆ ᴳ ip prefix-list description ԇȂ

ԇ no ₥ ‟ ╖ Ȃ  

ip prefix-list sequence-number 

ȍ Ȏ 

 

ȍ Ȏ 

╗₥ ‟  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ȍѡᴿȎ 

ԈЮᴿ ѝ₥ ‟ ╖ ̔ 

Ruijie# configure terminal 
Ruijie(config)# ip prefix-list sequence-number 

ip route  

̆ ᴳ ὤ ԇ ip routeȂ ԇ no ‮

Ȃ 

ip route network net-mask {ip-address | interface [ip-address]} 
[distance] [tag tag] [permanent] [weight number] [disable | enable] 

ȍ Ȏ 
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Interface ̂ ̃ ЮУ    

distance ̂ ̃  

tag ̂ ̃ Tag ḣ 

permanent ̂ ̃ Ѩ  

number ̂ ̃ ḣ 

disable/enable ̂ ̃ ᴳ  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ѝ 1̆ ̆ Ԉἵ ╟

⁮ ̆ ╟ а⁮ ̆ ᴳ Ȃ

Ԉ ֙̆ Ў

ѝ ╟ Ȃ OSPF ѝ 110̆ Ԉ

ѝ 125̆ OSPF ̆

Ԉ‎ ⁮ ЭȂ 

ѝ 1̆ Ԉᴳ show ip route weight ԇ

Ȃ weight ұ WCMP ╖ ̆

⁮ Ӈ̆ ֶ ḣ‍

̆weight ֶ‍ ̆ ֶ‍

Ȃ WCMP ⁸У ѝ 32̆ Ӈ ‡ ұ

а ̆ Ԉὲ WCMP ⁸ б Ὧ̕

Ѯ ұ ⁸ ̆   ⁸ аֶ Ȃ 

ᴳ ⁸ ̆ ‡аֶ ұ Ȃ

Ѩ ̆ ‮ ̆ ‡ У Ȃ 

Ԉ ̆ ὁЮУ ѝ ̂ ip 
route 0.0.0.0 0.0.0.0 Fastethernet 0/0 Ȃ̃ ֶ

̆ Fastethernet 0/0 ̆ э ў У

э ARP ֶ̆  CPU ᾃ Ȃ ԈУ а

Ԉ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ╗ҩУ ⁮ 172.16.100.0/24 ̆

ЮУ ѝ 192.168.12.1̆ ѝ 115Ȃ 

ip route 172.16.100.0 255.255.255.0 192.168.12.1 115 
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̆ ̆ ֶᴳ

ӱὲ Ȃ ὁ ᾳ ̆ ȂԈЮ ᴿ

̆⁮ 172.16.10 .0/24 ӱ fastethernet 0/0
Ȃ 

Ruijie(config)# ip route 172.16.10 .0 255.255.255.0 fastethernet 0/0 192.168.12.1 

ȍ Ὧ ԇȎ 

ԇ  

show ip route IP Ȃ 

ȍ Ȏ 

ԇ ү Эа Ȃ 

ip routing 

RGOS ֒ IP ╖ ̆ ὤ Ю ԇȂ ԇ

no ԈὯ IP ╖ Ȃ 

ip routing 

no ip routing 

ȍ ᾳȎ 

IP Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴐѝ ̆ ᴐѝ VOIP Ὧ ̆ Ԉа

RGOS ֒ IP ╖ Ȃ ԈὯ RGOS IP ╖ Ȃ 

ȍѡᴿȎ 

ԈЮ ̆Ὧ ҩ RGOS ֒ IP ╖ Ȃ 

Ruijie(config)# no ip routing 

ȍ Ȏ 

ԇ ү Эа Ȃ 
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ip static route-limit 

Э ̆ ᴳ ὤ ԇ ip static route-limitȂ
ԇ no Ԉ Ȃ 

ip static route-limit number 

no ip static route-limit 

ȍ Ȏ 

  

number Э ̆ 1-10000 

ȍ Ȏ 

ѝ 1000Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Э ѝҩ ⁸ ̆ ip static 
route-limit Э ֶӊ Ю ̆

аֶ Э Ȃ show running-config Ԉ ₥

Э Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ Э ѝ 900 ̆ ḣȂ 

Ruijie(config)# ip static route-limit 900 

Ruijie(config)# no ip static route-limit 

ȍ Ȏ 

ԇ ү Эа Ȃ 

ipv6 prefix-list 

… Уэ IPv6 ₥ ‟ ╗У ₥ ‟ ̆ ᴳ ipv6 
prefix-list ԇȂ ԇ no ‮ Уэ₥ ‟ ₥ ‟ Ȃ  

Ipv6 prefix-list prefix-lis-name [ seq seq-number] { deny | permit }  
ipv6-prefix [ge minimum-prefix-length][ le maximum-prefix- length] 

no ipv6 prefix-list prefix-lis-name[ seq seq-number] { deny | permit} 
ipv6-prefix [ge minimum-prefix- length][ le maximum-prefix- length] 
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ȍ Ȏ 

  

prefix-lis-name ₥ ‟ Ȃ 

seq-number 

У ₥ ‟ Ԉ ‟ Ȃὲ

1 ⁮ 2147483647Ȃ ԇ ꜛ

э ‟ ‡̆ ֶѝ ₥ ‟

‍ Уэ ‟ Ȃ Уэ

‟ 5̆ Уэ ḣ

‟ ḣ ₥Уэ ‟

Уэ 5 ᷁ ḣ 

deny ұּר ᾳ  

permit ұּר ᾳἵ  

ipv6-prefix Ԉ Ȃ Ԉ

֗ IP Ȃ ӱ 0 ⁮ 32

minimum-prefix-length 
̂ ̃ ḣ(

) 
̔ge Ὧ Ԇ ұ ұ

maximum-prefix- length 
̂ ̃ ḣ( ѐ

) 
̔le Ὧ Ԇ ұ ұ  

ȍ Ȏ 

… ֗ᴉ₥ ‟ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ipv6 prefix-list ԇ ұ IPv6 ₥ Ȃ ₥ ‟ permit  
deny Ὧ ᾱ רּ ᾳЮ ╟ᴐȂ 

₥ ‟ Ѭ ұУэ₥ רּ רּ Ȃge  le 
Ὧ ѬУэ ұּר ₥ ̆ ᵏҩ ὡ

� �H‘I
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ԈЮѝᴳ ‍ ‟ ᴿ ̆ RIP ѐ ‍ OSPF
1   ‍ ᶕ IP ̆ ‡ Ὧ

IPv6₥ ‟ ѐ Ѭ(ᴿ ἵ IP 2222::/64Ѯᾃ ᶕ

‍   )̆‡ Ю‟ ̔ 

Ruijie# configure terminal 
Ruijie(config)# ipv6 prefix-list pre permit 2222::/64 
Ruijie(config)# ipv6 router rip 
Ruijie(config-router)# redistribute ospf 1 
Ruijie(config-router)# distribute-list prefix pre out 
Ruijie(config-router)# end 

ipv6 prefix-list description 

ѝУэ IPv6 ₥ ‟ ╗ ̆ ᴳ ipv6 prefix-list 
description ԇȂ ԇ no ‮ Уэ₥ ‟ Ȃ  

ipv6 prefix-list prefix-lis-name description descripton-text 

ȍ Ȏ 

  

prefix-lis-name IPv6 ₥ ‟  

descripton-text IPv6 ₥ ‟  

ȍ Ȏ 

╗₥ ‟  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ȍѡᴿȎ 

ԈЮᴿ ѝ IPv6₥ ‟ pre ╗ Deny routes from Net-A  ̔
Ruijie# configure terminal 
Ruijie(config)# ipv6 prefix-list pre description Deny 
routes from Net-A 

ipv6 prefix-list sequence-number 

ѝ IPv6 ₥ ‟ ╖ ̆ ᴳ ipv6 prefix-list description
ԇȂ ԇ no ₥ ‟ ╖ Ȃ  

ipv6 prefix-list sequence-number 
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ȍ Ȏ 

 

ȍ Ȏ 

╗₥ ‟  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ȍѡᴿȎ 

ԈЮᴿ ѝ IPv6 ₥ ‟ ╖ ̔  

Ruijie# configure terminal 
Ruijie(config)# ipv6 prefix-list sequence-number 

match as-path 

‍ ‟ ѐἵ AS_PATH ̆ ᴳ ԇ

match as-pathȂ ԇ no ‮ Ȃ 

match as-path as-path-acl-list-num ̵as-path-acl-list-num…..̷ 

no match as-path̵as-path-acl-list-num……̷ 

ȍ Ȏ 

  

as-path-acl-list-num ‟ Ȃ‟ 1…500

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

match as-path ԇ Ԉ э ‟ Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ ᴐȂ 

ȍѡᴿȎ 

Ruijie(config)# route-map ROUTEMAP2IBGP 
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match community ԇ Ԉ э ᴇ‟ ᴇ‟ ̆

чת а ұ 6Ȃ 

э exact-match Ὧ Өᶢ ₥Уэ‟ ̆ а ᶢ רּ ‟

Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ ᴐȂ 

ȍѡᴿȎ 

Ruijie(config)# ip community-list 1 permit 100:2 100:30 
Ruijie(config)# route-map set_lopref 
Ruijie(config-route-map)# match community 1 exact-match 
Ruijie(config-route-map)# set  local-preference 20 

ȍ Ὧ ԇȎ 

ԇ  

ip community-list ᴇ‟  

match as-path ּר AS_PATH ḣ 

match metric  ּר ḣ 

match origin ּר ḣ 

set as-path prepend ‍ AS_PATH Ȃ

set comm-list delete ‮ רּ ᴇ ḣ 

set community ᴇ ḣ 

set metric ‍ ḣ 

match interface 

רּ ЮУ   ѝ ̆  ᴳ ԇ match 
interfaceȂ ԇ no ‮ ᾃ Ȃ 

match interface interface-type interface-number […interface-type 

interface-number] 

no match interface interface-type interface-number […interface-type  
interface-number] 

ȍ Ȏ 

  

interface-type  
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match ip route-source  ּר ‟ ѐ  

match metric  ּר ḣ 

match route-type  ּר  

match tag  ּר ḣ 

set metric ‍ ḣ 

set metric-type  ‍  

set tag  ‍ ḣ 

ȍ Ȏ 

ȍ Ȏ 

match ip address 

‍ ‟ ₥ ‟ ѐἵ ̆ ᴳ

ԇ match ip addressȂ ԇ no ‮ Ȃ 

match ip address {access-list-number [access-list-number... | 
access-list-name...] |access-list-name [access-list-number...|  
access-list-name] | prefix-list prefix-listi  

{
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ȍᴳ Ȏ 

match ip address ԇ Ԉ э ‟ ‟ Ȃ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ

Ԉ OSPF ‍ ⁮ RIP ѐ̆
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match metric  ּר ḣ 

match route-type  ּר  

match tag  ּר ḣ 

set metric ‍ ḣ 

set metric-type  ‍  

set tag  ‍ ḣ 

ȍ Ȏ 

ȍ Ȏ 

match ip next-hop 

‍ ЮУ IP ‟ ₥ ‟ ‡ ̆

match ip next-hopȂ ԇ no ‮ Ȃ 

match ip next-hop {access-list-number [access-list-number... | 
access-list-name...] |access-list-name [access-list-number...|  
access-list-name] | prefix-list prefix-list-name [prefix-list-name...]} 
 
no match ip next-hop {access-list-number [access-list-number... | 
access-list-name...] | access-list-name [access-list-number...|  
access-list-name] | prefix-list prefix-list-name [prefix-list-name...]} 

ȍ Ȏ 

  

access-list-number 

‟  
ῆ ‟ ̔ 1-99̆

1300-1999 
‟ ̔100-199̆

2000-2699 

access-list-name ‟  

prefix-list prefix-list-name ּר ₥ ‟  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 
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match ip next-hop ԇ Ԉ э ‟ ‟ Ȃ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ 
Ԉ OSPF ‍ ⁮ Уэ ╖ Ȃ Ԉ

OSPF ‍ ⁮ RIP ѐ̆҂ Ԉ RIP
‍ ⁮ OSPF ѐȂ ҵ ‍

Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ

Ѯ ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ ᴐȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆OSPF ‍ RIP Ȃ RIP Ю

У ‟ 10 20̆OSPF ἵ ὲ ‍ Ȃ 

Ruijie(config)# router ospf 
Ruijie(config-router)# redistribute rip subnets 
route-map redrip 
Ruijie(config-router)# network 192.168.12.0 0.0.0.255 
area 0 
Ruijie(config-router)# exit 
09
0.5d184 Td267.141  Tm4[TTd
[< 0 9 
 0 . 5 d 1 8 4  T d 1 5
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ȍ Ȏ 

ȍ Ȏ 

m

a

t

c

h

 

i

p

 

r

o

u

t

e

-

s

o

u

r

c

e

 

‍ IP ‟ ₥ ‟ ‡ ̆

ԇ match ip route-sourceȂ ԇ no ‮

Ȃ 

match ip route-source {access-list-number [access-list-number... | 
access-list-name...] |access-list-name [access-list-number...|  
access-list-name] | prefix-list prefix-list-name [prefix-list-name...]} 
 
no match ip route-source {access-list-number [access-list-number... | 
access-list-name...] | access-list-name [access-list-number...|  
access-list-name] | prefix-list prefix-list-name [prefix-list-name...]} 

ȍ Ȏ 
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ȍѡᴿȎ 

ԈЮ ᴿ ̆OSPF ‍ RIP Ȃ RIP
IP ‟ 5̆OSPF ἵ ὲ ‍ Ȃ 

Ruijie(config)# router ospf  
Ruijie(config-router)# redistribute rip subnets 
Ruijie(config-router)# route-map redrip 
Ruijie(config-router)# network 192.168.12.0 0.0.0.255 
area 0 
Ruijie(config-router)# exit 
Ruijie(config)# access-list 5 permit host 192.168.100.1 
Ruijie(config)# route-map redrip permit 10 
Ruijie(config-route-map)# match ip route-source 5 

ȍ Ὧ ԇȎ 

ԇ  

access-list Ѭ ‟ ‡ 

match ip address     ּר ‟ ѐ  

match interface      ּר ЮУ  

match ip next-hop    ּר ‟ ѐ ЮУ  

match metric  ּר ḣ 

match route-type  ּר  

match tag  ּר ḣ 

set metric ‍ ḣ 

set metric-type  ‍  

set tag  ‍ ḣ 

ȍ Ȏ 

ȍ Ȏ 

match ipv6 address 

‍ ‟ ₥ ‟ ѐἵ IPv6 ̆ ᴳ

ԇ match ipv6 addressȂ ԇ no ‮ Ȃ 

match ipv6 address { access-list-name | prefix-list prefix-list-name } 

no match ipv6 address  
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ȍ Ȏ 

  

access-list-name ‟  
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ȍᴳ Ȏ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ

Ԉ OSPF ‍ ⁮ RIP ѐ ҂̆ Ԉ RIP
‍ ⁮ OSPF ѐȂ ҵ ‍

Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ

Ѯ ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ ᴐȂ 

ȍѡᴿȎ 

︠‍ ̆ Ԉ ‍ ЭȂа

ᴉ ̆ὲ У ̆ ԇ а Ȃ

ᴳ ‍ Э ӑ ὲ̆ ᴳ

ԇ҂а Ȃ 

ԈЮ ᴿ ̆ OSPF ‍ RIP ̆ ‍

‟ 10 RIP ̆ OSPF ѐ̆ ѝ

type-1̆‫ ḣѝ 40Ȃ 

Ruijie(config)# ipv6 router ospf 
Ruijie(config-router)# redistribute rip subnets 
route-map redrip 
Ruijie(config-router)# exit 
Ruijie(config)# ipv6 access-list v6acl 
Ruijie(config-ipv6-acl)# 10 permit ipv6 2720::/64 any 
Ruijie(config-ipv6-acl)# exit 
Ruijie(config)# route-map redrip permit 10 
Ruijie(config-route-map)# match ipv6 next-hop v6acl 
Ruijie(config-route-map)# set metric 40 

ȍ Ὧ ԇȎ 

ԇ  

ipv6 access-list Ѭ IPv6 ‟ ‡ 

match interface      ּר ЮУ  

match ipv6 address    ּר IPv6 ‟ ѐ ЮУ  

match ipv6 route-source ּר IPv6 ‟ ѐ  

match metric  ּר ḣ 

match route-type  ּר  

match tag  ּר ḣ 
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set metric 
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ȍѡᴿȎ 

︠‍ ̆ Ԉ ‍ ЭȂа

ᴉ ̆ὲ У ̆ ԇ а Ȃ

ᴳ ‍ Э ӑ ὲ̆ ᴳ

ԇ҂а Ȃ 

ԈЮ ᴿ ̆ OSPF ‍ RIP ̆ ‍

‟ 10 RIP ̆ OSPF ѐ̆ ѝ

type-1̆‫ ḣѝ 40Ȃ 

Ruijie(config)# ipv6 router ospf 
Ruijie(config-router)# redistribute rip subnets 
route-map redrip 
Ruijie(config-router)# exit 
Ruijie(config)# ipv6 access-list v6acl 
Ruijie(config-ipv6-acl)# 10 permit ipv6 5200::/64 any 
Ruijie(config-ipv6-acl)# exit 
Ruijie(config)# route-map redrip permit 10 
Ruijie(config-route-map)# match ipv6 route-source v6acl 
Ruijie(config-route-map)# set metric 50 

ȍ Ὧ ԇȎ 

ԇ  
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ȍ Ὧ ԇȎ 

ԇ  

route-map Ѭ  

match ip address     ּר ‟ ѐ  

set default interface  ꜛ   ̆

ѐ  

set interface         ꜛ    

set ip default next-hop  ꜛ ЮУ IP ̆

ѐ  

set ip next-hop  ꜛ ЮУ IP  

set ip precedence  ꜛ IP ִἼḣ 

match metric 

רּ ḣ̆ ᴳ ԇ match metricȂ ԇ

no ‮ Ȃ 

match metric metric 

no match metric 

ȍ Ȏ 

  

metric ḣ 
ḣ ̔0-4294967295 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 
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э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ ᴐȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆OSPF ‍ RIP Ȃ ḣѝ 10
RIP ̆OSPF ֶ ‍ Ȃ 

Ruijie(config)# router ospf 
Ruijie(config-router)# redistribute rip subnets 
route-map redist-rip 
Ruijie(config-router)# network 192.168.12.0 0.0.0.255 
area 0 
Ruijie(config-router)# exit 
Ruijie(config)# route-map redist-rip permit 10 
Ruijie(config-route-map)# match metric 10 

ȍ Ὧ ԇȎ 

ԇ  

access-list Ѭ ‟ ‡ 

match ip address     ּר ‟ ѐ  

match interface      ּר ЮУ  

match ip next-hop    ּר ‟ ѐ ЮУ  

match ip route-source  ּר ‟ ѐ  

match route-type  ּר  

match tag  ּר ḣ 

set metric ‍ ḣ 

set metric-type  ‍  
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ȍ Ȏ 

  

egp EGP 

igp IGP 

Incomplete а  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

רּ У ̆а רּ Ȃ 

ԇ רּ ֒Ȃ 

ȍѡᴿȎ 

Ruijie(config)# route-map MY_ 10.5 89.88 627.0203 Tm
[<015.989 -2.189 Td
<097ef
-27 -2.183 Td
<41B90A109.88 627.0203 Tm
[< re.989 -2.189 Td
5097ef
-27 -2.183 Td
<41B90Apermit
/TT4 1 Tf
-0.002-13.686776(Ruijie(config)# -e-map)Tj
 0Qs
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ԇ no ‮ Ȃ 

match route-type {local | internal | external [type-1 | type-2] | 
level-1 | level-2} 
no match route-type {local | internal | external [type-1 | type-2] | 
level-1 | level-2} 

ȍ Ȏ 

  

local  

Internal OSPF ᾃ  

external (BGP OSPF
) 

type-1 | type-2 OSPF 1 2  

level-1 | level-2 ISIS 1 2  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ

Ԉ OSPF ‍ ⁮ RIP ѐ ҂̆ Ԉ RIP
‍ ⁮ OSPF ѐȂ ҵ ‍

Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ

Ѯ ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ ᴐȂ 

ȍѡᴿȎ 

ԈЮ ᴿ R̆IP ‍ OSPF ȂRIP ‍ OSPF
ᾃ Ȃ 

Ruijie(config)# router rip 
Ruijie(config-router)# redistribute ospf route-map 
redrip 
Ruijie(config-router)# network 192.168.12.0  
Ruijie(config-router)# exit 
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Ruijie(config)# route-map redrip permit 10 
Ruijie(config-route-map)# match route-type internal 

ȍ Ὧ ԇȎ 

ԇ 
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ȍᴳ Ȏ 

match tag ԇ Ԉ э tagȂ 

ᶕ ԈӱУэ ‍ ⁮ Уэ Ȃ Ԉ

OSPF ‍ ⁮ RIP ѐ̆҂ Ԉ RIP
‍ ⁮ OSPF ѐȂ ҵ ‍ Ԉ

IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ

Ѯ ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ ᴐȂ 

ȍѡᴿȎ 

ԈЮ ᴿ R̆IP ‍ OSPF ȂRIP ‍ OSPF
ѐ ѝ 50 80 Ȃ 

Ruijie(config)# router rip 
Ruijie(config-router)# redistribute ospf 100 route-map 
redrip 
Ruijie(config-router)# network 192.168.12.0  
Ruijie(config-router)# exit 
Ruijie(config)# route-map redrip permit 10 
Ruijie(config-route-map)# match tag 50 80 

ȍ Ὧ ԇȎ 

ԇ  

access-list Ѭ ‟ ‡ 

match ip address     ּר ‟ ѐ  

match interface      ּר ЮУ  

match ip route-source  ּר ‟ ѐ  

match metric  ּר ḣ 

match ip next-hop    ּר ‟ ѐ ЮУ  

match route-type  ּר  

set metric ‍ ḣ 

set metric-type  ‍  

set tag  ‍ ḣ 
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ȍ Ȏ 

  

route-map-name 

ѬУэᵳұ Ȃ 
‍ ԇ

ȂУэ Ԉ Ѭ э ̆

Уэ Уэ  

permit 

̂ ̃ Ѭҩ permit Ὧ ̆

match Ѭ רּ ‡Ȃ‡ set ԇ ‍

⁸̕ ұ s̆et ԇ

ꜛ ⁸Ȃ  

ᴐȂ 
Ѭҩ permit Ὧ ̆ а match

Ѭ רּ ‡Ȃ‡ ὡ үэ

ᴐȂ ⁮ ҩ set ԇ 

deny 

̂ ̃ Ѭҩ deny Ὧ ̆

match Ѭ רּ ‡Ȃ‡аֶ ֗ᴉ

ᴐ̆ аἵ ‍

̆ з   ᴐȂ 
Ѭҩ deny Ὧ ̆ а match

Ѭ רּ ‡Ȃ‡ ὡЮУэ

ᴐȂ ⁮ ҩ set ԇȂ 

sequence-number Ȃᴂ ִἼ

⁮ᴳ ̆ Ȃ 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

₥ RGIOS ֒ ў чэ ̔̋ ̃ ‍ ⁸̌̕ ̃

Ȃ 

̋̃ ‍ ⁸ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ

Ԉ OSPF ‍ ⁮ RIP ѐ ҂̆ Ԉ RIP
‍ ⁮ OSPF ѐȂ ҵ ‍

Ԉ IP Ѯ Ȃ 

‍
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̆ ᴳ ԈЮΰ ̔ 

1) … Уэ ̆ sequence-number̆
ѝ 10̕ 

2) Уэ ̆ sequence-number̆аֶ…

̆ ὡ ̕ 

э ̆ ᴐ ̆ ‡   Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ OSPF ‍ RIP ̆ ‍

ѝ 4 RIP ̆ OSPF ѐ̆ ѝ type-1̆
‫ ḣѝ 40̆ ḣ ѝ 40Ȃ 

Ruijie(config)# router ospf 
Ruijie(config-router)# redistribute rip subnets 
route-map redrip 
Ruijie(config-router)# network 192.168.12.0 0.0.0.255 
area 0 
Ruijie(config-router)# exit 
Ruijie(config)# route-map redrip permit 10 
Ruijie(config-route-map)# match metric 4 
Ruijie(config-route-map)# set metric 40 
Ruijie(config-route-map)# set metric-type type-1 
Ruijie(config-route-map)# set tag 40 

ȍ Ὧ ԇȎ 

ԇ  

Redistribute  ‍  

ȍ Ȏ 

ȍ Ȏ 

set aggregator as 

רּ match ‡ AS ḣ̆ ᴳ

ԇ set aggregator asȂ ԇ no ‮ Ȃ

ԇӨ ұ Ȃ 

set aggregator as as-num ip_addr 

no set aggregator as [as-num ip_addr] 

ȍ Ȏ 
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as-number AS  

ip_addr  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ BGP ѐ ᴳ ̆ Ȃ 

ԇ У ̂as,ip-addr̃̆ а  

ȍѡᴿȎ 

Ruijie(config)# route-map set-as-path 
Ruijie(config-route-map)# match as-path 1 
Ruijie(config-route-map)# set aggregator as 3 2.2.2.2 

ȍ Ὧ ԇȎ 

ԇ  

match as-path ּר AS_PATH ḣ 

match community ּר ᴇḣ 

match metric  ּר ḣ 

match origin ּר ḣ 

set community ‍ COMMUNITY
 

set metric ‍ ḣ 

set metric-type  ‍  

 

set as-path prepend 

רּ match ‡ ╗ AS_PATH ḣ̆ ᴳ

ԇ set as-path prependȂ ԇ no ‮ Ȃ

ԇӨ ұ Ȃ 

set as-path prepend as-number  

no set as-path prepend [as-number] 

ȍ Ȏ 
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as-number ῆ ╗ὡ AS_PATH AS
 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ רּ ⁮ ╗ῆ AS_PATH  

У Ԉ as-path ѐ ╗ 15 э asȂ 

ȍѡᴿȎ 

Ruijie(config)# route-map set-as-path 
Ruijie(config-route-map)# match as-path 1 
Ruijie(config-route-map)# set as-path prepend 100 101 
102 repend
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community-list-number 

ᴇ‟  
ῆ ᴇ‟ ̔ ѝ

1-99 
ᴇ‟ ̔ ѝ

100-199 

community-list-name ᴇ‟  
ᴇ‟ а 80  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ רּ ⁮ ѐ‮ ᴇ ‟ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# router bgp 100 
Ruijie(config-router)# neighbor 172.16.233.33 

remote-as 120 
Ruijie(config-router)# neighbor 172.16.233.33 

route-map ROUTEMAPIN in 
Ruijie(config-router)# neighbor 172.16.233.33 

route-map 



Ὧ ԇ 

http://www.ruijie.com.cn 

match community ּר ᴇ ḣ 

match metric  ּר ḣ 

match origin ּר ḣ 

set as-path prepend ‍ AS_PATH  

set comm-list delete ‮ רּ ᴇ ḣ 

set local-preference ‍ ִἼ  

 

set community 

רּ match ‡ COMMUNITY ḣ̆ ᴳ

ԇ set communityȂ ԇ no ‮  

set community {community-number[community-number …] additive | 
none} 

no set community { community-number[community-number …] 
additive | none} 

ȍ Ȏ 

  

community-number 

ᴇ ḣȂ 
ѝ AA:NN( :2

) ̆ У э ḣ ̆

0-4294967295̆ ԈЮ Ѭ

ḣ̔ 
internet̆ Internet ᴇ̆

ұ ᴇȂ 
local-as̆ а ⁮ AS

̆
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Ȃ 

ȍᴳ Ȏ 

ᴳ רּ ⁮ ᴇ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# route-map SET_COMMUNITY 10
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reuse 
ḣᴂұ ḣ ̆

⁸ Ȃ 1..20000̆
ḣѝ 750Ȃ 

suppress 
ḣ ḣ ̆

⁸Ȃ 
1..20000̆ 2000Ȃ 

max-suppress-time 
⁸ Ȃ 

1..255(‍ )̆ ḣѝ 4* 
half-life 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᴳ רּ ⁮ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# route-map tag 
Ruijie(config-route-map)# match as path 10 
Ruijie(config-route-map)# set dampening 30 1500 10000 
120 
Ruijie(config-route-map)# exit 
Ruijie(config)# router bgp 100 
Ruijie(config-router)# neighbor 172.16.233.52 

route-map tag in 

ȍ Ὧ ԇȎ 

ԇ  

match as-path ּר AS_PATH ḣ 

match community ּר ᴇḣ 

match metric  ּר ḣ 

match origin ּר ḣ 

set as-path prepend ‍ AS_PATH  

set metric ‍ ḣ 

set local-preference  ‍ ִἼ  
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set default interface 

רּ match ‡ з   ꜛ ̆

ᴳ ԇ set default interfaceȂ ԇ no ‮

Ȃ 

set default interface interface-type interface-number […interface-type 
interface-number] 

no set default interface interface-type interface-number  
[…interface-type interface-number] 

ȍ Ȏ 

  

interface-type  

interface-number  

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

set default interface ԇ Ԉ э Ȃ 

У ұ ╗ ꜛ

⁸Ȃ ҩ ̆ ᾱ ᴉ ꜛ

̆ ᾱ ҩУэ ꜛ ЮУ Ȃ 

̆ ᴳ ̆ з … Ȃ

Уэ ̆ э Ѭҩ 1 э э רּ ‡

ᴐȂУэ ̆ ⁮ ꜛ

̆а ֗ᴉ ꜛ ̆

ѐ э ꜛ ѐ Ѭ ᴐ Ȃ 

Уэ Ѭ ѝ down̆ үэ set ԇ

ȂУэ ѐ Ԉ э set ᴐȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ serial 1/0 ̆ ⁮ ꜛ

ұ 500 ̆ з ѐ ̆ ӱ fastethernet 1/0
ꜛȂ 

Ruijie(config)# interface serial 1/0 
Ruijie(config-if)# ip policy route-map smallpak 
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Ruijie(config-if)# exit 
Ruijie(config)# route-map smallpak permit 10  
Ruijie(config-route-map)# match length 0 500 
Ruijie(config-route-map)# set default interface 
fastethernet 1/0 

ȍ Ὧ ԇȎ 

ԇ  

route-map Ѭ  

match ip address     ּר ‟ ѐ  

match length  ּר ꜛ  

set interface         ꜛ    

set ip default next-hop  ꜛ ЮУ IP ̆

ѐ  

set ip next-hop  ꜛ ЮУ IP  

set ip precedence  ꜛ IP ִἼḣ 

ȍ Ȏ 

Ӈ ӊ а ԇ 

ӊ ԇ 

 

set extcommunity 

רּ match ‡ ᴇ ḣ̆ ᴳ

ԇ set extcommunityȂ ԇ no ‮ Ȃ ԇӨ ұ

Ȃ 

set extcommunity {rt extend-community-value | soo  
extend-community-value} 

no set extcommunity {rt | soo} 

ȍ Ȏ 

  

rt RT ḣ 

soo SOO ḣ 

extend-community-value ᴇ ḣ 
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ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᴳ רּ ⁮ ᴇ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# access-list 2 permit 192.168.78.0 

255.255.255.0 
Ruijie(config)# route-map MAP_NAME permit 10 
Ruijie(config-route-map)# match ip-address 2 
Ruijie(config-route-map)# set extcommunity rt 100:2 

ȍ Ὧ ԇȎ 

ԇ  

match as-path ּר AS_PATH ḣ 

match community ּר ᴇḣ 

match community  
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set default interface  ꜛ   ̆

ѐ  
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̆ ֗ᴉУэ next-hop weight ḣ̆ ᴳ set ԇ

╟‎ ѝ WCMP Ȃ WCMP
Ю̆ ұ Ҿ weight nexthop ̆ὲ weight

ѝ 1Ȃ 

set ip next-hop set ip default next-hop ԇ ⁞שּ ұ̔ ҩ

set ip next-hop ԇ ִἼᴳ ̕ ҩ set ip 
default next-hop ֶ ִἼᴳ Ȃ 

ᴳ ԇѝ ᵏ У ⁸ ╖ Ȃ ֒Э

ѝ ⁮ ‡̆ ⁮ ԇ ЮУ

(nexthop)ЭȂ 

̆ ᴳ ̆ з … Ȃ

Уэ ̆ э Ѭҩ 1 э э רּ ‡

ᴐȂУэ ̆ ⁮ ꜛ

̆а ֗ᴉ ꜛ ̆

ѐ э ꜛ ѐ Ѭ ᴐ Ȃ 

Уэ ѐ Ԉ э set ᴐȂ 

ȍѡᴿȎ 

ԈЮ ᴿ чэа   ‍⁞ ⁮а Э Ȃ 

1 Э ӱ 1.1.1.1   ̆ ֒ а⁮

̆ ⁮ 6.6.6.6 ̕ ⁮ ӱ 2.2.2.2   ̆

֒ а⁮ ̆ ⁮ 7.7.7.7 Ȃὲӹ

֒ а⁮ х Ȃ 

Ruijie(config)#access-list 1 permit ip 1.1.1.1 0.0.0.0 
Ruijie(config)#access-list 2 permit ip 2.2.2.2 0.0.0.0 
 

Ruijie(config)#interface async 1 
Ruijie(config-if)#ip policy route-map equal-access 
 

Ruijie(config)#route-map equal-access permit 10 
Ruijie(config- route-map)#match ip address 1 
Ruijie(config-route-map)#set ip default next-hop 
6.6.6.6 

Ruijie(config)#route-map equal-access permit 20 
Ruijie(config-route-map)#match ip address 2 
Ruijie(config-route-map)#set ip default next-hop 
7.7.7.7 

Ruijie(config)#route-map equal-access permit 30 
Ruijie(config- route-map)#set default interface null 0 

ȍ Ὧ ԇȎ 

ԇ  
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route-map Ѭ  

match ip address     ּר ‟ ѐ  

set default interface  ꜛ   ̆

ѐ  

set default interface  ꜛ   ̆

ѐ  

set interface         ꜛ    

set ip next-hop  ꜛ ЮУ IP ̆

ѐ  

set ip precedence  ꜛ IP ִἼḣ 

 

set ip dscp 

רּ match ‡ DSCP ḣ̆ ᴳ ԇ set ip 
dscpȂ ԇ no ‮ Ȃ 

set ip dscp dscp_value 

no set ip dscp 

ȍ Ȏ 

  

dscp_value IP ѐ IP DSCP ḣ 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

 

ȍ Ὧ ԇȎ 

ԇ  

route-map Ѭ  

match ip address     ּר ‟ ѐ  
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set default interface  ꜛ   ̆

ѐ  

set default interface  ꜛ   ̆

ѐ  

set interface         ꜛ    

set ip default next-hop  ꜛ ЮУ IP ̆

ѐ  

set ip precedence  ꜛ IP ִἼḣ 

ȍ Ȏ 

 

ȍ Ȏ 

set ip next-hop 

רּ match ‡ ꜛ ЮУ IP ̆ ᴳ

ԇ set ip next-hopȂ ԇ no ‮ Ȃ ԇӨ ұ

Ȃ 

set ip next-hop ip-address [weight] […ip-address [weight] ] 

no set ip next-hop ip-address [weight] […ip-address [weight] ] 

ȍ Ȏ 

 IP
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ip address ╗ weight ḣ̆‡ Ԉ а 4 э

nexthop Ȃ 

̆ ֗ᴉУэ next-hop weight ḣ̆ ᴳ set ԇ

╟‎ ѝ WCMP Ȃ WCMP
Ю̆ ұ Ҿ weight nexthop ̆ὲ weight

ѝ 1Ȃ 

У ұ ╗ ꜛ

⁸Ȃ ҩ ̆ ᾱ ᴉ ꜛ

̆ ᾱ ҩУэ ꜛ ЮУ Ȃ 

̆ ᴳ ̆ з … Ȃ

Уэ ̆ э Ѭҩ 1 э э רּ ‡

ᴐȂУэ ̆ ⁮ ꜛ

̆а ֗ᴉ ꜛ ̆

ѐ э ꜛ ѐ Ѭ ᴐ Ȃ 

Уэ ѐ Ԉ э set ᴐȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ serial 1/0 Э Ȃ ⁮

10.0.0.0/8 ᾃ ꜛ ̆ ⁮ 192.168.100.1̕
ѝ 172.16.0.0/16 ᾃ ꜛ ̆ ⁮ 172.16.100.1̕ὲᴍ

ὤ х Ȃ 

Ruijie(config)#interface serial 1/0 
Ruijie(config-if)#ip policy route-map load-balance 
 

Ruijie(config)#access-list 10 permit 10.0.0.0 

0.255.255.255 
Ruijie(config)#access-list 20 permit 172.16.0.0 

0.0.255.255 
 

Ruijie(config)#route-map load-balance permit 10 
Ruijie(config-route-map)#match ip address 10 
Ruijie(config-route-map)#set ip next-hop 192.168.100.1 
 

Ruijie(config)#route-map load-balance permit 20 
Ruijie(config-route-map)#match ip address 20 
Ruijie(config-route-map)#set ip next-hop 172.16.100.1 
 

Ruijie(config)#route-map load-balance permit 30 
Ruijie(config-route-map)#set interface Null 0 

ȍ Ὧ ԇȎ 

ԇ  



Ὧ ԇ 
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ԈЮ ᴿ ̆ serial 1/0 Э Ȃ ⁮

10.0.0.0/8 ᾃ ꜛ ̆ ⁮ 192.168.100.1̕
ѝ 172.16.0.0/16 ᾃ ꜛ ̆ ⁮ 172.16.100.1̕ὲᴍ

ὤ х Ȃ 

Ruijie(config)#interface serial 1/0 
Ruijie(config-if)#ip policy route-map load-balance 
 

Ruijie(config)#access-list 10 permit 10.0.0.0 

0.255.255.255 
Ruijie(config)#access-list 20 permit 172.16.0.0 

0.0.255.255 
 

Ruijie(config)#route-map load-balance permit 10 
Ruijie(config-route-map)#match ip address 10 
Ruijie(config-route-map)#set ip  next-hop 
192.168.100.1 
 

Ruijie(config)#route-map load-balance permit 20 
Ruijie(config--route-map)#match ip address 20 
Ruijie(config-route-map)#set ip  next-hop 172.16.100.1 
 

Ruijie(config)#route-map load-balance permit 30 
Ruijie(config-route-map)#set interface Null 0 

ȍ Ὧ ԇȎ 

ԇ  

route-map Ѭ  

match ip address ּר ‟ ѐ  

set default interface ꜛ   ̆

ѐ  

set default interface ꜛ   ̆

ѐ  

set interface ꜛ    

set ip default next-hop ꜛ ЮУ IP ̆

ѐ  

set ip precedence ꜛ IP ִἼḣ 

ȍ Ȏ 

ȍ Ȏ 
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set ip precedence 

רּ match ‡ IP ִἼ , ᴳ

ԇ set ip precedenceȂ ԇ no ̆ ִἼ ḣ‮

Ȃ 

set ip precedence {<0-7> | critical | flash | flash-override |  
immediate | internet | network | priority | routine } 

no set ip precedence {<0-7> | critical | flash | flash-override 
| immediate | internet | network | priority | routine } 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

IP ѐ ִἼ ḣ ᴳ IP а ִ

Ἴ ּ Ȃ 

‡ѐ̆ Ԉ э set ip precedence ԇ ת̆

Уэ ̆ з רּ IP ֶ

ִἼ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ӱ FastEthernet 0/0 ѝ

192.168.217.68 precedence ѝ 4Ȃ 

Ruijie(config)#access-list 1 permit 192.168.217.68 
0.0.0.0 

Ruijie(config)#route-map name 
Ruijie(config-route-map)#match ip address 1 
Ruijie(config-route-map)#set ip precedence 4 
Ruijie(config)#interface FastEthernet 0/0 
Ruijie(config-if)#ip policy route-map name 

ȍ Ὧ ԇȎ 

ԇ  

match interface      ּר ЮУ  

match ip address     ּר ‟ ѐ  

match ip next-hop    ּר ‟ ѐ ЮУ  

match ip route-source  ּר ‟ ѐ  
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match metric  ּר ḣ 

match route-type  ּר  

match tag  ּר ḣ 

set metric-type  ‍  

set tag  ‍ ḣ 

set ip tos IP tos 

set ip tos 

רּ match ‡ IP TOS, ᴳ

ԇ set ip tosȂ ԇ no ̆ tos ḣ‮ Ȃ 

set ip tos  {<0-15> | max-reliability | max-throughput | min-delay  
| min-monetary-cost | normal } 

no set ip tos {<0-15> | max-reliability | max-throughput | min-delay  
| min-monetary-cost | normal } 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

IP ѐ TOS ḣ ᴳ IP
а ╘ ּ Ȃ 

רּ IP ֶ Э TOS ḣȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ӱ fastEthernet 0/0 ѝ

192.168.217.68 tos ѝ 4Ȃ 

Ruijie(config)#access-list 1 permit 192.168.217.68 

0.0.0.0 
Ruijie(config)#route-map name 
Ruijie(config-route-map)#match ip address 1 
Ruijie(config-route-map)#set ip tos 4 
Ruijie(config)#interface FastEthernet 0/0 
Ruijie(config-if)#ip policy route-map name 

ȍ Ὧ ԇȎ 
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ԇ  

match interface      ּר ЮУ  

match ip address     ּר ‟ ѐ  

match ip next-hop    ּר ‟ ѐ ЮУ  

match ip route-source  ּר ‟ ѐ  

match metric  ּר ḣ 

match route-type  ּר  

Ǒ  
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Ruijie(config-route-map)# set local-preference 6800 
Ruijie(config-route-map)# exit 
Ruijie(config)# route-map SET_PREF permit 20 
Ruijie(config-route-map)# match as-path 2 
Ruijie(config-route-map)# set local-preference 50 

ȍ Ὧ ԇȎ 

ԇ  

match as-path ּר AS_PATH ḣ 

match metric  ּר ḣ 

match origin ּר ḣ 

set as-path prepend ‍ AS_PATH  

set metric ‍ ḣ 

set metric-type  ‍  

set metric 

רּ match ‡ ḣ̆ ᴳ ԇ set 
metricȂ ԇ no ‮ Ȃ 

set metric [+ metric-value | - metric-value | metric-value] 

no set metric 

ȍ Ȏ 

  

+ ╗̂ metric Э ╗̃

- ῏ ̂ metric Э῏ ̃

metric-value ‍  

ȍ Ȏ 

а ‍ ḣаУ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ḣֶ ̆ ̆

Ȃὲѐ set metricȁԈ ļ+Ľ ļ-Ľmetric ᴐ
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῏ ѝ 1-16Ȃ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ

Ԉ OSPF ‍ ⁮ RIP ѐ ҂̆ Ԉ RIP
‍ ⁮ OSPF ѐȂ ҵ ‍

Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ

Ѯ ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ ᴐȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆OSPF ‍ RIP ̆ ‍

‫ ḣ ѝ 40Ȃ 

Ruijie(config)# router ospf  
Ruijie(config-router)# redistribute rip subnets 
route-map redrip 
Ruijie(config-router)# network 192.168.12.0 0.0.0.255 
area 0 
Ruijie(config-router)# exit 
Ruijie(config)# route-map redrip permit 10 
Ruijie(config-route-map)# set metric 40 

ȍ Ὧ ԇȎ 

ԇ  

match interface      ּר ЮУ  

match ip address     ּר ‟ ѐ  

match ip next-hop    ּר ‟ ѐ ЮУ  

match ip route-source  ּר ‟ ѐ  

match metric  ּר ḣ 

match route-type  ּר  

match tag  ּר ḣ 

set metric-type  ‍  

set tag  ‍ ḣ 

ȍ Ȏ 

ȍ Ȏ 
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ԇ  
A
A

A
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Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ

Ѯ ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ  

ȍѡᴿȎ 

ԈЮ ᴿ ̆ רּ ⁸ ̋ ЮУ ѝ

192.168.1.2Ȃ 

Ruijie(config)# route-map redrip permit 10 
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igp IGP 

incomplete а  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Уэ Ȃ 

ԇ רּ ⁮ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# route-map SET_ORIGIN 10 permit 
Ruijie(config-route-map)# match as-path 1 
Ruijie(config-route-map)# set origin igp 
Ruijie(config-route-map)# exit 
Ruijie(config)# route-map SET_ORIGIN 20 permit config-route-map)# match as-path
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tag ‍  

ȍ Ȏ 

ᶑ а Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ұ ‍ Ȃ ԇ̆

Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆OSPF ‍ RIP ̆ ‍

ѝ 100Ȃ 

Ruijie(config)# router ospf  
Ruijie(config-router)# redistribute rip subnets 
route-map redrip 
Ruijie(config-router)# network 192.168.12.0 0.0.0.255 
area 0 
Ruijie(config-router)# exit 
Ruijie(config)# route-map redrip permit 10 
Ruijie(config-route-map)# set tag 100 

ȍ Ὧ ԇȎ 

ԇ  

match interface      ּר ЮУ  

match ip address     ּר ‟ ѐ  

match ip next-hop    ּר ‟ ѐ ЮУ  

match ip route-source  ּר ‟ ѐ  

match metric  ּר ḣ 

match route-type  ּר  

match tag  ּר ḣ 

set metric ‍ ḣ 

set metric-type  ‍  

ȍ Ȏ 
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ȍ Ȏ 

set weight 

רּ match ‡ BGP ḣ̆ ᴳ ԇ

set weightȂ ԇ no ‮ Ȃ 

set weight number 

no set weight 

ȍ Ȏ 

  

number ḣȂ 
̔0-65535 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ұᶢ BGP ḣȂ 

ᾳЮ̆ӱ ⁮ ̆ neighbor weight ⁮

ḣ ̕ ӊ ḣ 32768Ȃ 

Ԉ ԇ ḣᶢ BGP ‍ ḣȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆BGP in Э ḣ Уэᴿ ̆ ӱ

1.1.1.1 ⁮ ḣ ѝ 100Ȃ 

Ruijie(config)# router bgp 1  
Ruijie(config-router)# neighbor 1.1.1.1 route-map 
nei-rmap-in in 
Ruijie(config-router)# exit 
Ruijie(config)# route-map nei-rmap-in permit 10 
Ruijie(config-route-map)# set weight 100 

ȍ Ὧ ԇȎ 

ԇ  

match as-path ּר AS_PATH ḣ 

match community ּר ᴇḣ 
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match metric  ּר ḣ 

match origin ּר ḣ 

set community ‍ COMMUNITY
 

set metric ‍ ḣ 

set metric-type  ‍  

ȍ Ȏ 

ȍ Ȏ 

Ὧ ԇ 

show ip prefix-list 

₥ ‟ ᶕ ₥ ‟ ᶕ ̆ᴳ show ip prefix-list
ԇȂ 

show ip prefix-list [ prefix-name ] 

ȍ Ȏ 

  

prefix-name ₥ ‟  

ȍ Ȏ 

₥ ‟ ᶕ Ȃ 

ȍ ԇ Ȏ 

ȁὤ ȁ ȁ ȁ

 

ȍᴳ Ȏ 

₥ ‟ ̆ ֶ ₥ ‟ ᶕ ̆ ‡

₥ ‟ ᶕ Ȃ 

ȍѡᴿȎ 

Ruijie# show ip prefix-list  
ip prefix-list pre: 2 entries 

seq 5 permit 192.168.64.0/24 
seq 10 permit 192.2.2.0/24 
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show ip route 

IP ᶕ ̆ᴳ show ip route ԇȂ 

show ip route [network [mask] | count | protocol [process-id] | 
weight ]] 

ȍ Ȏ 
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show ip route network ԇ Ю̔ 

  

Routing Descriptor  
Blocks 

ᶕ ЮУ IP ȁ

ȁ ȁ э ȁ

ȁ ȁBGP ᴇ ḣ  

ԈЮѝ show ip route count ԇ ̔ 

Ruijie# show ip route count 
--------- route info ---------- 
the num of active route: 5 

 

ԈЮѝ show ip route weight ԇ ̔ 

Ruijie# show ip route weight 
------------[distance/metric/weight]----------- 

S    23.0.0.0/8 [1/0/2] via 192.1.1.20 
S    172.0.0.0/16 [1/0/4] via 192.0.0.1 

show ipv6 prefix-list 

IPv6 ₥ ‟ ᶕ ₥ ‟ ᶕ ̆ᴳ show ipv6 
prefix-list ԇȂ 

show ipv6 prefix-list [ prefix-name ] 

ȍ Ȏ 

  

prefix-name IPv6 ₥ ‟  

ȍ Ȏ 

IPv6 ₥ ‟ ᶕ Ȃ 

ȍ ԇ Ȏ 

ȁὤ ȁ ȁ ȁ

 

ȍᴳ Ȏ 

₥ ‟ ̆ ֶ ₥ ‟ ᶕ ̆ ‡

₥ ‟ ᶕ Ȃ 

ȍѡᴿȎ 

Ruijie# show ipv6 prefix-list  
ipv6 prefix-list p6: 2 entries 
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permit 13::/20 
permit 14::/20 

 

show route-map 

ᶕ ̆ ᴳ ԇ show route-mapȂ 

show route-map̵route-map-name̷ 

ȍ Ȏ 

  

route-map-name ̂ ̃

ᶕ  

ȍ Ȏ 

ᶕ Ȃ 

ȍ ԇ Ȏ 

ȁὤ ȁ ȁ ȁ

Ȃ 

ȍᴳ Ȏ 

̆ ֶ ᶕ ̆ ‡

ᶕ Ȃ 

ȍѡᴿȎ 

Ruijie# show route-map  
route-map AAA, permit, sequence 10 
Match clauses: 

ip address 2  
Set clauses: 

metric 10 

  

route-map   

Permit ꜛ permit Ὧ  

sequence 10  

Match clauses Ѭּר ‡Ȃ permit
deny Ὧ ᾱ set ᴐ 

Set clauses Ѭ match רּ ‡ ᴐ 
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IGMP ԇ 

IGMP ֗╘‟  

ᴳ Ю ԇ ̔ 

¸ clear ip igmp group 

¸ clear ip igmp interface 

¸ ip igmp access-group 

¸ ip igmp join-group 

¸ ip igmp static-group 

¸ ip igmp immediate-leave group-list 

¸ ip igmp last-member-query-count 

¸ ip igmp last-member-query-interval 

¸ ip igmp limit ( ) 

¸ ip igmp querier-timeout 

¸ ip igmp query-interval 

¸ ip igmp query-max-response-time 

¸ ip igmp robustness-variable 

¸ ip igmp ssm-map enable 

¸ ip igmp ssm-map static 

¸ ip igmp version 

¸ ip igmp limit (ὤ ) 

¸ show ip igmp groups  

¸ show ip igmp interface 

clear ip igmp group 

ԇ IGMP ѐ ╟ ᶕ Ȃ 

ȍ ԇ Ȏ 

clear ip igmp group[group-address | interface-type interface-number] 

ȍ Ȏ 
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 ‮ ᶕ  

group-address 32 э ᴁ IP D ̆8 ᴁУ

̆Ԉ︠ ⁸ ̆ Ѯ

G 6 ( � ‡ › t ê 	 Ë ´ 

  

 

IGMP
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ȍᴳ Ȏ 

ԇ Э IGMP ӊ ᶕ Ȃ Ԉа ifname
Ȃ 

ȍѡᴿȎ 

Ruijie# clear ip igmp interface eth1 

ip igmp access-group 

ԇ Ὧ IP ‟ Э ⁸ Ȃ ԇ₥ no Ԉ

╖ Ȃ 

ȍ ԇ Ȏ 

ip igmp access-group access-list 

no ip igmp access-group 

ȍ Ȏ 

  

access-list ⁸ ‟ , <1-199>|
<1300-2699> | WORD 

ȍ ᾳȎ 

֒ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ў Уэ ѐ УҾ ѐ Ԉ ╗ὡУҾ ̆ Ҿ

Ԉ  ip igmp access-group ⁸Ȃ 

 

~ 注意： 

⁸ ԇὯ IP ⁸‟ ̆ Э ⁮

̂S,G̃ igmp report б IP ⁸‟ permit deny
ѐ ̂source d̆estinatioñ רּ Ȃ ⁞ ̆ ⁮ igmp 

report ᶕ ̂S1,S2,S3…Sn,G̃ ̆ ԇ (0,G)ᶕ ᴳ

⁸‟ רּ Ȃ э G ‡ э igmp report ᶕ
̕ э G ἵ ̆‡ Ю ֶ igmp report ѐ

̂S̆G̃ ⁸‟ רּ ̆ ̂S.G̃
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ӱ igmp report ѐ ̆ ҩ Ȃ Ԉ

ᴳ ԇ̆ IP ⁸‟ У (0, G)̆
Ԉ ̂S1,S2,S3…Sn,G̃ Ȃ 

 

̂0̆G̃ ̂*,G̃̆ ἵ ̆ IP ⁸

‟ ѐ Ԉᾗѝ Ю̔permit host 0.0.0.0 host group-number 
ἵ group-number̆ а permit any host group-numberȂ 

 

 

ȍѡᴿȎ 

Ю ᴿ ѐ̆ў ╘ Eth0 ╗ὡ 225.2.2.2. 

Ruijie# configure terminal 
Ruijie(config)# access-list 1 permit 225.2.2.2 0.0.0.0 
Ruijie(config)# interface ethernet 0 
Ruijie(config-if)# ip igmp access-group 1 

ip igmp join-group 

ԇ Ӈ Ὧ ╗ὡ э ̆ ԇ₥╗ no Ȃ 

ȍ ԇ Ȏ 

ip igmp join-group group-address  

no ip igmp join-group group-address 

ȍ Ȏ 

  

group-address 
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Ю ᴿ ѐ̆Ӈ Eth0 ╗ὡ 233.3.3.3Ȃ. 

Ruijie# configure terminal 
Ruijie(config)# interface ethernet 0 
Ruijie(config-if)# ip igmp join-group 233.3.3.3 
Ruijie(config-if)# exit 

ip igmp static-group 

ԇ Ӈ Ὧ ╗Уэ ̆ ԇ₥ ╗ no
Ȃ 

ȍ ԇ Ȏ 

ip igmp static-group group-address  

no ip igmp static-group group-address 

ȍ Ȏ 

  

group-address Э ╗  

ȍ ᾳȎ 

╗֗ᴉУэ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ Ӈ Ὧ ╗Уэ ̆ ╗У

э ᴳ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѐ̆Ӈ Eth0 ╗ὡ 236.6.6.6Ȃ 

Ruijie# configure terminal 
Ruijie(config)# interface ethernet 0 
Ruijie(config-if)# ip igmp static-group 236.6.6.6 
Ruijie(config-if)# exit 

ip igmp immediate-leave group-list  

IGMPversion2 IGMPversion3 ѐ̆ᴳ ԇԈ῏

Ȃ ԇᴳ Уэ ў Уэ ᾳЮȂG

ԇ no ╖ Ȃ 
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ȍ ԇ Ȏ 

ip igmp immediate-leave group-list access-list 

no ip igmp immediate-leave group-list 

ȍ Ȏ 

  

access-list ⁸‟  

ȍ ᾳȎ 

Ὧ   

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ ᾳЮ̆ ⁮ ̆  

Ȃ ў ̆ ṃ ⁮ Ȃ

ᾱұ IGMP Ṍ ̆ ᾳЮ 2sȂ 

ҩ ԇ̆ ⁮ ̆ а Ȃ

̆ IGMP ᾰѐѝ э ҩ ̆ IGMP
Ȃ Ԉ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ҩ ᴉѝУҾ ᵏ ╖ ̆ ᶑ

э Уэ Ȃ 

Ruijie# configure terminal 
Ruijie(config)# access-list 1 permit 225.192.20.0 
0.0.0.255 

Ruijie(config)# interface ethernet 0/1 
Ruijie(config-if)# ip igmp immediate-leave group-list 
1 
Ruijie(config-if)# exit 

ȍὯ ԇȎ 

ip igmp last-member-query-interval 

ip igmp last-member-query-count 

last-member-query-count ⁮ leave ֶ̆

Ȃ ԇ last-member-query-count ḣȂ

ᴳ no ԇ ḣȂ 
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ȍ ԇ Ȏ 

ip igmp last-member-query-count number 

no ip igmp last-member-query-count 

ȍ Ȏ 

  

number ḣ, ѝ<2-7> 

ȍ ᾳȎ 

 last member query count ḣѝ 2Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

⁮Уэ IGMPv2 ̆ ip igmp 
last-member-query-count ᷁ ╗ЭУ ̆

ᾃ ⁮ ̆ ‮ ᶕ Ȃ 

ȍѡᴿȎ 

ḣѝ 3. 

Ruijie# configure terminal 
Ruijie(config)# interface ethernet 0 
Ruijie(config-if)# ip igmp last-member-query-count 3 

ip igmp last-member-query-interval 

ᴳ ԇ ̆ ᴳ ḣ̆

ԇ₥ ╗ no ԇȂ 

ȍ ԇ Ȏ 

ip igmp last-member-query-interval  interval 

no ip igmp last-member-query-interval  

ȍ Ȏ 

  

interval ḣ ѝ <1-255>̆ ᴁѝ 0.1s 

ȍ ᾳȎ 

1s 
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ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

⁮Уэ IGMPv2 ̆ ip igmp 
last-member-query-count ᷁ ╗ЭУ ̆

ᾃ ⁮ ̆ ‮ ᶕ Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ҩ ᶕ 20 ̔ 

Ruijie# configure terminal 
Ruijie(config)# interface eth 0 
Ruijie(config-if)# ip igmp last-member-query-interval 
200 

ȍὯ ԇȎ 

ip igmp immediate-leave 

ip igmp limit ( ) 

ᴳ ԇ igmp states э Ȃ ̆G no
Ȃ 

ȍ ԇ Ȏ 

ip igmp limit number  [except access-list] 

no ip igmp limit 

ȍ Ȏ 

  

number IGMP ἵ э ̆ έ

ᴇ Ὧ 

except ̂ ̃G access-listѐ а б ̆

а limit э ⁸ 

access-list ̂ ̃ ‟  

ȍ ᾳȎ 

ḣѝ 1024Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 
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ᴳ ԇὤ IGMP ⁸̆   ⁸

‍ аֶ IGMP ̆а Ȃ 

ᴳ ԇ Ԉ э ̆ ὤ Ԉ ̆

 ҩ ὤ Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ҩ ⁸э ѝ 300̔ 

Ruijie(config-if)# ip igmp limit 300 

ip igmp query-interval 

ԇ ̆ Ԉ no
ѝ ḣȂ 

ȍ ԇ Ȏ 

ip igmp query-interval seconds 

no ip igmp query-interval 

ȍ Ȏ 

  

seconds Ȃ ᴁ s̆ ḣ 1͘18000 

ȍ ᾳȎ 

125 Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ԉ ̆ Ȃ 

ȍѡᴿȎ 

Ethernet 0 ̆ ѝ 120sȂ 

Ruijie(config-if)# ip igmp query-interval 120 

Ethernet 0 ̆ ѝ ḣȂ 

Ruijie(config-if)# no ip igmp query-interval 



IGMP ԇ 
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ȍѡᴿȎ 

ԈЮᴿ Ṍ ḣѝ 3̔ 

Ruijie# configure terminal 
Ruijie(config)# interface ethernet 0 
Ruijie(config-if)# ip igmp robustness-variable 3 
Q�¸
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ip igmp limit number  [except access-list] 

no ip igmp limit number  [except access-list] 

ȍ Ȏ 

  

number IGMP ἵ э ̆ έ

ᴇ Ὧ 

except ̂ ̃G access-listѐ а б ̆

а limit э ⁸ 

access-list ̂ ̃ ‟  

ȍ ᾳȎ 

ḣѝ 65536Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴳ ԇὤ IGMP ⁸̆  

⁸ ‍ аֶ IGMP ̆а Ȃ 

ᴳ ԇ Ԉ э ̆ ὤ Ԉ ̆

 ҩ ὤ Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ҩ ⁸э ѝ 300̔ 

Ruijiêconfig̃# ip igmp limit 300 

ip igmp proxy-service 

ԇ ╟ Ю mroute-proxy ╘╖ Ȃ Э

ԇ̆ ѝ mroute-proxy Э ̆ Ὧ Ю

̆ Ю Э ᶕ Ȃ 

ip igmp proxy-service 

no ip igmp proxy-service 

ȍ ᾳȎ 

аѝ proxy-service  

ȍ ԇ Ȏ 
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ȍᴳ Ȏ 

₥ э ԇ э ṁҩ ⁸̆ ἵ 32 эȂ

э proxy-service Ю ԈὯ 255 эЮ Ȃ ⁮

̆proxy-service ᶕ ̆ᴐ  Ȃ

proxy-service ᶕ ӱ mroute-proxy
ѐ Ȃ ̆ ҩ proxy-servicĕ ұ

ҩў ѝ̆ а ѝ. 

switchport ᴐ̆ Ὧ Ю ip igmp 
mroute-proxy interface ԇ ╟‮ Ȃ 

ȍѡᴿȎ 

ѝ proxy-service  

Ruijie(config-if)# ip igmp proxy-service 

ip igmp mroute-proxy 

ԇ ̆ Ԉ ὲ Э Ȃ 

ip igmp mroute-proxy interfname 

no ip igmp mroute-proxy 

ȍ Ȏ 

  

interfname Э   

ȍ ᾳȎ 

╖  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Э ѝ proxy-service ̆ Ԉ ὲ

gmp Ȃ 

ȍѡᴿȎ 

mroute-proxy  

Ruijie(config-if)# ip igmp mroute-proxy fa 0/1 
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ip igmp ssm-map enable 

ԇ ὤ Ю ╟ igmp ssm-map ╖ ̆ ԇ ѝ̔ 

ip igmp ssm-map enable 

no ip igmp ssm-map enable 

ȍ ᾳȎ 

╖ а ╟Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

э ԇ ╟̆ ҃⁮ ᶕ ⁸ ╗ Ὧ ᶕ

Ȃ ԇУ ұ ԇ ip igmp ssm-map static ᴳ Ȃ 

ȍѡᴿȎ 

ὤ igmp ssm-map ╖ Ȃ 

Ruijie(config)# ip igmp ssm-map enable 

ip igmp ssm-map static 

ԇ ὤ Ю ssm-map ̆ ԇ ѝ̔ 

ip igmp ssm-map static access-list a.b.c.d 

no ip igmp ssm-map static access-list a.b.c.d 

ȍ Ȏ 

  

access-list Acl ḣ ѝ<1-99> |<1300-1999> |WORD 

a.b.c.d  

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇб ip igmp ssm-map enable ᴳ ̆ ԇ ̆
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⁮ v3 ԈЮ Э ѐȂ 

ȍѡᴿȎ 

ACL ѝ 11 Э 192.168.2.2, ԇѝ̔ 

Ruijie(config)# ip igmp ssm-map static 11 192.168.2.2. 

show ip igmp groups 

ᴳ ԇ б ӱ IGMP ҃⁮ ᶕ Ȃ 

ȍ ԇ Ȏ 

show ip igmp groups [group-address | interface-type  

interface-number] [detail] 

ȍ Ȏ 

  

group-address 32 э ᴁ IP D ̆8 ᴁУ ̆

Ԉ︠ ⁸ ̆ Ѯ  

interface-type Ὧ  

interface-num
ber Ὧ  

detail ᶕ  

 ὤ ᶕ  

ȍ ᾳȎ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᴳ ԇа ȁ Э ᶕ

Ȃ ᶕ Ȃ 

ȍѡᴿȎ 

Ю ᶕ ̔ 

RuiR0 Td
[<3/TT3 1 T4
4 0 Td5.4( )Tj
show ip igmp 
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224.0.1.60       eth2  00:00:05  00:04:15  10.10.0.7 
239.255.255.250 eth2  00:00:12  00:04:15  10.10.0.228 

239.255.255.254 eth2  00:00:08  00:04:13  10.10.0.84 

Ю Уэ ᶕ ̔ 

Ruijie# show ip igmp groups 224.1.1.1 detail 
Interface: eth1 

Group: 224.1.1.1 
Uptime: 00:00:42 

Group mode: Include 
Last reporter: 192.168.50.111 

TIB-A Count: 2 
TIB-B Count: 0 

Group source list: (R - Remote, M - SSM Mapping) 
Source Address Uptime v3 Exp Fwd Flags 

192.168.55.55 00:00:42 00:03:38 Yes R 
192.168.55.66 00:00:42 00:03:38 Yes R 

show ip igmp interface 

ᴳ ԇ ᶕ Ȃ 

ȍ ԇ Ȏ 

show ip igmp interface [interface-type interface-number] 

ȍ Ȏ 

  

interface-type Ὧ  

interface-number Ὧ  

 ᶕ  

ȍ ᾳȎ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ю ᴿ ѝ ᶕ ̔ 

Ruijie# show ip igmp interface 
Interface vlan 1(Index 4294967295) 

IGMP Active, Non-Querier, Version 3 (default) 
IGMP querying router is 0.0.0.0 
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PIM-DM ԇ 

PIM-DM Ὧ ԇ 

PIM-DM ꜛ ԈЮ Ὧ ԇ̔ 

¸ ip pim dense-mode 
¸ ip pim neighbor-filter 
¸ ip pim query-interval 
¸ ip pim state-refresh disable 
¸ ip pim state-refresh origination-interval 
¸ show ip pim dense-mode interface 
¸ show ip pim dense-mode neighbor 
¸ show ip pim dense-mode nexthop 
¸ show ip pim dense-mode mroute 

ip pim dense-mode 

₥ Э PIM-DM̆ ᴳ ip pim dense-mode ԇȂᴳ

ԇ no ₥ Э PIM-DMȂ 

ip pim dense-mode 

no ip pim dense-mode 

ȍ Ȏ 

ԇ Ȃ 

ȍ Ȏ 

PIM-DM Ȃ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# configure terminal 
Ruijie(config)# interface fastethernet 0/1 
Ruijie(config-if)# ip pim dense-mode 
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&  说明： 

╟ PIM-DM ₥̆ ὤ Ю ╟ ╖ ̆ ‡

ᴳ ╟ҩ PIM-DM̆҂а Ȃ 

╟ PIM-DM ĬGMP э Э‍⁞ ╟ ╟ ӑ ╟

Ȃ 

ԇ Ḁ̆ ֶ  ľFailed to enable PIM-DM on <
>, resource temporarily unavailable, please try againĿ̆ ᾋ

ԇȂ 

ԇ Ḁ̆   ľPIM-DM Configure failed! VIF limit 
exceeded in NSM!!! Ŀ̆ ₥ ⁮

Э Ȃ Ӱ Ю PIM-DM ̆ ‮
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Ruijie# configure terminal 
Ruijie(config)# interface fastethernet 0/1 
Ruijie(config-if)# ip pim neighbor-filter 14 

 

&  说明： 

ip pim neighbor-filter ԇ ̔ 

1. ACL ֒ ᴐѝ ₥ PIM
̆ ACL ᴐѝ ₥ PIM Ȃ 

2. ̂peering Ὧ̃ ̆ PIM Ѯ ӇҵȂ

ѐ ҩб э PIM Ὧ ‡̆аֶб Ὧ ̆

҂аֶ PIM Ȃ 

 

ip pim query-interval 

hello interval ḣ̆ ᴳ ip pim query-interval ԇȂ 

ԇ no Ԉᴳ hello interval ḣȂ 

ip pim query-interval interval-seconds 

no ip pim query-interval 

ȍ Ȏ 

  

interval-seconds ḣ ѝ<1-65535>̆ ᴁѝ  

ȍ Ȏ 

30 Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ҩ hello interval h̆ello holdtime ḣֶ ѝ hello interval 3.5
᷁Ȃ 

ȍѡᴿȎ 
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Ruijie(config)# interface fastethernet 0/1 
Ruijie(config-if)# ip pim hello-interval 123 

ip pim state-refresh disable 

Э PIM ̆ ᴳ ip pim 
state-refresh disable ԇȂ ԇ no PIM-DM

╖ Ȃ 

ip pim state-refresh disable 

no ip pim state-refresh disable 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Ὧ ⁹ ╖ ̆ аֶ ⁹ ̕ Hello
ѐ аꜛ ⁹ ̆ ⁮ Hello аֶ ѐ

SR Cap Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ PIM Ȃ 

Ruijie# configure terminal 
Ruijie(config)# ip pim state-refresh disable 

 

~ 注意： 

ip pim state-refresh disable ԇ ̔ 

Ὧ ⁹ ╖ ֶ PIM-DM ̆

а ̆ ԈУ ᾳЮ а Ὧ

⁹ ╖ Ȃ 
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ip pim state-refresh origination-interval 

PIM-DM ̆ ᴳ ip pim 
state-refresh origination-interval ԇȂ чэ

Ѯ Ȃ ԇ no Ԉᴳ ѝ

ḣȂ 

ip pim state-refresh origination-interval interval-seconds 

no ip pim state-refresh origination-interval 

ȍ Ȏ 

  

interval-seconds ḣ <1-100>̆ ᴁѝ Ȃ 

ȍ Ȏ 

60 Ȃ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# configure terminal 
Ruijie(config)# interface fastethernet 0/1 
Ruijie(config-if)# ip pim state-refresh  
origination-interval 65 

show ip pim dense-mode interface  

PIM-DM ᶕ ̆ ᴳ show ip pim dense-mode 
interface ԇȂ 

show ip pim dense-mode interface [ interface-type interface-number ] 
[ detail ] 

ȍ Ȏ 
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/ὤ /  

ȍѡᴿȎ 

ԈЮѝ show ip pim dense-mode interface ԇ ̔ 

Ruijie# show ip pim dense-mode interface 
Address        Interface         VIFIndex  Ver/   Nbr 
                                                Mode   Count 

10.10.10.10   FastEthernet 0/45    3      v2/D    1   
50.50.50.50   VLAN 4                 2      v2/D    1   

Ю̔ 

  

Address PIM-DM ў IP  
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ԈЮѝ show ip pim dense-mode neighbor ԇ ̔ 

Ruijie# show ip pim dense-mode neighbor 
Neighbor-Address Interface      Uptime/Expires     Ver 
10.10.10.1    FastEthernet 0/45 00:19:29/00:01:21  v2 

50.50.50.1    VLAN 4              00:22:09/00:01:39  v2 

Ю̔ 

  

Neighbor-Address  

Interface б  

Uptime/Expires Ԉ ע  

Ver PIM  

show ip pim dense-mode nexthop 

PIM-DM ЮУ ᶕ ̆ ᴳ show ip pim dense-mode 
nexthop ԇȂ 

show ip pim dense-mode nexthop 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

/ὤ /  

ȍѡᴿȎ 

ԈЮ ԇ PIM-DM ЮУ ᶕ ̔ 

Ruijie# show ip pim dense-mode nexthop 
Destination  Nexthop   Nexthop   Nexthop   Metric Pref 
                 Num       Addr      Interface 

1.1.1.111      1        50.50.50.1  VLAN 4     0     1  

Ю̔ 

  

Destination  

Nexthop Num ЮУ  

Nexthop Addr ЮУ  
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PIM-SM ԇ 

PIM-SM ԇ‟  

PIM-SM ꜛ ԈЮ Ὧ ԇ̔ 

¸ clear ip mroute  

¸ clear ip mroute statistics 

¸ clear ip pim sparse-mode bsr rp-set  

¸ ip multicast-routing 

¸ ip pim accept-register list 

¸ ip pim bsr-candidate 

¸ ip pim cisco-register-checksum 

¸ ip pim dr-priority    

¸ 



PIM-SM ԇ 

http://www.ruijie.com.cn 

¸ show ip pim sparse-mode bsr-router 

¸ show ip pim sparse-mode interface 

¸ show ip pim sparse-mode local-members 

¸ show ip pim sparse-mode mroute 

¸ show ip pim sparse-mode neighbor 

¸ show ip pim sparse-mode nexthop 

¸ show ip pim sparse-mode rp mapping 

¸ show ip pim sparse-mode rp-hash 

clear ip mroute 

ȍ ԇ Ȏ 

clear ip mroute  {* | group_address [source_address] }  

ȍ Ȏ 

  

* ‮ pimsm Ȃ 

group_address ‮ pimsm Ȃ 
group_address 
source_address ‮ pimsm Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

╟‮ pimsm  

ȍѡᴿȎ 

Ruijie# clear ip mroute *  
Ruijie# clear ip mroute 224.2.2.2  
Ruijie# clear ip mroute 224.2.2.2 2.2.2.2  

clear ip mroute statistics 

ȍ ԇ Ȏ 

clear ip mroute statistics {* | group_address [source_address] }  

ȍ Ȏ 
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* ‮ pimsm Ȃ 

group_address ‮ pimsm Ȃ 

group_address 
source_address

‮ pimsm
Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

╟‮ pimsm ᶕ  

ȍѡᴿȎ 

Ruijie# clear ip mroute statistics *  
Ruijie# clear ip mroute statistics 224.2.2.2  
Ruijie# clear ip mroute statistics 224.2.2.2 2.2.2.2  

clear ip pim sparse-mode bsr rp-set  

ȍ ԇ Ȏ 

clear ip pim sparse-mode bsr rp-set * 

ȍ Ȏ 

  

* rp-setȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

╟‮ ╟ ҃⁮ RP ᶕ Ȃ 

ȍѡᴿȎ 

Ruijie# clear ip pim sparse-mode bsr rp-set * 

ip multicast-routing 

ȍ ԇ Ȏ 

ip multicast-routing 

ȍ Ȏ 

 

ȍ ᾳȎ 
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̆а ╟  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

╟ ̆ ԇȂ Э ╟ pimsm ̆҂

ԇ̆ ‡̆ ҩ ip pim sparse-mode ԇ̆ת pimsm
╟ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# ip multicast-routing 

ip pim accept-register list 

ȍ ԇ Ȏ 

ip pim accept-register list access-list 

ȍ Ȏ 

  

access-list 
access-list̔ <100̆
199>ȁ <2000̆2699>̆

acl 
ȍ ᾳȎ 

̆а ԇ̆ RP Эа ⁸ ᾊ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

RP Э ⁸ ᾊ ̆ ԇȂ 

ȍѡᴿȎ 

Ruijie (config)# ip pim accept-register list 100 
Ruijie (config)# access-list 100 permit ip 192.168.195.0 
0.0.0.255 225.1.1.1 0.0.0.255 

ȍὯ ԇȎ 

access-list 
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ip pim bsr-candidate 

ȍ ԇ Ȏ 

ip pim bsr-candidate interface-type interface-number  
[hash-mask-length][priority-value] 

ȍ Ȏ 

  

interface-type interface-number  

hash-mask-length 
̆ ḣ ѝ<0-32>̆ѝ RP

ѡ ⁸ HASH ̆

ḣ 10 

priority-value 
̆ ḣ ѝ<0-255>̆ Ḁ

BSR ִἼ ̆ ḣ

64 

ȍ ᾳȎ 

̆а ԇ̆ а Ḁ BSR 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

Уэ PIM-SM ѐ̆ Уэ У ѡ BSRȂBSR
RP ᶕ Ȃ эḀ BSR ѡ ѡӊ УὨ

BSRȂ BSR ᶕ Ѯ₥̆C-BSR ѝ BSR̆ ԏ

PIM-SM ѐԈ 224.0.0.13 ѡ ̆ ꜛ BSR
ִἼ Ȃ 

ᴳ ԇ Ԉ ‍ BSR Уэ ѡᶕ

PIM ̆ э   Ἴ BSR ᶕ ⁮ ѡᶕ ̆

⁮ ѡ ִ̆ ᶑ э ѡ ѐ ᴐѝ BSR
̆ ѡᶕ ̕ ‡ х ᶕ Ȃ 

₥Ḁ BSR ѝ BSR̆ ⁮ ӱ УэḀ BSR ѐ ⁮

Уэ ִ ѡᶕ ̆ УэḀ BSR Уэ ִἼ ḣ̂

У ִἼ ḣ̆ת IP Ȃ̃ 

ȍѡᴿȎ 

Ruijie# configure terminal 
Ruijie(config)# ip pim bsr-candidate g 0/3 
Ruijie(config)# ip pim bsr-candidate g 0/3 30 192 
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ip pim cisco-register-checksum 

ȍ ԇ Ȏ 

ip pim cisco-register-checksum [group-list access-list] 

ȍ Ȏ 

  

access-list 

access-list̔ <1̆99>ȁ<1300̆1999>̆
aclȂ 

group-list access-list ̆ ̆

Ȃ 
ȍ ᾳȎ 

̆ ᾊ PIM ᾊ

̆ э PIM ̆
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priority-value ִἼ ḣ̆ḣ ִ̆Ἴ Ȃ ѝ̔

<0-4294967294>̆ ḣѝ̔1Ȃ 

ȍ ᾳȎ 

̆ DR ִἼ ḣѝ 1 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Уэ DR ̆Ю ΰ ᾳ ̔ 

¸ У ѐ hello ִἼ ̆ ѫ

DR ̆Ἴ ִἼ ̆ ִἼ ̆ ѝ DR̕ э

ִἼ ̆ ѫ̆ IP ̆ DRȂ 

¸ У ѐ э hello ѐ ִἼ

̆ ѫ э ѐ DR ѡѐ̆ IP ̆ DRȂ 

ȍѡᴿȎ 

Ruijie# configure terminal 
Ruijie(config)# interface g 0/3 
Ruijie(config-if)# ip pim dr-priority 10000 

ip pim ignore-rp-set-priority 

ԇ Ȏ  

 
 

config-if)# interface g
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ip pim jp-timer 

ȍ ԇ Ȏ 

ip pim jp-timer interval-seconds 
ȍ Ȏ 

  

Interval-seconds ḣ <1-65535>̆ ᴁѝ  

ȍ ᾳȎ 

̆ join/prune 60s 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

join/prune  

ȍѡᴿȎ 

Ruijie# configure terminal 
Ruijie(config)# ip pim jp-timer 50 

ip pim mib 

ȍ ԇ Ȏ 

ip pim mib dense-mode 

ȍ Ȏ 

 

ȍ ᾳȎ 

̆ ᴳ sparse-mode MIB 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴳ dense-mode MIB ̆ᴳ ԇ 

ȍѡᴿȎ 

Ruijie# configure terminal 

Ruijie(config)# ip pim mib dense-mode 
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ip pim neighbor-filter 

ȍ ԇ Ȏ 

ip pim neighbor-filter access_list 

ȍ Ȏ 

  

access_list access-list̔ acl ѝ 1-99 ҂̕ acl

ȍ ᾳȎ 

̆ ╖  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

̆ ╗ PIM ὤ ̆ ᵏ ⁸Ȃ

‟ ̆‡ PIM-SM аֶб ̂peering̃
Ὧ ̆ ѐ б Ὧ Ȃ 

ȍѡᴿȎ 

Ruijie# configure terminal 
Ruijie(config)# interface g 0/3 
Ruijie(config-if)# ip pim neighbor-filter 14 
Ruijie(config-if)# exit 
Ruijie(config)#access-list 14 deny 192.168.1.5  
0.0.0.255 

ȍὯ ԇȎ 

access-list 

ip pim query-interval 

ȍ ԇ Ȏ 

ip pim query-interval interval-seconds 

ȍ Ȏ 

  

interval-seconds ḣ ѝ<1-65535>̆ ᴁѝ  
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ip pim register-rp-reachability 

ȍ ԇ Ȏ 

ip pim register-rp-reachability 

ȍ Ȏ 
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Ȃ RP ⁮ ᾊ ̆ Ԉ ᾊ

IP ᴐѝ   Register-Stop Ȃ 

 

~ 注意： 

а Ὧ ╟ PIM-SMȂ 

 

ȍѡᴿȎ 

Ruijie# configure terminal 
Ruijie(config)# ip pim register-source 192.168.195.80 
Ruijie(config)# ipv6 pim register-source g 0/3 

ip pim register-suppression 

ȍ ԇ Ȏ 

ip pim register-suppression seconds 

ȍ Ȏ 

  

seconds ᾊ ⁸ ̆ ḣ <11-21843>̆ ᴁѝ Ȃ

ȍ ᾳȎ 

̆ ᾊ ⁸ 60 Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

DR Э ḣ ᶢ Ѭ DR Э ᾊ ⁸ ̕ ip pim 
rp-register-kat ԇ ̆ RP Э Ѭ ḣ ᶢ RPkeepalive

Ȃ 

ȍѡᴿȎ 

Ruijie# configure terminal 
Ruijie(config)# ip pim register-suppression 100 

ip pim rp-address 

ȍ ԇ Ȏ 

ip pim rp-address rp-address [access_list] 
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ȍ Ȏ 

  

rp-address RP IP  
access_list ̆access-list̔ acl ѝ<1-99>ȁ<1

300-1999>̕҂ aclȂ ̆ἵ

Ȃ 

ȍ ᾳȎ 

̆ rp  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

RP̆҂ RP BSR ⁸

Ȃᴳ ԇ Ю ΰ ̔ 

¸ BSR ⁸ RP ִ̆ Ἴᴳ ╟ Ȃ 

¸ ᴳ ‟ RP Ԉ э ̂ᴳ ACL̃
̂аᴳ ACL̃̆ ת Уэ RP а

ᴳ Ȃ 

¸ э RP ╘ұ Уэ ĬP RP ִἼ

Ȃ 

¸ ACL ѐ Ѭ ἵ ȂACL ̆

ѝ ἵ 224/4Ȃ 

¸ ̆ RP ὡ⁮ ұ RP
ѐ̆ э Уэ RP ̆

IP ῏ Ȃ ѝУэ Уэ RP̆ Уэἷ

̆҂ IP э Ἴ ЭȂ 

¸ ‮ Уэ RP ѐ‮ э ̆ ӱ

RP ѐ Уэᴐѝ RP Ȃ 

ȍѡᴿȎ 

Ruijie# configure terminal 
Ruijie(config)# ip pim rp-address 210.34.0.55 
Ruijie(config)# ip pim rp-address 210.34.0.55 4 
Ruijie(config)# access-list 4 permit 225.1.1.1  
0.0.0.255 

ȍὯ ԇȎ 

access-list 
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ip pim rp-candidate 

ȍ ԇ Ȏ 

ip pim rp-candidate interface-type interface-number [priority 
priority-value][interval interval-seconds][group-list access_list] 

ȍ Ȏ 

  
interface-type 
interface-number  

priority-value ̆ ḣ ѝ<0-255> p̆riority priority-value
ִ̆Ἴ 192 

Interval-seconds ̆ ḣ ѝ<1-16383>̆interval interval-
seconds ̆interval-seconds 60s 

access_list ̆ acl ѝ 1-99 ҂̕ acl̕
group-list access_list ̆ ἵ

Ȃ 
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ip pim rp-register-kat 

ȍ ԇ Ȏ 

ip pim rp-register-kat seconds 

ȍ Ȏ 

  

seconds KAT ḣȂ ḣ <1-65535>̆
ᴁѝ Ȃ 

ȍ ᾳȎ 
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аᴳ group-list ̆ ἵ ᴳ SPT ‎ Ȃ 

ȍѡᴿȎ 

Ruijie# configure terminal 
Ruijie(config)# ip pim spt-threshold  
Ruijie(config)# ip pim spt-threshold group-list 12 
Ruijie(config)# access-list 12 permit 225.1.1.1  
0.0.0.255 

ȍὯ ԇȎ 

access-list 

ip pim ssm 

ȍ ԇ Ȏ 

ip pim ssm { default | range access_list} 

ȍ Ȏ 

  

default ѝ̔232/8 
access_list acl ѝ 1-99̕҂ acl 

ȍ ᾳȎ 

╟ SSM 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

╟ PIM-SSM Ҿ ╟ PIM-SSM̆ ᴳ ԇ 

ȍѡᴿȎ 

Ю ԇ 232/8 Ȃ     

Ruijie# configure terminal 
Ruijie(config)# ip pim SSM default 

Ю ԇ ᴉ ‟ ѝ 10 Ȃ     

Ruijie(config)# ip pim SSM range 10 
Ruijie(config)# access-list 10 permit 232.0.0.1  
0.0.0.255 

ȍὯ ԇȎ 
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Role: Candidate BSR   Priority: 64, Hash mask length: 10 
State: Elected BSR 

 
Candidate RP: 30.30.100.200(GigabitEthernet 0/3) 

Advertisement interval 60 seconds 
Next Cand_RP_advertisement in 00:00:32 

show ip pim sparse-mode interface 

ȍ ԇ Ȏ 

show ip pim sparse-mode interface [interface-type interface-number 
[detail] ] 

ȍ Ȏ 

  
interface-type 
interface-number

̆  
̆ ԇ  

detail ̆   ᶕ  

ȍ ԇ Ȏ 

/  
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interface-type 
interface-number

̆  
̆ ԇ  
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ȍ Ȏ 

  
detail ̆   ᶕ  

ȍ ԇ Ȏ 

/ὤ /  

ȍᴳ Ȏ 

ᶕ Ȃ 

ȍѡᴿȎ 

Ruijie# show ip pim sparse-mode neighbor detail 

Nbr 5.5.5.3 (VLAN 1) 

 Expires in 81 seconds 

show ip pim sparse-mode nexthop 

ȍ ԇ Ȏ 

show ip pim sparse-mode nexthop 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

/ὤ /  

ȍᴳ Ȏ 

ЮУ Ὧᶕ ̆ ꜛ ҩЮУ ̆ ̆metric Ȃ 

show ip pim sparse-mode rp mapping 

ȍ ԇ Ȏ 

show ip pim sparse-mode rp mapping  

ȍ Ȏ 

 

ȍ ԇ Ȏ 

/ὤ /  

ȍᴳ Ȏ 
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Э RP̆Ԉ ԏ ╘  

ȍѡᴿȎ 

Ruijie (config)#sh ip pim sparse-mode rp mapping  
PIM Group-to-RP Mappings 

Group(s): 224.0.0.0/4 
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ԇ 

Ὧ ԇ 

¸ 
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ȍѡᴿȎ 

ԈЮᴿ ѝ ѐ ѝ 230.0.0.1 ̔ 

Ruijie# clear ip mroute 230.0.0.1 

ȍ Ὧ ԇȎ 

ԇ  

show ip mroute ᶕ Ȃ 

ȍ Ȏ 

Ȃ 

clear ip mroute statistics 

ԇ IP ᶕ Ȃ 

clear ip mroute statistics {* | group-address [source -address]} 

ȍ Ȏ 

  

* ѐ Ȃ 

group-address Ȃ 

source -address Ȃ 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

IP ᶕ Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ѝ ѐ ѝ 230.0.0.1 ᶕ

̔ 

Ruijie# 
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ԇ  

show ip mroute  ᶕ Ȃ 

clear ip mroute  ᶕ Ȃ 

ȍ Ȏ 

Ȃ 

ip mroute 

Ȃᴳ ԇ no ‮ Ȃ 

ip mroute source-address mask [protocol as-number] {rpf-addrress | 
interface-type interface-number} [distance] 

no ip mroute source-address mask [protocol as-number] {rpf-addrress 
| interface-type interface-number} [distance] 

ȍ Ȏ 
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ȍ Ȏ 

 

  

ttl-value TTL ḣ ,
0~255Ȃ 

ȍ ᾳȎ 

ttl-value ḣѝ 1Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ԉѝ э ᶑ УэTTL ḣȂ TTL
ұ ḣ̆‡ Ԉ ̆ ‡х ȂTTL ḣӨ

̆ Ь Э Ȃ TTL ḣ ѝ 0 ̆

аᴐѝ   Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ Э TTL ḣѝ 5 

Ruijie(config-if)# ip multicast ttl-threshold 5  

ip multicast-routing 

ԇ ╟ Ȃᴳ ԇ no Ὧ Ȃ 

ip multicast-routing 

no ip multicast-routing 

ȍ ᾳȎ 

Ὧ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ԇ ╟ IPv4 Ȃ ╟ IPv4 ̆

҂а ╟Ȃ 

Ү ̔ ╟ IPv4 ╖ ̆ ԇȂ ╖ IGMP 
snooping ╖ ҵ ̆ ╟ҩ IGMP snooping ╖ ̆ ѫ ԇ

а Ȃ 

ȍѡᴿȎ 
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ԈЮ ᴿ ╟ Ȃ 

Ruijie(config)# ip multicast-rounting  
 

&  说明： 

а У Ӈ / Э а а v4
 

 

ip multicast boundary 

IP IP Ȃᴳ ԇ no ‮

Ȃ 

ip multicast boundary access-list 

no ip multicast boundary access-list 

ȍ Ȏ 

     

access-list IP access-list ѝ Ὧ ACL 
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ip multicast static 

ԇ ү ⁸Ȃ ԇ no Ԉ Ȃ 

ip multicast static source-address group-address interface-type 
interface-number 
no ip multicast static source-address group-address interface-type 

interface-number  
ȍ Ȏ 

  

source -address Ȃ 

group-address Ȃ 

interface-type  
interface-number ἵ ү  

ȍ ᾳȎ 

Ὧ  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ұ У Ԉ ԇ ҂̆ э ἵ

ȂУ ѝ ҩ ⁸̆ Ҿ

  Ȃὲӹ ἵ аἵ Ȃ 

ԇ ⁸ Э ѝ ӑ

Ȃת ұ ̂ ̔PIM-DM PIM-SM̃ Ҿ

ᵑ ╟ ̆ Ԉ ѝӰ Ȃ 

ȍѡᴿȎ 

Ԉ Ю ᴿ  (192.168.43.4 ̆ 225.1.1.5) ἵ ӱ

GigabitEthernet 2/6 FastEthernet 3/2 Ȃ 

ruijie(config)# ip multicast static 192.168.43.4 
225.1.1.5 G2/6 

ruijie(config)# ip multicast static 192.168.43.4 
225.1.1.5 F3/2 

ȍ Ȏ 

ԇ Ӈ Э ᴐ Ȃ 
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Ruijie# show ip mroute 10.10.1.52 224.0.1.3 
IP Multicast Routing Table 

Flags: I - Immediate Stat, T - Timed Stat, F - Forwarder 
installed 

Timers: Uptime/Stat Expiry 
Interface State: Interface (TTL) 

(10.10.1.52, 224.0.1.3), uptime 00:03:24, stat expires 
00:01:28 

Owner PIM-SM, Flags: TF 
Incoming interface: FastEthernet 2/1 

Outgoing interface list: 
FastEthernet 1/3 

ԈЮ ᴿ ᶕ  

Ruijie# show ip mroute count 
IP Multicast Statistics 
Total 1 routes using 132 bytes memory 

Route limit/Route threshold: 2147483647/2147483647 
Total NOCACHE/WRONGVIF/WHOLEPKT recv from fwd: 1/0/0 

Total NOCACHE/WRONGVIF/WHOLEPKT sent to clients: 1/0/0 
Immediate/Timed stat updates sent to clients: 0/0 

Reg ACK recv/Reg NACK recv/Reg pkt sent: 0/0/0 
Next stats poll: 00:01:10 

Forwarding Counts: Pkt count/Byte count, Other Counts: 
Wrong If pkts 

Fwd msg counts: WRONGVIF/WHOLEPKT recv 
Client msg counts: WRONGVIF/WHOLEPKT/Imm Stat/Timed Stat 

sent 
Reg pkt counts: Reg ACK recv/Reg NACK recv/Reg pkt sent 

(10.10.1.52, 224.0.1.3), Forwarding: 2/19456, Other: 0 
Fwd msg: 0/0, Client msg: 0/0/0/0, Reg: 0/0/0 

ԈЮ ᴿ ᶕ  

Ruijie# show ip mroute summary 
IP Multicast Routing Table 
Flags: I - Immediate Stat, T - Timed Stat, F - Forwarder 

installed 
Timers: Uptime/Stat Expiry 

Interface State: Interface (TTL) 
(10.10.1.52, 224.0.1.3), 00:01:32/00:03:20, PIM-SM, 

Flags: T 

  

Flags 
I-  
T-  
F- ⁮  
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Timers:Uptime/Stat 
Expiry … ̆ ע  

Interface State  

Owner ̆ э

 

Incoming interface ὡ ̆ ὡ

бѮа ̆ х  

Outgoing interface list   ‟ ̆ ѐ Э

   
Forwarding Counts̔Pkt 
count/Byte count, ̔ /  

Other Counts: Wrong If 
pkts ⁮ ὡ  
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Interface          Vif   Owner     TTL  Local            
Remote           Uptime 

Idx   Module         Address          Address 
VLAN 1          1     PIM-DM    2    192.168.1.1      

0.0.0.0          00:13:16 

IP ԇ‟  

ᴳ Ю ԇ ╟ IP ̔ 

¸ debug nsm mcast all 
¸ debug nsm mcast fib-msg 
¸ debug nsm mcast vif 
¸ debug nsm mcast register 
¸ debug nsm mcast stats 

debug nsm mcast all 

ὯȂᴳ ԇ no Ὧ

Ὧ 

debug nsm mcast all  
ȍ Ȏ 

    Ȃ 

ȍ ᾳȎ 

Ὧ 

ȍ ԇ Ȏ 

 

ȍᴳ כ  

 

ȍᴳ  

ȍ   
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Ȃ  

debug nsm mcast fib-msg 

ᶕ ὯȂᴳ ԇ no
Ὧ Ὧ 

debug nsm mcast fib-msg 
ȍ Ȏ 

    Ȃ 

ȍ ᾳȎ 

Ὧ 
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ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ὧ̆ Ԉ Ὧұ Ȃ 

ȍѡᴿȎ 

Ὧұ  

Ruijie# debug nsm mcast vif 

ȍ Ȏ 

Ȃ 

ȍὯ ԇȎ 

Ȃ  

debug nsm mcast register 

Ὧұ ᾊ ᾊ ὯȂG

ԇ no Ὧ Ὧ 

debug nsm mcast register 
ȍ Ȏ 

    Ȃ 

ȍ ᾳȎ 

Ὧ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ὧ̆ Ԉ Ὧұ ᾊ ᾊ

Ȃ 

ȍѡᴿȎ 

Ὧұ ᾊ ᾊ  

Ruijie# debug nsm mcast register 

ȍ Ȏ 

Ȃ 
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ȍὯ ԇȎ 

Ȃ  

debug nsm mcast stats 

Ὧұ ᶕ ὯȂG

ԇ no Ὧ Ὧ 

debug nsm mcast stats 
ȍ Ȏ 

    Ȃ 

ȍ ᾳȎ 

Ὧ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ὧ̆ Ԉ Ὧұ ᶕ

Ȃ 

ȍѡᴿȎ 

Ὧұ ᶕ  

Ruijie# debug nsm mcast stats 

ȍ Ȏ 

Ȃ 

ȍὯ ԇȎ 

Ȃ
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ұ ⁸ ԇ 

Ὧ ԇ 

ὤ ꜛ ԈЮ ԇ 

¸ strom-control 
¸ switchport protected 
¸ switchport port-security 
¸ switchport port-security aging 
¸ switchport port-security mac-address 
¸ port-security arp-check 

strom-control 

⁸ ὯȂᴳ ԇ no Ὧ ⁸╖

Ȃ 

storm-control {broadcast | multicast | unicast} [{level percent | pps 
packets | rate-bps}] 

no storm-control {broadcast | multicast | unicast} [ {level percent | 
pps packets | rate-bps}] 

ȍ Ȏ 

broadcast ̔ ⁸╖  

multicast ̔ ⁸╖  

unicast ̔ ⁸╖  

percent ̔Ԉ ‍  20 20% 

packets ̔Ԉ pps ѝ ᴁ  packets per second 

Rate-bps ̔ἵ  

64k-2M ̔Ԉ 64k ѝ ᴁ 

2-100M ̔Ԉ 1M ѝ ᴁ 

100M ԈЭ ̔Ԉ 8M ѝ ᴁ 

ȍ Ȏ 

ᾳЮ̆ ȁ ⁸╖ Ὧ  
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ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ  

Уэ Э ⁮ ȁ ꜛ Ўэ ꜛ

ֶӊ ̆ ֶ ╗Ȃ ѐУ

Ҿ ӊ Ȃ  

Ԉ‍⁞ ȁ ⁸Ȃ ⁮ ȁ

ꜛ ̆ ꜛ ⁮

̂ ꜛ Ȃ̃ 

ᴳ show storm-control ԇ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ҩ GigabitEthernet 1/1 Э ⁸

╖ ̆ з ἵ  ѝ 4M 

Ruijie# configure terminal 
Ruijie(config)# interface GigabitEthernet 1/1 
Ruijie(config-if)# storm-control multicast 4096 
Ruijie(config-if)# end 

ȍ Ὧ ԇȎ 

ԇ  

show storm-control ⁸ᶕ Ȃ 

ȍ Ȏ 

86 pps ѝ ᴁ  

switchport protected 

ԇ ѝᶑ Ȃᴳ ԇ no Ὧ ᶑ Ȃ 

switchport protected 

no switchport protected 

ȍ Ȏ 

Ὧ ᶑ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 
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Ҿ ѝᶑ Ѯ ̆ ᾳЮᶑ ᶑ Ѯ а

ү Ӈ Ԉ 3 ᶑ̆ б ᶑ Ѯ Ԉ ȂG

show interfaces ԇ  

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# switchport protected 

ȍ Ὧ ԇȎ 

ԇ  

show interfaces ᶕ Ȃ 

ȍ Ȏ 

S32 S37 Э ӑ ᶑ ᶑ̆ Ю а acl̆
҂а ᶑ ѝ ̆ ѝᶑ ֶ Эὲ ὤ

ᴳ Ȃ 

switchport port-security 

ὤ╖ ̆ ὤ ᴿ Ȃᴳ ԇ no Ὧ

ὤ ̆ ὤ ᴿ ḣȂ 

switchport port-security [violation {protect | restrict | shutdown}] 

no switchport port-security [violation] 

ȍ Ȏ 

  

port-security ὤ Ὧ 

violation protect ᴿ̆‡х ᴿ Ȃ 

violation restrict ᴿ̆‡х ᴿ з

trapȂ 

violation shutdown ᴿ̆‡х ȁ Trap зὯ

Ȃ 

ȍ Ȏ 

ὤ Ὧ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 
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‾ ὤ э ̆ Ԉ ⁸ἵ Э э MAC
Ԉ IP( ) ш ⁸ ὡȂ ѝ ὤ (

ҩ ὤ╖ ) ҩУҾ ὤ ̆‡ ҩ ѝ Ҿ

ὤ ꜛ ̆ э а ὲ ֗ᴉ Ȃ ̆ Ԉ ⁸Уэ

Э ꜛ ὤ э ̆ э ѝ 1 зѝ

Уэ ὤ ̆‡ ⁮ э ᴐ ̂ὲ ѝ ὤ M
̃ ӎ ὤ Ȃ 

ȍѡᴿȎ 

Ю ᴿ Gigabitethernet 1/1 Э ὤ╖ ̆

ᴿ ѝ shutdown̔ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# switchport port-security 
Ruijie(config-if)# switchport port-security  
violation shutdown 

ȍ Ὧ ԇȎ 

ԇ  

show port-security ὤ ᶕ ὤ

Ȃ 
 

switchport port-security aging 

ԇѝУэ Э ὤ ע Ȃ э╖ ̆

ὤ э ̆ ̆ Ԉ ╟ ╗ ‮

Э ὤ Ȃᴳ ԇ no ע ұ ╟ ҃

̆ Ὧ ╖ע Ȃ 

switchport port-security aging {static | time time } 

no switchport port-security aging {static | time } 

ȍ Ȏ 

  

Static 
ע ұ ὤ

╟ ҃ ̆ ‡‡ ұ ╟

҃ Ȃ 

time time 
э Э ὤ ע ̆ 0

̇1440̆ ᴁ ‍ Ȃ ѝ 0̆‡ ע

╖ Э Ὧ Ȃ 

ȍ Ȏ 

а ᴉ֗ע ὤ  
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ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ԉ Юᴳ ԇ no switchport port-security aging 
time Ὧ Уэ ὤ ╖ע ̆ᴳ ԇ no switchport 
port-security aging static ע Ө ұ╟ ҃⁮ ὤ

Ȃ 

ᴳ show port-security ԇ  

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# switchport port-security aging time 
8 

Ruijie(config-if)# switchport port-security aging 
static 

ȍ Ὧ ԇȎ 

ԇ  

show port-security ὤ ᶕ ὤ Ȃ 

 

switchport port-security mac-address 

ὤ Ȃᴳ ԇ no ‮ ὤ ̆

ḣȂ 

switchport port-security [mac-address mac-address [ip-address  
ip-address]] | [maximum value] 

no switchport port-security [ mac-address mac-address ] |  
[maximum]  

ȍ Ȏ 

  

mac-address mac-address ὤ Ȃ 

ip-address ip-address ѝ э ὤ IP Ȃ 

maximum value ὤ Ȃ 

ȍ Ȏ 

֗ᴉ ὤ  
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ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ұ IP MAC ὤ ֒ б

ὤ ACL ⁮ Э ֒ Ὥӎ̆ Уэ

Э ҩ ACL 802.1x ╖ ѐ̆ ҩ IP ̆‡

Э IP ὤ э ֶ῏  

ȍѡᴿȎ 

Ю ᴿ ҩ ᴉѝ gigabitethernet 1/1 Уэ ὤ ̔

00d0.f800.073c̆ ѝὲ Уэ IP ̔192.168.12.202̔ 

Ruijie# configure terminal 
 

ԇ  

ȍ ѩ ҿ 
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Arp-check Ь ̆ ╟̆Ὧ Ȃ ╟ Ю̆

Э ̆ Arp ȂὯ Ю ӑ arp Ȃ

Ю̆ Э Ȃ 

ȍѡᴿȎ 

Ruijie(config-if)# arp-check 

ȍ Ὧ ԇȎ 

ԇ  

show port-security ὤ Ȃ 

 

Ὧ ԇ 

ὤ ꜛ ԈЮ ԇ 

¸ show storm-control 

¸ show port-security 

show storm-control 

⁸ᶕ Ȃ 

show storm-control [interface-id ] 

ȍ Ȏ 

  

interface-id ⁸ Ȃ 
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Gi1/1 Disabled Disabled Disabled 

ȍ Ὧ ԇȎ 

ԇ  

storm-control ⁸ ὯȂ 

 

show port-security 

ὤ ᶕ ὤ Ȃ 

show port-security [address] [interface interface-id] 

ȍ Ȏ 

  

address ὤ ̆

ὤ Ȃ 

interface interface-id ὤ ᶕ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴴ  
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switchport port-security 
mac-address ὤ Ȃ 
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dot1x auto-req user-detect 

╖ ̆ Э ṃ̆

̆no ѝ ḣ 

dot1x auto-req user-detect 
no dot1x auto-req user-detect 

ȍ Ȏ 

ԇ Ȃ 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

╖ ̆ Э ṃ̆

̆ Ԉᴳ show dot1x auto-req ԇ ╖  

ȍѡᴿȎ 

Ю Э ṃ ̔ 

Ruijie# configure terminal 
Ruijie(config)# dot1x auto-req user-detect 
Ruijie(config)# end 
Ruijie# show dot1x auto-req 
 

Auto-Req: Enabled 
User-Detect : Enabled 

Packet-Num  : 0 
Req-Interval: 60 Second 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x auto-req ў╟ ᶕ  

 

dot1x ԇ 

dot1x ꜛ ԈЮ ԇ 

¸ dot1x timeout quiet-period 
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¸ dot1x timeout re-authperiod  
¸ dot1x timeout server-timeout 
¸ dot1x timeout supp-timeout 
¸ dot1x timeout tx-period 

dot1x timeout quiet-period 

ᴳ ԇ ̂ᴿ ԇ ̃ ⁮ἵ

̂ Ȃ̃ᴳ ԇ no ѝ ḣ 

dot1x timeout quiet-period seconds 

no dot1x timeout quiet-period 

ȍ Ȏ 

seconds̔ Ӈҵ ⁮ἵ Ȃḣ

0 ⁮ 65535Ȃ ᴁ s 

ȍ ᾳȎ 

ḣ 10 Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

̆аἵ ̆ У Ȃ Ԉ

ᴳ show dot1x ԇ ╖ Ȃ 

ȍѡᴿȎ 

Ю ѝ 1000s̔ 

Ruijie# configure terminal  
Ruijie(config)# dot1x timeout quiet-period 1000 
Ruijie(config)# end 
Ruijie# show dot1x  
 

802.1X Status:        Enabled 
Authentication Mode:  EAP-MD5 

Authed User Number:   EP0v4..00v4..00v4..00v43..0E53>-6<2AFC18DB092B01D>GDB09
[(A)-6(5 )]TJ
0 -1.4400v4..00v43..0E5Pquiet:     235043..0E5se A5 
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Re-authen Max:        3 times 
Maximum Request:      3 times 

Filter Non-RG Supp:   Disabled 
Client Oline Probe:   Disabled 

Eapol Tag Enable:     Disabled 
Authorization Mode:   Group Server 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x 802.1x ᶕ  

 

dot1x timeout re-authperiod 

Ὧ ̆G ԇ

̆ Ȃᴳ ԇ no ѝ ḣȂ 

dot1x timeout re-authperiod seconds 
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Quiet Timer Period:   1000 sec 
Tx Timer Period:      3 sec 

Supplicant Timeout:   3 sec 
Server Timeout:       5 sec 

Re-authen Max:        3 times 
Maximum Request:      3 times 

Filter Non-RG Supp:   Disabled 
Client Oline Probe:   Disabled 

Eapol Tag Enable:     Disabled 
Authorization Mode:   Group Server 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x 802.1x ᶕ  

 

dot1x timeout server-timeout 

ԇ ╘ Ѯ Ӈҵ Ȃᴳ ԇ

no ѝ ḣȂ 

dot1x timeout server-timeout seconds 

no dot1x timeout server-timeout 

ȍ Ȏ 

seconds̔ ╘ Ѯ Ӈҵ ḣ̆ 1 ⁮
65535Ȃ 

ȍ ᾳȎ 

ḣ 5  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Ԉᴳ show dot1x ԇ ╖ Ὧ Ȃ 

ȍѡᴿȎ 

Ю ╘ Ӈҵ ѝ 10s̔ 

Ruijie# configure terminal  
Ruijie(config)# dot1x timeout server-timeout 10 
Ruijie(config)# end 
Ruijie# show dot1x  
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802.1X Status:        Enabled 
Authentication Mode:  EAP-MD5 

Authed User Number:   0 
Re-authen Enabled:    Disabled 

Re-authen Period:     1000 sec 
Quiet Timer Period:   1000 sec 

Tx Timer Period:      3 sec 
Supplicant Timeout:   3 sec 

Server Timeout:       10 sec 
Re-authen Max:        3 times 

Maximum Request:      3 times 
Filter Non-RG Supp-1.45 sec 
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Ruijie# configure terminal  
Ruijie(config)# dot1x timeout supp-timeout 10 
Ruijie(config)# end 
Ruijie# show dot1x  
 
802.1X Status:        Enabled 

Authentication Mode:  EAP-MD5 
Authed User Number:   0 

Re-authen Enabled:    Disabled 
Re-authen Period:     1000 sec 

Quiet Timer Period:   1000 sec 
Tx Timer Period:      3 sec 

Supplicant Timeout:   10 sec 
Server Timeout:       10 sec 

Re-authen Max:        3 times 
Maximum Request:      3 times 

Filter Non-RG Supp:   Disabled 
Client Oline Probe:   Disabled 

Eapol Tag Enable:     Disabled 
Authorization Mode:   Group Server 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x 802.1x ᶕ  

 

dot1x timeout tx-period 

ҩ ּ ̆G ԇ ּ ̆

ּ Ȃᴳ ԇ no ѝ
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Ԉᴳ show dot1x ԇ ╖ Ὧ Ȃ 

ȍѡᴿȎ 

Ю ּ ѝ 10s̔ 

Ruijie# configure terminal  
Ruijie(config)# dot1x timeout tx-period 10 
Ruijie(config)# end 
Ruijie# show dot1x  
 

802.1X Status:        Enabled 
Authentication Mode:  EAP-MD5 

Authed User Number:   0 
Re-authen Enabled:    Disabled 

Re-authen Period:     1000 sec 
Quiet Timer Period:   1000 sec 

Tx Timer Period:      10 sec 
Supplicant Timeout:   10 sec 

Server Timeout:       10 sec 
Re-authen Max:        3 times 

Maximum Request:      3 times 
Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 
Eapol Tag Enable:     Disabled 

Authorization Mode:   Group Server 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x 802.1x ᶕ  

 

dot1x ԇ 

ԈЮ ԇ 

¸ dot1x re-authentication 
¸ dot1x reauth-max 

dot1x re-authentication 

ᴳ ԇ ȂG ԇ no 
ḣȂ 

[no] dot1x re-authentication 
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ȍ Ȏ 

ԇ Ȃ 

ȍ ᾳȎ 

а Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ҩ ԇ ‡̆ ̆ У

Ȃ Ԉᴳ show dot1x ԇ ╖ Ὧ Ȃ 

ȍѡᴿȎ 

Ю ╖ ̔ 

Ruijie# configure terminal  
Ruijie(config)# dot1x re-authentication 
Ruijie(config)# end 
Ruijie# show dot1x  
 

802.1X Status:        Enabled 
Authentication Mode:  EAP-MD5 

Authed User Number:   0 
Re-authen Enabled:    Enabled 

Re-authen Period:     1000 sec 
Quiet Timer Period:   1000 sec 

Tx Timer Period:      10 sec 
Supplicant Timeout:   10 sec 

Server Timeout:       10 sec 
Re-authen Max:        3 times 

Maximum Request:      3 times 
Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 
Eapol Tag Enable:     Disabled 

Authorization Mode:   Group Server 

ȍ Ὧ ԇȎ 
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dot1x reauth-max 

ᴳ ԇ ȂG ԇ no 
ḣȂ 

dot1x reauth-max count 

no dot1x reauth-max 

ȍ Ȏ 

count̔ Ȃ 

ȍ ᾳȎ 

ḣѝ 3 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ҩ ԇ ‡̆ ҩ Ԉ Ȃ Ԉᴳ

show dot1x ԇ ╖ Ὧ Ȃ 

ȍѡᴿȎ 

Ю ╖ ̔ 

Ruijie# configure terminal  
Ruijie(config)# dot1x reauth-max 5 
Ruijie(config)# end 
Ruijie# show dot1x  
 

802.1X Status:        Enabled 
Authentication Mode:  EAP-MD5 

Authed User Number:   0 
Re-authen Enabled:    Enabled 

Re-authen Period:     1000 sec 
Quiet Timer Period:   1000 sec 

Tx Timer Period:      10 sec 
Supplicant Timeout:   10 sec 

Server Timeout:       10 sec 
Re-authen Max:        5 times 

Maximum Request:      3 times 
Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 
Eapol Tag Enable:     Disabled 

Authorization Mode:   Group Server 

ȍ Ὧ ԇȎ 
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ԇ  

show dot1x 802.1x ᶕ  

 

dot1x ╖ ԇ 

╖ ꜛ ԈЮ 

¸ dot1x probe-timer 

¸ dot1x client-probe enable 

dot1x probe-timer 

. 

dot1x probe-timer{interval | alive}interval 

no dot1x probe-timer 

ȍ Ȏ 

no̔ ḣ 

alive̔  

interval̔ ḣ 

interval̔hello  

ȍ ᾳȎ 

Hello ѝ 20  

ḣѝ 250  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

̆ Ԉᴳ show dot1x ԇ 802.1x 
Ȃ 

ȍѡᴿȎ 

hello ѝ 30 , ѝ 120 ̔ 

Ruijie# configure terminal 
Ruijie(config)# dot1x probe-timer interval 30 
Ruijie(config)# dot1x probe-timer alive 120 
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Ruijie(config)# end 
Ruijie# show dot1x probe-timer  
 
Hello Interval: 30 Seconds  

Hello Alive: 120 Seconds 

ȍ Ὧ ԇȎ 

ԇ  

Show dot1x probe-timer  

 

dot1x client-probe enable 

╖  

[no] dot1x client-probe enable 

ȍ Ȏ 

 

ȍ ᾳȎ 

Ὧ  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

╖ Ὧ 

ȍѡᴿȎ 

╖ ̔ 

Ruijie# configure terminal  
Ruijie(config)# dot1x client-probe enable 
Ruijie(config)# end 
Ruijie# show dot1x  
 

802.1X Status:        Enabled 
Authentication Mode:  EAP-MD5 

Authed User Number:   0 
Re-authen Enabled:    Enabled 

Re-authen Period:     1000 sec 
Quiet Timer Period:   1000 sec 

Tx Timer Period:      10 sec 
Supplicant Timeout:   10 sec 
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Server Timeout:       10 sec 
Re-authen Max:        5 times 

Maximum Request:      3 times 
Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Enabled 
Eapol Tag Enable:     Disabled 

Authorization Mode:   Group Server 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x dot1x  

 

dot1x ὲ ԇ 

ὲ dot1x ꜛ ԈЮ ԇ 

¸ dot1x authentication 
¸ dot1x accounting 
¸ dot1x auth-address-table 
¸ dot1x auth-mode 
¸ dot1x default 
¸ dot1x dynamic-vlan enable 
¸ dot1x eapol-tag 
¸ dot1x max-req 
¸ dot1x private-supplicant-only 
¸ dot1x port-control auto 
¸ dot1x port-control-mode 
¸ dot1x stationarity enable 

dot1x authentication 

AAA ᾳЮ̆ AAA ╘ ̆G

ԇὯ ‟ Ȃ ԇ no ‮ ‟ Ȃ 

dot1x authentication {default | list-name}  

no dot1x authentication {default | list-name} 

ȍ Ȏ 

default̔ ‟  

list-name̔ ‟  
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ȍ ᾳȎ 

AAA ̆‡ ᴳ AAA ╘Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

AAA ὤ ╘̆‡ ԇ ұ dot1x ᴳ ⁸ ‟

Ȃ 

ұ AAA ╘ Ὧ ᾳЮ̆҂ ԇ aaa domain 
enable ̆dot1x authentication auth ԇ ‟ auth а

ֶ ᴳ ̆ ᴳ ‟ Ȃέᴇ ľ

ұ AAA ╘ĿȂ 

ȍѡᴿȎ 

Ю ᴿ ЭὯ ‟ group radius Ȃ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 
Ruijie(config)# aaa authentication dot1x default group 
radius 
Ruijie(config)# interface fastEthernet0/1 
Ruijie(config-if)# dot1x authentication default 
Ruijie(config-if)# end 
Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model ᴳ AAA ὤ ╘ 

aaa authentication dot1x ‟  

dot1x accounting 

AAA ᾳЮ̆ Ԉ AAA ╘ ╘ ̆G

ԇὯ ‟ Ȃ ԇ no Ὧ ‟ Ȃ 

dot1x accounting {default | list-name}  

no dot1x accounting {default | list-name} 

ȍ Ȏ 

default̔ ‟  

list-name̔ ‟  
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ȍ ᾳȎ 

AAA ̆ Ὧ default ‟ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

AAA ὤ ╘̆‡ ԇ ұ dot1x ᴳ

‟ Ȃ 

ұ AAA ╘ Ὧ ᾳЮ̆҂ ԇ aaa domain 
enable ̆dot1x accounting ԇ ‟ аֶ ᴳ ̆

ᴳ ‟ Ȃέᴇ ľ ұ

AAA ╘ĿȂ 

ȍѡᴿȎ 

Ю ᴿ ЭὯ ‟ group radius Ȃ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 
Ruijie(config)#aaa accounting network acct start-stop 
group radius 
Ruijie(config)# dot1x accounting acct 
Ruijie(config)# end 
Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model ᴳ AAA ὤ ╘ 

aaa authentication dot1x ‟  

 
 

dot1x auth-address-table 

ԇ 802.1X ἵ ȂG ԇ no ‮

Ȃ 

dot1x auth-address-table address mac-addr interface interface  

no dot1x auth-address-table address mac-addr interface interface 

ȍ Ȏ 

mac-addr
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Interface̔ Ȃ 

ȍ ᾳȎ 

ḣ ̆ ἵ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ѐ ἵ ᴳ 802.1X Ȃᴳ show dot1x 
auth-address table ԇ Ȃ 

ȍѡᴿȎ 

Ю ᴿ Э ╗ Ȃ 

Ruijie# configure terminal 
Ruijie(config)# dot1x auth-address-table address 
00d0f8000000 interface ehternet 1/1 
Ruijie(config)# end 
Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x auth-address-table 802.1X ἵ
Ȃ 

 

dot1x auth-mode 

802.1x Ȃ 

dot1x auth-mode {eap-md5 | chap | pap} 

no dot1x auth-mode 

ȍ Ȏ 

eap-md5̔802.1x EAP-MD5  

chap̔802.1x CHAP  

pap̔802.1x PAP  

ȍ ᾳȎ 

EAP-MD5  

ȍ ԇ Ȏ 

ὤ Ȃ 
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ȍᴳ Ȏ 

Ԉᴳ show dot1x ԇ 802.1x  

ȍѡᴿȎ 

Ю 802.1x ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# dot1x auth-mode chap 
Ruijie(config)# end 
Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x 802.1x ᶕ Ȃ 

 

dot1x default 

802.1x ‍ ḣȂ 

dot1x default 

ȍ Ȏ 

ԇ Ȃ 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Ԉᴳ show dot1x ԇ 802.1x Ȃ 

ȍѡᴿȎ 

Ю 802.1x ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# dot1x default 
Ruijie(config)# end 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x 802.1x ᶕ Ȃ 
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dot1x dynamic-vlan enable 

ἵ ╟ vlan Ȃᴳ ԇ no ԈὯ

ὯȂ 

dot1x dynamic-vlan enable 
no dot1x dynamic-vlan enable 

ȍ Ȏ 

ԇ Ȃ 

ȍ ᾳȎ 

ὯѝὯ  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Ԉᴳ show dot1x dynamic-vlan ԇ ╖ Ὧ Ȃ 

ȍѡᴿȎ 

Ю 802.1x ╟ vlan ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# dot1x dynamic-vlan enable 
Ruijie(config)# end 
Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x 802.1x ᶕ Ȃ 

 

dot1x eapol-tag 

EAPOL TAG ╖ Ȃ 

dot1x eapol-tag 
no dot1x eapol-tag 

ȍ Ȏ 

ԇ Ȃ 
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ȍ ᾳȎ 

ὯѝὯ  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Ԉᴳ show dot1x ԇ ╖ Ὧ Ȃ 

ȍѡᴿȎ 

Ю 802.1X tag ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# dot1x eapol-tag 
Ruijie(config)# end 
Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x 802.1x ᶕ Ȃ 

 

dot1x max-req 

DOT1X ╘ Ӈҵ ѐ̆ DOT1X У ᾃ ⁮

╘ ̆‡ DOT1X ᾋ ╘ Ȃᴳ ԇ

╘ ἵ Ȃᴳ ԇ no 
ḣȂ 

dot1x max-req count 

no dot1x max-req 

ȍ Ȏ 

count̔ἵ Ȃ 

ȍ ᾳȎ 

ḣѝ 3 Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Ԉᴳ show dot1x ԇ ╖ Ὧ Ȃ 
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ȍѡᴿȎ 

Ю 802.1x ּ 7 ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# dot1x max-req 7 
Ruijie(config)# end 
Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x 802.1x ᶕ Ȃ 

 

dot1x private-supplicant-only 

ὤ ѐ̆ ̆no 
ḣȂ 

dot1x private-supplicant-only 
no dot1x private-supplicant-only 

ȍ Ȏ 

ԇ Ȃ 

ȍ ᾳȎ 

а Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Ԉᴳ show dot1x private-supplicant-only ԇ ╖ Ὧ

Ȃ 

ȍѡᴿȎ 

Ю ᴳ ᴿ ̔ 

Ruijie# configure t 
Ruijie(config)# dot1x private-supplicant-only 
Ruijie(config)# end 
Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  
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show dot1x private-supplicant-only ᶕ Ȃ 

 

dot1x port-control auto 

ѐ̆ ╗ ȂG ԇ no 
ḣȂ 

dot1x port-control auto 
no dot1x port-control 

ȍ Ȏ 

ԇ Ȃ 

ȍ ᾳȎ 

а ╗ 802.1x Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ԉᴳ show dot1x ԇ ╖ Ὧ Ȃ 

ȍѡᴿȎ 

Ю 802.1x б ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# interface g0/1  
Ruijie(config-if)# dot1x port-control auto 
Ruijie(config-if)# end 
Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x 802.1x ᶕ Ȃ 

 

dot1x port-control-mode 

802.1x ⁸ ᾳЮ ұ MAC ⁸ ̆

ᴳ ̆ ұὲӹ У ᴳ

̆ ұ ⁸ У Уэ ̆

̆ Ю ᴳ
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̆ ԇ Ю̔ 

dot1x port-control-mode {mac-based | port-based} 

no dot1x port-control-mode 

ȍ Ȏ 

mac-based̔ ұ mac 802.1X ⁸ 

port-based̔ ұ 802.1X ⁸ 

ȍ ᾳȎ 

ѝ ұ mac-based ⁸ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ԉᴳ show dot1x port-control ԇ 802.1x Ȃ 

ȍѡᴿȎ 

Ю 802.1x б ᴿ ̔ 

Ruijie(config)# interface g 0/1  
Ruijie(config-if)# dot1x port-control auto 
Ruijie(config-if)# dot1x port-control-mode 
port-based 
Ruijie(config-if)# end 
Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x port-control 802.1x ᶕ Ȃ 

 

dot1x stationarity enable 

802.1x ұ ⁸ Ю̆ ᾳЮ̆╟ Ԉ

̆ ᾳЮ̆ѝҩ а ӱ 802.1X ⁮ὲ

ӹ ̆ Ԉ ԈЮ ԇ ⁮ Ȃ 

dot1x stationarity enable 

no dot1x stationarity enable 

ȍ Ȏ 
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ȍ ᾳȎ 

ѝ╟ Ԉ  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

₥ ԇ̆ ‡ Ȃ 

ȍѡᴿȎ 

Ю 802.1x б ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# dot1x stationarity enable 
Ruijie(config)# end 
Ruijie# 

ȍ Ὧ ԇȎ 

 

dot1x ԇ 

¸ show dot1x 
¸ show dot1x auth-address-table  
¸ show dot1x auto-req   
¸ show dot1x private-supplicant-only   
¸ show dot1x max-req  
¸ show dot1x port-control 
¸ show dot1x probe-timer 
¸ show dot1x re-authentication  
¸ show dot1x reauth-max  
¸ show dot1x summary  
¸ show dot1x timeout  
¸ show dot1x user id 

show dot1x 

802.1x ᶕ Ȃ 

show dot1x 

ȍ Ȏ 
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ԇ Ȃ 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ю ᴿ ̔ 

Ruijie# show dot1x 
802.1X Status:        Enabled 
Authentication Mode:  EAP-MD5 

Authed User Number:   0 
Re-authen Enabled:    Disabled 

Re-authen Period:     3600 sec 
Quiet Timer Period:   10 sec 

Tx Timer Period:      3 sec 
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dot1x timeout server-timeout ╘ Ѯ Ӈҵ

Ȃ 

dot1x timeout supp-timeout Ѯ Ӈҵ

Ȃ 

dot1x timeout tx-period ּ ̆ ּ

Ȃ 
 

show dot1x auth-address-table  

ԇ 802.1X ἵ Ȃ 

show dot1x auth-address-table[addressmac-addr][interface interface] 

ȍ Ȏ 

mac-addr̔  

interface̔  

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ю ᴿ ̔ 

Ruijie# show dot1x auth-address-table 
interface:g3/1 

----------------------------------- 
mac addr: 00D0.F800.0001 

Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

dot1x auth-mode 802.1x Ȃ 

dot1x max-req ἵ ּ Ȃ

dot1x port-control auto ╗ Ȃ 

dot1x reauth-max  
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dot1x re-authentication 
Ȃ 

dot1x timeout quiet-period ⁮ἵ

Ȃ 

dot1x timeout re-authperiod Ȃ

dot1x timeout server-timeout ╘ Ѯ Ӈҵ

Ȃ 

dot1x timeout supp-timeout Ѯ Ӈҵ

Ȃ 

dot1x timeout tx-period ּ ̆

ּ Ȃ 
 

show dot1x auto-req   

ў╟ 802.1x ᶕ Ȃ 

show dot1x auto-req 

ȍ Ȏ 

 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ю ᴿ ̔ 

Ruijie# show dot1x auto-req 
 

Auto-Req: Disabled 
User-Detect : Enabled 

Packet-Num  : 0 
Req-Interval: 30 Seconds 

Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  
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dot1x auth-mode 802.1x Ȃ 

dot1x max-req ἵ ּ Ȃ 

dot1x port-control auto ╗ Ȃ 

dot1x reauth-max  

dot1x re-authentication 
Ȃ 

dot1x timeout quiet-period ⁮ἵ

Ȃ 

dot1x timeout re-authperiod Ȃ 

dot1x timeout server-timeout ╘ Ѯ Ӈҵ

Ȃ 

dot1x timeout supp-timeout Ѯ Ӈҵ

Ȃ 

dot1x timeout tx-period ּ ̆ ּ

Ȃ 
 

show dot1x private-supplicant-only   

╖ Ȃ 

show dot1x private-supplicant-only 

ȍ Ȏ 

 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ю ᴿ ̔ 

Ruijie# show dot1x private-supplicant-only 
private-supplicant-only:: disabled 
Ruijie# 

ȍ Ὧ ԇȎ 
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ԇ  

dot1x auth-mode 802.1x Ȃ 

dot1x max-req ἵ ּ Ȃ 

dot1x port-control auto ╗ Ȃ 

dot1x reauth-max  

dot1x re-authentication 
Ȃ 

dot1x timeout quiet-period ⁮ἵ

Ȃ 

dot1x timeout re-authperiod Ȃ 

dot1x timeout server-timeout ╘ Ѯ Ӈҵ

Ȃ 

dot1x timeout supp-timeout Ѯ Ӈҵ

Ȃ 



802.1X ԇ 

http://www.ruijie.com.cn 

ȍ Ὧ ԇȎ 

ԇ  

dot1x auth-mode 802.1x Ȃ 

dot1x max-req ἵ ּ Ȃ 

dot1x port-control auto ╗ Ȃ 

dot1x reauth-max  

dot1x re-authentication 
Ȃ 

dot1x timeout quiet-period ⁮ἵ

Ȃ 

dot1x timeout re-authperiod Ȃ 

dot1x timeout server-timeout ╘ Ѯ Ӈҵ

Ȃ 

dot1x timeout supp-timeout Ѯ Ӈҵ

Ȃ 

dot1x timeout tx-period ּ ̆ ּ

Ȃ 
 

show dot1x port-control 

б Ȃ 

show dot1x port-control [interface interface] 

ȍ Ȏ 

interface̔  

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ю ᴿ ̔ 

Ruijie# show dot1x port-control 
interface dyn-user static-user max-user qos    
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ctrl-mode status 
--------- -------- ----------- -------- ------- --------  

------ 
Gi0/1      0          1             6000      dscp: 0 

mac-base Authed 
Ruijie# 

ȍ Ὧ ԇȎ 
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ȍᴳ Ȏ 

 

ȍѡᴿȎ 

Ю ᴿ ̔ 

Ruijie# show dot1x probe-timer 
 

Hello Interval: 20 Seconds  
Hello Alive: 250 Seconds 

Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

dot1x auth-mode 802.1x Ȃ 

dot1x max-req ἵ ּ Ȃ 

dot1x port-control auto ╗ Ȃ 

dot1x reauth-max  

dot1x re-authentication 
Ȃ 

dot1x timeout quiet-period ⁮ἵ

Ȃ 

dot1x timeout re-authperiod Ȃ 

dot1x timeout server-timeout ╘ Ѯ Ӈҵ

Ȃ 

dot1x timeout supp-timeout Ѯ Ӈҵ

Ȃ 

dot1x timeout tx-period ּ ̆ ּ

Ȃ 
 

show dot1x re-authentication  

 

show dot1x re-authentication 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

Ȃ 
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ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᾳ 

ȍѡᴿȎ 

Ю ᴿ ̔ 

Ruijie# show dot1x re-authentication 
reauth-enabled: disabled  

Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  
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Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

Ю ᴿ ̔ 

Ruijie# show dot1x reauth-max 
reauth-max: 2 times  
Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

dot1x auth-mode 802.1x Ȃ 

dot1x max-req ἵ ּ Ȃ 

dot1x port-control auto ╗ Ȃ 

dot1x reauth-max  

dot1x re-authentication 
Ȃ 

dot1x timeout quiet-period ⁮ἵ

Ȃ 

dot1x timeout re-authperiod Ȃ 

dot1x timeout server-timeout ╘ Ѯ Ӈҵ

Ȃ 

dot1x timeout supp-timeout Ѯ Ӈҵ

Ȃ 

dot1x timeout tx-period ּ ̆ ּ

Ȃ 

 

show dot1x summary  

ԇ 802.1X ᶕ  

show dot1x summary 

ȍ Ȏ 
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Ȃ 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

Ю ᴿ ̔ 

Ruijie# show dot1x summary 
ID    MAC        Interface VLAN Auth-State    
Backend-State Port-Status Type 

- ------------ --------- ---  ------------- 
------------- ----------  ----- 

1 00d0f8000000 Gi0/1        1  Authenticated Idle   
Authed      Static 

Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

dot1x auth-mode 802.1x Ȃ 

dot1x max-req ἵ ּ Ȃ 

dot1x port-control auto ╗ Ȃ 

dot1x reauth-max  

dot1x re-authentication 
Ȃ 

dot1x timeout quiet-period ⁮ἵ

Ȃ 

dot1x timeout re-authperiod Ȃ 

dot1x timeout server-timeout ╘ Ѯ Ӈҵ

Ȃ 

dot1x timeout supp-timeout Ѯ Ӈҵ

Ȃ 

dot1x timeout tx-period ּ ̆ ּ

Ȃ 
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show dot1x user id  

ԇ 802.1X ᶕ  

show dot1x user id <id> 

ȍ Ȏ 

id̔ show summary   id 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᶕ  

ȍѡᴿȎ 

Ю ᴿ ̔ 

Ruijie# show dot1x user id 1 
 

User name: caikov 
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ԇ  

dot1x auth-mode 802.1x Ȃ 

dot1x max-req ἵ ּ Ȃ 

dot1x port-control auto ╗ Ȃ 

dot1x reauth-max  

dot1x re-authentication 
Ȃ 

dot1x timeout quiet-period ⁮ἵ

Ȃ 

dot1x timeout re-authperiod Ȃ 

dot1x timeout server-timeout ╘ Ѯ Ӈҵ

Ȃ 

dot1x timeout supp-timeout Ѯ Ӈҵ

Ȃ 

dot1x timeout tx-period ּ ̆ ּ

Ȃ 
 

show dot1x timeout 

ԇ 802.1X ᶕ  

show dot1x timeout quiet-period 
show dot1x timeout re-authperiod 
show dot1x timeout server-timeout 
show dot1x timeout supp-timeout 
show dot1x timeout tx-period 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 
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Ю ᴿ ̔ 

Ruijie# show dot1x timeout quiet-period 
quiet-period: 60 sec  
Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

dot1x auth-mode 802.1x Ȃ 

dot1x max-req ἵ ּ Ȃ 

dot1x port-control auto ╗ Ȃ 

dot1x reauth-max  

dot1x re-authentication 
Ȃ 

dot1x timeout quiet-period ⁮ἵ

Ȃ 

dot1x timeout re-authperiod Ȃ 

dot1x timeout server-timeout ╘ Ѯ Ӈҵ

Ȃ 

dot1x timeout supp-timeout Ѯ Ӈҵ

Ȃ 

dot1x timeout tx-period ּ ̆ ּ

Ȃ 
 



AAA ԇ 

http://www.ruijie.com.cn 

AAA ԇ 

Ὧ ԇ 

¸ aaa authentication dot1x 

¸ aaa authentication enable 

¸ aaa authentication login 

¸ aaa authentication ppp 

¸ login authentication 

aaa authentication dot1x 

ᴳ AAA 802.1X ̆ ὤ ԇ aaa 
authentication dot1x 802.1X ‟ Ȃ ԇ no 

‮ 802.1X ‟ Ȃ 

aaa authentication dot1x {default | list-name} method1 [method2...] 

no aaa authentication dot1x {default | list-name}  
ȍ Ȏ 

default ̔ᴳ ̆‡ Ѭ ‟ ᴐѝ 802.1X
Ȃ 
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ȍᴳ Ȏ 

AAA 802.1X ὤ ╘̆ ᴳ AAA 802.1X
Ȃ ᴳ aaa authentication dot1x ԇ

‟ ұ 802.1X Ȃ 

₥ ̆ ᴳ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѬУэ ѝ rds_d1x AAA 802.1X ‟ Ȃ

‟ Ἴᴳ RADIUS ὤ ╘ ̆ RADIUS ὤ

╘ ̆‡ᴳ Ȃ 

Ruijie(config)# aaa authentication dot1x rds_d1x group 
radius local 

ȍ Ὧ ԇȎ 

ԇ  
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ȍ ᾳȎ 



AAA ԇ 



AAA ԇ 

http://www.ruijie.com.cn 

‮ ‟ Ȃ 

aaa authentication ppp {default | list-name} method1 [method2...] 

no aaa authentication ppp {default | list-name}  
ȍ Ȏ 

default ̔ᴳ ̆‡ Ѭ ‟ ᴐѝ PPP
Ȃ 

list-name ̔ ѬУэ PPP ‟ ̆ Ԉ ֗ᴉ ѕȂ 

method ̔ Ю ‟Ὧ ѮЎУэ ‟ 4 э ̔ 

Ὧ   

local ᴳ  

none а ֙  

group ᴳ ╘ ̆ ₥ RADIUS
╘  

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

AAA PPP ὤ ╘̆ ᴳ AAA PPP
Ȃ ᴳ aaa authentication ppp ԇ

‟ ұ PPP Ȃ 

₥ ̆ ᴳ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѬУэ ѝ rds_ppp AAA PPP ‟ Ȃ

‟ Ἴᴳ "©��È,Â�!���Õ radius  180.6 565.2203 Tm
(local Td
( )8/Tj
0018 Tf
2 Tr 45AC-2.16747c 0 Tw 10553>-6<2AFC18DB092B01D0>]TJ
/TT1 1 Tf
0 0 1q
3.085>T163.4 0Td
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h
3.Td
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login authentication 

Э Login̂ ̃ ╖ ̆

Ю login authentication ԇ Login ‟ Ȃ ԇ

no ‮ ‟ Э Ȃ 

login authentication {default | list-name} 

no login authentication 
ȍ Ȏ 

default ̔ᴳ ̆ Login ‟ Ȃ 

list-name ̔ Уэ Ѭ Login ‟ Ȃ 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Login ‟ У ̆ ╟ ⁮ ЭȂ

Э Login ‟ ̆ Ԇ ‟ Ȃ

Ѭ ‟ ‡ֶ̆  Уэ ᶕ ̆ Э Login
аֶ ̆ Ѭҩ Login ‟ ֶ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѬУэ ѝ list-1 AAA Login ‟ Ȃ

‟ ᴳ Ȃ VTY 0 - 4 ЭȂ 

Ruijie(config)# aaa authentication login list-1 local 
Ruijie(config)# line vty 0 4 
Ruijie(config-line)# login authentication list-1 
 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model ᴳ AAA ὤ ╘ 

username Ѭ  

login authentication Login ‟  
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Ὧ ԇ 

¸ aaa authorization commands 

¸ aaa authorization config-commands 

¸ aaa authorization console 

¸ aaa authorization exec 

¸ aaa authorization network 

¸ authorization commands 

¸ authorization exec 

aaa authorization commands 

ұ ⁮ NAS CLI Э ̆ ᴳ AAA ԇ ╖

ԇ ἵ̆ э έᴇ ԇȂ

ὤ ԇ aaa authorization commandsȂ ԇ no Ὧ

AAA ԇ ╖ Ȃ 

aaa authorization commands level {default | list-name} method1 
[method2...] 

no aaa authorization commands level {default | list-name}  

ȍ Ȏ 

level ̔ ԇ ⁞̆ 0~15̆ᾱ э ⁞ ԇ

Ȃ 

default ̔G ‡̆ Ѭ ‟ ᴐѝ ԇ Ȃ 

list-name ̔ ѬУэ ԇ ‟ ̆ Ԉ ֗ᴉ ѕȂ 

method ̔ Ю ‟Ὧ ѮЎУэ ‟ 4 э ̔ 

Ὧ  
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ȍᴳ Ȏ 

ԇ ̆ ὡ

ԇ ̆AAA ԇ ⁮ ὤ ╘ Э̆ ὤ ╘ ἵ

ԇ̆‡ ԇ ̆ ‡ ԇа ̆ ֶ   ԇ

Ȃ 

ԇ Ḁ ԇ ⁞̆ э ⁞ ԇ ⁞

̂ᴿ ̆ ԇ ұ 14 ԈЭ ̆‡ ԇ ⁞ 14
Ȃ̃ 

ҩ ԇ ̆ ὲ ԇ

Э̆ ‡ а Ȃ 

ȍѡᴿȎ 

Ю ᴿᴳ TACACS+ ╘ 15 ԇ ̔ 

Ruijie(config)# aaa authorization commands 15 default 
group tacacs+ 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model ᴳ AAA ὤ ╘ 

authorization commands Э ԇ  

 

aaa authorization config-commands 

ᴳ AAA ̂ꜛ ὤ ὲ ̃Ю ԇ

̆ ὤ ԇ aaa authorization config-commandsȂ
ԇ no Ὧ AAA Ю ԇ ╖ Ȃ 

aaa authorization config-commands 

no aaa authorization config-commands 

ȍ Ȏ 

 

ᴪ
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̂ ̃Ю ԇ ̆ Ԉᴳ ԇ

no Ὧ ╖ ̆‡ ὲ Ю ԇа

ԇ Ԉ Ȃ 

ȍѡᴿȎ 

Ю ᴿ Ю ԇ ╖ ̔ 

Ruijie(config)# aaa authorization config-commands 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model ᴳ AAA ὤ ╘ 

aaa authorization commands Ѭ AAA ԇ  

 

aaa authorization console 

ᴳ AAA ⁸ ̆ ԇ ̆ ὤ

ԇ aaa authorization consoleȂ ԇ no Ὧ AAA
⁸ ԇ ╖ Ȃ 

aaa authorization console 

no aaa authorization console 

ȍ Ȏ 

ԇ Ὧ Ȃ 

ȍ ᾳȎ 

а ⁸ ԇ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

‍שּ ⁸ ὲӹ ̆ Ԉ ⁸

̆ ԇ Ȃ Ὧ ҩ ⁸ ԇ ╖

̆‡ ⁮ ⁸ ԇ ‟ а Ȃ 

ȍѡᴿȎ 

Ю ᴿ ⁸ ԇ ╖ ̔ 

Ruijie(config)# aaa authorization console 

ȍ Ὧ ԇȎ 
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ԇ  

aaa new-model ᴳ AAA ὤ ╘ 

aaa authorization commands Ѭ AAA ԇ  

authorization commands Э ԇ  

 

aaa authorization exec 

ᴳ AAA ⁮ NAS CLI Exec ̆ ҫὲ

⁞̆ ὤ ԇ aaa authorization execȂ ԇ no
Ὧ AAA Exec ╖ Ȃ 

aaa authorization exec {default | list-name} method1 [ no
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ȍѡᴿȎ 

Ю ᴿᴳ RADIUS ╘ Exec ̔ 

Ruijie(config)# aaa authorization exec default group 
radius 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model ᴳ AAA ὤ ╘ 

authorization exec Э  

username Ѭ  

 

aaa authorization network 

ᴳ AAA ╘ ̂ꜛ PPPȁSLIP ̃

̆ ὤ ԇ aaa authorization networkȂ ԇ no
Ὧ AAA ╖ Ȃ 

aaa authorization network {default | list-name} method1 [method2...] 

no aaa authorization network {default | list-name}  

ȍ Ȏ 

default ̔G ‡̆ Ѭ ‟ ᴐѝ Network
Ȃ 

method ̔ Ю ‟Ὧ ѮЎУэ ‟ 4 э ̔ 

Ὧ   

none а  

group ᴳ ╘ ̆ ₥ RADIUS
╘  

ȍ ᾳȎ 

Ὧ AAA Network ╖ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Ὧ ╘ PPPȁSLIP Ȃ
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Ԉ Ь а б̆ ֙ У ̆ ₥
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ȍᴳ Ȏ 

ԇ ‟ У ̆ ╟ ⁮ ЭȂ Э

ԇ ‟ ̆ Ԇ ‟ Ȃ

Ѭ ‟ ‡ֶ̆  Уэ ᶕ ̆ Э ԇ а

ֶ ̆ Ѭҩ ԇ ‟ ֶ Ȃ 

ȍѡᴿȎ 

Ю ᴿ Уэ ѝ cmd ԇ ‟ ̆ 15 ԇ ̆

ᴳ TACACS+ᴐѝ ὤ ╘ ̆ ╘ none Ȃ

⁮ VTY 0 – 4 Э̔ 

Ruijie(config)# aaa authorization commands 15 cmd group 
tacacs+ none 
Ruijie(config)# line vty 0 4 
Ruijie(config-line)# authorization commands 15 cmd 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model ᴳ AAA ὤ ╘ 

aaa authorization commands Ѭ AAA ԇ ‟  

 

authorization exec 

Exec ‟ Э̆ ԇ 
authorization execȂ ԇ no Э Exec ╖ Ȃ 

authorization exec {default | list-name} 

no authorization exec 

ȍ Ȏ 

default ̔ᴳ ̆ Exec Ȃ 

list-name ̔ Уэ Ѭ Exec ‟ Ȃ 

ȍ ᾳȎ 

AAA Exec ╖ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Exec ‟ У ̆ ╟ ⁮ ЭȂ
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ȍ Ȏ 

level ̔ ԇ ⁞̆ 0~15 ᾱ̆ э ⁞ ԇ ̆

ᶕ Ȃ 

default ̔G ‡̆ Ѭ ‟ ᴐѝ ԇ Ȃ 

list-name ̔ ѬУэ ԇ ‟ ̆ Ԉ ֗ᴉ ѕȂ 

method ̔ Ю ‟Ὧ ѮЎУэ ‟ 4 э ̔ 

Ὧ   

none а  

group ᴳ ╘ ̆ ₥ TACACS+
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aaa accounting exec 

 ұ ╟̆ NAS ╟ ̆

ὤ ԇ aaa accounting execȂ ԇ no Exec
╖ Ȃ 

aaa accounting exec {default | list-name} start-stop method1 
[method2...] 

no aaa accounting exec {default | list-name} 

ȍ Ȏ 

default ̔ᴳ ̆‡ Ѭ ‟ ᴐѝ Exec
Ȃ 

list-name ̔ ѬУэ Exec ‟ ̆ Ԉ ֗ᴉ ѕȂ 

method ̔ Ю ‟Ὧ ѮЎУэ ‟ 4 э ̔ 

Ὧ   

none а  

group ᴳ ╘ ̆ ₥ RADIUS
TACACS+ ╘  

ȍ ᾳȎ 

Ὧ ╖  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ҩ ̆ ֶ Exec ╖ ̆

ѝ nonĕ‡аֶ Exec
Ȃ 

╖ ̆ ⁮ NAS CLI Ḁ̆

̂Start ᶕ̃ ὤ ╘ ̆   Ḁ̆ ̂Stop̃
St23.263rt
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group radius 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model ᴳ AAA ὤ ╘ 
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̔ 

Ruijie(config)# aaa accounting network default 
start-stop group radius 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model ᴳ AAA ὤ ╘ 

aaa authorization network Ѭ AAA  

aaa authentication Ѭ AAA ֙  

username Ѭ  

 

aaa accounting update 

╖ ̆ ὤ ԇ aaa accounting update
ԇ̆ ԇ ұᴳ ὤ Ȃᴳ ԇ no Ὧ

╖ Ȃ 

aaa accounting update 

no aaa accounting update 

ȍ Ȏ 

 

ȍ ᾳȎ 

╖ Ὧ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

AAA ὤ ╘̆‡а ᴳ Ȃ AAA
ὤ ╘̆‡ ԇ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ᴳ Ȃ 

Ruijie(config)# aaa new-model 
Ruijie(config)# 

ȍ Ὧ ԇȎ 

ԇ  
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aaa new-model AAA ὤ ╘ 

aaa accounting network Ѭ ‟  

 

aaa accounting update periodic 

╖ ̆ ὤ ԇ aaa accounting update 
periodic ԇ̆ ԇ ұ Ȃᴳ ԇ no

Ȃ 

aaa accounting update periodic interval 

no aaa accounting update periodic 

ȍ Ȏ 

interval ̔ ̆Ԉ‍ ѝ ᴁ̆ ѝ 1 ‍ Ȃ 

ȍ ᾳȎ 

5 minutesȂ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

AAA ὤ ╘̆‡а ᴳ Ȃ AAA
ὤ ╘̆‡ ԇ Ȃ 

ȍѡᴿȎ 

Ю ᴿ 1 ‍ Ȃ 

Ruijie(config)# aaa new-model 
Ruijie(config)# aaa accounting update 
Ruijie(config)# aaa accounting update periodic 1 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model AAA ὤ ╘ 

aaa accounting network Ѭ ‟  

accounting commands 

ԇ ‟ Э̆ ԇ

accounting commandsȂ ԇ no Э ԇ ╖ Ȃ 
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accounting commands level {default | list-name} 

no accounting commands level 

ȍ Ȏ 

level ̔ ԇ ⁞̆ 0~15̆ᾱ э ⁞ ԇ

Ȃ 

default ̔ᴳ ̆ ԇ Ȃ 

list-name ̔ Уэ Ѭ ԇ ‟ Ȃ 

ȍ ᾳȎ 

Ὧ ╖  

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ‟ У ̆ ╟ ⁮ ЭȂ Э

ԇ ‟ ̆ Ԇ ‟ Ȃ

Ѭ ‟ ‡ֶ̆  Уэ ᶕ ̆ Э ԇ а

ֶ ̆ Ѭҩ ԇ ‟ ֶ Ȃ 

ȍѡᴿȎ 

Ю ᴿ Уэ ѝ cmd ԇ ‟ ̆ 15 ԇ ̆

ᴳ TACACS+ᴐѝ ὤ ╘ ̆ ╘ none Ȃ

⁮ VTY 0 – 4 Э̔ 

Ruijie(config)# aaa accounting commands 15 cmd group 
tacacs+ none 
Ruijie(config)# line vty 0 4 
Ruijie(config-line)# accounting commands 15 cmd 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model ᴳ AAA ὤ ╘ 

aaa accounting commands Ѭ AAA ԇ ‟  

 

accounting exec 

Exec ‟ Э̆ ԇ

accounting execȂ ԇ no Э Exec ╖ Ȃ 
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accounting exec {default | list-name} 

no accounting exec 

ȍ Ȏ 

default ̔ᴳ ̆ Exec Ȃ 

list-name ̔ Уэ Ѭ Exec ‟ Ȃ 

ȍ ᾳȎ 

Ὧ ╖  

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Exec ‟ У ̆ ╟ ⁮ ЭȂ

Э Exec ‟ ̆ Ԇ ‟ Ȃ

Ѭ ‟ ̆‡ֶ  Уэ ᶕ ̆ Э Exec
аֶ ̆ Ѭҩ Exec ‟ ֶ Ȃ 

ȍѡᴿȎ 

Ю ᴿ Уэ ѝ exec-1 Exec ‟ ̆G RADIUS ᴐѝ

ὤ ╘ ̆ ╘ none Ȃ ⁮ VTY 0 – 
4 Э̔ 

Ruijie(config)# aaa accounting exec exec-1 group radius 
none 
Ruijie(config)# line vty 0 4 
Ruijie(config-line)# accounting exec exec-1 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model ᴳ AAA ὤ ╘ 

aaa accounting commands Ѭ AAA Exec ‟  

 

ұ AAA Ὧ ԁ

 

ұ AAA  

�¨  
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¸ accounting network 

¸ authentication dot1x 

¸ authorization network 

¸ state  

¸ show aaa domain 

¸ username-format 

aaa domain 

ὡ ̆ Ȃ ԇ no ԇȂ 

aaa domain {default | domain-name} 

no aaa domain {default | domain-name} 
ȍ Ȏ 

default̔ᴳ ̆ Ȃ 

domain-name̔ Ȃ 

ȍ ᾳȎ 

                ֗ᴉ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ұ AAA ╘ Ȃdefault ѝ ̆҂

ᶕ ̆ ᴳ ‟ Ȃdomain-name ѝ

̆ ̆‡ ᴳ э Ὧ ‟ Ȃ

₥ 32 э Ȃ 

ȍѡᴿȎ 

Ю ᴿ ̔ 

Ruijie(config)# aaa domain ruijie.com 
Ruijie(config-aaa-domain)# 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model AAA ὤ ╘ 

aaa domain enable ұ AAA ╘ Ὧ

show aaa domain  
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aaa domain enable  

ұ AAA ╘ Ὧ̆ ᾳЮѝὯ Ȃ Ὧ

Ḁִ̆Ἴᴳ ұ AAA ╘ Ȃ ԇ no Ὧ

ὯȂ 

aaa domain enable  

no aaa domain enable 

ȍ Ȏ 

                 

ȍ ᾳȎ 

ұ AAA ╘ ὯὯ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

                ұ AAA ╘ ̆ э ὯȂ 

ȍѡᴿȎ 

ұ AAA ╘ Ὧ̔ 
Ruijie(config)# aaa domain enable 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model ᴳ AAA ὤ ╘ 

show aaa domain  

 

access-limit 

⁸̆ IEEE802.1x ̕ ԇ no
ԇȂ 

access-limit num 

no access-limit 

ȍ Ȏ 
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                num̔ ⁸̆ ⁸ IEEE802.1x Ȃ 

ȍ ᾳȎ 

ᾳЮа ⁸ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ ⁸Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѝ ruijie.com ѝ 20̔ 

Ruijie(config)# aaa domain ruijie.com 
Ruijie(config-aaa-domain)# access-limit 20 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model AAA ὤ ╘ 

aaa domain enable ұ AAA ╘ Ὧ

show aaa domain  

 

accounting network 

Ю Network ‟ ̆ ԇ no ԇȂ 

accounting 
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ѝ ᴳ Network ‟ Ȃ 

ȍѡᴿȎ 

Ю ᴿ Network ‟ ̔ 
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ȍ Ὧ ԇȎ 

ԇ  

aaa new-model AAA ὤ ╘ 

aaa domain enable ұ AAA ╘ Ὧ

show aaa domain  

 

authorization network 

Ю Network ‟ ̆ ԇ no ԇȂ 

authorization network {default | list-name} 

no authorization network 

ȍ Ȏ 

default̔ᴳ ̆ ᴳ ‟ Ȃ 

list-name̔ ‟ Ȃ 

ȍ ᾳȎ 

‟ ̆ ̆ ֶ

default ‟ Ȃ 

ȍ ԇ Ȏ 

Ю 

ȍᴳ Ȏ 

ѝ ‟ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ‟ ̔ 

Ruijie(config)# aaa domain ruijie.com 
Ruijie(config-aaa-domain)# authorization network 
default 

ȍ Ὧ ԇȎ 

ԇ  
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state 

̆ ԇ no Ȃ 

state {block | 
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ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

а ̆‡ ᶕ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѝ domain.com ᶕ Ȃ 

Ruijie# show aaa domain domain.com 
 

=============Domain domain.com============= 
State: Active 

Username format: Without-domain 
Access limit: No limit 

802.1X Access statistic: 0 
 

Selected method list: 
 authentication dot1x default 

 

username-format 

Ю NAS б ╘ Ӈҵ ѐ ᶕ ̆

ԇ no Ȃ 

username-format {without-domain
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Ю ᴿ Ω ᶕ ̔ 

Ruijie(config)# aaa domain ruijie.com 
Ruijie(config-aaa-domain)# username-domain 
without-domain 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model AAA ὤ ╘ 

aaa domain enable ұ AAA ╘

Ὧ 

show aaa domain  

 

AAA ╘ ԇ 

¸ aaa group server 

¸ server 

¸ show aaa group 

aaa group server 

ὡ AAA ╘ Ȃ ԇ no ‮ ╘ Ȃ 

aaa group server {radius | tacacs+} name 

no aaa group server {radius | tacacs+} name   

ȍ Ȏ 

name ̔ ╘ ̆ ₥а ѝὯ ľ
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Ruijie# show aaa group 
Group Name:  ss 

Group Type:  radius 
Referred:    1 
Server List: 

ȍ Ὧ ԇȎ 

ԇ  

show aaa group aaa ╘  
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Server List: 
IP Address: 192.168.4.12 

Authentication Port: 6 
Accounting Port: 5 

Referred:  1 
 

ȍ Ὧ ԇȎ 

ԇ  

aaa group server aaa ╘  

show aaa group aaa ╘  

 

show aaa group 

AAA ╘ Ȃ 

show aaa group 

ȍ Ȏ 

ԇ Ὧ Ȃ 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ AAA ⁸ ╘ Ȃ 

ȍѡᴿȎ 

Ю ᴿȂ 

Ruijie# show aaa group 
Group Name:  ss 

Group Type:  radius 
Referred:    2 

Server List: 
IP Address: 192.168.217.64 

Authentication Port: 1812 
Accounting Port: 1813 
Referred:  1 
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ȍ Ὧ ԇȎ 

ԇ  

aaa group server AAA ╘  

 

AAA ὲӹ ԇ 

¸ aaa local authentication attempts 
¸ aaa local authentication lockout-time 
¸ aaa new-model 
¸ clear aaa local user lockout 
¸ debug aaa 
¸ show aaa method-list 
¸ show aaa user lockout 

aaa local authentication attempts 

login  

aaa local authentication attempts max-attempts 
ȍ Ȏ 

max-attempts̔ ̆ ḣ 1~2147483647Ȃ 

ȍ ᾳȎ 

ḣѝ 3  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ԇ Login  

ȍѡᴿȎ 

Ю ᴿ̔ 

Ruijie# configure terminal  
Ruijie(config)# aaa local authentication attempts 6 

ȍ Ὧ ԇȎ 

ԇ  

show running-config ₥  
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show aaa lockout ₥ login  

 

aaa local authentication lockout-time 

login ̆  

aaa local authentication lockout-time lockout-time 

ȍ Ȏ 

lockout-time̔ ̂ ᴁ̔ ̃̆ ḣ 1~2147483647 

ȍ ᾳȎ 

ḣѝ 15  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

login ̆  

ȍѡᴿȎ 

Ю ᴿ̔ 

Ruijie# configure terminal  
Ruijie(config)# aaa local authentication lockout-time 
5 

ȍ Ὧ ԇȎ 

ԇ  

show running-config ₥  

show aaa lockout ₥  
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ȍ Ȏ 

ԇ Ὧ Ȃ 

ȍ ᾳȎ 

Ὧ AAA ὤ ╘ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ԇ AAA ᴳ ԇ̆ ᴳ AAA ὤ ╘̆ ᴳ

aaa new-model ᴳ AAA ὤ ╘Ȃ AAĂ‡ AAA
ԇ а Ȃ 

ȍѡᴿȎ 

Ю ᴿᴳ AAA ὤ ╘Ȃ 
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Ю ᴿ AAA ‟ Ȃ 

Ruijie# show aaa method-list 
Authentication method-list 
aaa authentication login default group radius  

aaa authentication ppp default group radius  
aaa authentication dot1x default group radius  

aaa authentication dot1x san-f local  group angel group 
rain none   

aaa authentication enable default group radius  
Accounting method-list 

aaa accounting network default start-stop group radius  
Authorization method-list 

aaa authorizating network default group radius 

ȍ Ὧ ԇȎ 

ԇ  

aaa authentication Ѭ ‟  

aaa authorization Ѭ ‟  

aaa accounting Ѭ ‟  

show aaa user lockout 

₥ ‟ Ȃ 
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ԇ  

show running-config ₥  

show aaa lockout ₥ login  
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RADIUS ԇ 

RADIUS Ὧ ԇ 

RADIUS ꜛ ԈЮ Ὧ ԇ̔ 

¸ ip raius source-interface 
¸ radius-server host 
¸ radius-server key 
¸ radius-server retransmit 
¸ radius-server timeout 
¸ radius-server dead-time 
¸ radius attribute 
¸ radius set qos cos 
¸ radius vendor-specific extend 

ip radius source-interface 

radius ̆ ὤ ԇ ip radius 
source-interfaceȂ ԇ no ‮ RADIUS Ȃ 

ip radius source-interface  interface 

no radius source-interface 

ȍ Ȏ 

Interface̔  radius Ȏ
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Ю ᴿ ҩ radius ӱ fastEthernet 0/0 ip ᴐѝ

radius ̔ 

Ruijie(config)# ip radius source-interface 
fastEthernet 0/0 

ȍ Ὧ ԇȎ 

ԇ  

radius-server host Ѭ RADIUS ╘  

ip address ip  

 

radius-server host 

RADIUS ὤ ╘ ў ̆ ὤ ԇ radius-serverȂ
ԇ no ‮ RADIUS ὤ ╘ ў Ȃ 

radius-server host {hostname | ip-address} [auth-port port-number] 
[acct-port  port-number] 

no radius-server host {hostname | ip-address} 

ȍ Ȏ 

hostname: RADIUS ὤ ╘ ў DNS Ȃ 

ip-address: RADIUS ὤ ╘ ў IP Ȃ 

auth-port: RADIUS ֙ UDP  

port-number: RADIUS ֙ UDP ̆ ѝ 0̆‡ ў

а ֙ Ȃ 

acct-port: Radius UDP  

port-number: RADIUS UDP ̆ ѝ 0̆‡ ў а

Ȃ 

ȍ ᾳȎ 

RADIUS ў Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ѝҩᴳ RADIUS AAA ὤ ╘̆ Ѭ RADIUS ὤ ╘ Ȃ

Ԉᴳ radius-server ԇ ѬУэ э RADIUS ὤ ╘ Ȃ 

ȍѡᴿȎ 
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Ю ᴿ ѬУэ RADIUS ὤ ╘ ў ̔ 

Ruijie(config)# radius-server host 192.168.12.1   

ȍ Ὧ ԇȎ 

ԇ  

aaa authentication  Ѭ AAA ֙ ‟  

radius-server key Ѭ RADIUS ὤ ╘ Ὥӎ ԇ 

radius-server 
retransmit Ѭ RADIUS  

radius-server timeout Ѭ RADIUS  

 

radius-server key 

Ѭ ╘ ̂ ̃б RADIUS ὤ ╘ ᶕ

Ὥӎ ԇ̆ ὤ ԇ radius-server keyȂ ԇ no
Ὥӎ ԇȂ 

radius-server key  text-string 

no radius-server key 

ȍ Ȏ 

text-string  Ὥӎ ԇ  

ȍ ᾳȎ 

Ὥӎ ԇȂ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Ὥӎ ԇ RADIUS ὤ ╘ ᶕ Ȃѝҩᴳ

RADIUS ὤ ╘ ᶕ̆ RADIUS ὤ ╘

Э Ѭ Ὥӎ ԇȂ 

ȍѡᴿȎ 

Ю ᴿ Ѭ RADIUS ὤ ╘ Ὥӎ ԇѝ aaa̔ 

Ruijie(config)# radius-server key aaa 

ȍ Ὧ ԇȎ 

ԇ  
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radius-server host ѬRADIUS ὤ ╘ ў

radius-server retransmit Ѭ RADIUS  

radius-server timeout Ѭ RADIUS  

 

radius-server retransmit 

ѝ RADIUS ὤ ╘ Ԉ₥ ̆

ὤ ԇ radius-server retransmitȂ ԇ no
Ȃ 

radius-server retransmit retries 

no radius-server retransmit 

ȍ Ȏ 

retries̔RADIUS Ȃ 

ȍ ᾳȎ 

ѝ 3Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

AAA ᴳ ЮУэ ₥ ₥ ὤ ╘

Ȃ ″ ὤ ╘ ῆ ὤ ╘

RADIUS ̆ Ѯ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѝ 4̔ 

Ruijie(config)# radius-server retransmit 4 

ȍ Ὧ ԇȎ 

ԇ  

radius-server host ѬRADIUS ὤ ╘ ў

radius-server key Ѭ RADIUS Ὥӎ ԇ  

radius-server timeout Ѭ RADIUS  
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radius-server timeout 

RADIUS ὤ ╘ ̆ ὤ

ԇ radius-server timeoutȂ ԇ no ̆ ḣȂ 

radius-server timeout seconds 

no radius-server timeout 

ȍ Ȏ 

seconds ̔ ̂ ᴁѝ Ȃ̃ ḣ ѝ 1-1000 Ȃ 

ȍ ᾳȎ 

5  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ Ȃ 

ȍѡᴿȎ 

Ю ᴿ Ѭѝ 10 ̔ 

Ruijie(config)# radius-server timeout  10 

ȍ Ὧ ԇȎ 

ԇ  

radius-server host ѬRADIUS ὤ ╘ ў

radius-server retransmit Ѭ RADIUS



RADIUS ԇ 

http://www.ruijie.com.cn 

minnutes̔ ӄ ̂ ᴁѝ‍ Ȃ̃ ḣ ѝ 1-1000 Ȃ 

ȍ ᾳȎ 

5 ‍ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ӄ Ѭѝ 10 ‍̔ 

Ruijie(config)# radius-server deadtime  10 

ȍ Ὧ ԇȎ 

ԇ  

radius-server host ѬRADIUS ὤ ╘ ў

radius-server retransmit Ѭ RADIUS  

radius-server key Ѭ RADIUS Ὥӎ ԇ  

radius-server timeout Ѭ RADIUS  

 

radius attribute 

radius ttribute{<id> | down-rate-limit | dscp | mac-limit | 
up-rate-limit} vendor-type <type> 
no radius attribute {<id>|down-rate-limit | dscp | mac-limit | 
up-rate-limit} vendor-type 

ȍ Ȏ 

id  ̔   ╖ id <1-255> 

type  ̔ type 

ȍ ᾳȎ 

⁞  

id ╖  type 

1 max down-rate 1 

2 qos 2 



RADIUS ԇ 
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7 user name 7 

8 password 8 

9 file-diractory 9 

10 file-count 10 

11 file-name-0 11 

12 file-name-1 12 

13 file-name-2 13 

14 file-name-3 14 

15 file-name-4 15 

16 max up-rate 75 

17 version to server 17 

18 flux-max-high32 18 

19 flux-max-low32 19 

20 proxy-avoid 20 

21 dailup-avoid 21 

22 ip privilige 22 

23 login privilige 42 

24 limit to user number 50 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ ḣȂ 

ȍѡᴿȎ 

Ю ᴿ max up-rate ḣ Ѭѝ 211̔ 

Ruijie(config)# radius attribute 16 vendor-type 211 

ȍ Ὧ ԇȎ 

ԇ  

radius set qos cos radiusּЮ qosḣѝ

cos ḣ 
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radius set qos cos 

radius ּЮ qos ḣѝ cos ḣ 

radius set qos cos 

no radius set qos cos 

ȍ Ȏ 

 

ȍ ᾳȎ 

qos ѝ dscp ḣ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ԇ̆ Ԉ ּЮ qos ḣᴐѝ cos ḣ̆ ᴐѝ dscp ḣ 

ȍѡᴿȎ 

Ю ᴿ̔ 

Ruijie(config)# radius set qos cos 

ȍ Ὧ ԇȎ 

ԇ  

radius vendor-specific extend Radius ѝаּש⁞
id 

 

radius vendor-specific extend 

ѝаּש⁞ idȂ 

radius vendor-specific extend 

no radius vendor-specific extend 

ȍ Ȏ 

 

ȍ ᾳȎ 

⁞ id 

ȍ ԇ Ȏ 

ὤ Ȃ 
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ȍᴳ Ȏ 

ᴳ ԇ id ⁞Ȃ 

ȍѡᴿȎ 

Ю ᴿ̔ 

Ruijie(config)# radius vendor-specific extend 

ȍ Ὧ ԇȎ 

ԇ  

radius attribute  

radius set qos ᴳ cos 

 

RADIUS ԇ 

¸ debug radius [ [
cos cT
/
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Ȃ 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ radius ╘ ᾳȂ 

ȍѡᴿȎ 

Ruijie# show radius server 
server ip : 192.168.4.12 
acct  port: 23 

authen  port: 77 
server state: ready 

server ip : 192.168.4.13 
acct  port: 45 

authen  port: 74 
server state: ready 

ȍ Ὧ ԇȎ 

ԇ  

radius-server host ѬRADIUS ὤ ╘ ў

radius-server retransmit Ѭ RADIUS  

radius-server key Ѭ RADIUS Ὥӎ ԇ  

radius-server timeout Ѭ RADIUS  

 

show radius parameter 

RADIUS ╘ ὤ Ȃ 

show radius parameter 

ȍ Ȏ 

 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 
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2     qos                      77         
3     user ip                  3          

4     vlan id                  4          
5     version to client      5          

6     net ip                   6          
7     user name                7          

8     password                 8          
9     file-diractory         9          

10    file-count              10         
11    file-name-0             11         

12    file-name-1             12         
13    file-name-2             13         

14    file-name-3             14         
15    file-name-4             15         

16    max up-rate             75         
17    version to server      17         

18    flux-max-high32        18         
19    flux-max-low32         19         

20    proxy-avoid             20         
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TACACS+ ԇ 

TACACS+ Ὧ ԇ 

TACACS+ ꜛ ԈЮ Ὧ ԇ̔ 

¸ aaa group server tacacs+ 
¸ ip tacacs source-interface 
¸ ip vrf forwarding(TACACS+) 
¸ server(TACACS+) 
¸ tacacs-server host 
¸ tacacs-server key 
¸ tacacs-server timeout 

aaa group server tacacs+ 

ԇ TACACS+ ╘ ̆ а TACACS+ ╘ ‚‍⁮а

Ȃ 

aaa group server tacacs+ group-name 

no aaa group server tacacs+ group-name 

ȍ Ȏ 

group-name̔  TACACS+ ╘  

ȍ ᾳȎ 

TACACS+ ╘ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

TACACS+ ╘ ‍ ̆ ȁ ȁ Ԉᴳ а

╘ Ȃ 

ȍѡᴿȎ 

Ю
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Ruijie(config-gs-tacacs+)# server 1.1.1.1 

ȍ Ὧ ԇȎ 

ԇ  

server TACACS+ ╘ server ‟  

ip vrf forwarding TACACS+ ╘ VRF   

ԇ TACACS+ ╘ ѐ ╘ Ȃ 

server ip-address 

no server ip-address ȍ Ȏ 

ip-address̔  TACACS+ ╘ ѐ ╘  

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

TACACS+ ╘ Ȃ 

ȍᴳ Ȏ 

ԇ₥̆ ԇ aaa group server tacacs+ ὡ TACACS+
Ȃ 

TACACS+ ╘ ѐ ╘ ̆ ὤ Ю̆

tacacs-server host ԇ ╘ Ȃ 

╘ ѐ TACACS+ ╘ ̆ Уэ ╘ ̆

ֶ ЮУэ ╘ Ȃ 

ȍѡᴿȎ 

Ю ᴿ Уэ ѝ tac1 TACACS+ ╘ ̆ з ѐ

Уэ 1.1.1.1 TACACS+ ╘ ̔ 

Ruijie(config)# aaa group server tacacs+ tac1 
Ruijie(config-gs-tacacs+)# server 1.1.1.1 

ȍ Ὧ ԇȎ 


Q�¸  

AÈ�â  

aaa group server tacacs+ TACACS+ ╘  
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ip vrf forwarding TACACS+ ╘ VRF
  

 

ip tacacs source-interface 

ԇ TACACS+ Ȃ  

ip tacacs source-interface  interface 

no ip tacacs source-interface 

ȍ Ȏ 

Interface̔  TACACS+  

ȍ ᾳȎ 

TACACS+ Ȃ  T
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no tacacs-server host ip-address 

ȍ Ȏ 

Ip-address  TACACS+ ὤ ╘ ў IP Ȃ 

port  integer     TACACS+ ᴳ TCP  

timeout integer TACACS+ў Ȃ 

key string       TACACS+ client б ╘ Ὥӎ Ȃ 

ȍ ᾳȎ 

TACACS+ ╘ ў Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ѝҩᴳ TACACS+ AAA ὤ ╘̆ Ѭ TACACS+ ὤ ╘

Ȃ Ԉᴳ tacacs-server ԇ ѬУэ э TACACS+ ὤ ╘

Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѬУэ TACACS+ ὤ ╘ ў ̔ 

Ruijie(config)# tacacs-server host 192.168.12.1   

ȍ Ὧ ԇȎ 

ԇ  

aaa authentication  Ѭ AAA ֙ ‟  

tacacs-server key ὤ Ѭ TACACS+ ὤ ╘ Ὥӎ ԇ 

tacacs-server timeout ὤ Ѭ TACACS+ ╘

 
 

tacacs-server key 

ԇ TACACS+ ὤ Ȃ 

tacacs-server key [0 | 7] string 

no tacacs-server key 

ȍ Ȏ 

string  Ὥӎ ԇ  

0 | 7   ԇ ╗ ̆0 ╗ ̆7 ╗ Ȃ 

ȍ ᾳȎ 
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Ὥӎ ԇȂ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Ὥӎ ԇ TACACS+ ὤ ╘ ᶕ Ȃѝҩᴳ

TACACS+ ὤ ╘ ᶕ̆ TACACS+ ὤ

╘ Э Ѭ Ὥӎ ԇȂ ԏ ѝ э ╘ а

ᴳ̆ ԏᴳ host ԇѐ key ̆ Ԉ ὤ

key ╘ Уэ keyȂ 

ȍѡᴿȎ 

Ю ᴿ Ѭ TACACS+ ὤ ╘ Ὥӎ ԇѝ aaa̔ 

Ruijie(config)#tacacs-server key aaa 

ȍ Ὧ ԇȎ 

ԇ  

tacacs-server host Ѭ TACACS+ ὤ ╘ ў  

tacacs-server timeout Ѭ TACACS+  

 

tacacs-server timeout 

ԇ б TACACS+ ╘ ̆ ╘ ὤ Ȃ 

tacacs-server timeout seconds 

no tacacs-server timeout 

ȍ Ȏ 

seconds ̔ ̂ ᴁѝ Ȃ̃ ḣ ѝ 1-1000 Ȃ 

ȍ ᾳȎ 

5  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ Ȃ ԏ ѝ э ╘

а ̆ᴳ host ԇѐ timeout ̆ Ԉ

ὤ timeout ⁮Ş Ԉ
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Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ TACACS+ ╘ Ӈҵ ᾳȂ 

ȍѡᴿȎ 

Ruijie# show tacacs 
Tacacs+ Server : 172.19.192.80/49 

Socket Opens: 0 
Socket Closes: 0 

Total Packets Sent: 0 
Total Packets Recv: 0 

Reference Count: 0 

ȍ Ὧ ԇȎ 

ԇ  

tacacs-server host 
Ѭ TACACS+ ╘

Ӈҵ ᾳ ὤ ╘ ў
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SSH ԇ 

SSH Ὧ ԇ 

SSH ꜛ ԈЮ ԇ̔ 

¸ crypto key generate 
¸ crypto key zeroize 
¸ ip ssh version 
¸ ip ssh time-out 
¸ ip ssh authentication-retries 
¸ transport input 

crypto key generate 

╘ ὨὭ ̆ ὤ Ю̆ ԇ̔ 

crypto key generate {rsa | dsa} 

ȍ Ȏ 

  

rsa RSA  

dsa DSA  

ȍ Ȏ 

ᾳЮ SSH Server ὨὭ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

SSH Server ╘ ̆ ԇ SSH ╘ ὨὭ

Ȃ enable service ssh-server ԇ̆ SSH Server ╖
ȂSSH 1 ᴳ RSA ̕SSH 2 ᴳ RSA DSA Ȃ ̆

₥ RSA ̆‡ SSH1 б SSH2 Ԉᴳ ̕ Ө

DSA ̆‡Ө SSH2 Ԉᴳ Ȃ 
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~ 注意： 

‮ ӑ ԇ no crypto key generatĕ ԇ crypto 
key zeroize ԇ‮ Ȃ 

 

ȍѡᴿȎ 

Ruijie# configure terminal  
Ruijie(config)# crypto key generate rsa 

ȍ Ὧ ԇȎ 

ԇ  

show ip ssh 
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ȍѡᴿȎ 

Ruijie# configure terminal  
Ruijie(config)# crypto key zeroize rsa 

ȍ Ὧ ԇȎ 

ԇ  

show ip ssh SSH Server ₥ Ȃ 

crypto key generate {rsa|dsa} DSA б RSA Ȃ 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

ip ssh version 

SSH server Ȃᴳ ԇ no ѝ

Ȃ 

ip ssh version {1 | 2} 
no ip ssh version 

ȍ Ȏ 

  

1 SSH Server Ө SSH1  

2 SSH Server Ө SSH2  

ȍ Ȏ 

Юὸ SSH 1 2Ȃ ̆

SSH ȂG no ip ssh version ԇ҂ Ԉ

ѝ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ ⁸ SSH  Server SSH Ȃ ᾳ

Ю̆SSH Server ὸ SSH1 б SSH2̆ᴳ SSH 1
SSH 2 Ԉ Ȃ ҩ 1 2̆ ἵ

SSH Ȃᴳ show ip ssh ԇ SSH Serv
er ₥ Ȃ 
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ȍѡᴿȎ 

ᴳ 2̔ 

Ruijie# configure terminal  
Ruijie(config)# ip ssh version 2 

ȍ Ὧ ԇȎ 

ԇ  

show ip ssh SSH Server ₥ Ȃ 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

ip ssh time-out 

SSH Server Ȃᴳ ԇ no
ѝ Ȃ 

ip ssh time-out time 
no ip ssh time-out 

ȍ Ȏ 

  

time Ȃ 

ȍ Ȏ 

Ю̆ ѝ 120sȂ ̆ᴳ no ip ssh 
time-out ԇ̆ ѝ ḣȂ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ SSH Server Ȃӱ

̆ 120s ╖ ̆‡ ѝ Ȃᴳ

show ip ssh ԇ SSH server ᶕ Ȃ 

ȍѡᴿȎ 

ѝ 100s̔ 

Ruijie# configure terminal  
Ruijie(config)# ip ssh time-out 100 
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ȍ Ὧ ԇȎ 

  ԇ  

show ip ssh ssh-server ₥ ᶕ Ȃ

ȍ Ȏ 

 ֒ RGOS10.1 ԈЭ 

ip ssh authentication-retries 

SSH Server Ȃᴳ ԇ no
ѝ Ȃ 

ip ssh authentication-retries retry times 
no ip ssh authentication-retries 

ȍ Ȏ 

  

retry times Ȃ 

ȍ Ȏ 

Ю ѝ 3 Ȃ ̆ᴳ no ip ssh 
authentication-retries ԇ҂ Ԉᴳ ѝ ḣȂ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ SSH Server Ȃ SSH Server
̆Ӱ ╖̆‡ ѝ Ȃᴳ show 

ip ssh ԇ SSH Server ᶕ Ȃ 

ȍѡᴿȎ 

ѝ 2̔ 

Ruijie# configure terminal  
Ruijie(config)# ip ssh ssh authentication-retries 2 

ȍ Ὧ ԇȎ 

ԇ  

show ip ssh SSH Server ₥ Ȃ 
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ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

SSH б ԇ 

SSH ꜛ ԈЮ ԇ̔ 

¸ show ip ssh 
¸ show ssh 
¸ show crypto key mypubkey 
¸ disconnect ssh 

show ip ssh 

SSH Server ₥ ᶕ Ȃ 

show ip ssh 

ȍ Ȏ 

 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

SSH Server ₥ ᶕ Ȃꜛ ̔ ȁ SSH 
Serverȁ ȁ Ȃ 

̔ ᴳ ҩ SSH ̆ ╘ ̆

Ӱ SSH ѝа Ȃ 

ȍѡᴿȎ 

Ruijie# show ip ssh 

ȍ Ὧ ԇȎ 

ԇ  

Ip ssh version {1 | 2} SSH Server ᶕ Ȃ

ip ssh time-out time SSH Server
Ȃ 
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Ip ssh authentication-retries 
retry times 

SSH Server
Ȃ 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

show ssh 

SSH э ᶕ Ȃ 

show ssh 

ȍ Ȏ 

 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

SSH ᶕ Ȃꜛ ̔ VTY ȁ

SSH ȁ╗ ȁ ȁ ȁ Ȃ 

ȍѡᴿȎ 

Ruijie# show ssh 

ȍ Ὧ ԇȎ 

 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

show crypto key mypubkey 

SSH Server ὨὭ Ὠ ‍ ᶕ Ȃ 

show crypto key mypubkey {rsa/dsa} 

ȍ Ȏ 
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ὡ SSH ֶ ̆ SSH Ȃ

ὡ VTY ֶ ̆ SSH Ȃ SSH
Ȃ 

ȍѡᴿȎ 

Ruijie# disconnect ssh 1    
Ruijie# disconnect ssh vty 1 

ȍ Ὧ ԇȎ 

ԇ  

show ssh SSH ֶ ᶕ

Ȃ 

Clear line vty line_number ₥ VTY ֶ Ȃ 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 
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GSN ὤ ԇ 

 Ὧ ԇ 

ὤ ԇ 

¸ security gsn enable 
¸ security community 
¸ snmp-server host 
¸ scurity event interval 

ԇ 

¸ security address-bind enable  

security gsn enable 

ԇ ұὤ ⁸ GSN ╖ ὯȂno ₥ ‮  

security gsn enable 
no security gsn enable 

ȍ Ȏ 

 

ȍ Ȏ 

Ὧ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

GSN ὤ ̆ ԇᴳ GSN
ὤ Ȃ 

ȍѡᴿȎ 

Ruijie# configure terminal  
Ruijie(config)# security gsn enable 

ȍ Ὧ ԇȎ 
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ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

security community 

ԇ ұ smp ╘ Ѯ ὤ  

security { [ 
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no smp-server host 

ȍ Ȏ 

ip-address  ̔ smp server ip  

ȍ Ȏ 

smp server 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇȂᴳ show smp-server Ȃ 

ȍѡᴿȎ 

Ruijie(config)#smp-server host 192.168.4.243 

ȍ Ὧ ԇȎ 
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ȍѡᴿȎ 

ὤҮ֒ ̔ 

Ruijie(config)# security event interval 10 

ȍ Ὧ ԇȎ 

ԇ  

show security event interval ὤҮ֒  

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

security address-bind enable 

ԇ ұ  

security address-bind enable 
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֒ RGOS10.1 ԈЭ 

б ԇ 

б ꜛ ԈЮ ԇ: 

show smp-server 
show security event interval 

show smp-server 

smp server IP  

ȍ Ȏ 

  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

smp server IP Ȃ 

ȍѡᴿȎ 

Ruijie# show smp-server  

SMP-Server IP̔192.168.20.30 

ȍ Ὧ ԇȎ 

ԇ  

smp-server host smp server ip Ȃ 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

show security evnet interval 

ὤҮ֒ Ȃ 

ȍ Ȏ 

 

ȍ ԇ Ȏ 
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ȍᴳ Ȏ 

ὤҮ֒ Ȃ 

ȍѡᴿȎ 

Ruijie# show security event interval  
Event sending interval(Seconds):5 

ȍ Ὧ ԇȎ 

ԇ  

security event interval interval ὤҮ֒ Ȃ
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DAI ԇ 

Ὧ VLAN DAI ╖ ԇ 

ԇꜛ ̔ 

¸ ip arp inspection vlan 

ip arp inspection vlan vlan-id 

ᴳ ԇ̆ Ԉ vlan-id VLAN DAI ╖ Ȃ

ԇ no ԈὯ vlan-id VLAN DAI ╖ ̆

vlan-id̆‡Ὧ VLAN Э DAI ╖ Ȃ 

ip arp inspection vlan vlan-id 

no ip arp inspection vlan [vlan-id] 

ȍ Ȏ 

  

vlan-id vlan Ȃ 

ȍ ᾳȎ 

VLAN ЭὯ DAI ╖ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴳ ԇ ᴐ ̆ Ἴ DAI ╖ ̆ ЭУ Ȃ 

ȍѡᴿȎ 

ԈЮ ̆ѝ VLAN 1 Э ⁮ ARP Ȃ 

Ruijie(config)# ip arp inspection  
Ruijie(config)# ip arp inspection vlan 1 

ȍ Ὧ ԇȎ 

ԇ  
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show ip arp inspection vlan VLAN DAI
╖  

 

ү ᶕ֗ ԇ 

ip arp inspection trust  

ү ᶕ֗̆ ᴳ ԇ ip arp inspection 
trustȂ ԇ no ү ѝаᶕ֗ Ȃ 

ip arp inspection trust 
no ip arp inspection trust 

ȍ Ȏ 

ȍ Ȏ 

ұаᶕ֗ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᴳ э ⁮ ARP ֒ DAI ̆ Ԉ

ὲ ᶕ֗ ̆ ԏа ⁮ ARP ̆

ԏ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ gigabitEthernet 0/19 ᶕ֗Ȃ 

Ruijie(config)# interface gigabitEthernet 0/19 
Ruijie(config-if)# ip arp inspection trust 

ȍ Ὧ ԇȎ 

ԇ  

show ip arp inspection interface 
DAI Ὧᶕ ̆ꜛ

ᶕ֗

ᶕ Ȃ 

NFPP( ᶑ ) ӊ ̆ ⁸ NFPP ̆аᾋ

DAI ̆ Э ԇ ᶕ֗ Ȃ 

ȍ Ȏ 
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Ь Ӈ Ȃ 

ү ARP  

Ὧ ԇꜛ ̔ 

¸ ip arp inspection limit-rate 

ip arp inspection limit-rate limit-rate 

ѬУэ ARP ̆ ԇ ip arp 
inspection limit-rateȂ ԇ no Ԉ Ȃ 

ip arp inspection limit-rate {limit-rate | none } 
no ip arp inspection limit-rate 

ȍ Ȏ 

  

none аṁ ⁸ 

limit-rate ̆ ḣ ѝ̂ 1 2̆048̃

ȍ ᾳȎ 

ᶕ֗ ⁸ ѝ 15 э ARP / Ȃᶕ֗ ѝ

0̂ а ⁸ Ȃ̃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

DAI ╖ ̆ ⁸ ̆ ̆ ᶑ

(Network Foundation Protection Policy) ╖ ̆ Ԉаᾋ ᵏ

ԇȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ұ VLAN 2 gigabitEthernet 0/2 ⁸

ѝ 10 э ARP / Ȃ 

Ruijie(config)# ip arp inspection  
Ruijie(config)# interface gigabitEthernet 0/2 
Ruijie(config-if)# ip arp inspection limit-rate 10 
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DHCP Snooping Ὧ  

ҩ VLAN DAI ╖ з̆ ARP ү ұ

а ᶕ֗ ̆ ARP ‡ У ̆ ᵑ

DHCP Snooping Ὧᶕ . ֗ᴉ

‡̆ ȂDHCP Snooping Ὧ ȇDHCP Snooping
Ȉ 
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ACL ԇ 

ԈЮ ԇѐ ⁮ ԈЮ ԇ  

 Ѭ 

id 

‟ ḣ Ȃ  
IP ῆ ACL:  1-99,1300-1999 
IP ACL:  100-199,2000-2699 
MAC ACL: 700–799 
ж ACL: 2700–2899 

name ACL  

sn ACL ( ִἼ ӊ ) 

start-sn ḣ 

inc-sn  

deny ּר ̆‡  

permit ּר ̆‡ἵ  

prot 

̆ ұ IPv6 ѝ ipv6, 
icmp, tcp,udp ḣ 0-255̆ ұ IPv4̆

Ԉ eigrp, gre, ipinip, igmp, nos, 
ospf, icmp, udp, tcp, ip ѐ Уэ̆҂

Ԉ Ԇ IP 0-255 ̆УҾ

 icmp/tcp/udp ‟ 

 
interface idx ὡּר  

src  ̂ў ̃ 

src-wildcard  Ȃ Ԉᴳа ̆
0.255.0.32 

src-ipv6-pfix IPv6  

dst-ipv6-pfix IPv6  

pfix-len ᴁ ᴁ  

src-ipv6-addr IPv6  

dst-ipv6-addr IPv6  

dscp dscp ╘ , ḣ̆ 0-63 

flow-label flow-label ̆ ḣ 0-1048575 

dst ̂ў ̃ 

dst-wildcard Ȃ Ԉа ̆
0.255.0.32 

fragment ‍  

precedence precedence ִἼ ⁞̂0-7̃ 
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time-range tm-rng-name ּ̆ש ѝ tm-rng-name

tos tos ╘ ̂0-15̃ 

cos cos cos ḣ(0-7) 

cos inner cos ᾃ tag ѐ cos 

icmp-type ICMP ̂0-255̃ 

icmp-code ICMP Ԇ ̂0-255̃ 

icmp-message ICMP  

operator port[port] 

Operator ѝ ᴐ ̂lt- ұ̆eq- ұ̆

gt- ұ̆neq-а ұ̆range- ̃ 
port ̆ү ᴐ чэ

̆ὲӹ ᴐ Уэ  
src-mac-addr ў  

dst-mac-addr ў  

VID vid vlan id 

VID inner vid ᾃ tag ѐ vid 

ethernet-type Ԉ ̆ Ԉ ὡ 0x ḣ 

match-all tcpf ּר tcp flag ᴁ 
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E 
DSAP(
╘  

)  
18 S ip  42 

F 
SSAP( ╘

 
)  

19 T TCP  46 

G Ctrl  20 U TCP  48 

H Org Code 21 V ‟  50 

I  24 W  54 

J IP  26 XY IP ᶑ

ᴁ 58 

K TOS  250.0.48.9 T 21z Tf
0.1543 Tc 3.02028691 0.657 Td
(IP)Tj
/C2_0[<>Tj
0 Tc -1./TT0>6< 1 Tf6< 1A8-1.29.0005 Tc 2.3512 606 Td
j
/C0.0009flagsTf
0 Tc 1.2 0 Td
<28-d
j
/C193>Tj
/TT0 -1./TT0 1 Tf
2 0 Td
( )Tj
-0.0019 Tc 6.8 -0.006 Td
(5W )Tj
/C25996 618.14 184.427.33 re
f
359.4 618.62 m
46127.36 rm78 0.48 27.36 rl78 0.48 27.33.14 l
f
427.33.14f78 0.48 27.33.e
f
174.96 590.78 0.48 263e
f
206.7 618.62 0.48 263e
f
206.7 618.62  0.48 263e
f
206.7 618.62 0.48 263e
f
206.7 618.62  0.48 263e
f
206.7 618.628 0.48 263e
f
206.7 618.62.48 263e
f
206.7 618.62
0.0016 Tc 105 180.6 572.8403 Tm
(4836 
-0.016LTc 3.023 0.006 Td
(IP)Tj
/C2_0 1 Tf
0 Tc 1.2 0 Td
<281C1D0009CB08D2>-6<05B12B2Df
2 0 Td
( )Tj
.99
-0.0019 Tc 5.8 -0.006 T806 00.0062.611250.0.48.9 T 8 a Tc 2.3516 4 3.023 000.006Td
(TCP)Tj
/C2_0Windows siz Tf
0.0057 Tc 0 T91 0.657 Td32189>Tj
/TT0 1 Tf
2 0 Td
( )Tj
-0.002 Tc 2.3527 .006 T1f
3550.0.48.9 T6.96 666.26 184.456 )Tj re
f
359.4 618.62 m
461263em28 0.48 263el78 0.48 26 I IP (��!‰  .BAx�+�J�ªò 
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¸ ipv6 traffic-filter 

access-list 

ԇ… Уэ ‟ ‡̆ ұ Ȃ ԇ no ‮

‟ Ȃ 

1) 1̃IP ῆ ‟ ̂1 - 99̆1300 - 1999̃ 

access-list id {deny | permit} {source source-wildcard | host source |  
any} 

2) IP ‟ ̂100 - 199̆2000 - 2699̃ 

access-list id {deny | permit} protocol {source source-wildcard | host 
source | any} {destination destination-wildcard | host destination | any} 
[precedence precedence] [tos tos] [fragments] [time-range  
time-range-name] 

3) MAC ‟ ̂700 - 799̃ 

access-list id {deny | permit} {any | host source-mac-address} {any | 
host destination-mac-address} [ethernet-type][cos [out][ inner in]] 

4) Expert ‟ ̂2700 - 2899̃ 

access-list id {deny | permit} [protocol | [ethernet-type][ cos  
[out][ inner in]]] [VID [out][inner in]] {source source-wildcard | host  
source | any} {host source-mac-address | any} {destination  
destination-wildcard | host destination | any} {host  
destination-mac-address | any} ][precedence precedence] [tos tos]  
[fragments] [time-range time-range-name] 

ꜛ Ԉ Ethernet-type cos ̔ 

access-list id {deny | permit} {ethernet-type| cos [out][ inner in]} [VID 
[out][inner in]] {source source-wildcard | host source | any} {host 
source-mac-address | any } {destination destination-wildcard | host 
destination | any} {host destination-mac-address | any} [time-range 
time-range-name] 

Protocol ̔ 

access-list id {deny | permit} protocol [VID [out][inner in]] {source  
source-wildcard | host source | any} {host source-mac-address | any } 
{destination destination-wildcard | host destination | any} {host  
destination-mac-address | any} [precedence precedence] [tos tos]  
[fragments] [time-range time-range-name] 

УҾ Expert ‟ ̔ 
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Internet Control Message Protocol (ICMP) 

access-list id {deny | permit} icmp [VID [out][inner in]] {source 
source-wildcard | host source | any} {host source-mac-address | any } 
{destination destination-wildcard | host destination | any} {host  
destination-mac-address | any} [ icmp-type ] [ [ icmp-type [icmp-code ] ]  
| [ icmp-message ] ] [precedence precedence] [tos tos] [fragments]  
[time-range time-range-name] 

Transmission Control Protocol (TCP) 

access-list id {deny | permit} tcp [VID [out][inner in]]{source 
source-wildcard | host Source | any} {host source-mac-address | any } 
[operator port [port] ] {destination destination-wildcard | host 
destination | any} {host destination-mac-address | any} [operator port 
[port] ] [precedence precedence] [tos tos] [fragments] [time-range 
time-range-name] [match-all tcp-flag] 

User Datagram Protocol (UDP) 

access-list id {deny | permit} udp[VID [out][inner in]] {source source 
–wildcard | host source | any} {host source-mac-address | any } 
[ operator port [port] ] {destination destination-wildcard | host 
destination | any}{host destination-mac-address | any} [operator port 
[port] ] [precedence precedence] [tos tos] [fragments] [time-range 
time-range-name] 

5) ‟  

access-list list-remark text 

ȍ Ȏ 

ԈЮ Ԉ   ₥ ѝ ̆₥

̆ ѐ  аᾋ Ȃ 

id ̔ ‟ Ȃ ̂1-99 1̆00-199 1̆300-1999  ̆ 2000-2699  ̆�È 
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precedence ̔ ִἼ ⁞ḣ̂0-7̃ 

time-range ̔  שּ

time-range-name ̔ שּ  

tos ̔ ╘  

tos ̔ ╘ ḣ̂0-15̃ 

icmp-type ̔ICMP ̂0-255̃ 

icmp-code ̔ICMP Ԇ ̂0-255̃ 

icmp-message ̔ICMP  

operator ̔ ᴐ ̂lt- ұ̆eq- ұ̆gt- ұ̆neq-а ұ̆range-
̃ 

port [ port ] ̔ ̆range чэ ̆ὲӹ ᴐ У

э Ȃ 

host source-mac-address 
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¸ syn 
¸ fin 

ִἼ ⁞ Ю̔ 

¸ critical  
¸ flash  
¸ flash-override  
¸ immediate  
¸ internet  
¸ network  
¸ priority  
¸ routine 

╘ Ю̔ 

¸ max-reliability  
¸ max-throughput  
¸ min-delay  
¸ min-monetary-cost  
¸ normal 

ICMP Ю̔ 

¸ administratively-prohibited  
¸ dod-host-prohibited  
¸ dod-net-prohibited  
¸ echo  
¸ 

¸ 
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¸ 
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¸ irc  
¸ klogin  
¸ kshell 
¸ login 
¸ nntp  
¸ pim-auto-rp   
¸ pop2  
¸ pop3  
¸ smtp  
¸ sunrpc  
¸ syslog  
¸ tacacs  
¸ talk  
¸ telnet  
¸ time  
¸ uucp  
¸ whois  
¸ www 

Ю UDP ŬDP Ԉᴳ έᴇ

̔ 

¸ biff  
¸ bootpc  
¸ bootps  
¸ discard 
¸ dnsix  
¸ domain  
¸ echo 
¸ isakmp  
¸ mobile-ip  
¸ nameserver  
¸ netbios-dgm  
¸ netbios-ns 
¸ netbios-ss  
¸ ntp 
¸ pim-auto-rp  
¸ rip  
¸ snmp  
¸ snmptrap  
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¸ sunrpc  
¸ syslog  
¸ tacacs  
¸ talk  
¸ tftp  
¸ time  
¸ who  
¸ xdmcp 

Ԉ Ethernet-type Ю 

¸ aarp 
¸ appletalk 
¸ decnet-iv 
¸ diagnostic 
¸ etype-6000 
¸ etype-8042 
¸ lat 
¸ lavc-sca 
¸ mop-console 
¸ mop-dump 
¸ mumps 
¸ netbios 
¸ vines-echo 
¸ xns-idp 

ȍѡᴿȎ 

1) IP ῆ ‟ ᴿ 

Ю IP ‟ ἵ ѝ192.168.1.64 - 192.168.1.127
̆ὲӹ ̔ 

Ruijie(config)# access-list 1 permit 192.168.1.64 
0.0.0.63 

2) IP ‟ ᴿ 

Ю IP ‟ ἵ DNS ICMP ̔ 

Ruijie(config)# access-list 102 permit tcp any any eq 
domain 
Ruijie(config)# access-list 102 permit udp any any eq 
domain 
Ruijie(config)# access-list 102 permit icmp any any echo 
Ruijie(config)# access-list 102 permit icmp any any 
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echo-reply 

3) MAC ‟ ᴿ 

Ю ᴳ ᴿ̆ MAC ѝ 00d0f8000c0c ў

ѝ 100 Ԉ ̆ ⁮ 1Ȃ ̔ 

Ruijie(config)# access-list 702 deny host 00d0f8000c0c 
any aarp 
Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# mac access-group 702 in 

4) Expert ‟ ᴿ 

Юᴿ ᴉ… У  Expert Extended ACL̆ ж ACL
IP ѝ 192.168.12.3 з MAC ѝ 00d0.f800.0044

TCP Ȃ 

Ruijie(config)# access-list 2702 deny tcp host 
192.168.12.3 mac 00d0.f800.0044 any any 
Ruijie(config)# access-list 2702 permit any any any any 
Ruijie(config)# show access-lists 
expert access-list extended 2702 
10 deny tcp  host  192.168.12.3 mac 00d0.f800.0044 any 

any 
10 permit any any any any 

ȍ Ὧ ԇȎ 

ԇ  

show access-lists ‟  

mac access-group Э MAC ‟

 

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

ip access-list 

ԇ… ῆ IP ACL IP ACL̆ ὡ ȂG ԇ

no ‮ ACL 

ip access-list {extended | standard}  {id | name} 

no ip access-list {extended | standard} {id | name} 

ȍ Ȏ 

id̔IP ‟ ̆ ῆ̂1-99̆1300-1999̃̆ ̂100-199̆
2000-2699̃ 
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name ̔IP ‟  

ȍ Ȏ 

֗ᴉ ACL 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ῆ ACL а ̆ ACL
╗ Ȃ deny permit ԇ ῆ Ȃᴳ show ip 

access-lists ԇ ACL Ȃ 

ȍѡᴿȎ 

… ῆ ACL̔ 

Ruijie(config)# ip access-list extended 123 
Ruijie(config-ext-nacl)# show ip access-lists 
ip access-list extended 123 
Ruijie(config-ext-nacl)# 

… ACL̔ 

Ruijie(config)# ip access-list standard std-acl 
Ruijie(config-std-nacl)# show ip access-lists  
ip access-list standard std-acl 

Ruijie(config-std-nacl)# 

ȍ Ὧ ԇȎ 

ԇ  

show ip access-lists IP ‟  

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

MAC access-list 

ԇ… MAC  ACL̆ ὡ ȂG ԇ no
‮ ACL 

mac access-list extended {id | name} 

no mac access-list extended {id | name} 

ȍ Ȏ 

id̔ MAC ‟ ̂700-799̃ 
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ACL ̔ 

Ruijie# show access-lists 
ip access-list standard 1 
10 permit host 192.168.4.12 

20 deny any any 

Ruijie# config 
Ruijie(config)# ip access-list resequence 1 21 43 
Ruijie(config)# exit 
Ruijie# show access-lists 
ip access-list standard 1 

21 permit host 192.168.4.12 
64 deny any any 

Ruijie# 

ȍ Ὧ ԇȎ 
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[sn] deny tcp {source source-wildcard | host Source | any} [operator  
port [port]] {destination destination-wildcard | host destination | any} 
[operator port [port]] [precedence precedence] [tos tos] [fragments] 
[time-range time-range-name] [match-all tcp-flag] 

User Datagram Protocol (UDP) 

[sn] deny udp {source source –wildcard | host source | any} [ operator  
port [port]] {destination destination-wildcard | host destination | any} 
[operator port [port]] [precedence precedence] [tos tos] [fragments] 
[time-range time-range-name] 

3) MAC ‟  

[sn] deny {any | host source-mac-address}{any | host  
destination-mac-address} [ethernet-type][cos [out] [inner in]] 

4) Expert ‟  

[sn] deny[protocol | [ethernet-type][ cos [out] [inner in]]] [[VID 
[out][inner in]]] {source source-wildcard | host source | any}{host 
source-mac-address | any } {destination destination-wildcard | host 
destination | any} {host  destination-mac-address | any} [precedence 
precedence] [tos tos][fragments] [time-range time-range-name] 

ꜛ Ԉ ethernet-type cos  

[sn] deny {[ethernet-type}[cos [out] [inner in]]} [[VID [out][inner in]]]  
{source source-wildcard | host source | any} {host  
source-mac-address | any } {destination destination-wildcard | host  
destination | any} {host destination-mac-address | any} [time-range 
time-range-name] 

protocol  

[sn] deny protocol [[VID [out][inner in]]] {source source-wildcard |  
host source | any} {host source-mac-address | any } {destination 
destination-wildcard | host destination | any} {host  
destination-mac-address | any} [precedence precedence] [tos tos]  
[fragments] [time-range time-range-name] 

УҾ expert ‟ ̔ 

Internet Control Message Protocol (ICMP) 

[sn] deny icmp [[VID [out][inner in]]] {source source-wildcard | host 
source | any} {host source-mac-address | any} {destination  
destination-wildcard | host destination | any} {host  
destination-mac-address | any} [icmp-type] [[icmp-type [icmp-code ]] |  
[icmp-message]] [precedence precedence] [tos tos] [fragments]  
[time-range time-range-name] 

Transmission Control Protocol (TCP) 
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[sn] deny tcp [[VID [out][inner in]]]{source source-wildcard | host  
Source | any} {host source-mac-address | any } [operator port [port]]  
{destination destination-wildcard | host destination | any} {host  
destination-mac-address | any} [operator port [port]] [precedence  
precedence] [tos tos] [fragments] [time-range time-range-name]  
[match-all tcp-flag] 

User Datagram Protocol (UDP) 

[sn] deny udp [[VID [out][inner in]]]{source source –wildcard | host  
source | any} {host source-mac-address | any } [ operator port [port]]  
{destination destination-wildcard | host destination | any}{host  
destination-mac-address | any} [operator port [port]] [precedence  
precedence] [tos tos] [fragments] [time-range time-range-name] 

5) 5̃IPV6 ‟  

[sn] deny protocol{source-ipv6-prefix/prefix-length | any | host  
source-ipv6-address} {destination-ipv6-prefix / prefix-length | any 
| hostdestination-ipv6-address} [dscp dscp] [flow-label  
flow-label] [fragments] [time-range time-range-name] 

УҾ IPV6 ⁸‟ ̔ 

Internet Control Message Protocol (ICMP) 

[sn]deny icmp {source-ipv6-prefix 
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source-ipv6-prefix ̔ IPv6 . 

destination-ipv6-prefix ̔ IPv6  

prefix-length ̔ ᴁ ᴁ  

source-ipv6-address ̔ IPv6  

destination-ipv6-address ̔ IPv6  

dscp ̔ ╘  

dscp ̔ ḣ̆ 0-63. 

flow-label ̔  

flow-label ̔ ḣ̆ 0-1048575. 

protocol ̔ ұ IPV6 ѝ IPV6 | icmp | tcp | udp <0-255> 

ȍ Ȏ 

֗ᴉ  

ȍ ԇ Ȏ 

ACL Ю 

ȍᴳ Ȏ 

ACL Ю ACL ֒  

ȍѡᴿȎ 

Юᴿ ᴉ… У  Expert Extended ACL̆ ж ACL
IP ѝ 192.168.4.12 з MAC ѝ 001300498272

TCP Ȃ 

Ruijie(config)# expert access-list extended 2702 
Ruijie(config-exp-nacl)# deny tcp  host  
192.168.4.12 host 0013.0049.8272 any any  
Ruijie(config-exp-nacl)# permit any any any any 
Ruijie(config-exp-nacl)# show access-lists 
expert access-list extended 2702 

10 deny tcp  host  192.168.4.12 host 0013.0049.8272 any 
any 

20 permit any any any any 
Ruijie(config-exp-nacl)# 

Ю IP ACL ᴳ ᴿ̆ IP ѝ 192.168.4.12 ў

ᵏ TCP ѝ 100 ╘̆ ⁮ 1Ȃ  

Ruijie(config)# ip access-list extended nfig)#  Ruijie(c30nfig-exp-nacl)# 
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Ruijie(config-ext-nacl)# exit 
Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# ip access-group ip-ext-acl in 
Ruijie(config-if)# 

Ю MAC ACL ᴳ ᴿ̆ MAC ѝ 0013.0049.8272
ў ѝ 100 Ԉ ̆ ⁮

100
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ipv6 traffic-filter Э IPV6 ‟

 

ip access-group IP  ACL  

mac access-group MAC  ACL  

ip access-list IP ACL Ѭ 

mac access-list MAC  ACL Ѭ 

expert access-list ж  ACL Ѭ 

ipv6 access-list IPV6 ACL Ѭ 

permit ῆ Ѭ ԇ 

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

permit 

Уэ э ἵ (permit) ֒Ԉ ұᾱ х

Ȃ ACL Ю̆ ACL ᶢ

Ȃ 

1) 1̃IP ῆ ‟  

[sn] permit {source source-wildcard | host source | any} 

2) IP ‟  

[sn] permit protocol source source-wildcard destination  

destination-wildcard [precedence precedence] [tos tos] [fragments]  

[time-range time-range-name] 

УҾ IP ⁸‟ ̔ 

Internet Control Message Protocol (ICMP) 

[sn] permit icmp {source source-wildcard | host source | any}  
{destination destination-wildcard | host destination | any}  
[ icmp-type ] [[icmp-type [icmp-code ]] | [ icmp-message ]] [precedence  
precedence] [tos tos] [fragments] [time-range time-range-name] 

Transmission Control Protocol (TCP) 

[sn] permit tcp {source source-wildcard | host Source | any} [operator  
port [port]] {destination destination-wildcard | host destination | any} 
[operator port [port]] [precedence precedence] [tos tos] [fragments]  
[time-range time-range-name] [match-all tcp-flag] 
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User Datagram Protocol (UDP) 

[sn] permit udpACL ԇ
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precedence] [tos tos] [fragments] [time-range time-range-name]  
[match-all tcp-flag] 

User Datagram Protocol (UDP) 

[sn] permit udp [VID [out][inner in]]{source source –wildcard | host 
source | any} {host source-mac-address | any } [ operator port [port]] 
{destination destination-wildcard | host destination | any} {host  
destination-mac-address | any} [operator port [port]] [precedence 
precedence] [tos tos] [fragments] [time-range time-range-name] 

5) IPV6 ‟  

[sn] permit protocol {source-ipv6-prefix / prefix-length | any | host  
source-ipv6-address} {destination-ipv6-prefix / prefix-length | any 
| hostdestination-ipv6-address} [dscp dscp] [flow-label  
flow-label] [fragments] [time-range time-range-name] 

УҾ IPV6 ⁸‟ ̔ 

Internet Control Message Protocol (ICMP) 

[sn] permit icmp {source-ipv6-prefix / prefix-length | any  
source-ipv6-address | host} {destination-ipv6-prefix //| host   |  
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ACL Ю 

ȍᴳ Ȏ 

ACL Ю ACL ἵ ֒  

ȍѡᴿȎ 

Юᴿ ᴉ… У  Expert Extended ACL̆ ж ACL ἵ

IP ѝ 192.168.4.12 з MAC ѝ 001300498272
TCP Ȃ 

Ruijie(config)# expert access-list extended exp-acl 
Ruijie(config-exp-nacl)# permit tcp  host  
192.168.4.12 host 0013.0049.8272 any any  
Ruijie(config-exp-nacl)# deny any any any any 
Ruijie(config-exp-nacl)# show access-lists 
expert access-list extended exp-acl 

10 permit tcp  host  192.168.4.12 host 0013.0049.8272 any 
any 

20 deny any any any any 
Ruijie(config-exp-nacl)# 

Ю IP ACL ᴳ ᴿ̆ ῆ IP ѝ 192.168.4.12 ў

ᵏ TCP ѝ 100 ╘̆ ⁮ 1Ȃ  

Ruijie(config)# ip access-list extended 102 
Ruijie(config-ext-nacl)# permit tcp host 192.168.4.12 
eq 100 any 

Ruijie(config-ext-nacl)# show access-lists 
ip access-list extended 102 

10 permit tcp host 192.168.4.12 eq 100 any 

Ruijie(config-ext-nacl)# exit 
Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# ip access-group 102 in 
Ruijie(config-if)# 

Ю MAC ACL ᴳ ᴿ̆ ῆ MAC ѝ 0013.0049.8272
ў ѝ 100 Ԉ ̆ ⁮ 1Ȃ  

Ruijie(config)# mac access-list extended 702 
Ruijie(config-mac-nacl)# permit host 0013.0049.8272 any 
aarp 
Ruijie(config-mac-nacl)# show access-lists 
mac access-list extended  

10 permit host 0013.0049.8272 any aarp702 
Ruijie(config-mac-nacl)# exit 
Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# mac access-group 702 in 

Ю ip ῆ ACL ᴳ ᴿ̆ ἵ IP ѝ 192.168.4.12 ў ̆
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⁮ 1Ȃ ̔ 

Ruijie(config)# ip access-list standard std-acl 
Ruijie(config-std-nacl)# permit host 192.168.4.12 
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list-remark text 

ѝ ACL ╗ ᶕ ̆no ₥ ‮  

list-remark text 

ȍ Ȏ 

Text ̔ ᶕ  

ȍ ԇ Ȏ 

ACL  

ȍᴳ Ȏ 

ѝ ACL ╗ ᶕ  

ȍѡᴿȎ 

Ruijie# ip access-list extended 102 
Ruijie(config-ext-nacl)# list-remark this acl is to 
filter the host 192.168.4.12 
Ruijie(config-ext-nacl)# show access-lists 
ip access-list extended 102 
deny ip host 192.168.4.12 any 

1000 hits 
this acl is to filter the host 192.168.4.12 

Ruijie(config-ext-nacl)# 

ȍ Ὧ ԇȎ 

ԇ  

show access-lists ‟  

ip access-list IP ‟ Ѭ 

ȍ Ȏ 

֒ RGOS10.0 ԈЭȂ 

no sn 

‮ ACL Уэ  

no  sn 

ȍ Ȏ 

sn ̔ѝ ACL Уэ  
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ȍ ԇ Ȏ 

ACL Ю 

ȍᴳ Ȏ 

ACL Ю‮ ACL  

ȍѡᴿȎ 

Ruijie(config)# ipv6 access-list extended v6-acl 
Ruijie(config-ipv6-nacl)# permit ipv6 
host ::192.168.4.12 any 
Ruijie(config-ipv6-nacl)# 12 deny ipv6 host any any 
Ruijie(config-ipv6-nacl)# show access-lists 
ipv6 access-list extended v6-acl 

10 permit ipv6 host ::192.168.4.12 any 
12 deny ipv6 any any 

Ruijie(config-ipv6-nacl)# no 12 
Ruijie(config-ipv6-nacl)# show access-lists 
ipv6 access-list extended v6-acl 
10 permit ipv6 host ::192.168.4.12 any 

Ruijie(config-ipv6-nacl)# 

ȍ Ὧ ԇȎ 

ԇ  

show access-lists ‟  

ip access-list ip ACL Ѭ 

ipv6 access-list IPV6 ACL Ѭ 

deny Ѭ Ѭ ACL  

permit Ѭἵ Ѭ ACL  

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

ip access-group  

έ ᴇ ‟ ұ ̆ ԇ ip 
access-groupȂ ԇ no ‟ Ὧ Ȃ 

ip access-group {id | name} {in | out} 
no ip access-group { id | name} {in | out} 

ȍ Ȏ 
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id ̔IP ‟ ̂1-199̆1300-2699
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out ̔ ӱ    

ȍ Ȏ 

 ACL 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ ACL ȂG show running-config ԇ

Ȃ 

ȍѡᴿȎ 

Юᴿ ᴉ access-list accept_00d0f8xxxxxx_only ұ Gigabit
1 Э̔ 

Ruijie(config)# interface GigaEthernet 1/1 
Ruijie(config-if)# mac access-group 
accept_00d0f8xxxxxx_only in 

ȍ Ὧ ԇȎ 

ԇ  

show access-group Э ACL Ȃ 

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

expert access-group 

Уэ EXPERT ACL ⁮ Ȃᴳ ԇ no
Ȃ 

expert access-group {id | name} {in | out} 
no expert access-group {id | name} {in | out} 

ȍ Ȏ 

id ̔Expert ‟ ̂2700-2899̃ 

name ̔Expert ‟  

in ̔ ὡ  

out ̔ ӱ    

ȍ Ȏ 

 Expert ACL 

ȍ ԇ Ȏ 
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ȍᴳ Ȏ 

ACL ұ Э̆G ὲ ὡ   ⁸Ȃ

ᴳ show access-group ԇ  

ȍѡᴿȎ 

Юᴿ ᴉ access-list accept_00d0f8xxxxxx_only ұ Gigabit
1 Э̔ 

Ruijie(config)# interface GigaEthernet 0/1 
Ruijie(config-if)# expert access-group 
accept_00d0f8xxxxxx_only in 

ȍ Ὧ ԇȎ 

ԇ  

show access-group Э ACL
Ȃ 

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

ipv6 traffic-filter 

Уэ IPV6 ACL ⁮ Ȃᴳ ԇ no
Ȃ 

ipv6 traffic-filter name {in | out} 
no ipv6 traffic-filter name {in | out} 

ȍ Ȏ 

name ̔IPV6 ‟  

in ̔ ὡ  

out ̔ ӱ    

ȍ Ȏ 

IPV6 ACL 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ACL ұ Э̆G ὲ ὡ   ⁸Ȃ

ᴳ show access-group ԇ  
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ȍѡᴿȎ 

Юᴿ ᴉ access-list v6-acl ұ Gigabit 1 Э̔ 

Ruijie(config)# interface GigaEthernet 0/1 
Ruijie(config-if)# ipv6 traffic-filter v6-acl in 

ȍ Ὧ ԇȎ 

ԇ  

show ipv6 traffic-filter Э ACL Ȃ 

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

Ὧ ԇ 

б ꜛ ԈЮ ԇ: 

¸ show access-lists 
¸ show ip access-group 
¸ show mac access-group 
¸ show ipv6 traffic-filter 
¸ show expert access-group 
¸ show access-group 

show access-lists 

ACL ACL 

show access-lists [id | name] 

ȍ Ȏ 

id ̔ ‟  

name ̔ ‟  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

acl̆ id namĕ‡ ACL 

ȍѡᴿȎ 
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Ruijie# show access-lists n_acl 
ip access-list standard n_acl 

Ruijie# show access-lists 102 
ip access-list extended 102 

Ruijie# show access-lists 
ip access-list standard n_acl 

ip access-list extended 10jie# 
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ȍ Ὧ ԇȎ 

ԇ  

ip access-list  IP ACL ѬȂ 

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

show expert access-group 

Expert ‟ Ȃ 

show expert access-group [interface <interface>] 

ȍ Ȏ 

<interface> ̔    

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Expert ACL̆ ̆‡ Ὧ

Expert ACL 

ȍѡᴿȎ 

Ruijie# show expert access-group interface 
gigabitethernet 0/2 
expert access-group ee in 

Applied On interface GigabitEthernet 0/2. 

ȍ Ὧ ԇȎ 

ԇ  

expert access-list Expert ACL Ѭ 

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

show mac access-group 

MAC ‟  

show mac access-group[interface <interface>] 
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ȍ Ȏ 

<interface> ̔    

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ὧ MAC ACL̆ ̆‡ Ὧ

MAC ACL 

ȍѡᴿȎ 

Ruijie# show mac access-group interface gigabitethernet 
0/3 
mac access-group mm in 
Applied On interface GigabitEthernet 0/3. 

ȍ Ὧ ԇȎ 

ԇ  

mac access-list MAC ACL Ѭ 

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

show ipv6 traffic-filter 

IPV6 ‟  

show ipv6 traffic-filter [interface <interface>] 

ȍ Ȏ 

<interface> ̔  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ὧ IPv6 ACL̆ ̆‡ IPv6 
ACL 

ȍѡᴿȎ 

Ruijie# show ipv6 traffic-filter interface 
gigabitethernet 0/4 
ipv6 access-group v6 in 
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Applied On interface GigabitEthernet 0/4. 

ȍ Ὧ ԇȎ 

ԇ  

ipv6 access-list IPV6 ACL Ѭ 

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

show access-group 

Э ACL  

show access-group [interface <interface>] 

ȍ Ȏ 

<interface> ̔  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Э ACL̆а ὤ Э ACL 

ȍѡᴿȎ 

Ruijie# show access-group 
ip access-list standard ipstd3 
Applied On interface GigabitEthernet 0/1. 

ip access-list standard ipstd4 
Applied On interface GigabitEthernet 0/2. 

ip access-list extended 101 
Applied On interface GigabitEthernet 0/3. 

ip access-list extended 102    
Applied On interface GigabitEthernet 0/8. 

ȍ Ὧ ԇȎ 

ԇ  

ip access-group ip ‟ Ѭ 

mac access-group MAC ‟ Ѭ 

expert access-group Expert ‟ Ѭ 

ipv6 traffic-filter IPV6 ‟ Ѭ 
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ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

ὤ  

ὤ ԇ 

¸ security global access-group 

ԇ 

¸ security access-group 
¸ security uplink enable 

security global access-group 

ὤ ὤ  

security global access-group {id|name} 

no security global access-group 

ȍ Ȏ 

id          ACL id 

name       ACL  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 



ACL ԇ 

http://www.ruijie.com.cn 

security access-group 

ὤ  

security access-group {id|name} 

no security access-group 

ȍ Ȏ 

id          ACL id 

name       ACL  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ю ὤ  

ȍѡᴿȎ 

Ruijie(config-if)#security access-group 1 

ȍ Ὧ ԇȎ 

ԇ  

show security ὤ  

ȍ Ȏ 

֒ RGOS10.2 ԈЭ 

security uplink enable 

ὤ ᴿ  

security uplink enable 

no security uplink enable 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ὤ ᴿ  
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ȍѡᴿȎ 

Ruijie(config-if)#security uplink enable 

ȍ Ὧ ԇȎ 

ԇ  

show security ὤ  

ȍ Ȏ 

֒ RGOS10.2 ԈЭ 
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QOS ԇ 

 

QoS Ѯ₥̆ QoS Ὧ ԈЮΰ ᶕ ̔ 

Уэ Ὧ 1 э policy-map 

Уэ policy-map Ԉ э class-map 

Уэ class-map Ὧ 1 э ACL̆ ACL ACE έ

 

Уэ ЭὯ ACE э ӱ“ ὤ ACL” ⁸ 

ᾳЮ̆QoS ╖ Ὧ Ȃ Ȃת

ᴔ Уэ Policy Map Ὧ ⁮ Уэ Э̆ ҩ ᶕ֗ ̆

QoS ╖ Ȃ Ὧ QoS ╖ ̆ ᾱ

Policy Map ̆ ᶕ֗ ѝ Off ȂԈЮѝ

QOS ̔ 

CoS ḣ 0 
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IP-Precedence to DSCP  

IP-Precedence 0 1 2 3 4 5 6 7 

DSCP 0 8 16 24 32 40 48 56 

DSCP to CoS  

DSCP 0 8 16 24 32 40 48 56 

CoS 0 1 2 3 4 5 6 7 

Ὧ ԇ 

mls qos trust 

Qos ᶕ֗  

mls qos trust [cos | dscp | ip-precedence] 

no mls qos trust 

ȍ Ȏ 

cos   ̔        Qos ᶕ֗ ѝ CoS  

dscp   ̔       Qos ᶕ֗ ѝ DSCP 

ip-precedence ̔ Qos ᶕ֗ ѝ IP-PRE 

no   ̔      ḣ 

ȍ Ȏ 

аᶕ֗ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# mls qos trust cos 

ȍ Ὧ ԇȎ 

show mls qos interface interface-id 

ȍ Ȏ 
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mls qos cos 

CoS ḣ 

mls qos cos default-cos 

no mls qos cos 

ȍ Ȏ 

default-cos̔ ѝ 0͘7 

no̔ ḣ 

ȍ Ȏ 

CoS ḣѝ 0 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# mls qos cos 7 

ȍ Ὧ ԇȎ 

show mls qos interface interface-id 

Class Maps 

… ACL 

ip access-list {extended | standard} { acl-id | acl-name } 

mac access-list extended {acl-id | acl-name} 

expert access-list extended {acl-id | acl-name} 

ipv6 access-list extended acl-name 

access-list acl-id ‟ ԇ       ACL Ὧ  

… class map̆ ὡ class map  

[no] class-map class-map-name 

… class map ּר ῆ 

[no] match access-group acl-name| acl-id 

ȍ Ȏ 

acl-name    ̔                  … ACL  
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[no] class class-map-name 

ѐ IP  ipdscp ḣ̆ ұ IP а ᴐ  

set ip dscp new-dscp 

no set ip dscp 

⁸ ѝ ‍ ╟ᴐ 

police rate-bps burst-byte[exceed-action {drop | dscp dscp-value}] 

no police 

ȍ Ȏ 

policy-map-name  ̔             … policymap  

no policy-map policy-map-name ̔ ‮ policy map 

class-map-name   ̔             … class map  

no class class-map-name ̔       ‮ ‍  

new-dscp ̔ DSCP ḣ̕ ḣ ᵑӊ а а  

rate-bps ̔ ⁸ ̆ ᴁ kbps 

burst-byte̔ ⁸ḣ̆ ᴁ kbyte  

drop   ̔     х ‍  

dscp-value̔ ᾗ ‍ DSCP ḣ ḣ ᵑӊ а а

 

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

… policy map, po 

Ruijie(config)# policy-map po 

Ὧ class-map  cm 

Ruijie(config-pmap)# class cm 

dscp ḣѝ 10 

Ruijie(config-pmap-c)# set ip dscp 10 

ѝ 1M, ѝ 4096k, ╟ᴐѝ dscp 16 

Ruijie(config-pmap-c)# police 1000000 4096  
exceed-action dscp 16 

ȍ Ὧ ԇȎ 
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show policy-map 

ȍ Ȏ 

service-policy 

policy map ⁮ Э 

service-policy {input | output} policy-map-name 

no service-policy {input | output} 

ȍ Ȏ 

policy-map-name ̔ … policymap  

no  ̔ policy map Э  

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie(config)# interface fastEthernet 0/1 
Ruijie(config-if)# service-policy input po 

ȍ Ὧ ԇȎ 

show mls qos interface 

ȍ Ȏ 

priority-queue 

  ‟  

[no] priority-queue 

ȍ Ȏ 

priority-queue       ‟ ѝ SP  

no priority-queue   ‟ ѝ WRR 

ȍ Ȏ 

  ‟ ѝ WRR 

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 
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no ̔         ḣ 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ruijie(config)# wrr-queue cos-map 1 0 1 

ȍ Ὧ ԇȎ 

show mls qos queueing 

ȍ Ȏ 

 

mls qos map cos-dscp 

CoS ḣ ⁮ᾃ DSCP ḣ 

mls qos map cos-dscp dscp1...dscp8 

no mls qos map cos-dscp 

ȍ Ȏ 

dscp ̔   ḣ ᵑӊ а а  

no ̔    ḣ 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ruijie(config)# mls qo map cos-dscp 8 10 16 18 24 26 32 
34 

ȍ Ὧ ԇȎ 

show mls qos maps dscp-cos maps,dscp-cos maps  
ip-prec-dscp maps 

ȍ Ȏ 
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mls qos map dscp-cos 

ᾃ DSCP ḣ ⁮ CoS ḣ 

mls qos map dscp-cos dscp-list to cos 
no mls qos map dscp-cos 

ȍ Ȏ 

dscp-list ̔ ḣ ᵑӊ а а  

cos    ̔  ḣ 0͘7 

no     ̔  ḣ 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ruijie(config)# mls qos map dscp-cos 8 10 16 18 to 0 

ȍ Ὧ ԇȎ 

show mls qos maps dscp-cos maps,dscp-cos maps  
ip-prec-dscp maps 

ȍ Ȏ 

interface rate-limit 

⁸  

rate-limit {input | output} bps burst-size 

no rate-limit 

ȍ Ȏ 
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ȍѡᴿȎ 

Ruijie(config)# interface fastEthernet 0/1 
Ruijie(config-if)# rate-limit input 1000000 4096 

ȍ Ὧ ԇȎ 

show mls qos interface 

ȍ Ȏ 

mls qos scheduler 

  ‟  

mls qos scheduler [sp | rr | wrr | drr] 

no mls qos scheduler 

ȍ Ȏ 

sp ̔ ִἼ  

rr ̔  

wrr̔  

drr̔  

no̔ ḣ 

ȍ Ȏ 

ѝ wrr  

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ruijie(config)# mls qos scheduler sp 

ȍ Ὧ ԇȎ 

show mls qos scheduler 

ȍ Ȏ 

drr-queue bandwidth 

DRR ‟  
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drr-queue bandwidth weight1...weight8 

no drr-queue bandwidth 

ȍ Ȏ 

weight1...weight8 ̔ ḣ    

no  ̔  ḣ 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ruijie(config)# drr-queue bandwidth 1 2 3 4 5 6 7 8 

ȍ Ὧ ԇȎ 

show mls qos queueing 

ȍ Ȏ 

86  

mls qos map ip-prec-dscp 

ippre ḣ ⁮ᾃ DSCP ḣ 

mls qos map ip-prec-dscp dscp1...dscp8 

no mls qos map ip-prec-dscp 

ȍ Ȏ 

dscp ̔  ḣ ᵑӊ а а  

no   ̔  ḣ 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ruijie(config)# mls qo map ip-prec -dscp 8 10 16 18 24 
26 32 34 
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ȍ Ὧ ԇȎ 

show mls qos maps dscp-cos maps,dscp-cos maps  
ip-prec-dscp maps 

ȍ Ȏ 

wfq-queue bandwidth 

ᴳ wfq ᾳЮ̆ ԇ э ‟Ȃ 

wfq-queue queue-id bandwidth min max 

no wfq-queue queue-id bandwidth 

ȍ Ȏ 

queue-id̔ ‟  

min ̔ ᶑ  

max ̔ ἵ  

ȍ Ȏ 

min ѝ kbps 

max ѝ kbps 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

‟ᴳ wfq Э̆G ԇ Ԉ ᶑ

ἵ Ȃ 

ȍѡᴿȎ 

‟ᴳ wfq ̔ 

Ruijie(config)# mls qos scheduler wfq 
Ruijie(config)# show mls qos scheduler 

ᶑ ἵ ̔ 

Ruijie(config-if)# wfq-queue 2 bandwidth 10 10240 
Ruijie(config-if)# wfq-queue 4 bandwidth 7 10240 
Ruijie(config-if)# show running 

ȍ Ὧ ԇȎ 

ԇ  
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show mls qos scheduler QOS  

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

wfq-queue sp 

ᴳ wfq ᾳЮ̆
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ȍ Ȏ 

show mls qos interface 

QoS ᶕ  

show mls qos interface interface-id [policers] 

ȍ Ȏ 

interface-id ̔   

policers   ̔   Ὧ police 

ȍ Ȏ 

QOS ᶕ  

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show mls qos interface fastEthernet 0/1  

show mls qos queueing 

QoS ‟ᶕ (cos-to-queue map,wrr weight,drr weight) 

show mls qos queueing 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show mls qos queueing 

ȍ Ȏ 

show mls qos scheduler 

ִἼ ‟  

show mls qos scheduler 

ȍ ԇ Ȏ 
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ȍѡᴿȎ 

Ruijie# show mls qos scheduler 

ȍ Ȏ 

show mls qos maps 

dscp-cos maps,dscp-cos maps ip-prec-dscp maps 

show mls qos maps [cos-dscp | dscp-cos | ip-prec-dscp] 

ȍ Ȏ 

cos-dscp  ̔ cos-dscp maps 

dscp-cos  ̔ dscp-cos maps 

ip-prec-dscp ̔ ip-prec-dscp maps 

ȍ Ȏ 

dscp-cos maps dscp-cos maps ip-prec-dscp maps 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show mls qos maps 

ȍ Ȏ 

show mls qos rate-limit 

⁸ᶕ  

show mls qos rate-limit [interface interface-id] 

ȍ Ȏ 

interface  ̔interface-id rate-limit ԇ  

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show mls qos rate-limit 

ȍ Ȏ 
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VRRP ԇ 

Ὧ ԇ 

VRRP ԇ ̔ 

¸ vrrp authentication 
¸ vrrp description 
¸ vrrp ip 
¸ vrrp preempt 
¸ vrrp priority 
¸ vrrp timers advertise 
¸ vrrp timers learn 
¸ vrrp track 

vrrp authentication 

ԇ VRRP ꜛ ╖ ̆ὲ no Ὧ У╖ Ȃ 

vrrp group authentication string 
no vrrp group authentication  

ȍ Ȏ 

group  ̔ VRRP  

string  ̔ ұ VRRP ѕ(а 8 э ̆

ԇ ԇ) 

ȍ Ȏ 

ᾳЮ̆ Э VRRP ╖ Ȃ ᵳ VRRP ╖ ̆

֗ᴉ ԇȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Уэ VRRP ѐ ԇȂ ԇа

ᶑ ὤ ̆ / VRRP Ȃ 

ȍѡᴿȎ 
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Ю ᴿ ѝ VRRP 1 ҩ ԇȂ 

vrrp 1 authentication x30dn78k 

ȍ Ὧ ԇȎ 

ԇ  

Ruijie(config-if)# vrrp group ip 
ipaddress [ secondary ] 

VRRP╖

IP  
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Ruijie(config-if)# vrrp group ip 
ipaddress [ secondary ] 

VRRP ╖

IP  
 

vrrp ip 

ԇ Э VRRP IP ̆ὲ no
Э VRRP ╖ IP Ȃ 

vrrp group ip ipaddress [secondary] 
no vrrp group ip ipaddress [secondary] 

ȍ Ȏ 

group  ̔ VRRP  

ipaddress ̔  IP  

secondary ̔  IP  

ȍ Ȏ 

ᾳЮ̆ Э VRRP ╖ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

аᴳ secondary ̆ ѫ IP ѝ ў IP
Ȃ ̆ VRRP ᴳ Ԉ IP ̆ ᴳ no

ԇ VRRP IP ̆ ֶ ѝ  ҩ ̆ ѝ

Э чэ IP Ȃ 

ȍѡᴿȎ 

Ю ᴿѐ̆ Ԉ 0 Э VRRP ╖ Ȃ VRRP
ѝ 1̆ ў IP ѝ 10.0.1.20̆ IP ѝ 10.0.2.20Ȃ 

interface FastEthernet 0/0 

no switchport 
ip address 10.0.1.1 255.255.255.0 

ip address 10.0.2.1 255.255.255.0 secondary 
vrrp 1 ip 10.0.1.20 

vrrp 1 ip 10.0.2.20 secondary 

ȍ Ὧ ԇȎ 

ԇ  

Ruijie# show vrrp [ brief | group ] ₥ VRRP  
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vrrp preempt 

ԇ VRRP ұ ̆ὲ no VRRP ╖ Ȃ 

vrrp group preempt [delay seconds] 
no vrrp group preempt [delay] 

ȍ Ȏ 

group  ̔VRRP  

delay seconds ̔  ̆ Ѭҩῆ Master
֙Ѯ₥ Ȃ ḣѝ 0 Ȃ 

ȍ Ȏ 

ᾳЮ̆ Э VRRP ╖ ȂУ VRRP ╖ ̆

VRRP � s 6 Ñ
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vrrp priority 

ԇ VRRP ִἼ ̆ὲ no Ȃ 

vrrp group priority level 
no vrrp group priority  

ȍ Ȏ 

group   ̔VRRP  

level   ̔VRRP ִἼ  

ȍ Ȏ 

ᾳЮ̆ Э VRRP ╖ ȂУ VRRP ╖ ̆

VRRP ὲִἼ ѝ 100Ȃ 



VRRP ԇ
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ҩ ҃╖ ̆ ֶӱў VRRP ѐ ҃ VRRP
̆ Master ̆ а ᴳ

VRRP Ȃ ԇ Ԉ б Master VRRP
Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѐ VRRP 1 Э ҩ ҃╖ Ȃ 

vrrp 1 timers learn 

ȍ Ὧ ԇȎ 

ԇ  

Ruijie(config-if)# vrrp group ip 
ipaddress [secondary] 

VRRP╖

IP  
Ruijie(config-if)# vrrp group timers 
advertise [msec] interval VRRP

 

vrrp track 

ԇ ╖ ̆ὲ no Ὧ ╖ Ȃ 

vrrp group track interface-type number [ interface -priority ] 

no vrrp group track interface-type number 

ȍ Ȏ 

group   ̔VRRP  

interface-type ̔  

number ̔  

interface-priority ̔ ὲ VRRP ִἼ

Ȃ а ̆ ḣѝ 10 

ȍ Ȏ 

ᾳЮ̆ Э VRRP ╖ Ȃ ᵳ VRRP ╖ ̆

Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ԉᴳ ԇ   ̆ ἵ Ь

( Routed Port ̆SVI ̆Loopback̆Tunnel )Ȃ 

ȍѡᴿȎ 
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Ю ᴿ ѐ V̆RRP 1 Routed Port Fa1/1 Ȃ Fa1/1
V̆RRP ִἼ ῏ 30̕ Fa1/1 V̆RRP

1 ִἼ Ȃ 

vrrp 1 track FastEthernet 1/1 30 

ȍ Ὧ ԇȎ 

ԇ  

Ruijie(config-if)# vrrp group ip 
ipaddress [ secondary ] 

VRRP╖

IP  
Ruijie(config-if)# vrrp group priority 
level VRRP ִἼ  

 

VRRP б ԇ 
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%VRRP-6-STATECHANGE: FastEthernet 0/0 Grp 1 state Master 
-> Backup 

VRRP: Grp 1 Advertisement from 192.168.201.213 has 
invalid virtual address 192.168.1.1 

%VRRP-6-STATECHANGE: FastEthernet 0/0 Grp 1 state Backup 
-> Master 

Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

Ruijie# debug vrrp errors VRRP   Ὧ

Ruijie# debug vrrp events VRRP Ү֒ Ὧ 

Ruijie# debug vrrp state VRRP Ὧ 

 

debug vrrp errors 

ԇ VRRP   Ὧ̆ὲ no Ὧ ὯȂ 

debug vrrp errors 
no debug vrrp errors 

ȍ Ȏ 

ᾳЮ̆ VRRP   ὯȂ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ю ᴿ ѐ̆ ҩ VRRP   ὯȂ 

Ruijie# debug vrrp errors 
Ruijie# 
VRRP: Grp 1 Advertisement from 192.168.201.213 has 

invalid virtual address 192.168.1.1 
VRRP: Grp 1 Advertisement from 192.168.201.213 has 

invalid virtual address 192.168.1.1 
VRRP: Grp 1 Advertisement from 192.168.201.213 has 

invalid virtual address 192.168.1.1 
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debug vrrp events 

ԇ VRRP Ү֒ Ὧ̆ὲ no Ὧ ὯȂ 

debug vrrp events 
no debug vrrp events 

ȍ Ȏ 

ᾳЮ̆ VRRP Ү֒ ὯȂ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ю ᴿ ѐ̆ ҩ VRRP Ү֒ ὯȂ 

Ruijie# debug vrrp events 
Ruijie# 

VRRP: Grp 1 Event - Advert higher or equal priority 
VRRP: Grp 1 Event - Advert higher or equal priority 

VRRP: Grp 1 Event - Advert higher or equal priority 

debug vrrp packets 

ԇ VRRP ꜛ Ὧ̆ὲ no Ὧ ὯȂ 

debug vrrp packets 
no debug vrrp packets 

ȍ Ȏ 

ᾳЮ̆ VRRP ꜛ ὯȂ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ю ᴿ ѐ̆ ҩ VRRP ꜛ Ὧ̆ ὲѐ ҩ

VRRP 1 ꜛ Ȃ 

Ruijie# debug vrrp packets 
Ruijie# 
VRRP: Grp 2 sending Advertisement checksum DD4D 

VRRP: Grp 2 sending Advertisement checksum DD4D 
VRRP: Grp 2 sending Advertisement checksum DD4D 

Ю ᴿ ѐ, ҩ VRRP ꜛ Ὧ̆ ὲѐ ҩ
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VRRP 1 ꜛ IP Ԉ VRRP 1 ִἼ Ȃ 

Ruijie# debug vrrp packets 
Ruijie# 
VRRP: Grp 1 Advertisement priority 120, ipaddr 

192.168.201.213 
VRRP: Grp 1 Advertisement priority 120, ipaddr 

192.168.201.213 
VRRP: Grp 1 Advertisement priority 120, ipaddr 

192.168.201.213 

debug vrrp state 

ԇ VRRP Ὧ̆ὲ no Ὧ ὯȂ 

debug vrrp state 
no debug vrrp state 

ȍ Ȏ 

ᾳЮ̆ VRRP ὯȂ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ю ᴿ ѐ̆ ҩ VRRP ὯȂ 

Ruijie# debug vrrp state 
Ruijie# 

%VRRP-6-STATECHANGE: FastEthernet 0/0 Grp 2 state Master 
-> Backup 

%VRRP-6-STATECHANGE: FastEthernet 0/0 Grp 2 state Backup 
-> Master 

Ruijie# config terminal 
Enter configuration commands, one per line.  End with 

CNTL/Z. 

Ruijie(config)# interface fastethernet 0/0 
Ruijie(config-if)# no shutdown 
Ruijie(config-if)# end 
Ruijie# 

%VRRP-6-STATECHANGE: FastEthernet 0/0 Grp 2 state Master 
-> Init 

Ruijie# 
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Ὧ ԇ 

show vrrp 

ԇ VRRP ᾳ Ȃ 

show vrrp [ brief | group ] 

ȍ Ȏ 

brief  ̔ ̆ VRRP ᾳ 

group ̔ VRRP  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

аᴳ ̆ VRRP ᾳȂ 

ȍѡᴿȎ 

VRRP ᾳ 

Ruijie# show vrrp 
FastEthernet 0/0 - Group 1 

State is Backup 
Virtual IP address is 192.168.201.1 configured 

Virtual MAC address is 0000.5e00.0101 
Advertisement interval is 3 sec 

Preemption is enabled 
min delay is 0 sec 

Priority is 100 
Master Router is 192.168.201.213 , pritority is 120 

Master Advertisement interval is 3 sec 
Master Down interval is 9 sec 

FastEthernet 0/0 - Group 2 
State is Master 

Virtual IP address is 192.168.201.2 configured 
Virtual MAC address is 0000.5e00.0102 

Advertisement interval is 3 sec 
Preemption is enabled 

min delay is 0 sec 
Priority is 120 

Master Router is 192.168.201.217 (local), priority is 
120 

Master Advertisement interval is 3 sec 
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Master Down interval is 9 sec 
Ruijie# 

VRRP ᾳ 

Ruijie# show vrrp brief 
Interface         Grp Pri Time  Own Pre State   Master 
addr     Group addr 
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Priority is 100 
Master Router is 192.168.201.213 , pritority is 120 

Master Advertisement interval is 3 sec 
Master Down interval is 9 sec 

FastEthernet 0/0 - Group 2 
State is Master 

Virtual IP address is 192.168.201.2 configured 
Virtual MAC address is 0000.5e00.0102 

Advertisement interval is 3 sec 
Preemption is enabled 

min delay is 0 sec 
Priority is 120 

Master Router is 192.168.201.217 (local), priority is 
120 

Master Advertisement interval is 3 sec 
Master Down interval is 9 sec 

ȍ Ὧ ԇȎ 

ԇ  

Ruijie(config-if)# vrrp group ip 
ip address [ secondary ] 

VRRP╖

IP  
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RLDP ԇ 

Ὧ ԇ 

RLDP ԇꜛ ὤ ԇȁ ԇ

ԇȂ 

ὤ ԇꜛ ̔ 

¸ rldp enable 
¸ rldp detect-interval 
¸ rldp detect-max 

ԇꜛ ̔ 

¸ rldp port {unidirection-detect | bidirection-detect | loop-detect} 
{warning | shutdown-svi | shutdown-port | block} 

ԇꜛ ̔ 

¸ rldp reset 

rldp enable 

ԇ ⁸ RLDP ὤ ╖ ὯȂ 

rldp enable 
no rldp enable 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

Ὧ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ὤ RLDP ̆ RLDP Ȃ 

ȍѡᴿȎ 

Ю ᴿ : 
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Ruijie(config)# rldp enable 
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no rldp detect-max 

ȍ Ȏ 

num ̔  , ḣ ѝ 2-10 

ȍ ᾳȎ 

2Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ԇ ᴳ ̆ ұ Ȃ 

ȍѡᴿȎ 

Ю Уэ ѝ 5 ᴿ : 

Ruijie(config)# rldp detect-max 5 

ȍ Ὧ ԇȎ 

ԇ  

rldp detect-interval  

 

rldp port 

ԇ rldp ̆ Ȃ 

rldp port {unidirection-detect | bidirection-detect | loop-detect } 
{warning | shutdown-svi | shutdown-port | block} 

no rldp port { unidirection-detect | bidirection-detect | loop-detect } 

ȍ Ȏ 

unidirection-detect ̔   

bidirection-detect  ̔   

loop-detect  ̔        

warning        ̔      

shutdown-svi    ̔    shutdown svi 

shutdown-port   ̔    shutdown  

block  ̔             Ὧ ҃  

ȍ ᾳȎ 

ḣȂ 
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ȍ ԇ Ȏ 
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б ԇ 

ꜛ ԈЮ ԇ̔ 

¸ show rldp [interface intervace-id ] 

¸ debug rldp {packet | event | error} 

show rldp  

rldp ᶕ Ȃ 

show rldp [interface interface-id] 

ȍ Ȏ 

Interface-id  ̔   

ȍ ԇ Ȏ 

EXEC  

debug rldp  

rldp ╘ ὯȂ ԇ no Ὧ ὯȂ 

¸ debug rldp [packet | event | error] 
¸ undebug rldp [packet | event | error] 

ȍ Ȏ 

packet ̔ rldp ᶕ Ȃ 

event  ̔ ע ᶕ Ȃ 

error  ̔  ѐ ᶕ  

ȍ ԇ Ȏ 

EXEC  
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TPP ԇ 

Ὧ ԇ 

topology guard 

ὤ ԇ Ю̆ᴳ topology guard ԇ ╖

ὤ ὯȂᴳ ԇ no ╖ Ȃ  

[no] topology guard  

ȍ Ȏ 

 

ȍ Ȏ 

╖ ѝ  

ȍ ԇ Ȏ 

ὤ ԇ  

ȍᴳ Ȏ 

╖ ̆ Ԉ ᶑ Ԉ̆ὁ  

Ȃ б ԇ cpu topology-limit ᴳ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ᴉ Ὧ ὤ ╖ ̔ 

Ruijie(config)# topology guard 
Ruijie(config)# no topology guard 

ȍ Ὧ ԇȎ 

tp-guard port enable ̔ᴳ ╖ Ȃ 

cpu topology-limit ̔ CPU ‾  

tp-guard port enable 

ᴳ ╖ ̆ᴳ ԇ no
╖ Ȃ 
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[no] tp-guard port enable 

ȍ Ȏ 

 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ԇ  

ȍᴳ Ȏ 

ὤ ╖ ᾳЮ̆ ╖ ‡̆

  CPU ‾ ὲӹ ̆

Ȃ ԇ ұү Ӈ ̆ὲӹ (ꜛ AP )а
ԇȂ 

ȍѡᴿȎ 

Ю ᴿ ᴉ ╖ ̔ 

Ruijie(config-if)# tp-guard port enable 
Ruijie(config-if)# no tp-guard port enable 

ȍ Ὧ ԇȎ 

topology guard ̔ᴳ ὤ ╖  

TPP ԇ  

show tpp 

Ȃ 

show tpp 

ȍ Ȏ 

 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ԇ  

ȍᴳ Ȏ 
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ԇ ұ ₥ tpp ᾳȂ 

ȍѡᴿȎ 

Ю ᴿ ᴉ ╖ ᶕ ̔ 

Ruijie# show tpp 

ȍ Ὧ ԇȎ 

topology guard ̔ᴳ ὤ ╖  
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ᴳ ֒ ԇ 

Ὧ ԇ 

֒ ᵏ ԇ ̔ 

¸ cat 
¸ cd 
¸ cp 
¸ ls 
¸ makefs 
¸ mkdir  
¸ mv 
¸ pwd 
¸ rm 
¸ rmdir 
 

cd 

‎ ̆ ὡ  

cd DIRECTORY  

ȍ Ȏ 

DIRECTORY ̔  

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Э ѝ ὡ ὲ̆ѐЭУ “..” ̆ “.”
ὲ̆ӹ Ԉ ₥ ᴁ ̆ ᴐ

ὡ Ȃ ὡ Ԉ Ӯ ls ԇ Ȃ 

ȍѡᴿȎ 

Ю Уэ ὡ ₥ tmp ╟ᴐ̔ 
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ls 

₥ Ю ֒ ᶕ Ȃ 

ls PATHNAME  

ȍ Ȏ 

PATHNAME̔ ̆ ̆ ᾳѝ ₥ Ю

ᶕ  

ȍ ᾳȎ 

ֶ ₥ ᴐ Ю ᶕ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 
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ḣȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ᴳ ᶝ ᾳЮ ̔ aȁ ӱ ᴳ ֒ ̆

ѫѝҩ Эᴳ ֒ ‫ ᴳ Ѯ₥ Уע ̆

Ԉ ‡ ̕bȁ ֒ ᴳ У Ԉ ̆ ‮

Э ֒ ̆ Ԉᴳ ԇ э Э Ȃ 

ȍѡᴿȎ 

Ю ѡᴿ ̔ jffs2 ᴳ ֒ d̆ev/mtdblock/1 ֒

̔ 

Ruijie# makefs dev /dev/mtdblock/1 fs jffs2  

ȍ Ὧ ԇȎ 

Ὧ ԇ 

mkdir 

…  

mkdir DIRECTORY 

ȍ Ȏ 

DIRECTORY ̔ …  

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ὡ … (ꜛ ᶕ )Ȃ 

Э а ᶕ ̆ … ֶ Ȃ 

ȍѡᴿȎ 

Ю… test  ̔ 

Ruijie# mkdir test 

ȍ Ὧ ԇȎ 
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mv 

╟ ֒⁮ Уэ ֒  

mv sour SOURCE_FILE dest {DESTINE_FILE | DIRECTORY} 

mv dest {DESTINE_FILE | DIRECTORY} sour SOURCE_FILE 

ȍ Ȏ 

SOURCE_FILE̔ ╟ ֒ 

DESTINE_FILE/DIRECTORY̔ ⁮ ֒  

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ Э ὡ ̆ ֒ ᾃ  ⁮ ῆ  Ȃ 
ᴳ ᶝ  ̔aȁὯ ὡ( type file);  bȁ’?’ ╠

ᴳ ̆ а ὡӣѫ ̆ Ԉ ὡ’? ’ ԇ ᶕ

,Ԉ ὡ ԇȂ 

ȍѡᴿȎ 

Ю ᴿ log.txt ╟⁮ЭУ , ѝ config.txt,
֒,‡ ֒̔ 

Ruijie# mv sour tmp/log.txt dest ../config.txt 

Ю ᴿ log.txt ╟⁮ tmp Ю̔ 

Ruijie# mv dest /mnt/tmp sour tmp/log.txt 

ȍ Ὧ ԇȎ 

Ὧ ԇ 

pwd 

₥ ᴐ  

pwd  

ȍ Ȏ 
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Ὧ   

pwd ₥ ᴐ ᶕ  

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

₥ ᴁ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ₥ ᴐ ᶕ Ȃ 

Ruijie# pwd 

ȍ Ὧ ԇȎ 

Ὧ ԇ 

rm 

‮ ֒Ȃ 

rm FILE 

ȍ Ȏ 

FILE̔ ‮ ֒ (ꜛ ᶕ ) 

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

а ᴐ,а ֒ שּ‍ ‮ ᴐȂ ̆

‮ Уэ ̆ а ֒ ᾃ Ȃ 

ȍѡᴿȎ 

‮ ₥ Ю log.txt ֒̔ 

Ruijie# rm log.txt 

ȍ Ὧ ԇȎ 
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ԇ  

rmdir 
‮ , ѝ ԇ

ᾗ, Ԉ rm ԇ҂ Ԉ‮

 
 

rmdir 

‮ Ȃ 

rmdir DIRECTORY 

ȍ Ȏ 

DIRECTORY ̔ ‮ , ѝ  

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

а ᴐ, ‮ ѝ Ȃ ұ ԇ ᾗ, ᴳ

rm ԇ Ԉ ‮ ᴐȂ 

ȍѡᴿȎ 

₥ Ю Уэ tmp ̆ з ѐ ֒Ȃ 

Ruijie# rmdir tmp 
Ruijie# ls 

ȍ Ὧ ԇȎ 

Ὧ ԇ 

 

Ȃ 
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ԇ 

Ὧ ԇ 

logging on 

ἵ ᶕ а Э ̆ ᴳ ὤ ԇȂ ᶕ

̆ ᴳ ԇ no Ȃ 

logging on 

no logging on 

ȍ Ȏ 

 

ȍ Ȏ 

ἵ ᶕ а Э Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

RGOS аӨ Ԉ ᶕ Console ȁVTY Э̆҂ Ԉ
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logging console ἵ ⁸ Э

ᶕ ⁞ 

logging monitor ἵ VTY ( telnet
)Э ᶕ ⁞ 

logging trap ἵ Syslog Server
ᶕ ⁞ 

 

terminal monitor 

ԇἵ ₥ VTY Э ᶕ Ȃ Ὧ ₥ VTY Э

ᶕ ̆ ᴳ ԇ no Ȃ 

terminal monitor 

terminal no monitor 

ȍ Ȏ 

ᾳЮ̆ VTY Эаἵ VTY Э ᶕ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ ₥ VTY
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logging buffered [buffer-size | level] 

no logging buffered  

ȍ Ȏ 

buffer-size ̔ ᾰּש ̆ ḣ ӱ 4K ⁮ 128K BytesȂ 

levelI ̔ ᶕ ш ̆ӱ 0 ⁮ 7Ȃ Ԉᴳ ⁞ ̆҂ Ԉ

ᴳ Ȃ 

ȍ Ȏ 

ᾰּש ѝ 4k BytesȂ 

ᶕ ш ѝ 7Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᾃ ᾰּש ᴳ ̆ ᾃ שּ ᾗ ‡̆

ᶕ Ȃ ᾃ ᾰּש ᶕ ̆ ᴳ ԇ

show loggingȂ 

ᾃ ᾰּשѐ ᶕ ї ̆ ԇ

clear logginğ ᾰּשѐ ᶕ Ȃ ̆

ᾗ⁮ FLASH Syslog ServerȂ 

RGOS ᶕ ‍ѝԈЮ 8 э ⁞̔ 

1 

Ὧ   

Emergencies 0 ᾰͅ а  

Alerts 1  

Critical 2 ᾳ 

Errors 3 ᶕ  

warnings  4 ᶕ  

Notifications 5 ̆а Ὧ ᶕ  

informational 6 ᶕ  

Debugging 7 ᶕ  

ḣ ̆ ⁞ ̆ 0 ⁞ ᶕ ⁞ ᶕ Ȃ 

ἵ ᶕ ⁞Ԉ ̆ ұ ᴂұ ḣ ⁞
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ᶕ ἵ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ἵ ⁞ѝ6Ԉ ᴂұ6 ᶕ ѝ10000
ᾃ ᾰּשѐ̔ 

Ruijie(config)# logging buffered 10000 6 

ȍ Ὧ ԇȎ 

ԇ  

logging on Ὧ 

show logging ᾰּשѐ  

clear logging  ᾰּשѐ  

 

logging  

⁮ Syslog Sever̆ ὤ Юᴳ ԇȂ

‮ Syslog server ‟ ѐ Syslog Server̆ ᴳ

ԇ no Ȃ 

logging host 

no logging host 

ȍ Ȏ 

Host ̔syslog server  

ȍ Ȏ 

Syslog server 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ Уэ Syslog server ᶕ ȂRGOS ἵ

5эSyslog ServerȂ ᶕ Syslog ServerȂ 

ȍѡᴿȎ 

Ю ᴿ Уэ ѝ 202.101.11.1 syslog server̔ 

Ruijie(config)# logging 202.101.11.1 

ȍ Ὧ ԇȎ 
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ԇ  

logging on Ὧ  

show logging ᾰּשѐ ̆Ԉ

Ὧ  

logging trap ἵ syslog server
ᶕ ⁞ 

 

logging file flash 

ᶕ ᶑ FLASH ѐ̆ ὤ Ю ԇȂ

FLASH ѐ ᶕ ̆ᴳ ԇ no Ȃ 

logging file flash:filename [max-file-size] [level] 

no logging file  

ȍ Ȏ 

Filename ̔ ֒ Ȃа ֒ ̆ ѝ txt Ȃ 

max-file-size ̔ ֒ ḣȂӱ 128K ⁮ 6M bytes̆ ѝ

128KȂ 

levelI ̔ἵ ⁮ ֒ѐ ᶕ ⁞Ȃ Ԉᴳ ⁞ ̆

҂ Ԉ ᴳ Ȃ ᾗ⁮ FLASH ѐ ⁞ѝ 6ȂὯұ

ᶕ ⁞̆ 1Ȃ 

ȍ Ȏ 

а ᶕ ⁮ FLASH ѐȂ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

Syslog Server̆ ұ ὤ а ѐּ

ᶕ ̆ Ԉ ᶕ ᶑ FLASH ѐȂ 

֒ ѝ ѝ txt̆ ֒ Ȃ 

 

~ 注意： 

ᶕ ⁮ FLASH̆ FLASH̆

FLASH̆logging file flash ╟ ̆аἵ Ȃ 
 

ȍѡᴿȎ 
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logging on Ὧ  

show logging ᾰּשѐ ̆Ԉ

Ὧ  
 

logging monitor  

ἵ VTY ̂telnet ȁSSH ̃Э ᶕ

⁞̆ ὤ Ю ԇȂ ԇ no VTY
Э Ȃ 

logging monitor level  

no logging monitor 

ȍ Ȏ 

level ̔ ш Ȃ Ԉᴳ ⁞ ̆҂ Ԉ ᴳ Ȃ

Ὧұ ᶕ ш ̆ 1Ȃ 

ȍ Ȏ 

Debugging (7) 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

VTY Э ᶕ ̆ Ἴ ԇ terminal 
monitor ἵ ₥ VTY ᶕ Ȃἵ ᶕ

⁞‡ logging monitor ѬȂ 

Logging monitor Ѭ ᶕ ⁞ VTY Ȃ 

ȍѡᴿȎ 

Ю ᴿ ἵ VTY Э ᶕ ⁞ѝ 6̔ 

Ruijie(config)# logging monitor informational 

ȍ Ὧ ԇȎ 

ԇ  

logging on Ὧ  

show logging ᾰּשѐ ̆Ԉ

Ὧ  
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logging trap  

ἵ Syslog Server ᶕ ⁞̆ ὤ Ю

ԇȂ ԇ no Syslog ServerȂ 

logging trap level 

no logging trap  

ȍ Ȏ 

level  ̔ ш Ȃ Ԉᴳ ⁞ ̆҂ Ԉ ᴳ Ȃ

Ὧұ ᶕ ш ̆ 1Ȃ 

ȍ Ȏ 

Informational(6) 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᶕ Syslog Server̆ Ἴ ᴳ ὤ ԇ logging 
Syslog ServerȂ ̆ᴳ logging trap ᶕ ш

⁞Ȃ 

show logging ԇ Ԉ Ὧ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ⁞ѝ 6 ᶕ ѝ 202.101.11.22
Syslog Server̔ 

Ruijie(config)# logging 202.101.11.22 
Ruijie(config)# logging trap informational 

ȍ Ὧ ԇȎ 

ԇ  

logging on Ὧ  

logging  ᶕ Syslog Server 

show logging ᾰּשѐ ̆Ԉ

Ὧ  
 

logging source interface  

̆ ὤ Ю ԇȂ ԇ
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no  logging source interface  interface-type interface-number  no logging source interface  
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ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᾳЮ̆ Syslog Server 
Ȃѝҩᵳұ ̆ Ԉᴳ ԇ

ѝ э ̆ У ⁞ӱ  

Ȃ 

ȍѡᴿȎ 

Ю ᴿ Loopback 0 ѝ Syslog ̔ 

Ruijie(config)# logging source ip 192.168.1.1  

ȍ Ὧ ԇȎ 

ԇ  

logging  ᶕ Syslog server 

 

logging facility  

ᶕ ḣ̆ ὤ Ю ԇȂ ԇ

no ̆ ḣѝ ḣ(23)Ȃ 

logging facility facility-type 

no logging facility  

ȍ Ȏ 

facility-type ̔Syslog ḣ̆έᴇ ḣ ᴳ Ȃ 

ȍ Ȏ 

Local7(23) 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

Ю ̂ 2̃ Syslog ḣ̔ 

2 

Numerical Code Facility 

0 kernel messages 
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1 user-level messages 

2 mail system 

3 system daemons 

4 security/authorization messages  

5 messages generated internally by syslogd 

6 line printer subsystem 

7 network news subsystem 

8 UUCP subsystem 

9 clock daemon   

1 user-level 559023(daemons )]TJ
ET
174.96 .0018 0.48 1.92 re
f
175.44 559023(daemons )]TJ
ET
267.96 .0018 0.48 1.92 re
f
268.4 59023(daemons )]TJ
ET
1evel 5TT1566 0.48 1.92 re
f
174.96 5TT1566 0.48 1.92 re
f
68.4 TT1566 0.48 1.92 re
f
e
f
501 631.1 0.48 21.247.545
f
BT
/TT1 1 Tf
-0.001 Tc 2223( Tw 10.51)7651 FT10.3 Tm8.09.1204 Tm[(1 user-level 536.3(daemons )]TJ
ET
174.96 TT10.5 0.48 1.92 re
f
175.44 536.3(daemons )]TJ
ET
267.96 TT10.5 0.48 1.92 re
f
268.4 36.3(daemons )]TJ
ET
1evel 5.003.5 0.48 1.92 re
f
174.96 5.003.5 0.48 1.92 re
f
68.4 .003.5 0.48 1.92 re
f
e
f
501 631.1 0.48 521.206.7

BT
/TT1 1 Tf
-0.0012 Tc 499021 Tf
10.5

BNT10.3 Tm87494m
[(7 )-8023(network new)5137.96daemons )]TJ
ET
174.96 14.834 0.48 1.92 re
f
175.44 5137.96daemons 
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ԇ  

logging console ἵ ⁸ Э

ᶕ ⁞ 
 

logging count 

╖ ̆ ὤ Ю ԇȂ

Ὧ ╖ ̆ ᴳ ԇ no Ȃ 

logging count 

no logging count 

ȍ Ȏ 

 

ȍ Ȏ 

Ὧ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ ╖ Ȃӱ ԇ Ȃ no logging 
count ԇ ̆ ╖ Ὧ ̆ з Ȃ 

ȍѡᴿȎ 

╖ ̔ 

Ruijie(config)# logging count 

ȍ Ὧ ԇȎ 

ԇ  

show logging count ѐ ᶕ  

show logging  ᶕ б

ᾰּשѐ ᶕ  
 

service sequence-numbers 

ᶕ ѐ╗Э ̆ ὤ Ю ԇȂ ԇ

no ᶕ ѐ Ȃ 

service sequence-numbers 
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no service sequence-numbers 

ȍ Ȏ 

 

ȍ Ȏ 

ᶕ ѐа Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ҩ ᶕ ѐ╗Э ᶕ Ԉ ̆ Ԉ ᶕ ѐ╗Э ̆

ӱ 1 Ȃ╗Э Ԉ ̆ Ԉ ᶕ х

̆Ԉ ӊ Ἴ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ᶕ ѐ╗Э ̔ 

Ruijie(config)# service sequence-numbers 

ȍ Ὧ ԇȎ 

ԇ  

logging on Ὧ  

service timestamps ᶕ ѐ  

 

service timestamps  

ᶕ ѐ╗Э ᶕ ̆ ὤ Ю ԇȂ

ԇ no ᶕ ѐ Э ᶕ Ȃdefault ᶕ

ѝ ḣȂ 

service timestamps message-type [uptime | datetime] 

no service timestamps message-type [uptime | datetime] 

default service timestamps message-type [uptime | datetime] 

ȍ Ȏ 

message-type ̔ ̆ ч Log DebugȂLog ᶕ ш

⁞ 0̇6 Ѯ ᶕ D̆ebug ᶕ ш ⁞ѝ 7
ᶕ Ȃ 

uptime̔ ╟ ̆ ̔* * *‍* ̆ᴿ̔07:00:10:41 
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ȍ Ὧ ԇȎ 

ԇ  

logging file flash: ᶕ FLASH
Э 

 

clear logging 

ᾃ ᾰּשѐ ᶕ ̆ Ю ԇȂ 

clear logging 

ȍ ԇ Ȏ 

  

ȍᴳ Ȏ 

ԇ ᾃ ᾰּשѐ ᾃ Ȃа ᶕ

Ȃ 

ȍѡᴿȎ 

Ю ᴿ ᾃ ᾰּשѐ ᾃ Ȃ 

Ruijie# clear logging 

ȍ Ὧ ԇȎ 

ԇ  

logging on Ὧ 

show logging ᾰּשѐ  

logging buffered ᶕ ⁮ᾃ ᾰּש 

 

Ὧ ԇ 

show logging 

ȁ ᶕ ̆Ԉ ᾃ ᾰּשѐ ̆

ԇȂ 

show logging 

ȍ Ȏ 
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ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ю ᴿ show logging Уэ ̔ 

Ruijie# show logging  
Syslog logging: enabled 

Console logging: level debugging, 4 messages logged 
Monitor logging: level informational, 0 messages logged 

Buffer logging: level debugging, 6 messages logged 
Timestamp debug messages: datetime 

Timestamp log messages: disabled 
Sequence log messages: enable  

Trap logging: level debugging, 2 message lines logged,0 
reserved,0 fail  

logging to  202.101.11.22  
logging to  192.168.200.112  

Log Buffer (Total 4096 Bytes) : have written 680  
00001 2004-11-17 10:20:59  Ruijie: %7:%LINK CHANGED: 

Interface FastEthernet 0/0, changed state to up 
00002 2004-11-17 10:20:59  Ruijie: %7:%LINE PROTOCOL 

CHANGE: Interface FastEthernet 0/0, changed state to UP 
00003 2004-11-17 10:57:18  Ruijie: %7:%LINK CHANGED: 

Interface FastEthernet 0/1, changed state to 
administratively down 

00004 2004-11-17 10:57:21  Ruijie: %7:%LINK CHANGED: 
Interface FastEthernet 0/1, changed state to down 

00005 2004-11-17 10:57:41  Ruijie: %7:%LINK CHANGED: 
Interface FastEthernet 0/1, changed state to 

administratively down 
00006 2004-11-17 10:57:43  Ruijie: %7:%LINK CHANGED: 

Interface FastEthernet 0/1, changed state to down 

ᶕ ̔ 

  

Syslog logging Ὧ̔ enabled,Ὧ
disabled 

Console logging ⁸ Э ᶕ ⁞ Ԉ̆

 

Monitor logging VTY Э ᶕ ⁞̆

Ԉ  
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Buffer logging ᾃ ᾰּשѐ ᶕ

⁞̆Ԉ  

Timestamp debug messages Debug ᶕ  

Timestamp log messages Log ᶕ  

Sequence log messages Ὧ 

Trap logging Syslog Server ᶕ

⁞̆Ԉ  

Log Buffer  ᾃ ᾰּשѐ  

ȍ Ὧ ԇȎ 

ԇ  

logging on Ὧ 

clear logging  ᾰּשѐ  

 

show logging count 

ѐ ᶕ ӊ Ԉ̆ ӊ ᶕ

̆ Ю ԇȂ 

show logging count 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ѝҩᴳ ╖ ̆ ὤ Ю̆ logging 
count ԇȂshow logging count ԇ̆ Ԉ ᶕ ̆ӊ

̆ У   Ȃ 

show logging ԇ̆ Ԉ ⁮ ᶕ ╖ Ȃ 

ȍѡᴿȎ 

Ю ᴿ show logging count ̔ 

Ruijie# show logging count 
Module Name   Message Name Sev Occur      Last Time 
====================================================

SYS           CONFIG_I         5   1         Jul 6 10:29:57 
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----------------------------------------------------
SYS TOTAL                           1 

ȍ Ὧ ԇȎ 

ԇ  

logging count ╖ Ὧ 

show logging  ᶕ

б ᾰּשѐ ᶕ  

clear logging ᾰּש ᶕ  
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ԇ 

ꜛ ԈЮ Ὧ ԇ̔ 

¸ device-priority 

¸ device-description 

¸ stack on 

¸ show member 

Ὧ ԇ 

device-priority  

ȍ ԇ Ȏ 

device-priority [member] priority 

ȍ Ȏ 

  

member IDȂ Ԉ ̆ ‡

member 1  

priority ִἼ ̆ ḣ ѝ[1, 10] 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ э ִἼ ִ̆Ἴ ḣ ѝ 1 ⁮ 10̆
ὲѐ 10 ִἼ ̆  ḣѝ 1Ȃ 

write ᶑ Ȃ 

ȍѡᴿȎ 

2 ִἼ ѝ 8 

Ruijie(config)# device-priority 2 8 

ȍ Ὧ ԇȎ 

ԇ 
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show member ᶕ  

device-description 

ȍ ԇ Ȏ 

device-description [member member] description 

ȍ Ȏ 

  

member member IDȂ Ԉ ̆ ‡

member 1  

description ̆ ѝ 31 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ э ⁞ ̆ write ᶑ Ȃ 

ȍѡᴿȎ 

2 ⁞ ѝ red-giant 

Ruijie(config)# device-description member 2 red-giant 

ȍ Ὧ ԇȎ 

ԇ  

show member ᶕ  

stack on 

ȍ ԇ Ȏ 

(no) stack on 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 
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ᴳ ̆ Ԉ╗ no ₥ ̆ ԇ S3750 ‟Ӈ

Э Ȃ 

ȍѡᴿȎ 

ᴳ Ӈ GigabitEthernet 0/28 ╖  

Ruijie(config)# interface GigabitEthernet 0/28 
Ruijie(config-if)# stack on 

ȍ Ὧ ԇȎ 

 

Ὧ ԇ 

show member 

ȍ ԇ Ȏ 

show member [member] 

ȍ Ȏ 

  

member ID̆ ‡ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ Ԉ ᶕ  

ȍѡᴿȎ 

Ruijie# show member 
Member  Mac Address     Priority  Software Version  

HardwareVersion  Description 
------  --------------  -------  ---------------- 

--------------   --------- 
1        00d0.f810.3323  1         RGOS 10.1.00(2), 

Release(12889)  1.0               SWITCH 
2        00d0.f822.33aa  1         RGOS 10.1.00(2), 

Release(12889)  1.0               SWITCH 
3        00d0.f822.33ae  1         RGOS 10.1.00(2), 

Release(12889)  1.0               SWITCH 



ԇ 

http://www.ruijie.com.cn 

4        00d0.f822.33b0  1         RGOS 10.1.00(2), 
Release(12889)  1.0               SWITCH 

5        00d0.f822.33b2  1         RGOS 10.1.00(2), 
Release(12889)  1.0               SWITCH 

6        00d0.f824.23b4  1         RGOS 10.1.00(2), 
Release(12889)  1.0               SWITCH 

7        00d0.f833.44b4  1         RGOS 10.1.00(2), 
Release(12889)  1.0               SWITCH 

8        00d0.f855.33ae  1         RGOS 10.1.00(2), 
Release(12889)  1.0               SWITCH 
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