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2 CLI

Y h b Console o N SSH
CLI ” A
Tyt [ administratorl: I passwordl-A
2.1 Console
Console o WEBGUARD A W
- A A s Aab T E3
i v Ty
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EPHEE): 9600

o BEEWO: |3

2.2 SSH

SSH
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&% > RERE > BE0
etho
BOEst © 38 O e
. [ = s - s
o e P g —~ 1 )
" s s
O Bl
WL
[5ai] %]
3"y cLn M o SSH |
#set interface ethO manage ssh
eth0 SSH SSH
eth0
2 h st SSH Y o puttyA SSH
Pii o~ 1 A
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3" Dl openlk | v
97 SSH WEBGUARD A

#2172 17 1. 177 — PulTY

login as: I

=
>
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3 CLI

Exec a HA ban D’
Enter n ¢ + i
set: ba A

unset: 0 a
show: a A
save: G [ A

O5b G6GKv Wae Ne ~

N

Clear

debug H

help cLI " H

line

nslookup O IP

ping h 0 ICMP
quit ¥ CLI
reboot
shutdown’
traceroute h

-
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undebug O  debug O

! DYI H
i D Ta A
4
|7l t
tr D y Q “ Ruijie WEBGUARD -
Q oA
S oT ~“I?2k 6 0 '
n t

K W n " [?] O |71 of i 9 A
b~ CLl - W D,

clear Clear settings

debug Debugging information

enter Enter configure layer

exec Execute special commands

help Description of the interactive help system

line lines per page

nslookup Get IP address or domain name

ping Send ICMP Echo Request to remote host

quit Exit CLI shell

reboot Reboot system device
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save Save system configuration
set Set value
show Show running system information

shutdown Shutdown system device

traceroute Trace to the remote host

undebug Unset debug option
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~ ~

<cr> ~ help 4 A
Rl N | E i [ D~ I [ Ne
[ |k No=~ D i TWaed™ Ao

set update-schedule [ daily | interval [weekly] © T &  dailya interval
weeklys  Wd~ A

T4 < T o> \Y; Ap  <1-60>
1-60 o A
~ 5 q W Q “Waed v o * setadmin
LOGINNAME [ LOGINNAMEL B " Wa Y
A

WEBGUARD D Now H G A
G t
T 0 T © p” A b~
u G A
a CLl 1 R B G
pTAr G (e X O T fbw G
[ G T } 3 T
Twv ¢ G x A D
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6

=¢
G)
G)
>

6.1 clear statistics

H A

clear statistics [all | appproxy | ftp | http | pop3 | scanner | smtp | tcpproxy]

6.2 debug packet

debug packet clear<cr>

b

debug packet interface [IF_NAME] host [HOST_NAME] [port <1-65535>
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WebGuard

ping [HOST] [ <cr> | count <1-1024> size <60-1500> | size <60-1500> ]

6.3 help
o cLl "H
help<cr>
6.4 Line
CLI
line <10-100>
6.5 nslookup
IP
nslookup [HOST]
HOST ~ h A
6.6 Ping
G
HOST  ~ h IP
Count O ping” @ A
Size ping ” A
6.7 quit
¥ CLI A

URL
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6.8 reboot

>

reboot<cr>

6.9 shutdown

shutdown <cr>

6.10 traceroute

[ Wa IP h

traceroute [HOST]

HOST TP h A
7/ enter
W @ v n ¢ F n ira A
7.1 security-policy
W Y n ¢+ itra A v n 1 a a
security-A
e  security-policy [RULE_NAME]<cr>
D ~ enter security-policy 3333 Dp © CLI !
H
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7.1.2 check-anti-overflow

WEB Fw

set check-anti-overflow action (block | block-and-log | log)

[ WEB F F 0 b "' block
P b H ' block-and-log H log
b A i TWaed™ A
set check-anti-overflow max-parameter-length <0-512>
"H URLG p v W 0-512
set check-anti-overflow max-parameters <0-100>
"H URLG @ ~ w 0-100
set check-anti-overflow max-post-form-content-length <0-4096>
"H POST ¥ p 7 W 0-4096
set check-anti-overflow max-post-form-fields <0-100>
"H POST Y a ~ w 0-100
set check-anti-overflow max-url-length <0-2048>
"H URL 7 w 0-2048
unset check-anti-overflow<cr>
0 Fa
show check-anti-overflow<cr>
7 G
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7.1.3 customized -command-injection-scan

set customized-command-injection-scan<cr>

5 w

set customized -command-injection-scan keyword KEYWORD (enable |

disable)

[ o~ I LT vWwe v
KEYWORD' ™ u 5" A
enable '
disable i A

set customized -command-injection-scan action (block | block-and-log | log)

D oYy | o~ Lok 0 b A
block T Pb H
block-and-log H ’
log , b A i Twaed™ A

unset customized -command-injection-scan<cr>

b w

Show customized -command-injection-scan keyword KEYWORD

D) \
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7.1.4 customized -sqgl-injection-scan

)

sQL ~ W a

set customized -sqgl-injection-scan<cr>

SQL ~ w

set customized - sql -injection-scan keyword KEYWORD (enable | disable)

' sQL o~ VLT vive A

[ KEYWORDL ~ y ” A
enable '
disable " A
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7.1.5 customized -xss-scan

set customized -xss-scan<cr>

Do w

set customized-xss-scan keyword KEYWORD (enable | disable)

[ o I LT vie i T  a I KEYWORDL
" D" Aenable i ' disable

A

set extend-xss-scan action (block | block-and-log | log)

5 v ~

D 5Y [ o T 0 b A
block T Pb H
block-and-log H ’
log , b A i TWwaed™ A
unset extend-xss-scan<cr>
D w
Show extend-xss-scan keyword KEYWORD
D 7 !
7.1.6 download-file-extension
! ) woT n p I -
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Yiy ) 0 b A
set download-file-extension<cr>

I7L ) w
unset download-file-extension<cr>

Y ) w

set download-file-extension keyword <KEYWORD> [enable | disable]

' p | LT wviea "I T 6 I KEYWORDL
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[ H 0 "~ bA
block Pb H
block-and-log H
log b A i TWev™ A

unset hide-database-info<cr>

H w

7.1.9 hide-source-code

Web | - 0 * bA

set hide-source-code <cr>

Web 9

set hide-source-code action [block | block-and-log | log]

[ Web 19 5 * bA
block TP b H ~’

block-and-log H

log , b A i Twaed™ A

unset hide-source-code <cr>

Web 9 w
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7.1.10 hide-web-directory

Web o v 0 " bA

set hide-source-code <cr>

Web P

set hide-source-code action [block | block-and-log | log]

[ Web P O * b block TP
b H ' block-and-log H ' log
b A i Twaed™ A

unset hide-source-code <cr>

Web P w

7.1.11 http-method-control

"H a HTTP A WEB
0 HTTP Y b GETa
POST HEAD i * o PpUTa DELETE A WEB
Foow b b A WEBGUARD Ty
"H WEB F+ © v a
WEB + 0 HTTP ~ WEBGUARD
“yG WEB F nA

set http-method-control allow (get|post|head|other|all)

"H g HTTP

Unset http-method-control allow (get|post|head|other]all)

0 "H a HTTP
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7.1.12 keyword-scan

set keyword-scan<cr>

w

set keyword-scan keyword <KEYWORD> <
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Yiy ) 0 b A

set upload-file-extension<cr>

D p w

set upload -file-extension keyword <KEYWORD> [enable | disable]

[:':D A p | LT wvWe "I Ta I KEYWORDL
) Aenable i * disable i A

set upload -file-extension action [block | block-and-log | log]

;e D ) Y LT A ) 0 b
block P b H ' block-and-log
H ' log , b A i Twad™ A

unset upload-file-extension<cr>

:D o p w

7.1.14 weak-password-scan

set extend-xss-injection-scan<cr>

o D w

set extend- xss -injection-scan keyword <KEYWORD> [enable | disable]

I i I LT vie i T a I KEYWORDL
"y o9 Y 7 A enable i ;

disable " A

set extend- xss -injection-scan action [block | block-and-log | log]

o ~ ¥Y T ¥ 7T L O Db’

22187
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block T Pb H ' block-and-log
H ' log , b A i TWaed™ A

unset extend- xss -injection-scan<cr>
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set web-cache file-type (web-page|scriptjimage|videolaudio|flash|others|all)

b W b

57 A A all A
unset web-cache file-type (web-pagelscript/image|videolaudiol|flash|others|all)

v

] ) A

set web-cache anti-tamper-mode

p WEB F :: DI D A 0 F
WEB - 0 D A

7.1.17 web-shell-dection

WEB Shell Dy w

Set web-shell-detection action (block | block-and-log | log)

Y  WEBShell D 0 b block Yo
b H ' block-and-log H ' log
b A i Twaed™ A
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177(sergroup-123)#

Y W

a va unset O

! G a

T o =
g
Qs
|
Q
wn
=
(@]
s
U]

7.2.1 check-http-header

WEB Fw
set check-http-header action [block | block-and-log | log]

[ WEB F F 0 b block
“Pb H ' block-and-log H ' log
b A i Twaed™ A

set check-anti-overflow max-cookie-length <0-2048>

Cookie p - W 0-2048A

set check-anti-overflow max-cookies <0-40>

"H Cookie @ w 0-40A

set check-anti-overflow max-parameter-length <0-512>

"H URLG p - W 0-512

set check-anti-overflow max-parameters <0-100>

"H URLG @ ° w 0-100

set check-anti-overflow max-post-form-content-length <0-4096>

"H  POST 1 p - W 0-4096

set check-anti-overflow max-post-form-fields <0-100>

"H POST Ve ° ¥ 0-100
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Cookie p WEBGUARD D b p v A

unset cookie-check entry [COOKIE_NAME]

- Cookiel! T

show cookie-check<cr>

Qs

Cookie n

show cookie-check all

Cookiel T p

7.2.3 ftp-upload-malware-scan

22 D A RG-WG D -
2D [ WEB F il
DA

set ftp-upload-malware-scan <cr>

' D - RG-WG FTP F D i
y I~ bl

>

set ftp-upload-malware-scan action (block | block-and-log | log)

' D FTP T - 0 b block
“Pb H ' block-and-log H ' log
b A i Twaed” A

set ftp-upload-malware-scan max-file-size <0-10>

FTR:: D ) A 6 FTR::D p~
2:D [ F A w 1MA

unset ftp-upload-malware-scan <cr>
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FTR: D

7.2.4 global-security-rule

set global-security-policy [RULE_NAME]

7 Wan n t°y D n oty %A
7.2.5 monitor-infected-sites

WEB F A WEBGUARD
WEB F Ny I* DL b
+ HTTP A

set monitor-infected-sites <cr>

set monitor-infected-sites action (block | block-and-log | log)

WEB F Ny 0O b~ T TW
[
av” A

block o “Pb H

28/87
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block-and-log F N H ~’

log , b F A

set monitor-infected-sites send-warning  <cr>

[ F 0 H A

set monitor-infected-sites trust-host HOSTNAME

"H 3 2 T 7 b LT W
Y - I bl A

unset monitor-infected-sites <cr>

unset monitor-infected-sites send-warning  <cr>

[ F b0 H A

unset monitor-infected-sites trust-host HOSTNAME

L Hk LT -

show monitor-infected-sites <cr>
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show monitor-infected-sites trust-host<cr>

H K !

7.2.6 http-upload-malware-scan

3+ D A WEBGUARD
' 32D [ WEB F
DA

set http-upload-malware-scan <cr>

;2 D 7 WEBGUARD WEB :': D
i - I bl A
set http-upload-malware-
30/87
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set server A.B.C.D/M http PORT (enable | disable) https PORT (enable |
disable) ftp PORT (enable | disable)

vi G o[ oF LT
A.B.C.D/M* F IP [ A
PORT Foa N fi oo T A HTTPN & HTTPS Y
FTP o T A
enable | disable HTTPa HTTPS FTP N L F
G A

un set server A.B.C.D/M http PORT (enable | disable) https PORT (enable |
disable) ftp PORT (enable | disable)

C F 1 T- F

AB.C.D/M* F IP [ A

PORT F 4 T I I S HTTP Y & HTTPSY
FTP A o T A

enable | disable HTTPa HTTPS V FTP A L F
G A

show server<cr>

WEB F |

7.2.8 server-port-control

+ 0 Lw A ¢ L i 6 WEB F
- WEB F " o H

>
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set server-port-control

+ 0 Lw A

unset SGI’VGI‘-pOI‘t-COﬂtI’O|

F 0 Lw

set server-port-control allowed-ports DESCRIPTION

WEB + " o "H A

7.2.9 server-security-options

WEB F n T WEB

set server-security-options check-abnormal-header<cr>

HTTP

set server-security-options check-anti-overflow<cr>

¥ oM WEB F ” A

set server-security-options enable-access-log<cr>

T WEB A

set server-security-options hide-server-error<cr>

WEB F A F ¥ H
v F H ~ ' H ¢ ®
H w D, # ° [G F A
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set server-security-options hide-server-version<cr>

WEB F H A

unset server-security-options check-abnormal-header<cr>

HTTP

unset server-security-options check-anti-overflow<cr>

¥ oM WEB F ” A

33/87

g ErRasr wiEx2EsrE %



C FrdE & RG WG WebGuard

URL T URL

POLICY NAME ~

unset specified-security-

34787
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unset url-blacklist all<cr>

- URL 1T A

unset url-blacklist entry <URL>

-  URL 11 A

URL y o Y "I sina*LA

show url-blacklist<cr>

URL ¥l

7.2.12 url-whitelist

"H WEB F URL

set url-whitelist<cr>

URL 1

set url-whitelist entry <URL>

v URL 11 A

URL y o Y ~ I sina*LA

unset url-whitelist <cr>

URL 3

unset url-whitelist all<cr>
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- URL 1T A

unset url-whitelist entry <URL>

-  URL 11 A
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8.2 ha-config

HA

exec ha-config checksum<cr>

8.3 rollback

WEBGUARD [y |

exec rollback malware<cr>

exec rollback server-protection<cr>

8.4 system

[1 H [ U WEB
RG_WG b T Ly “"H Ruijie
RG_ WG h" A LW - A
Ruijie RG_WG b 't 9 L~ 0 WEB
T Internet': v 0 p o C
Foas Internet A " yzr 1
| WEB F A

exec system inspection-mode (preventative | recon | reverse-proxy)

8.5 update

} WEBGUARD

38/87
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save configuration <cr>

G A WEBUI 4 G Ny G b A

save configuration from tftp [A.B.C.D] [FILENAME]

# TFTP F 2t ® )

40/ 87
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9.31og

AB.CD TFTP IP A
FILENAME o T p A
YYYY.MM.DD' A

F [ FTP F

save log to ftp username <USER_NAME> password <PASSWORD>
<FTP_SERVER_IP> <FILE_NAME>

USER_NAME FTP -
PASSWORD' FTP '
FTP_SERVER_IP * FTP F IP A

FILE_NAME ¥ p A

9.4tech-support

. ~ ao

save tech-support to tftp [A.B.C.D]

b p [ TFTP +

AB.CD TFTP F IP A

save tech-support to tftp [A.B.C.D] [FILENAME]

0 D TFTP F 2t )
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AB.CD TFTP F IP A

FILENAME p A

10 set,unset show

10.1 admin

“administrator”

set admin LOGINMANE [ password PASSWORD | privilege {read-only |
read-write} ]

set admin website LOGINNAME password PASSWORD security-group
GROUP-NAME alertmail MAILTO

unset admin LOGINNAME<cr>
- RG-WG/Website g

show admin<cr>

Show admin website

website

LOGINNAME: ~ A

PASSWORD: - ’

>

MAILTO H D

42187
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v W e " a 1 D' setadmin guest password 1234# T56
- Ve " a 4 D' unsetadmin guest<cr>
“a W o9 showadmin<cr>
10.2 anti-dos
Dos Dyt

Show anti-dos<cr>

Dos Dy

10.2.1 http-request-control

set anti-dos http-request-control

HTTP L

set anti-dos http-request-control count <0-65535>

L HTTP

set anti-dos http-request-control interval <1-3600>

L HTTP

show anti-dos
Dos Dp
unset anti-dos http-request-control

HTTP L

10.2.2 tcp-syn

TCP™ DG

43187
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set anti-dos tcp-syn<0-20000>

flood Dy T [ SYN":: v I Vi
t W  FLOOD DA

unset anti-dos tcp-syn

flood D

10.2.3 udp

set anti-dos udp <0-2000000>

flood Dy i [ UDP" :: v~ e’
t W FLOOD DA

unset anti-dos (tcp-syn | udp | icmp)

flood D

10.2.4 icmp

ICMP™~  Dp

set system anti-flood icmp <0-2000000>

flood Iy i [ ICMDP™ :: v~
vt W FLOOD DA

unset anti-dos icmp

flood D
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10.3 antimalware

)

| b

set antimalware [max-decomp-size <0-100> | max-scan-layer <0-20>]

max-decomp-size A ) A 64 D~

o zip D~ p 4 ) A

max-scan-laye "H A A D p~ A
Y - Ty 1422 A

10.4 arpprobe

Y ARP w ~ h” IPO  ARP -
o ARP Ruijie H A

set arpprobe target A.B.C.D vlan <1-4094>
v We ARP

unset arpprobe [ all | id <1-100> ]

- ARP 7

show arpprobe<cr>

ARP
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10.5 bypass
o bypassw A © bypassw p i N
¥ . / / - H @
o H n - ) A WAF b D bypass
w A
bypass

set bypass<cr>

D bypassw

unset bypass<cr>

D bypassw

show bypass<cr>

P bypassw

10.6 client-blacklist

VA v | 1T 1P WEB

set client-blacklist entry [A.B.C.D/M]
Y 3
Unset client-blacklist [all |entry [A.B.C.D/M]]
- 3
Show client-blacklist<cr>

1
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A.B.C.D/M v - \ IP A

all a all -

set client-blacklist log <cr>

w

10.7 client-whitelist

1A v | 1 T P "y
F ° fbAkv WEB n - Y n A

set client-whitelist entry [A.B.C.D/M]
v 3
Unset client-whitelist [all |entry [A.B.C.D/M]]
- \
Show client-whitelist <cr>

i

A.B.C.D/M v - 1P A
all a al - ’
10.8 clock

Y " G TYid

W Au = - Loy, L g

NTP H A
set clock date [YYYY.MM.DD] time [HH:MM:SS]
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YYYY.MM.DD ) o= -

HH:MM:SS - Y -Ne -’

set clock time-zone <-12-12>

\

set clock ntp-enable<cr>
NTP
unset clock ntp-enable<cr>

NTP F

set cloeck ntp-interval <12-180>

L NTP F . T -
NTP F AY By Ne

p>2)
<l

unset cloeck ntp-interval <cr>

O NTP F . ’

set clock ntp-server [SERVER_FQDN]

NTP F 1P ’

SERVER_FQDN' “ NTP F IP '

unset clock ntp-server <cr>

NTP F !

show clock <cr>
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set dynamic-blacklist exempt-ip [A.B.C.D/M]
o IP

unset dynamic-blacklist exempt-ip [A.B.C.D/M]

— ]
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v I G L a - v

set failsafe mode [fail-open | fail_close]

Fail-open "H 0 L v b P
A
Fail-close LT L
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set ha adv-interval <1-30>

10.13.2 cluster-ip
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- M nao A

10.13.9 Interface

o A ‘" 1" Hea o ht
a Waea o Ap h  7:: eth3 o u 0
HA ©H T 3 eth3 o o A 7
HA 0 b I I Ne IP A

set ha interface [IF_NAME]

o A

)

IFNAME ~bu o 0

unset ha interface<cr>

- o A

10.13.10monitor-if

(]
b2

0 y 0 vbu HA @

set ha monitor-if [IF_NAME] <cr>
0
unset ha monitor-if [IF_NAME]<cr>
- 0
set ha monitor-if [IF_NAME] weight <1-32>

0 v

IF_NAME ~ o A
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weight <1-32>' 0 v W 1-32A
h VRRP T 0 T v A
W G UP ) VH h
A G h Yt W h
0 v ©® [ Master A
W h 0 v™ Ne YR v A.
Y u a 0 v by ® o - h Neo
Vv A
55/87

g ErRasr wiEx2EsrE %



FrdE & RG WG WebGuard

\l Ty r LA “ya W
® w  MasterA i il b T
Backup” Y [ Master \
I A Mop
A
Y -7 w 00 600A  wl OLv
w ‘ I h L A
10.13.13tracking-host
h 0 ping” h v
p [ 1w h b~ A
3 ping
set ha tracking-host [A.B.C.D] <cr>
Y h
unset ha tracking-host [A.B.C.D]<cr>
- h
set ha tracking-host [A.B.C.D] weight <1-32>
h v
4
ABCD =~ 7 B h IP A
10.13.14tracking-threshold
I ® X Vv LAR W i ¥ v
H o r ® X VL Az
VH bVYo v ~ VRRP 9 h
¥ T h b A
set ha tracking-threshold <1-32>
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10.13.15tracking-timeout

LA h 0 ping~ h

set ha tracking-timeout <1-10>

unset ha trackingtimeout<cr>

10.14 hard-disk

show hard-disk

10.15 http

HTTP

set http connection-timeout <60-3600>

HTTP N

set http http-unknown-method

"H %o HTTP

unset http http-unknown-method

% HTTP Y
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show http connection-timeout

HTTP L

10.16 hostname

set hostname [HOST_NAME]

10.17 interface

set interface [IF_NAME] [down |up ]

0 W' up downA [ Upl o " "H o
’ [ Downl: o~ 0 A
set interface [IF_NAME] inbound <cr>
unset interface [IF_NAME] inbound <cr>
L @ oD n AW b
F o b b 0

set interface [IF_NAME] ip [A.B.C.D/M]
unset interface [IF_NAME] ip [A.B.C.D/M]

0 IP 1

set interface [IF_NAME] mac duplex [auto-nego| full| half]
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o IR \PA
set interface [IF_NAME] mac flow-control [autoneg |rx |tX]

0 b ‘7 7 10a 100 1000

set interface [IF_NAME] manage [all | https | ping | ssh | snmp]
unset interface[IF_NAME] manage[all | https | ping | ssh | snmp]

o 1\ ' HTTPSAa SSHa PINGa SNMP A all

1A

set interface [IF_NAME] mode [route | transparent]

0 b ' r LT L '

set interface [IF_NAME] vlan <2-
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10.19 log

)

T CowT oy
F[FTP F A

set log export schedule [day <0-6> | interval <1-30>] time [HH:MM]
remove_local [yes | no] ftp <A.B.C.D> <USERNAME> <PASSWORD>

¥ Avw o x - L 7s 7|
FTP v A b ¥ # A

unset log export schedule <cr>

0 ¥ A

8Dy 30g885a4 Z88ETBT1 00 1 196.371 /P5

¥ ’ A
day<0-6>' 0 " W 05
A0 16 Ne# W[ EA
interval <1-30>' TP - D s~
1-30 A
time
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set log maxsize action drop<cr>

p | - - A

)

g ErRasr wiEx2EsrE %
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show mac-learning<cr>

10.21 mac-table

Y MAC o - 0 H

set mac-table macaddr [A:B:C:D:E:F] vlan <1-4094> interface [IF_NAME]

Y MAC

unset mac-table [all | macaddr [A:B:C:D:E:F] vlan <1-4094> ]

-~ MAC

A:B:CDEEF ~ MAC A

vlan <1-4094> MAC VLAN o A
IF_ NAME MAC 0 o A
all all - MAC A

10.22 management

10.22.1 alertsettings

set management alertsettings consolidate (web-attack| malware| infected-sites
[tampered-sites count <1-10000>

N e Hb po [
A w25 A7 w 1 [ 10000A

Ciz
]

set management alertsettings consolidate (web-attack| malware |infected-sites

)

62 /87
g ErRasr wiEx2EsrE %



FrdE & RG WG WebGuard

[tampered-sites)

WEB Dea a a ) w

set management alertsettings consolidate (web-attack] malware |infected-sites
[tampered-sites) time <1-1440>

N e Hp - W 10Ne ~ ~ w 1 [ 1440
Ne A

set management alertsettings license days <1-30>

~

p>)

0 H

set management alertsettings perincident ha (disable |enable)

HA w

unset management alertsettings

b w
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10.22.2 https-port

a  HTTPSH o 7 A o 7w 443A

set management https-port <1-65535>

10.22.3 login-fail-delay
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set management mailsettings smtp [alert | report]

) ) a pT F 0 PpAbag
p 0 F Y D QMAIL + ~ a

set management mailsettings tls [on |off]

Ik nb L A SMTP F n

-y A
10.22.7 nms-port

a NMSY o~

set management nms-port <1-65535>

10.22.8 ssh-port

a SSHAY o T A o 7w 22A

set management ssh-port <1-65535>

10.22.9 trusted-host

set management trusted-host <A.B.C.D/M>

~

v~ H h A

unset management trusted-host <A.B.C.D/M>

~

- H h A
Show management trusted-host <cr>

~

H h A
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10.23 proxy-auth
i - [ A i 0|
F e ~ H 9 A
set proxy-auth auth [basic [no-auth | ntim]
w oo F A

no-auth' Q| F b ©H A v
7 0| F IP o " 47 A
basic 9 F a / -y

A v 2 F o IPA o i A

ntlm’ 9 F u Windows - " AD”
~ U A
set proxy-auth [enable | disable]
| w A
set proxy-auth domain [DOMAIN]
an F NTLM  ~ v
Windows A
set proxy-auth ip [A.B.C.D] port <1-65535>
9 F IP o A
set proxy-auth username [USERNAME ] password [PASSWORD]
"9 F A

unset proxy-auth<cr>
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show proxy-auth<cr>

9k

10.24 remote-assistance

[ e A
set remote-assistance local-ip [A.B.C.D]

IP

set remote-assistance remote-server [HOST]

VPN +  h P

unset remote-assistance<cr>

show remote-assistance<cr>

10.25 report

Q
>
o
o}
U]
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10.25.2 maxsize

~

) AY By MBA

set report maxsize <1-1000>

10.25.3 schedule

o >
;O
—<
Q
>

set report schedule summary-report day<cr>

unset report schedule summary-report day<cr>

) K F

set report schedule (access | attack )(clientip | serverip | hostname ) <1-100>
Dp

unset report schedule (access | attack )  (clientip | serverip | hostname )

0 De

access| attack a D

clientip | serverip | hostname' Pa F IP h
<1-100>
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email ) ) TO

local-email G - 5} )
T0O A

>

save-locally G

set report schedule ip [A.B.C.D/M]

W h Tt IP 1 H A
set report schedule ipall[-1|0|1]
A-1 n ao IP "1t
) Y n T F H A T

set report schedule malware (clientip | serverip | hostname |virusnumber)
<1-100>

unset report schedule malware (clientip | serverip | hostname |virusnumber)

v

0

malware ’

clientip | serverip | hostname |virusnumber P2 + IPA
h

<1-100>* T L s B H A

set report schedule language [ chinese | english | traditional-chinese]

- ~ t

a w' Englisha T T A

set report schedule sche-type [daily |daily-weekly | disable |weekly]
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daily L A
daily-weekly A

weekly W A

disable n 0 A

set report schedule security-group [SECURITY_GROUP_NAME]
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set reverse-proxy target-interface IF_NAME

o i 9 o A Q)G 0 b ”
F o IP A

show reverse-proxy

[
show reverse-proxy target-interface

? 9 0

unset reverse-proxy new-server-ip A.B.C.D

- 1 9 T @ WEB F IP

unset reverse-proxy target-interface

@ o bP 1 19 0

10.27 route

set route [A.B.C.D/M] gw [A.B.C.D]
¥

unset route [A.B.C.D/M] gw [A.B.C.D]

unset route all<cr>

show route<cr>
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ABCDM ~ [
AB.CD 0 VW IP A b u
IP R bw A

10.28 security-policy

n !

set security-policy [POLICY_NAME]

LAY n T ¥ b ira A ira
a  security-A
set security-policy [POLICY _NAME]
- W n ¢
Show security-policy<cr>
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10.29 server-certificate-mapping

WEB + b i n HG ~  F i A
# ~  CLIW ~ R WEBUI ~ WA

set server-certificate-mapping server-ip A.B.C.D server-port PORT
server-certificate CERTIFICATE-NAME

WEB F+F b i

show server-certificate-mapping

WEB F b i

unset server-certificate-mapping server-ip A.B.C.D server-port PORT
server-certificate CERTIFICATE-NAME

0 WEB F b i

10.30 server-group

set server-group [GROUP_NAME] [enable | disable]

v F n -~ 1 Az tow
A v b ira A ira 0 server-groupA

set server-group [SRC_ GROUP _NAME] move [after | before]
[DST_GROUP_NAME]

DL S T A

SRC_GROUP NAME - ’
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after | before § v [

DST_GROUP_NAME = & B 4 [ tul oH
A

unset server-group [GROUP_NAME]

-

unset server-group all

- F

Show server-group<cr>

l_

10.31 server-whitelist

= 1A F i 6 bA ¢ WEB F
IP - WEBGUARD VT F -
bAKy ¢ A

set server-whitelist host entry [HOSTNAME]
v F 1
unset server-whitelist host entry [HOSTNAME]
- I— )
Show server-whitelist host<cr>

(o 1

HOSTNAME R A

set server-whitelist ip entry [A.B.C.D/M]

v F IP 1
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unset server-whitelist ip entry [A.B.C.D/M]
- FoOIP )
Show server-whitelist ip <cr>

FIP 1

ABCDM ~ F IP [ A

10.32 snmp
SNMPR  ~ y 1 SNMP Trap A
set snmp community [COMMUNITIY_NAME]
SNMP 7 SNMP ) y A
v " Ty 1 SNMP Y 0

H A

set snmp [disable | enable]

SNMP q

set snmp [ serverl | server2 | server3 ] [A.B.C.D] community
[COMMUNITY_STRING] trap-port <1-65535>

SNMP SNMP Trap A
serverl | server? | server3 SNMP  F “y 2T A
COMMUNITY_STRING SNMP 1 SNMP + O
Trap VY H WA
trap-port SNMP  + Trap o T A

set snmp trap [v1 | v2]

SNMP SNMPtrap =~ w VI V2A
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unset snmp [ serverl | server2 | server3 ]

- SNMP Trap SNMP A

Show snmp <cr>

SNMP

10.33 Syslog

Syslog +

set syslog enable <cr>

Syslog ~ 1 Syslog F © A

set syslog server ip [A.B.C.D] port <1-65535> level <0-6> facility <0-Om[(02DC BT1 A8<)-3(1)]
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all

admin' oo a Fyl A i A
system’ W™ ' HAa 0 A
waf [ WEB | a D A

unset syslog [ enable | server | service ]

show syslog<cr>

Syslog F

10.34 system

10.34.1 strict-tcp
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10.36 web-cache

set web-cache anti-tamper-mode<cr>
WEB w
unset web-cache anti-tamper-mode<cr>

WEB w

set web-cache file-type (web-page |script |image| video| audio| flash |others
[all)

unset web-cache file-type (web-page |script |[image| video| audio| flash |others

jall)

web-page |script |image| video| audio| flash |others |all No# a a
a a aFlash @ A all )

>

set web-cache check-schedule <1-1440>

€l
>

w 1-1440 Y B w Ne A

set weh-cache max-disk-size <1-50>

WEB “yBy GB ~ "
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