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1 引言 

פ ̂CLI Interfacẽ WebGuard Ḡ

῏  Ȃפ

1.1 相关手册 

῏ԍ WEBUI ׃  ȇRG-WG ↓

WebGuard֟ ΎȈȂ 

ȇRG-WG ↓ WebGuard֟ ȈȂ 

1.2 锐捷服务和技术支持 

Ὲ ԍ ֟ ᶫ ֟ Ⱶ̆ ᵬᴩᵄ

ץ Ὲױ http://www.ruijie.com.cn Ҋ̆ ⌠ ױ ֟

http://www.ruijie.com.cn/
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2 连接到 CLI 界面 

ץ Һ ҍ Console ̆ SSH

CLI ῏ Ȃ 

ҹ̔ ľadministratorĿ̆ ľpasswordĿȂ 

2.1 通过 Console 口管理设备 

Console WEBGUARD Ȃ ѿ

Ȃ ∆ ҉ ȁҍ Ҭ ₮

ῒז ’ ̆↕ ץ
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2.2 通过 SSH 协议管理设备 

SSH 
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Ӟ ץ CLIҊ Ҋ פ SSH Ⱶ̔ 

#set interface eth0 manage ssh  

 此命令在 eth0 口开放了 SSH 服务，如需在其他端口开放 SSH 服务，只

需用其他接口名替换 eth0 即可。 

2̃ Һ ҉ SSH ̆ᶛ puttyȂ SSH

IP ῒ ̆ Ҋ Ȃ 
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3̃ ₯ľopenĿ ̆ ₮ Ҋ ̆ ῀

̆ SSH WEBGUARD Ȃ 

 

 

Ҋ Ȃ 
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3 CLI 命令的组织 

פ Ҋ№ Ҋ ̔ 

 Exec̔ ȁ HA ȁפ פ  ̕

 Enter̔ ῃ ↕ Ⱶ ῃ ΐᵣ Ȃ 

 set: ᵬ Ȃ 

 unset: ῏ Ȃ 

 show: Ȃ 

 save: Ḡ ⌠ Ȃ 

Ҋ Ҍפ ԍᴋᵥѿҩ№ ̆ ̔ 

 Clear̔  

 debug̔ Ḥ  

 help̔CLI ꜛḤ  

 line̔  

 nslookup̔ IP  

 ping̔ Һ ICMP  

 quit̔ ₮ CLI  

 reboot̔ ꜚ  

 shutdown̔῏  

 traceroute̔ Һ  
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 undebug̔ debug פ ֓  

↓ ץפ ԋ

פ ῏ Ȃ 

4 命令语法 

Ҋ ̔ 

̂1̃ פ ҹ Ώ ̆Ruijie WEBGUARD ֽ ῀

Ώ  Ȃפ

̂2̃ Ҭפ ῀ľ?Ŀ ԍ ꜛ̔ 

 ῃ ꜛ̕ 

ᴋѿ Ҋ̆ ῀[?] Ҋ פ ῒ Ȃ 

ᶛ ̔ ῀ CLI ῀̙̆ ѿ ↓פ ̔ 

  clear       Clear settings 

  debug       Debugging information 

  enter       Enter configure layer 

  exec        Execute special commands 

  help        Description of the interactive help system 

  line        lines per page 

  nslookup    Get IP address or domain name 

  ping        Send ICMP Echo Request to remote host 

  quit        Exit CLI shell 

  reboot      Reboot system device 
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  save        Save system configuration 

  set         Set value 

  show        Show running system information 

  shutdown    Shutdown system device 

  traceroute  Trace to the remote host 

  undebug     Unset debug option 
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<cr>̆ ῀ help Ȃ 

̂3 ľ̃[Ŀ ľ]Ŀ ̆פ ľ[ ]Ŀ №

ľ|Ŀ№◓̆ פ ῒҬѿҩ Ȃᶛ ̔ 

set update-schedule [ daily | interval | weekly ] פҬ dailyȁinterval

weekly҈ ѿ Ȃ 

̂4 ľ̃<Ŀ ľ>Ŀ ṿ Ȃᶛ <1-60>

1-60 ῤ Ȃ 

̂5̃ ҹ Ώ ῀ѿҩ ṿ̆ɒ s̔et admin 

LOGINNAME ľLOGINNAMEĿ ᵝ ῀ѿҩ ұ

Ȃ 

5 运行配置及保存配置 

WEBGUARD ᴆ№ҹң ̔ Ḡ Ȃ 

 Ḡ ̔ 

ꜚ ̆ Ҭ Ữ ᴆ̆ ∆ ᵬ̆

ҹḠ Ȃ 

  

ᶏ CLI ̆ ꜚḠ ⌠

ᴆҬȂᵖ ԍ ֓ Ḡ ҳ Ữ Ҭ̆ ғҌᴪ ꜚḠ

⌠ Ḡ Ҭ̆ ̆ ꜚ ̆↕ ֓

ᴪ ԍ Ḡ ҡ Ȃ פ
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6 单独命令 

Ҋ ̆פ ױ  Ȃפ

6.1 clear statistics  

Ḥ Ȃ 

clear statistics [all | appproxy | ftp | http | pop3 | scanner | smtp | tcpproxy] 

6.2 debug packet 

 פ

 

debug packet clear<cr> 

ᴆ 

 

debug packet interface [IF_NAME] host [HOST_NAME] [port <1-65535> 

 

 

 

debug packet 
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6.3 help 

CLI ꜛḤ  

help<cr> 

6.4 Line 

CLI  

line <10-100> 

6.5 nslookup 

IP  

nslookup [HOST]  

【参数】 

HOST̔ ῀Һ Ȃ 

6.6 Ping 

ԍ ’ 

ping [HOST] [ <cr> | count <1-1024> size <60-1500> | size <60-1500> ] 

【参数】 

HOST̔ ῀ Һ IP URL Ȃ 

Count̔ ping ҩ Ȃ 

Size̔ ping Ȃ 

6.7 quit 

₮ CLI Ȃ 
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6.8 reboot 

ꜚ Ȃ 

reboot<cr> 

6.9 shutdown 

 ̓͂

shutdown <cr> 

6.10 traceroute 

⌠ ѿҩ IP Һ  

 

traceroute [HOST]  

【参数】 

HOST̔ ῀ IP Һ Ȃ 

7 enter  

ѿҩ ⱴ ῃ ↕ Ⱶ ῃ ΐᵣ Ȃ 

7.1 security-policy 

ѿҩ ⱴ ῃ ↕ ΐᵣ Ȃ ⱴ ῃ ↕  

security-Ȃ 

e

nter 

security-policy [RULE_NAME]<cr> 

ᶛ ̔ ῀ enter security-policy 3333 ₯ C̆LI Ҋ

Ḥ ̔ 
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7.1.2 check-anti-overflow  

WEB Ⱶ ₮ⱳ  

 

set check-anti-overflow action (block | block-and-log | log) 

⌠ WEB Ⱶ ₮ ̆ ᵬ̔block

̆ᵖҌ Ḥ ̕block-and-log Ḥ ̕log

ֽ ̆Ҍ Ȃ ῒҬѿҩ Ȃ 

 

set check-anti-overflow max-parameter-length <0-512> 

ᾛ URL ῤ  ̆ ҹ 0-512̕ 

   

set check-anti-overflow max-parameters <0-100> 

ᾛ URL ҩ ̆ ҹ 0-100̕ 

 

set check-anti-overflow max-post-form-content-length <0-4096> 

ᾛ POST ῤ ̆ ҹ 0-4096̕ 

 

set check-anti-overflow max-post-form-fields <0-100> 

ᾛ POST ҩ ̆ ҹ 0-100̕ 

 

set check-anti-overflow max-url-length <0-2048>  

ᾛ URL ̆ ҹ 0-2048̕ 

 

unset check-anti-overflow<cr> 

₮  

 

show check-anti-overflow<cr> 

₮  
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7.1.3 customized -command-injection-scan 

פ ῀ ⱳ ̆ ῏ Ȃ 

 

set customized-command-injection-scan<cr>  

פ ῀ ⱳ  

 

set customized -command-injection-scan keyword KEYWORD (enable | 

disable) 

ľ ῏פ ↓ ĿҬ ⱴѿҩ ̆ 

【参数】 

KEYWORD̔ ῀ҹ ῏פ Ȃ 

enable ῏ ̕ 

disable ῏ Ȃ 

 

set customized -command-injection-scan action (block | block-and-log | log) 

ᴰ פ ľ ῏פ ↓ Ŀ ᵬȂ 

【参数】 

block ̆ᵖҌ Ḥ ̕ 

block-and-log Ḥ ̕ 

log ֽ ̆Ҍ Ȃ ῒҬѿҩ Ȃ 

 

unset customized -command-injection-scan<cr>  

פ ῀ ⱳ  

 

Show customized -command-injection-scan keyword KEYWORD 

פ ῀῏ ↓  
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7.1.4 customized -sql-injection-scan 

SQL ῀ ⱳ ̆ ῏ Ȃ 

 

set customized -sql-injection-scan<cr>  

SQL ῀ ⱳ  

 

set customized - sql -injection-scan keyword KEYWORD (enable | disable) 

ľSQL ῏פ ↓ ĿҬ ⱴѿҩ Ȃ 

【参数】 

 ľKEYWORDĿ ῀ҹ ῏פ Ȃ 

enable ῏ ̕ 

disable ῏ Ȃ
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7.1.5 customized -xss-scan 

₯ ⱳ ̆ ῏ Ȃ 

 

set customized -xss-scan<cr>  

₯ ⱳ  

 

set customized-xss-scan keyword KEYWORD (enable | disable) 

ľ ῏פ ↓ ĿҬ ⱴѿҩ ̆ῒҬ̆ ľKEYWORDĿ

῀ҹ ῏פ Ȃenable ῏ d̕isable

῏ Ȃ 

 

set extend-xss-scan action (block | block-and-log | log) 

ᴰ פ ľ ῏פ ↓ Ŀ ᵬȂ 

【参数】 

block ̆ᵖҌ Ḥ ̕ 

block-and-log Ḥ ̕ 

log ֽ ̆Ҍ Ȃ ῒҬѿҩ Ȃ 

 

unset extend-xss-scan<cr>  

₯ ⱳ  

 

Show extend-xss-scan keyword KEYWORD 

₯ ῏ ↓  

 

7.1.6 download-file-extension 

Ҋ ᴆ ⱳ ̆ Ҋ ᴆ ↓ ̆
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ץ ᴆ ᵬȂ 

set download-file-extension<cr>  

Ҋ ᴆ ⱳ  

unset download-file-extension<cr>  

Ҋ ᴆ ⱳ  

 

set download-file-extension keyword <KEYWORD> [enable | disable] 

ľҊ ᴆ ↓ ĿҬ ⱴѿҩ ῒ̆Ҭ̆ ľKEYWORDĿ
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⌠ Ḥ ꜚᵬȂ 

【参数】 

block ̆ᵖҌ Ḥ ̕ 

block-and-log Ḥ ̕ 

log ֽ ̆Ҍ Ȃ ῒҬѿҩ Ȃ 

 

unset hide-database-info<cr> 

Ḥ ⱳ  

7.1.9 hide-source-code 

Web ף ̆ ꜚᵬȂ 

 

set hide-source-code <cr> 

Web ף  

 

set hide-source-code action [block | block-and-log | log] 

⌠Web ף ꜚᵬȂ 

【参数】 

block ̆ᵖҌ Ḥ ̕ 

block-and-log Ḥ ̕ 

log ֽ ̆Ҍ Ȃ ῒҬѿҩ Ȃ 

 

unset hide-source-code <cr> 

Web ף ⱳ  
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7.1.10 hide-web-directory 

Web ῤ ̆ ꜚᵬȂ 

 

set hide-source-code <cr> 

Web ῤ  

 

set hide-source-code action [block | block-and-log | log] 

⌠Web ῤ ꜚᵬ b̔lock ̆p

Ҍ Ḥ ̕block-and-log Ḥ ̕log ֽ

̆Ҍ Ȃ ῒҬѿҩ Ȃ 

 

unset hide-source-code <cr> 

Web ῤ ⱳ  

7.1.11 http-method-control 

ᾛ ᶏ HTTP Ȃ WEB Ⱶ

HTTP ץ Ҍ ̆҈ GETȁ

POST HEAD̆ ῒז ̆ᶛ PUTȁDELETE ȂWEB

Ⱶ ᴪ Ҍ Ҍ ȂWEBGUARD ץ

ᾛ WEB Ⱶ ̆ ᶏ ԅ

WEB Ⱶ HTTP W̆EBGUARD

Ḡץ̆ WEB Ⱶ ῃȂ 

 

set http-method-control allow (get|post|head|other|all) 

ᾛ ᶏ HTTP  

 

Unset http-method-control allow (get|post|head|other|all) 

ᾛ ᶏ HTTP  
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7.1.12 keyword-scan 

̆ ꜚᵬ 

 

set keyword-scan<cr>  

ⱳ  

 

set keyword-scan keyword <KEYWORD> <
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ץ ᴆ ᵬȂ 

 

set upload-file-extension<cr>  

҉ᴰ ᴆ ⱳ  

 

set upload -file-extension keyword <KEYWORD> [enable | disable] 

ľ҉ᴰ ᴆ ↓ ĿҬ ⱴѿҩ ῒ̆Ҭ̆ ľKEYWORDĿ

῀ҹ ᴆ Ȃenable ῏ d̕isable ῏ Ȃ 

 

set upload -file-extension action [block | block-and-log | log] 

҉ᴰ ᴆ ↓ Ҭ ᴆ ᵬ̔

block ̆ᵖҌ Ḥ ̕block-and-log

Ḥ ̕log ֽ ̆Ҍ Ȃ ῒҬѿҩ Ȃ 

 

unset upload-file-extension<cr>  

҉ᴰ ᴆ ⱳ  

7.1.14 weak-password-scan 

פ ⱳ ̆ ῏ Ȃ 

 

set extend-xss-injection-scan<cr>  

פ ⱳ  

 

set extend- xss -injection-scan keyword <KEYWORD> [enable | disable] 

ľ ῏ ↓ ĿҬ ⱴѿҩ ̆ῒҬ̆ ľKEYWORDĿ

῀ҹ פ ῏ Ȃenable ῏ ̕

disable ῏ Ȃ 

 

set extend- xss -injection-scan action [block | block-and-log | log] 

פ ῀ ľ ῏ ↓ Ŀ ᵬ̔
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block ̆ᵖҌ Ḥ ̕block-and-log

Ḥ ̕log ֽ ̆Ҍ Ȃ ῒҬѿҩ Ȃ 

 

unset extend- xss -injection-scan<cr>  
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set web-cache file-type (web-page|script|image|video|audio|flash|others|all) 

ᴆ ̆ ̆ ᴪ ᴆ

҉̆ Ạ Ȃ all Ȃ 

unset web-cache file-type (web-page|script|image|video|audio|flash|others|all) 

ᴆ Ȃ 

 

set web-cache anti-tamper-mode 

̆ ̆

ᴆ WEB Ⱶ ҉ ᴆ̆׆ ᴆ Ȃ Ⱶ

WEB ̆ ᴆ Ȃ 

7.1.17 web-shell-dection 

WEB Shell ₯ ⱳ  

 

Set web-shell-detection action (block | block-and-log | log) 

WEB Shell ₯ ᵬ̔block ̆ᵖ

Ҍ Ḥ ̕block-and-log Ḥ ̕log ֽ

̆Ҍ Ȃ ῒҬѿҩ Ȃ 

 

-

cache 
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177(sergroup-123)# 

ץ ѿ ῃ ↕ ΐᵣ Ȃset פ ԍ ῏ⱳ

ȁ ⱴ u̕nset פ ԍ ῏ⱳ ȁ− s̕how פ

↕ ԍ ῏ Ḥ Ȃ 

7.2.1 check-http-header  

WEB Ⱶ ₮ⱳ  

set check-http-header action [block | block-and-log | log] 

⌠ WEB Ⱶ ₮ ̆ ᵬ̔block

̆ᵖҌ Ḥ ̕block-and-log Ḥ ̕log

ֽ ̆Ҍ Ȃ ῒҬѿҩ Ȃ 

 

set check-anti-overflow max-cookie-length <0-2048> 

Cookieῤ ̆ ҹ 0-2048Ȃ   

 

set check-anti-overflow max-cookies <0-40> 

ᾛ Cookie ҩ ̆ ҹ 0-40Ȃ  

  

set check-anti-overflow max-parameter-length <0-512> 

ᾛ URL ῤ  ̆ ҹ 0-512̕ 

   

set check-anti-overflow max-parameters <0-100> 

ᾛ URL ҩ ̆ ҹ 0-100̕ 

 

set check-anti-overflow max-post-form-content-length <0-4096> 

ᾛ POST ῤ ̆ ҹ 0-4096̕ 

 

set check-anti-overflow max-post-form-fields <0-100> 

ᾛ POST ҩ ̆ ҹ 0-100̕ 
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Cookieῤ WEBGUARD ᴰ Ҍ ῤ ⱴ Ȃ 

 

unset cookie-check entry [COOKIE_NAME] 

− Cookie↓ Ҭ  

 

show cookie-check<cr> 

Cookie ῃ ῏  

 

show cookie-check all 

Cookie↓ Ҭ ῤ  

7.2.3 ftp-upload-malware-scan 

҉ᴰ ȂRG-WG ῤ ̆

҉ᴰ⌠WEB Ⱶ ̆

₯Ȃ 

 

set ftp-upload-malware-scan <cr> 

҉ᴰ ̆ RG-WG FTP Ⱶ ҉ᴰ

̆ ľꜚᵬĿ Ȃ 

 

set ftp-upload-malware-scan action (block | block-and-log | log) 

҉ᴰ FTP Ҭ ̆ ᵬ b̔lock

̆ᵖҌ Ḥ ̕block-and-log Ḥ ̕log

ֽ ̆Ҍ Ȃ ῒҬѿҩ Ȃ 

 

set ftp-upload-malware-scan max-file-size <0-10> 

FTP҉ᴰ ᴆ Ȃ ԍ FTP҉ᴰ ᴆ̆

̆ ҌẠ ̆ ҉ᴰ⌠ Ⱶ Ȃ ҹ 1 MȂ 

 

unset ftp-upload-malware-scan <cr> 
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FTP҉ᴰ  

 

7.2.4 global-security-rule 

ῃ ῃ ↕̆ ҩ ῃ ↕ ҹῃ ῃ ↕ ̆ ⱴ

Ⱶ ῃ ̆ ľῃ ῃ ↕ĿȂ 

 

set global-security-policy [RULE_NAME] 

【注意】 

ѿҩῃ ῃ ץ̆↕ פ ῃ ↕ҹ‰Ȃ 

7.2.5 monitor-infected-sites 

WEB Ⱶ Ȃ WEBGUARD

WEB Ⱶ ̆ ľꜚᵬĿ ҍ

Ⱶ HTTP Ȃ 

 

set monitor-infected-sites <cr> 

Ⱶ  

 

set monitor-infected-sites action (block | block-and-log | log) 

⌠WEB Ⱶ ̆ ᵬ̆ ῒҬѿ

ҩ Ȃ 

【参数】 

block Ⱶ ̆ᵖҌ Ḥ ̕ 



RG－WG 系列 WebGuard 应用保护系统命令手册 

 

 

29 / 87 

 

block-and-log Ⱶ ̆ Ḥ ̕ 

log ֽ ̆Ҍ Ⱶ Ȃ 

 

set monitor-infected-sites send-warning  <cr> 

⌠ Ⱶ Ḥ Ȃ 

 

set monitor-infected-sites trust-host HOSTNAME 

ᾛ ף Ҭ ῀ ̆Ҍ ↓ Ҭ ᴪ

ҹ ̆ ľꜚᵬĿ Ȃ 

 

unset monitor-infected-sites <cr> 

Ⱶ  

 

unset monitor-infected-sites send-warning  <cr> 

⌠ Ⱶ Ҍ Ḥ Ȃ 

 

unset monitor-infected-sites trust-host HOSTNAME 

׆ Ḥᴋ ↓ Ҭ−  

 

show monitor-infected-sites <cr> 

῏  
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show monitor-infected-sites trust-host<cr> 

Ḥᴋ ↓  

 

7.2.6 http-upload-malware-scan  

҉ᴰ ȂWEBGUARD ῤ

̆ ҉ᴰ⌠WEB Ⱶ ̆

₯Ȃ 

 

set http-upload-malware-scan <cr> 

҉ᴰ ̆ WEBGUARD WEB Ⱶ ҉ᴰ

̆ ľꜚᵬĿ Ȃ 

 

set http-upload-malware-
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set server A.B.C.D/M http PORT (enable | disable) https PORT (enable | 

disable) ftp PORT (enable | disable) 

ⱴ Ḡ Ⱶ ⌠ Ⱶ ↓ Ҭ 

【参数】 

A.B.C.D/M ̔ Ⱶ IP ῒ Ȃ 

PORT̔ Ⱶ ᶏ ῒ Ȃ HTTP ȁHTTPS

FTP Ȃ 

enable | disable̔ HTTPȁHTTPS FTP ᶫ Ⱶ

Ḡ Ȃ 

 

un set server A.B.C.D/M http PORT (enable | disable) https PORT (enable | 

disable) ftp PORT (enable | disable) 

׆ Ⱶ ↓ Ҭ− Ⱶ  

【参数】 

A.B.C.D/M ̔ Ⱶ IP ῒ Ȃ 

PORT̔ Ⱶ ᶏ ῒ ̆ HTTP ȁHTTPS

FTP Ȃ 

enable | disable̔ HTTPȁHTTPS FTP ᶫ Ⱶ

Ḡ Ȃ 

 

show server<cr> 

WEB Ⱶ ↓  

7.2.8 server-port-control 

Ⱶ └ⱳ Ȃ ԍ └ Ḡ WEB Ⱶ

̆ WEB Ⱶ ֓ ᾛ Ȃ 
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set server-port-control 

Ⱶ └ⱳ Ȃ 

 

unset server-port-control 

Ⱶ └ⱳ  

 

set server-port-control allowed-ports DESCRIPTION 

WEB Ⱶ ֓ ᾛ Ȃ 

 

7.2.9 server-security-options 

WEB Ⱶ ῃ ̆ WEB

ȁ Ḥ ȁ ₮ Ȃ 

 

set server-security-options check-abnormal-header<cr> 

HTTP  

 

set server-security-options check-anti-overflow<cr> 

₮ ̆ WEB Ⱶ ῀ Ȃ 

 

set server-security-options enable-access-log<cr> 

Ҭ WEB ’Ȃ 

 

set server-security-options hide-server-error<cr> 

WEB Ⱶ Ȃ Ⱶ ₮ Ḥ

ԅ Ⱶ Ḥ ̆ ֓ Ḥ ׆ ᾧ ֓

Ḥ ҹ ₯ ≠ ̆ ⌠Ḡ Ⱶ Ȃ 
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set server-security-options hide-server-version<cr> 

WEB Ⱶ Ḥ Ȃ 

 

unset server-security-options check-abnormal-header<cr> 

HTTP  

 

unset server-security-options check-anti-overflow<cr> 

₮ ̆ WEB Ⱶ ῀ Ȃ
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【参数】 

URL̔ ῀ᶛ URL̕ 

POLICY_NAME̔ ῀ ῃ  

 

unset specified-security-
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unset url-blacklist all<cr> 

− URL Ҭ Ȃ 

 

unset url-blacklist entry <URL> 

− URL ↓ Ȃ 

【参数】 

URL ұ̆ᶛ ץ ῀ľsina.*ĿȂ 

 

show url-blacklist<cr> 

URL ↓  

7.2.12 url-whitelist 

ᾛ WEB Ⱶ URL  

 

set url-whitelist<cr> 

URL  

 

set url-whitelist entry <URL> 

ⱴ URL ↓ Ȃ 

【参数】 

URL ұ̆ᶛ ץ ῀ľsina.*ĿȂ 

 

unset url-whitelist <cr> 

URL  

 

unset url-whitelist all<cr> 
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− URL Ҭ Ȃ 

 

unset url-whitelist entry <URL> 

− URL ↓ Ȃ 
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8.2 ha-config 

HA  

 

exec ha-config checksum<cr> 

8.3 rollback 

WEBGUARD ╠ץ⌠  

exec rollback malware<cr> 

⌠ ӊ╠ ҉ѿҩ  

 

exec rollback server-protection<cr> 

⌠ ӊ╠ ҉ѿҩ WEB  

8.4 system 

RG_WG ᵬ ľ̔ Ŀҹ ᾛ̆ Ruijie 

RG_WGҺꜚ Ȃľᶶ Ŀҹ ̆ Ȃ

Ruijie RG_WG ᵬ ľ ף Ŀ ̆ ף WEB Ⱶ

Internet҉ ̆ ῤ Ⱶ ̆ ׆

Ⱶ ҉ ⌠ Internet҉ Ȃ ≠ץ

ף WEB Ⱶ Ȃ 

 改变模式需要重启设备。 

exec system inspection-mode (preventative | recon | reverse-proxy) 

8.5 update 

ꜚ WEBGUARD  
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save configuration <cr> 

Ḡ ȂWEBUI Ḡ ̆ Ḡ ᵬȂ 

 

save configuration from tftp [A.B.C.D] [FILENAME] 

≠ TFTP Ⱶ ҉ ᴆ ᴆ 

【参数】 
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【参数】 

A.B.C.D̔ TFTP Ⱶ IP Ȃ 

FILENAME̔ ᴆ Ȃ 

YYYY.MM.DD̔ Ȃ 

9.3 log 

₮ ⌠ FTP Ⱶ  

 

save log to ftp username <USER_NAME> password <PASSWORD> 

<FTP_SERVER_IP> <FILE_NAME> 

USER_NAME̔FTP ̕ 

PASSWORD̔FTP ̕ 

FTP_SERVER_IP ̔FTP Ⱶ IP Ȃ 

FILE_NAME̔ ₮ ᴆ Ȃ 

9.4 tech-support 

ᴆ ԅ῏ ᴆ̆

֓ ᴆ Ȃ ̆

̆ ᴪ ֟ ᴆ Ȃ 

save tech-support to tftp [A.B.C.D] 

ᴆ⌠ TFTP Ⱶ  

【参数】 

A.B.C.D̔ TFTP Ⱶ IP Ȃ 

 

save tech-support to tftp [A.B.C.D] [FILENAME] 

ᴆ⌠ TFTP Ⱶ ҉ ᴆ 

【参数】 



RG－WG 系列 WebGuard 应用保护系统命令手册 

 

 

42 / 87 

 

A.B.C.D̔ TFTP Ⱶ IP Ȃ 

FILENAME̔ ᴆ Ȃ 

10 set,unset 和 show 命令 

10.1 admin 

⇔ −  

 只有超级管理员“administrator” 有创建和删除管理员账号的权利。 

set admin LOGINMANE [ password PASSWORD | privilege {read-only | 

read-write} ] 

 

set admin website LOGINNAME password PASSWORD security-group 

GROUP-NAME alertmail MAILTO 

 

unset admin LOGINNAME<cr> 

− RG-WG/Website  

show admin<cr> 

 

Show admin website 

website  

【参数】 

LOGINNAME: ῀ ̕ 

PASSWORD: ̕ 

MAILTO̔ Ḥ ᴆ Ȃ 

【举例】 
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ⱴѿҩ ᶏ Ҋ פ s̔et admin guest password 1234#͜T56 

− ѿҩ ᶏ Ҋ  <unset admin guest<cr̔פ

ᶏ Ҋ  <show admin <cr̔פ

10.2 anti-dos 

Dos ₯  

 

Show anti-dos<cr> 

Dos ₯

 

10.2.1 http-request-control 

set anti-dos http-request-control 

HTTP └ 

 

set anti-dos http-request-control count <0-65535> 

└ HTTP  

 

set anti-dos http-request-control interval <1-3600> 

└ HTTP  

 

show anti-dos 

Dos ₯  

unset anti-dos http-request-control 

HTTP └ 

10.2.2 tcp-syn 

TCP ₯Ḡ  
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set anti-dos tcp-syn<0-20000> 

flood ₯̆ ⌠ SYN ҉ ṿ̆ ҉ ṿ̆

↕ ҹ FLOOD ₯Ȃ 

 

unset anti-dos tcp-syn 

῏ flood ₯  

10.2.3 udp 

UDP ₯Ḡ  

 

set anti-dos udp <0-2000000> 

flood ₯̆ ⌠ UDP ҉ ṿ̆ ҉ ṿ̆

↕ ҹ FLOOD ₯Ȃ 

 

unset anti-dos (tcp-syn | udp | icmp) 

῏ flood ₯  

10.2.4 icmp 

ICMP ₯  

 

set system anti-flood icmp <0-2000000> 

flood ₯̆ ⌠ ICMDP ҉ ṿ̆ ҉

ṿ̆↕ ҹ FLOOD ₯Ȃ 

 

unset anti-dos icmp 

῏ flood ₯  
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10.3 antimalware 

ᴆ ῏  

set antimalware [max-decomp-size <0-100> | max-scan-layer <0-20>] 

【参数】 

max-decomp-size̔ ᴆ Ȃ ԍ ᴆ̆

ᶛ zip ᴆ̆ ᴆ ᴆ Ȃ 

max-scan-laye̔ ᾛ Ȃ ᴰ ᴆ

ץ ̆ ץ 22 Ȃ 

10.4 arpprobe 

ץ ARP ⱳ ̆Һꜚ IP ARP ̆

ῤ ARP Ruijie Ḥ Ȃ 

 

set arpprobe target A.B.C.D vlan <1-4094> 

ⱴѿҩ ARP  

unset arpprobe [ all | id <1-100> ] 

− ARP ̆̕   

show arpprobe<cr> 

ARP  
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10.5 bypass 

ᴆ bypassⱳ Ȃ ᴆ bypassⱳ ῤ ῏ ̆

₮ ’ ̂ / / ̃̆ ңҩ

ӊ ῃ ̆ ᴆ ȂWAF Ҍ ᴆ bypass

ⱳ Ȃ 

 不同型号的设备支持 bypass 功能的接口数不同。 

 

set bypass<cr> 

ᴆ bypassⱳ  

 

unset bypass<cr> 

ᴆ bypassⱳ  

 

show bypass<cr> 

ᴆ bypassⱳ  

10.6 client-blacklist 

Ȃ ⱴ⌠ Ҭ IP̆ WEB

Ⱶ Ȃ 

 

set client-blacklist entry [A.B.C.D/M] 

ⱴ  

Unset client-blacklist [all |entry [A.B.C.D/M]] 

−  

Show client-blacklist<cr> 

 

【参数】 
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A.B.C.D/M̔ ⱴ − IP Ȃ 

all̔ all − ̕ 

 

set client-blacklist log <cr> 

ⱳ  

10.7 client-whitelist 

Ȃ ⱴ⌠ Ҭ IP̆ ץ

Ⱶ ̆ ғҌẠᴋᵥWEB ῃ ̆ ҹ ῃ Ȃ 

 

set client-whitelist entry [A.B.C.D/M] 

ⱴ  

Unset client-whitelist [all |entry [A.B.C.D/M]] 

−  

Show client-whitelist <cr> 

 

【参数】 

A.B.C.D/M̔ ⱴ − IP Ȃ 

all̔ all − ̕ 

10.8 clock 

ҹ ῏ ԍ ץ̆

ҹ Ȃҹԅ ̆ ᶫԅ ꜚ ҍᶏ

NTP Ⱶ ң Ȃ 

 

set clock date [YYYY.MM.DD] time [HH:MM:SS] 

ꜚ  
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【参数】 

YYYY.MM.DD̔ ̆ ҹ - - ̕ 

HH:MM:SS̔ ̆ ҹ -№ - ̕ 

 

set clock time-zone <-12-12>  

 

 

set clock ntp-enable<cr> 

NTP Ⱶ  

unset clock ntp-enable<cr> 

NTP Ⱶ  

 

set cloeck ntp-interval <12-180>  

ҍ NTP Ⱶ ꜚ ̆↕ ꜚ ѿ

NTP Ⱶ Ȃ ᵝҹ№ Ȃ 

unset cloeck ntp-interval <cr>  

NTP Ⱶ ꜚ ̕ 

 

set clock ntp-server [SERVER_FQDN] 

NTP Ⱶ IP ̕ 

【参数】 

SERVER_FQDN̔ ῀ NTP Ⱶ IP ̕ 

 

unset clock ntp-server <cr> 

NTP Ⱶ ̕ 

 

show clock <cr> 

 



RG－WG
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set dynamic-blacklist exempt-ip [A.B.C.D/M] 

ᶛ IP  

unset dynamic-blacklist exempt-ip [A.B.C.D/M] 

− ᶛ
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̆ ľ Ḡ Ŀ ̆‗ ᵥ

ľ Ŀ ᴪ Ȃ 

 

set failsafe mode [fail-open | fail_close] 

【参数】 

Fail-open̔ ᾛ ľ Ŀ ᴪ ̆Ҍ ῤ

Ȃ 

Fail-close̔ ľ Ŀ
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set ha adv-interval <1-30> 

10.13.2 cluster-ip 

῀
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− ᴍ ᴨᾢ Ȃ 

10.13.9 Interface 

Ȃ ̔̂ 1̃ңҩ Һ׆

ᶏ ѿҩ Ȃᶛ ̔ Һ ῏҉ eth3 ҹ

HA ̆ Ӈ ῏҉Ӟ eth3 ҹ Ȃ̂ 2̃

HA ᵬ ľ Ŀ̆ № IP Ȃ 

 

set ha interface [IF_NAME] 

Ȃ 

【参数】 

IF_NAME̔ ῀ᵬҹ Ȃ 

 

unset ha interface<cr> 

− Ȃ 

10.13.10 monitor-if 

̆ ץ ṿᵬҹ HA ℗ Ȃ 

 

set ha monitor-if [IF_NAME] <cr> 

 

unset ha monitor-if [IF_NAME]<cr> 

−  

set ha monitor-if [IF_NAME] weight <1-32> 

ṿ 

【参数】 

IF_NAME̔ ῀ Ȃ 
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weight <1-32>̔ ṿ̆ ҹ 1-32Ȃ 

Һ VRRP Ҭ ᵬ ’ ῒ ṿȂ

ᴪ ῒ ԍ UP ṿӊ ̆ Һ

Ȃ ԍҺ ̆↕ ҹҺ

̆ ꜚ℗ ⌠Master Ȃ 

【注意】 

ŵ Һ ҉ ṿ № ԋ̆ ṿ Ȃ. 

Ŷ ҹ ᶏ ṿ ᵬҹ ℗ ̆ Һ ҉№

ṿ Ȃ 

Ȃ
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̆ ץ ľ ĿȂ ᶏץ ׆ ѿ

℗ ҹ MasterȂῒ ̆ Ҍ Ҭ̆

Backup ҹ ⌠Master ̆ ԅ

̆ ץ ᾧ ᴍ ῤ

Ȃ 

ץ ̆ ҹ 0͘600Ȃ ҹľ0Ŀṿ Һ

ⱳ ľҺ Ŀ Ȃ 

10.13.13 tracking-host 

Һ ping Һ ̆

ῤ ⌠ ̆↕ ҹ Һ Ҍ Ȃ 

 只有连续 3 次向跟踪主机发送 ping 包均不可达，才认为此链路不通。 

set ha tracking-host [A.B.C.D] <cr> 

ⱴ Һ   

unset ha tracking-host [A.B.C.D]<cr> 

− Һ  

set ha tracking-host [A.B.C.D] weight <1-32> 

Һ ṿ 

 

A.B.C.D̔ ῀ ҉῏ ᵝ Һ IP Ȃ 

10.13.14 tracking-threshold 

ľ ℗ ҳ ṿĿȂҺ ᴪ ῒ₮ ṿ

ӊ ̆ ľ ℗ ҳ ṿĿ Ȃ

ṿӊ Ҍᵞԍ ṿ V̆RRP ҹҺ

₮ ̆ ׆ Һ ᵬȂ 

 

set ha tracking-threshold <1-32> 
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10.13.15 tracking-timeout 

ľ ĿȂ Һ ping Һ

̆ ῤ ⌠ ̆↕ ҹ Һ Ҍ

Ȃ 

 

set ha tracking-timeout <1-10> 

unset ha trackingtimeout<cr> 

10.14 hard-disk 

 

show hard-disk 

10.15 http 

HTTP ῏  

 

set http connection-timeout <60-3600> 

HTTP  

 

set http http-unknown-method 

ᾛ ‰ HTTP  

 

unset http http-unknown-method 

‰ HTTP  
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show http connection-timeout  

HTTP └  

 

10.16 hostname 

ḱ Ȃ 

 

set hostname [HOST_NAME] 

10.17 interface 

 

 

set interface [IF_NAME] [down | up ] 

ҹ u̔p downȂ ľUpĿ ̆ᾛ

̕ ľDownĿ ̆ Ȃ 

 

set interface [IF_NAME] inbound <cr> 

unset interface [IF_NAME] inbound <cr> 

׆ ҩ ῃ Ȃѿ ̆ҍ

Ⱶ Ҍ ̆ҍ

Ȃ 

 

set interface [IF_NAME] ip [A.B.C.D/M] 

unset interface [IF_NAME] ip [A.B.C.D/M] 

IP ῒ  

 

set interface [IF_NAME] mac duplex [auto-nego| full| half] 
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̔ ꜚ̆ῃ Ȃ 

set interface [IF_NAME] mac flow-control [autoneg |rx |tx] 

ᵬ ̔ ꜚ̆10ȁ100 1000̕ 

 

set interface [IF_NAME] manage [all | https | ping | ssh | snmp] 

unset interface[IF_NAME] manage[all | https | ping | ssh | snmp] 

̔HTTPSȁSSHȁPINGȁSNMP Ȃ all

Ȃ 

 

set interface [IF_NAME] mode [route | transparent] 

ᵬ ̔ ľ Ŀ ľ Ŀ ̕ 

 

set interface [IF_NAME] vlan <2-
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10.19 log 

Ҭ ֓ ҹ̆ץ Ȃ

₮⌠ FTP Ⱶ Ȃ 

 

set log export schedule [day <0-6> | interval <1-30>] time [HH:MM] 

remove_local [yes | no] ftp <A.B.C.D> <USERNAME> <PASSWORD> 

₮ Ȃҹ ᾧ ҡ ̆ └ ⅞ ₮⌠

FTP Ⱶ Ȃ ᵬ ₮ ≢ Ȃ 

unset log export schedule <cr> 

₮ Ȃ 

Show log export <cr> 

₮ ῏ Ȃ 

【参数】 

day<0-6>̔ ҹ ѿ ̆ ѿ

Ȃ0 ̕1-6 №≢ ѿ⌠ ΈȂ 

interval <1-30>̔ FTP Ⱶ ̆

1-30 Ȃ 

time 
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set log maxsize action drop<cr> 

ᴆ ⌠ ̆ Ả Ȃ
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show mac-learning<cr> 

10.21 mac-table 

ץ MAC ̆ ԋ

̆ ӟ̆ MAC Ȃ 

 

set mac-table macaddr [A:B:C:D:E:F] vlan <1-4094> interface [IF_NAME] 

ⱴ MAC  

unset mac-table [all | macaddr [A:B:C:D:E:F] vlan <1-4094> ] 

− MAC  

【参数】 

A:B:C:D:E:F̔ ῀ MAC Ȃ 

vlan <1-4094>̔ MAC VLAN Ȃ 

IF_NAME̔ MAC Ȃ 

all̔ all − MAC Ȃ 

10.22 management 

10.22.1 alertsettings 

ᴆ  

 

set management alertsettings consolidate (web-attack| malware| infected-sites 

|tampered-sites count <1-10000> 

ҩԊᴆ ῤ ⌠ ᴆ

Ȃ ҹ 25 Ȃ ҹ 1⌠ 10000Ȃ 

   

set management alertsettings consolidate (web-attack| malware |infected-sites 
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|tampered-sites) 

WEB ₯ȁ ȁ ȁ ᴆ ⱳ  

 

set management alertsettings consolidate (web-attack| malware |infected-sites 

|tampered-sites) time <1-1440> 

ҩԊᴆ ̆ ҹ 10 № ̆ ҹ 1 ⌠ 1440

№ Ȃ 

 

set management alertsettings license days <1-30> 

Ḥ Ȃ 

 

set management alertsettings perincident ha (disable |enable) 

HA ⱳ  

 

unset management alertsettings 

ᴆ ⱳ  
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10.22.2 https-port 

ᶏ HTTPS Ȃ ҹ 443Ȃ 

set management https-port <1-65535> 

10.22.3 login-fail-delay 

Ȃ
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set management mailsettings smtp [alert | report]  

ᴆ ᴆ ᶏ ᴆҬ Ⱶ ᴆȂҌᶏ

ᴆ Ⱶ ̆ ᶏ ῤ QMAIL Ⱶ ̆ ᶏ

ᴆ Ⱶ Ȃ 

 

set management mailsettings tls [on |off] 

ľ Ⱶ ῃᴰ Ŀ Ȃ SMTP Ⱶ ῃ

̆ Ӈ Ȃ 

10.22.7 nms-port 

ᶏ NMS  

set management nms-port <1-65535> 

10.22.8 ssh-port 

ᶏ SSH Ȃ ҹ 22Ȃ 

set management ssh-port <1-65535> 

10.22.9 trusted-host 

Ḥ Һ ̆ IP ҍ

̆ῒ ᴋᵥҺ Ҍᴪ ⌠ Ȃ Ҍ

Ḥ Һ ̆↕ ᴋ׆ץ Һ ̆

Ȃ 

 

set management trusted-host <A.B.C.D/M> 

ⱴ Ḥ Һ Ȃ 

unset management trusted-host <A.B.C.D/M> 

− Ḥ Һ Ȃ 

Show management trusted-host <cr> 

Ḥ Һ Ȃ 
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10.23 proxy-auth 

῏ ̆ ⌠ԑ Ȃ ῏ ף

Ⱶ ԑ ̆ Ӈ ף Ȃ 

 

set proxy-auth auth [basic |no-auth | ntlm] 

ᶭ ף Ⱶ Ȃ 

【参数】 

no-auth̔ ף Ⱶ Ҍ ̆ Ӈ Ȃ ̆

ף Ⱶ IP Ȃ 

basic  ̔ ף Ⱶ ᶏ / ̆ Ӈ

Ȃ ̆ ף Ⱶ IPȁ ӥȂ 

ntlm̔ ף Ⱶ ᶭ Windows ꜚ ̂AD̃

̆ Ӈ Ȃ 

 

set proxy-auth [enable | disable] 

ף ⱳ Ȃ 

 

set proxy-auth domain [DOMAIN] 

ף Ⱶ NTLM ̆ Ӈ ῏

Windows Ȃ 

 

set proxy-auth ip [A.B.C.D] port <1-65535> 

ף῀ Ⱶ IP Ȃ 

 

set proxy-auth username [USERNAME ] password [PASSWORD] 

ף῀ Ⱶ Ȃ 

 

unset proxy-auth<cr> 

ף Ⱶ  
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show proxy-auth<cr> 

ף Ⱶ ῏  

10.24 remote-assistance 

Ⱶ VPN ̆ ̆ ֲ ץ

⌠ ҉ Ȃ 

set remote-assistance local-ip [A.B.C.D] 

IP  

 

set remote-assistance remote-server [HOST] 

VPN Ⱶ Һ IP  

 

unset remote-assistance<cr> 

 

 

show remote-assistance<cr> 

῏  

10.25 report 

῏ Ȃ Ḡ ȁ ᴆ

Ȃ ῏ Ȃ
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10.25.2 maxsize 

ᴆ Ȃ ᵝҹMBȂ 

set report maxsize <1-1000> 

10.25.3 schedule 

Ȃ Ҍ ץ ȁ Ȃ

ץ Ḡ ̆Ӟ ҹ ꜚ ᶫ⌠ ᴆ

ҬȂ 

 

set report schedule summary-report day<cr> 

 

unset report schedule summary-report day<cr> 

ᴋⱵ 

set report schedule (access | attack )(clientip | serverip | hostname ) <1-100> 

₯  

unset report schedule (access | attack )  (clientip | serverip | hostname ) 

₯  

【参数】 

access| attack̔ ȁ ₯ ̕ 

clientip | serverip | hostname̔ IPȁ Ⱶ IP Һ  

<1-100>



RG－WG 系列 WebGuard 应用保护系统命令手册 

 

 

70 / 87 

 

email̔ ᴆ ᴆ Ҭ ̕ 

local-email̔ Ḡ ̆ ᴆ ᴆ

Ҭ Ȃ 

save-locallyֽ̔ Ḡ Ȃ 

 

set report schedule ip [A.B.C.D/M] 

ֽ ҹ Һ ̆↕ IP Ḥ Ȃ 

 

set report schedule ipall[-1|0|1] 

Ȃ-1 ῃ ȁ0 IP ̕1 ↕

̆ ҹ ῃ Ҭ Ⱶ Ḥ Ȃ ’Ҋ̆

1Ȃ 

 

set report schedule malware (clientip | serverip | hostname |virusnumber) 

<1-100> 

 

unset report schedule malware  (clientip | serverip | hostname |virusnumber) 

 

【参数】 

malware̔ ̕ 

clientip | serverip | hostname |virusnumber̔ IPȁ Ⱶ IPȁ

Һ  

<1-100>̔ Ҭ ↓ ╠₃ᵝ Ḥ Ȃ 

set report schedule language [ chinese | english | traditional-chinese] 

ᶏ ̆ ҹ̔Englishȁ ᵣҬ ᵣҬ Ȃ 

 

set report schedule sche-type [daily |daily-weekly | disable |weekly] 

 

【参数】 
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daily̔ ľ Ŀ Ȃ 

daily-weekly̔ Ȃ 

weekly̔ ѿ ҹ Ȃ 

disable̔ῃ Ȃ 

 

set report schedule security-group [SECURITY_GROUP_NAME]
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set reverse-proxy target-interface IF_NAME 

ף Ȃ ᾢḠ ᵬ ̆

ғ IP Ȃ 

 

show reverse-proxy 

ף  

 

show reverse-proxy target-interface 

ף  

 

unset reverse-proxy new-server-ip A.B.C.D 

− ף Ҭ ҩWEB Ⱶ IP  

 

unset reverse-proxy target-interface 

ҩ ҌῬ ף  

 

10.27 route 

̆ Ҭ ȁ Ȃ 

 

set route [A.B.C.D/M] gw [A.B.C.D] 

ⱴ  

unset route [A.B.C.D/M] gw [A.B.C.D] 

−  

unset route all<cr> 

−  

show route<cr> 
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【参数】 

A.B.C.D/M̔ ῀ ῒ  

A.B.C.D̔ Ҋѿ IP Ȃ Ҍ ҹ

IP ̆ ↕ Ҍᴪ Ȃ 

10.28 security-policy 

ῃ ↕ 

set security-policy [POLICY_NAME] 

ⱴѿ ῃ ↕ֽ̆ ⱴ ̆Ҍ ΐᵣ Ȃ ΐᵣ

 security-Ȃ 

 

set security-policy [POLICY _NAME] 

− ѿ ῃ ↕ 

 

Show security-policy<cr> 
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10.29 server-certificate-mapping  

WEB Ⱶ ҍ ӥ ῏ ̆ Ԋᾢ ῀ Ⱶ ӥȂ

≢ ̆ CLIҊ ῀ ӥ̆ WEBUI ῀ ӥȂ 

 

set server-certificate-mapping server-ip A.B.C.D server-port PORT 

server-certificate CERTIFICATE-NAME 

WEB Ⱶ ҍ ӥ ῏  

 

show server-certificate-mapping 

WEB Ⱶ ҍ ӥ ῏  

 

unset server-certificate-mapping server-ip A.B.C.D server-port PORT 

server-certificate CERTIFICATE-NAME 

WEB Ⱶ ҍ ӥ ῏  

 

10.30 server-group 

Ⱶ ῃ  

 

set server-group [GROUP_NAME] [enable | disable] 

ⱴ Ⱶ ῃ ̆ ↕Ȃ ↕ ᴪ

Ȃֽ ⱴ ̆Ҍ ΐᵣ Ȃ ΐᵣ  server-groupȂ 

 

set server-group [SRC_ GROUP _NAME] move [after | before] 

[DST_GROUP_NAME] 

ꜚ ↕ ᵝ ̆ ץ ╠ ꜚȂ 

【参数】 

SRC_ GROUP _NAME̔ ꜚ ̕ 
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after | before̔ ꜚ ̆ ╠ ꜚ̕ 

DST_GROUP_NAME̔ ꜚ ᵝ ̆ ꜚ⌠ ↕ӊ╠ ӊ

Ȃ 

 

unset server-group [GROUP_NAME] 

− Ⱶ  

 

unset server-group all 

− Ⱶ  

 

Show server-group<cr> 

Ⱶ  

10.31 server-whitelist 

Ⱶ Ȃ Ⱶ ԍ ҌẠ ↕ WEB Ⱶ

IP ̆ WEBGUARD ↓ Ҭ Ⱶ ̆

ҌẠᴋᵥ ↕ Ȃ 

 

set server-whitelist host entry [HOSTNAME] 

ⱴ Ⱶ  

unset server-whitelist host entry [HOSTNAME] 

− Ⱶ  

Show server-whitelist host<cr> 

Ⱶ  

【参数】 

HOSTNAME̔ ῀ Ⱶ Ȃ 

 

set server-whitelist ip entry [A.B.C.D/M] 

ⱴ Ⱶ IP  
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unset server-whitelist ip entry [A.B.C.D/M] 

− Ⱶ IP  

Show server-whitelist ip <cr> 

Ⱶ IP  

【参数】 

A.B.C.D/M̔ ῀ Ⱶ IP ῒ Ȃ 

10.32 snmp 

SNMPף ץ̆ SNMP Trap ῏ Ȃ 

set snmp community [COMMUNITIY_NAME] 

SNMPף SNMP ᴆ ұȂ

̆ ῏ ץ SNMP ׆̆

῏Ḥ Ȃ 

 

set snmp [disable | enable] 

҉ SNMPף  

 

set snmp [ server1 | server2 | server3 ] [A.B.C.D] community 

[COMMUNITY_STRING] trap-port <1-65535> 

SNMP Ⱶ SNMP Trap Ȃ 

【参数】 

server1 | server2 | server3̔ SNMP Ⱶ ̆ ץ ҈ Ȃ 

COMMUNITY_STRING̔ SNMP ף SNMP Ⱶ

Trap ұ̆ң ѿ Ȃ 

trap-port̔ SNMP Ⱶ Trap Ȃ 

 

set snmp trap [v1 | v2] 

SNMP Ⱶ SNMP trap ̆ ҹ V1̆V2Ȃ 
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unset snmp [ server1 | server2 | server3 ] 

− SNMP Trap SNMP Ⱶ Ȃ 

 

Show snmp <cr> 

SNMP ῏  

10.33 Syslog 

Syslog Ⱶ  

 

set syslog enable <cr> 

Syslog ̆↕ Syslog Ⱶ Ȃ 

 

set syslog server ip [A.B.C.D] port <1-65535> level <0-6> facility <0-0m

[(02DC BT

1 A8<)-3(1)] TJ

E2yT

/F1BT

.



RG－WG 系列 WebGuard 应用保护系统命令手册 

 

 

78 / 87 

 

all̔ ̕ 

admin̔ ҹ̆ ȁ ץ₮ Ạ Ȃ 

system̔ ҹ̆ ̔HAȁ Ȃ 

waf̔ ⌠ WEB Ⱶ ȁ ₯ Ȃ 

unset syslog [ enable | server | service ] 

 

show syslog<cr> 

Syslog Ⱶ ῏  

10.34 system 

Ȃ 

10.34.1 strict-tcp 

Ҥ



RG－WG 系列 WebGuard 应用保护系统命令手册 

 

 

79 / 87 

 



RG－WG 系列 WebGuard 应用保护系统命令手册 

 

 

80 / 87 

 

10.36 web-cache 

ⱳ ῏  

 

set web-cache anti-tamper-mode<cr> 

WEB ⱳ  

unset web-cache anti-tamper-mode<cr> 

WEB ⱳ  

 

set web-cache file-type (web-page |script |image| video| audio| flash |others 

|all) 

ᴆ  

unset web-cache file-type (web-page |script |image| video| audio| flash |others 

|all) 

ᴆ 

【参数】 

web-page |script |image| video| audio| flash |others |all №̔≢ ȁ ȁ

ȁ ȁ ȁFlash ῒ Ȃ all ᴆ Ȃ 

 

set web-cache check-schedule <1-1440> 

̆ ѿ Ȃ

ҹ 1-1440̆ ᵝҹ№ Ȃ 

set web-cache max-disk-size <1-50> 

WEB ̆ ᵝҹ GB̆ ҹ
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