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1.2  

ᵬҹץ WEB Ḡ ῃ

ΎȂῒז ̔ 

ȇRG-WG ↓ WebGuard֟ פ ΎȈ 

ȇRG-WG ↓ WebGuard֟ Ȉ 

1.3  

Ὲ ԍ ֟ ᶫ ֟ Ⱶ̆ ᵬᴩᵄ ץ

Ὲױ www.ruijie.com.cn Ҋ̆ ⌠ ױ ֟ ̆

֜ Ȃ 

ѿ ľ Ŀ̆ Ὲ

̔4008111000. 

2  

RG-WG ῏ ץ HTTPS ῃ WEB ̆

פ (CLI) Ȃ ῏ ᵥᶏ CLI RG-WG ῏

Ḥ ̆ ȇ RG-WG֟ פ ᵬ ȈȂ 

 WEBUI CLI CLI

WEBUI  
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2.2 WEBUI  

∆ WEBUI Ҋ ̆ҹ Һ  >  ̆

ԅ῏ Ḥ Ḥ Ȃ 

 

 

҉ ̆WEBUI Ҋ҈ҩץ № ̔ 

 Һ ̂ ῤ̃ 

ⱳ Һ №ҹץҊ₃ҩҺ ̆ Һ Ҭ ԅ

̔ 

ѻ Һ ̔ ԍ Ȃ 

ѻ ̔ Һ Ҭ̆ ץ̆

Ḥ Ȃ 

ѻ WEB ᾑ URL ῃ ̆ ľ Ⱶ ῃ ĿҬ URL

ῃ ץ̆ Ҍ WEB Ⱶ Ḡ Ȃ ץ

ⱳ ȁ DoS ₯ȁWebshell ȁ ӥ ῀ ῏ Ȃ 
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3  

3.1  
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҉׆ ꜚ Ȃľ

Ŀ ᵝҹ ȁ № Ȃ 

CPU≠  ╠ CPUᶏ № Ȃ 

ῤ ᶏ   

	ò� 
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₯ľ┘ Ŀ ┴┘ ת Ȃ ת ┘ ̆ ׆ ᶷ

Ҋ ↓ Ҭ ѿҩȂ 

3.2  

῏ ȁ Ⱶ ῃ ⇔ ̆ ῏

῏  Һ  > №  Ҭ

Ḥ ᴆ Ḥ Ȃ Ҋ↓Ḥ ̔ 

  

  

 HTTP  

 HTTPS  

 Web ₯  

 WEB  

3.2.1  

 Һ  > №  > ̆ ᶷ ╠ CPUᶏ

ᶏ Ȃ Ҋ Ȃ 
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ľCPU ᶏ ĿҊ ץ̆ CPU ᶏ Ḥ Ȃ

῏ ԍ CPUᶏ ̆ ΐᵣ Ȃ 

ľ ≠ Ŀ ᶏ Ḥ Ȃ 

ץ ľ Ŀ ̔

ȁ ȁ ҩ Ȃ ₯ľ┘ Ŀ ץ ҉ ⌠

Ḥ Ȃ 

3.2.2  

 Һ  > №  > ̆ Ḥ Ȃ

Ҋ Ȃ 
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↓ Ҋ ̔ 

  

  Ȃ 

IP  
№ IP Ȃ ᵬ ֜

̆↕ ҹ 0.0.0.0Ȃ 

 

ᵬ ̔ľupĿ ľdownĿȂ 

̔ 

vlan1 v̆lan1 ᴺ ̆ ץ⌠

└Ȃ

ԍ ̆ Ӈ vlan1Ӟ ԍ Ȃ ᴋ

ѿҩ ԍ ̆ Ӈ vlan1Ӟ

ԍ Ȃ 

 ᵬ ̔ľ Ŀ ľ Ŀ Ȃ 

Rx Pkts ҉ ⌠ Ȃ 

Rx Errors ҉ ⌠ Ȃ 
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ץ ľ Ŀ ̔

ӈ№≢ҹ̔ 

 ѿ ̔ ╠ ┴ӊ╠ ѿҩ ῤ Ḥ

̕ 

 ׂ ̔ 00̔01⌠ ┴ Ḥ ̕ 

 ̔ ѿ 00̔01⌠ ╠ ┴

Ḥ ̕ 

 7 ̔ ╠ ┴ӊ╠҂ ῤ Ḥ  ̕

 ̔ 1 00̔01⌠ ╠ ┴

Ḥ ̕ 

 30 ̔ ╠ ┴ӊ╠30 ῤ Ḥ  ̕

 └ ̔ ̆ ₯ľ Ŀ ̆

Ḥ Ȃ 

₯ľ┘ Ŀ ץ ҉ ⌠ Ḥ Ȃ 

3.2.4 HTTPS  

 Һ  > №  > HTTPS ̆ 1 ῤ

HTTPS ᴪ ץ ᶏ ’ Ḥ Ȃ Ҋ

Ȃ 
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ץ ľ Ŀ ̔

ӈ№≢ҹ̔ 

 ѿ ̔ ╠ ┴ӊ╠ ѿҩ ῤ Ḥ

̕ 

 ׂ ̔ 00̔01⌠ ┴ Ḥ ̕ 

 ̔ ѿ 00̔01⌠ ╠ ┴

Ḥ ̕ 

 7 ̔ ╠ ┴ӊ╠҂ ῤ Ḥ  ̕

 ̔ 1 00̔01⌠ ╠ ┴

Ḥ ̕ 

 30 ̔ ╠ ┴ӊ╠30 ῤ Ḥ  ̕
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 └ ̔ ̆ ₯ľ Ŀ ̆

Ḥ Ȃ 

₯ľ┘ Ŀ ץ ҉ ⌠ Ḥ Ȃ 

3.2.5 WEB  

ץ Ҭ ῏ԍ WEB Ⱶ Ḡ Ḥ ̆

⌠ WEB ₯Ḥ ȁ ₯ Ⱶ Ḥ ȁ ₯ WEB

Ⱶ Ḥ Ȃ 

 Һ  > №  > WEB ₯̆ ῏ԍWEB Ⱶ Ḡ

Ȃ Ҋ Ȃ 

 

 

ҩ ῒ Ḥ Ҋ ̔ 
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ľ ᶏ ᶛĿ ╠ ┴ ᶏ ᶛ̕ 

ľ ╠WEB
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4  

῏ ᶫ Ḥ ү ⱳ Ȃ Ḥ

Ҭ ԅ ȁ ץ̆ WEB Ⱶ

ȁ ₯ ȁ Ȃ №ץ

Ḥ ̆ ץ Ҍ ῤ ̆ Ҍ

ץ ȁ ᴋᵥ Ḥ Ȃ

ץ ֜ Ḥ ̆ ҹ ꜚ ꜚ ᶫ⌠

ᴆ ҬȂ Ҍ ̆ ץ

ԅ ⌠ WEB Ⱶ ’ȁ ’ ₯

’ Ȃ 

Ҋ↓Һ ̔ 

 ̔ Ḥ ȁ└ ᴋⱵ̆

Ȃ 

 ̔ WEB Ⱶ ₯ȁ ȁ ̆

Ḥ Ȃ 

4.1  

RG-WG ֟ └ ҹ Ȃ ץ

└Ḥ ץ Ȃ Ҋ ↓̔ 

 ȁ CPU ῤ ᶏ

’ Ȃ 

₯  ₯Ԋᴆ № ȁ ₯ ᶛ ̆

↓ ╠ Nᵝ Ⱶ ₯Ԋᴆȁ Һ

₯Ԋᴆȁ ₯Ԋᴆ Ȃ 

 Ԋᴆ № ȁ ↓ ╠ Nᵝ

Ⱶ Ԋᴆȁ Һ Ԋᴆȁ

Ԋᴆ Ȃ 

 Ԋᴆ № ȁ ↓ ╠ Nᵝ

Ⱶ Ԋᴆȁ Һ Ԋᴆȁ

Ԋᴆ̆ ҉ᴰԊᴆ Ȃ 



RG-WG WebGuard  

        

 

20 / 154 

 

 

֟ № ᶛ Ԋᴆ№ Ȃ ֟

̆ ꜚ֟ Ȃ ֟ Ḡ

⌠ ᴆ ῃ Ȃ

҉ ῒ ₮⌠ PC ҉Ȃ̔  

 

№ҹ҈ ̔ 

  

  

 ֟ Ȃ 

4.1.1  

ľ Ŀ Ḥ

Ȃ ȁҊ − ֟ Ȃ 

1̃   >  > ̆ Ҋ Ȃ 

 

 

2̃ Ḥ  
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₯ľ ≢ĿҬ ΐᵣ ̆ ץ Ḥ Ȃ ↓ץ

ԅ Ḥ Ҍ̆ ῤ

≢Ȃ 

3̃ ₯ľ ₮Ŀѿ ̆ Ҋץ ⌠ PC ҉Ȃ 

4̃ ₯ľ− Ŀ −ץ Ȃ 

4.1.2  

̆ ֟ Ȃ Ҍ ץ

ȁ Ȃ ץ Ḡ ̆Ӟ ҹ ꜚ ᶫ⌠

ᴆ ҬȂ  7.1.4 ᴆ Ȃ 

1̃   >  > ֟ Ȃ Ҋ Ȃ 
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2̃ ľ Ŀ №̆ ץ ľ Ŀȁľ ₯ Ŀȁľ

Ŀ ľ Ŀ Ȃ ̆ ₯

ᶷ ľ Ŀ̆ ץ ⌠ Ҭ ΐᵣῤ ̆ ץ ľ Ŀ

Ҭ ↓ ╠₃ᵝ Ḥ Ȃ Ҋ Ȃ 

 

 

3̃  

’Ҋ̆ ľ Ŀ̆ ↕ ҹ ῃ Ҭ Ⱶ

Ḥ Ȃ 

ֽ ҹ Ⱶ Һ ȁ Ҭ Ⱶ ↕̆ ľ

̔ Ⱶ ̂/ Ŀ̃ ῀ IP Ḥ Ȃ 

ֽ ҹ ῃ Ҭ Ⱶ ̆ ↓ Ҭ

ῃ Ȃ 

4̃  

ľ Ŀ № ̔ 

Ã ץ ľׂ Ŀȁľ Ŀȁľ 7 Ŀȁľ 14 Ŀȁľ 30 Ŀ

Ȃ 

ľׂ Ŀ̔
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B̃Ӟ ץ ľfromĿ ľtoĿ Ҭ̆ Ȃ 

5̃ ₯ľ Ŀ ֟ Ȃ ֟ ̆ ץ ľ

Ŀ Ȃ 

4.2  

ץ Ḥ Ȃ  

 >  >  >  Ḥ Ȃ

№ҹ Ҋ₃ ̔ 

 ₯  

  

  

  

  

 

̔ 

1 ҹ̃ Ḥ ̆ Ȃ  7.1.2.3

Ȃ 

2̃ ᴪ₮ ֓ Ҍ Ҭ ’̆ ԍ

ᴆ ᴋᵥ Ḥ ̆ᶏ Ҭ ҹӰ Ȃ ץ

Ҭ ľ ꜚ Ŀ̆ ꜚ UTF-8

Ȃ Ҍ ̆ ץ   > 

 Ҭ ̆ᶏ ץ Ȃ 

4.2.1  

₯ ԅ ῃ ῏ ҹ̆ Ҋ↓ ҹ̔ 

 Web ₯ ₯ ҹ 
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 ӈ SQL ῀῏ ₯ ҹ 

 ӈ ῏ ₯ ҹ 

 ӈ פ ῀῏ ₯ ҹ 

 פ ₯ ҹ 

 Ḥ Ḥ ҹ 

 Ⱶ WEB ῤ  

 WEB Ⱶ ף  

 ⌠WebShell ₯ 

 ׆ Ⱶ Ҋ ᴆ  

 Ⱶ ҉ᴰ ᴆ  

 IP WEB Ⱶ Ȃ 

 WEB Ⱶ URLȁURL ȁPOST ̆ CookieҬ

Ȃ 

 Ҭ WEB Ⱶ  

 ꜚ ₯ Ҭ IP WEB Ⱶ  

  

 Cookie  

 ₮  

 http  

ץ ₯ ȁ− ȁ ₮ ̆ ץ

ᴆ Ḥ Ȃ 

1̃   >  > ₯ ̆ Ҋ Ȃ 
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ץ ⌠ ╠ Ҭ ₯ Ḥ Ȃ Ҭ Ӱ Ḥ

̆ ץ ₯ľ ꜚ ꜚ Ŀ̆ Ӱ ̆ ץ

Ҭ   > ̆ Ḥ Ȃ 

’Ҋ̆ ľ Ŀ ̆ ╠

25 ̆ ץ ḱ Ȃľ Ŀ

╠ Ḥ ῍ Ȃ ץ ₯ ̆Ӟ ץ

ľ Ŀ ῀ ̆ ₯ľ ⌠Ŀ ץ Ȃ 

2̃ ₯ Ҋ↓Ḥ ̔ 
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Ȃ 

B̃ ľ ≢Ŀ ᴆ 

ᶷ↓ Ҭ ̆Ҭ ↓ Ҭ ľ̂

Ŀ ľ ԍĿ̃̆ ᶷ Ҭ ῀ ᴆȂ 

ŵ ѿҩ ᴆ̆↕ ῤ ᴆ̆ ῤ

ᶏ ᴆӞҌ Ȃ 

Ŷ ңҩ ᴆ̆↕ ῤ

ᴆ̆ ῤ ңҩ ᴆӊ ῏ ̔ 

ľҍĿ ңҩ ᴆ Ḥ ľ̕ Ŀ ῒҬ

ѿҩ ᴆ Ḥ Ȃ 

C̃ ľ ᵬĿ ᴆ ᵬ̆ ҹľ

Ŀ ľ ĿȂ 

D̃ ₯ľ Ŀ Ȃ 

ľ Ŀ̆ ↕↓ Ҭ ᴆ Ḥ Ȃ 

ľ− Ŀ̆ ↕ ₮ Ҋ ̆ ᴆ

׆ Ҭ− Ȃ 

 

4.2.2  

ľ ҉ᴰ Ŀ ̆ WEB Ⱶ ҉ᴰ ᴆҬ

⌠ ҹȂ 

ץ ȁ− ȁ ₮ ̆ ץ

ᴆ Ḥ Ȃ 

1̃   >  > ̆ Ҋ Ȃ 
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ץ ⌠ ╠ Ҭ Ḥ Ȃ Ҭ Ӱ Ḥ

̆ ץ ₯ľ ꜚ ꜚ Ŀ̆ Ӱ ̆ ץ

Ҭ   > ̆ Ḥ Ȃ 

’Ҋ̆ ľ Ŀ ̆ ╠

25 ̆ ץ ḱ Ȃľ Ŀ

╠ Ḥ ῍ Ȃ ץ ₯ ̆Ӟ ץ

ľ Ŀ ῀ ̆ ₯ľ ⌠Ŀ ץ Ȃ 

2̃ ₯ Ҋ↓Ḥ ̔ 

  

 ⌠
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B̃ ľ ≢Ŀ ᴆ 

ᶷ↓ Ҭ ̆Ҭ ↓ Ҭ ľ̂

Ŀ ľ ԍĿ̃̆ ᶷ Ҭ ῀ ᴆȂ 

ŵ ѿҩ ᴆ̆↕ ῤ ᴆ̆ ῤ

ᶏ ᴆӞҌ Ȃ 

Ŷ ңҩ ᴆ̆↕ ῤ

ᴆ̆ ῤ ңҩ ᴆӊ ῏ ̔ 

ľҍĿ ңҩ ᴆ Ḥ ľ̕ Ŀ ῒҬ

ѿҩ ᴆ Ḥ Ȃ 

C̃ ľ ᵬĿ ᴆ ᵬ̆ ҹľ

Ŀ ľ ĿȂ 

D̃ ₯ľ Ŀ Ȃ 

ľ Ŀ̆ ↕↓ Ҭ ᴆ Ḥ Ȃ 

ľ− Ŀ̆ ↕ ₮ Ҋ ̆ ᴆ

׆ Ҭ− Ȃ 

 

4.2.3  

ԅ WEB Ⱶ ҹȂ 

ץ ȁ− ȁ ₮ ̆ ץ

ᴆ Ḥ Ȃ 

1̃   >  > ̆ Ҋ Ȃ 



RG-WG WebGuard  

        

 

33 / 154 

 

 

 

ץ ⌠ ╠ Ҭ Ḥ Ȃ Ҭ Ӱ Ḥ

̆ ץ ₯ľ ꜚ ꜚ Ŀ̆ Ӱ ̆ ץ

Ҭ   > ̆ Ḥ Ȃ 

’Ҋ̆ ľ Ŀ ̆ ╠

25 ̆ ץ ḱ Ȃľ Ŀ

╠ Ḥ ῍ Ȃ ץ ₯ ̆Ӟ ץ

ľ Ŀ ῀ ̆ ₯ľ ⌠Ŀ ץ Ȃ 

2̃ ₯ Ҋ↓Ḥ ̔ 

  

 WEB Ⱶ ΐᵣ Ȃ 

IP  WEB Ⱶ IP Ȃ 



RG-WG WebGuard  

        

 

34 / 154 

 

  

Ⱶ IP WEB Ⱶ IP Ȃ 

 

WEB Ⱶ ̆ ң ̆

ѿ GET̆ ױ ѿҩ URL

ꜚᵬ̆ԋ POST̆ ֜ ꜚᵬȂ 

 ᶏ Ȃ 

URL  ΐᵣ URL Ȃ 

 
WEB׆ Ⱶ Ⱶ

’ ף Ȃ 

 

3̃ − ̆ ₯ľ Ŀ Ȃ 

4̃ Ḡ ⌠ PC ҉̆ ץ ľ ₮ Ŀ ₮

̔HTML CSV Ȃ ₯ľ ₮ Ŀ Ȃ 

5̃  

ץ ҩ ̂ᶛ IPȁ Ⱶ IP ̃

ᴆ Ḥ Ȃ 

 

Ã ľ / Ŀ ̆ ̔ 

ľׂ Ŀ̔ 00:00:00⌠ ╠ ┴ Ḥ ̕ 

ľ Ŀ̔ ׆ ѿ 00:00:00⌠ ╠ ┴ Ḥ ̕ 

ľ 7 Ŀ̔ ╠ ┴ӊ╠҂ Ḥ ̕ 

ľ Ŀ̔ ׆ 1 00:00:00⌠ ╠ ┴ Ḥ ̕ 

 ľ 30 Ŀ̔ ╠ ┴ӊ╠ 30 Ḥ ̕ 

 ľ └ Ŀ̔ ץ ľ / Ŀ ľ / Ŀ
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Ȃ 

̔ ⌠ ⌠ └ ӊ╠ 1№ ῤ ⌠

Ḥ Ȃ 

B̃ ľ ≢Ŀ ᴆ 



RG--
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ŵ ѿҩ ᴆ̆↕ ῤ ᴆ̆ ῤ

ᶏ ᴆӞҌ Ȃ 

Ŷ 
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ץ ⌠ ╠ Ҭ Ḥ Ȃ Ҭ Ӱ Ḥ

̆ ץ ₯ľ ꜚ ꜚ Ŀ̆ Ӱ ̆ ץ

Ҭ   > ̆ Ḥ Ȃ 

’Ҋ̆ ľ Ŀ ̆ ╠

25 ̆ ץ ḱ Ȃľ Ŀ

╠ Ḥ ῍ Ȃ ץ ₯ ̆Ӟ ץ

ľ Ŀ ῀ ̆ ₯ľ ⌠Ŀ ץ Ȃ 

2̃ ₯ Ҋ↓Ḥ ̔ 

  

 Ԋᴆ ΐᵣ Ȃ 

Ԋᴆ Ԋᴆ Ḥ Ȃ 
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3̃ − ̆ ₯ľ Ŀ Ȃ 

4̃ Ḡ ⌠ PC ҉̆ ץ ľ ₮ Ŀ ₮

̔HTML CSV Ȃ ₯ľ ₮ Ŀ Ȃ 

5̃  

ץ ҩ ̂ᶛ IPȁ Ⱶ IP ̃

ᴆ Ḥ Ȃ 

 

Ã ľ / Ŀ ̆ ̔ 

ľׂ Ŀ̔ 00:00:00⌠ ╠ ┴ Ḥ ̕ 

ľ Ŀ̔ ׆ ѿ 00:00:00⌠ ╠ ┴ Ḥ ̕ 

ľ 7 Ŀ̔ ╠ ┴ӊ╠҂ Ḥ ̕ 

ľ Ŀ̔ ׆ 1 00:00:00⌠ ╠ ┴ Ḥ ̕ 

 ľ 30 Ŀ̔ ╠ ┴ӊ╠ 30 Ḥ ̕ 

 ľ └ Ŀ̔ ץ ľ / Ŀ ľ / Ŀ

Ȃ 

̔ ⌠ ⌠ └ ӊ╠ 1№ ῤ ⌠

Ḥ Ȃ 

B̃ ľ ≢Ŀ ᴆ 

ᶷ↓ Ҭ ̆Ҭ ↓ Ҭ ľ̂

Ŀ ľ ԍĿ̃̆ ᶷ Ҭ ῀ ᴆȂ 
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ŵ ѿҩ ᴆ̆↕ ῤ ᴆ̆ ῤ

ᶏ ᴆӞҌ Ȃ 

Ŷ ңҩ ᴆ̆↕ ῤ

ᴆ̆ ῤ ңҩ ᴆӊ ῏ ̔ 

ľҍĿ ңҩ ᴆ Ḥ ľ̕ Ŀ ῒҬ

ѿҩ ᴆ Ḥ Ȃ 

C̃ ľ ᵬĿ ᴆ ᵬ̆ ҹľ

Ŀ ľ ĿȂ 

D̃ ₯ľ Ŀ Ȃ 

ľ Ŀ̆ ↕↓ Ҭ ᴆ Ḥ Ȃ 

ľ− Ŀ̆ ↕ ₮ Ҋ ̆ ᴆ

׆ Ҭ− Ȃ 
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5 WEB  

׃ └ WEB Ⱶ Ḡ Ȃ ӈ URL ῃ ̆

₯ ץ ΐᵣ ̕ ӈ Ⱶ ῃ ̆

ѿ WEB
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 ԍ WEB Ⱶ ֜ URLȁURL ȁPOST Cookiĕ

Ӟ ץ ̆ Ȃ 

 Webshellᶶ ̆ WEB Ⱶ ῀ԅWebshell ₯

ף Ȃ 

 WEB ⱳ Ȃ 

 

ץ ⱴȁḱ − URL ῃ ̆ΐᵣ ҹ̔ 

1̃  WEB ῃ > URL ῃ ̆ Ҋ Ȃ 

 

 

↕ № ̆ ץ ₯ ̆ ҩ ȂӞ

ץ ľ Ŀ ῀ ̆ ₯ľ ⌠Ŀ

Ȃ 

2̃ ⱴ ↕ 

ⱴ ̆ΐᵣ ↕ Ȃ 

ã ₯ľ ⱴĿ ̆ Ҋ Ȃ 
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b̃ ῀ ̆ ҩ ⱳ ̆ ľꜚᵬĿ №≢

⌠ ₯ RG-WG ꜚᵬ̆ ץ ľֽ Ŀȁľֽ

Ŀ ľ ĿҬ ѿ Ȃ ҩ ῤ

Ҋ ̔ 

  

Web  
Ҭ WEB ’Ȃ WEB

 4.2.3 Ȃ 

Web ₯  

ῤ Ҋԓץ ₯̔SQL ῀ ₯ȁ

₯ȁ פ ῀ ₯ȁ ₯ȁ ₮ ₯Ȃ 

̔ 

1
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₮ ₯̆ ľ Ⱶ ῃ ĿҬ ₮ ↕ֽֽ

ῤ WEB Ⱶ ₮Ḡ Ȃ 

ӈ SQL ῀῏

 

SQL ῏ ↓ ѿ WEB Ⱶ ҉ᴰ SQL

 Ȃפ

ӈ ῏  XSS῏ ↓ ѿ ₯Ȃ 

ӈ פ ῀῏ ῏פ  ↓ ѿ WEB Ⱶ ҉ᴰ  Ȃפ

פ ₯  

WEB Ⱶ ֜ ↓ ̆

Ῥ ῤ ῤ ↓פ ̆

↕ WEB Ⱶ Ȃ 

Ḥ  

WEB Ⱶ Ḥ Ȃ ҹ 500 ̆

ᵣ 1024ҩ Ҭ ῏ ̆ ҉῏ ̆

ӈ ꜚᵬȂ 

WEB ῤ  
Ⱶ Ḥ Ҭ Ḥ ̆ ̆↕

RG-WG ץ Ḥ Ȃ 

Webshellᶶ  WEB Ⱶ ῀ԅWebshellȂ 

WEB ף  
WEB Ⱶ ף ̆ ̆↕

RG-WG ץ ף Ḥ Ȃ 

ᴆ Ҋ  

׆ Ⱶ Ҋ ᴆ ̆ Ҋ ᴆ

Ҋ ᴆ ↓ Ҭ ̆↕ ׆ WEB
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c̃ ₯ľ Ŀ Ḡ Ȃ ₯ľ Ŀ URL ῃ

Һ Ȃ ₯ľ Ŀ Ȃ 

3̃ḱ ↕ 

ץ ↕̆ ₯ľ Ŀ ̕ ₯ľ ↕ Ŀ̆

ḱץ ↕ ҩ ̆ Ҋ Ȃ 

 

ΐᵣ Ҋ Ȃ 

4̃ᾥ URL ῃ  

RG-WG ᾛ ᾥ URL ῃ ̆ └ѿ ҍ

ῃ ̆ ⱴ ̆ ԅ ᵬȂ 

ѿ ̆ ₯ľᾥ ῃ Ŀ̆ ₮ Ҋ Ȃ 
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῀ ̆ᶛ ľclone_1Ŀ̆ ₯ľ Ŀ Ȃ ⱴѿ ҍ

↕Ȃ Ҋ ̆ ľclone_1Ŀ

default-security-policyᾥ Ȃ 

 

5̃−  

̆ ₯ľ− Ŀ −ץ Ȃ ₯ľ− ῃ Ŀ̆

ѿץ − ῃ Ȃ 

5.1.1 SQL  

SQL ῀ ₯ ̔WEB Ⱶ ᾛ ꜚ

SQL ̆ ╠ ῀ ֜

Ḥ ( POST GET) ῃ Ȃ 

RG-WG ≠ץ ῤ ̆ ԍ ≢

≢ SQL ῀ ₯Ȃ ץ SQL῏ ↓ ̆ ѿ

֜ SQL Ȃ 

URL ῃ Ҭ ΐᵣ Ҋ ̔ 
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1̃ ľ Web ₯ Ŀ̆ ץ ῤ

SQL ῀ ₯Ȃ ľꜚᵬĿ ⌠ ₯ ꜚᵬȂ 

2̃ ľ ӈ SQL ῀῏ Ŀ̆ WEB Ⱶ

֜ SQL ῏ Ȃ ľꜚᵬĿ ⌠ ₯

ꜚᵬȂ 

3̃ ₯ľ Ŀ̆ SQL ῀῏ ̆ Ҋ

Ȃ 
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↓ Ҭ ľ Ŀѿ SQL῏ Ȃ 

A
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Ῥ ̆ ᴪ ꜚⱴ ᾢ╠ ҉ᴰ

ף Ȃ׆ ҩ ₯ Ҭ̆ ץ ₮, ₯ ѿ ₯

̂ A Web Ⱶ B ₯̃̆ ᵖ Ӟ

₯Ȃ 

₯֟ ̆ ҹ CGI ֜

Ҭ HTMLף Ȃ ₯ ≠ץ ῒז

Cookie Ҭ ȁ Ḥ ȁᴺ Ḥ ȁ

Ⱶ ₯ȁ ῤ Ҍ ῃ ̆ ҍῒז ̆ḱ

ȁ ᴆȁ פ Ȃ 

RG-WG ≠ץ ῤ ̆ ԍ ≢

≢ ₯Ȃ ץ ₯῏ ↓ ̆

ѿ ῏ ↓ ₯ ץ̆

ԍ Ȃ
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3̃ ₯ľ Ŀ̆ ₯῏ ↓ ̆ Ҋ Ȃ 

 

 

↓ Ҭ ľ Ŀѿ ῏ Ȃ 

Ã ⱴ῏  

ľ῏ Ŀ ᶷ ῀ ₯῏ ̆ Ҭ

̆ ҹ ̆ ₯ľ ⱴĿ ̆ ῏ ⱴ

῀↓ ҬȂ 
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B̃− ῏  

ῤ ῏ − ̆ ҉ ѿ ῤ Ȃ ԍ

ⱴ ῏ ̆ ̆ ₯ľ− Ŀ − ῏ Ȃ 

5.1.3   

פ ῀ ₯̆ ѿ ₯ ̆ HTMLף ῀ѿҩ

῀ └(ᶛ ӎ └ ) ꜚ ῤ

Ȃѿҩ ≠ץ ₯ Ȃ

῀ѿҩ פ ῀ ױז̆ ᴪ ҩף

̆ ᴪ פ ױז Ȃ 

RG-WG ≠ץ ῤ ̆ ԍ ≢

≢ פ ῀ ₯Ȃ ץ פ ῀῏ ↓ ̆ ѿ

פ ῀῏ ↓ פ ῀ ₯ ץ̆ ԍ

Ȃ 

URL ῃ Ҭ ΐᵣ Ҋ ̔ 
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1̃ ľ Web ₯ Ŀ̆ ԍῤ ≢

פ ῀ ₯Ȃ ľꜚᵬĿ ⌠ ₯ ꜚᵬȂ 

2̃ ľ ӈ פ ῀῏ Ŀ̆ פ ῀ ₯

῏ ↓ פ ῀ ₯ ץ̆ ԍ

Ȃ 

3̃ ₯ľ Ŀ̆ פ ῀ ₯῏ ↓ ̆ Ҋ Ȃ 
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Ҭ ῤ ↓ ⱴ ῏

Ȃῤ ῏ − Ȃ 

ľ פ Ŀ ᶷ ῀ ῏פ ̆ ₯ľ ⱴĿ ̆

῏ ⱴ῀↓ ҬȂ 

↓ Ҭ ľ Ŀѿ ῏ Ȃ 

5.1.5  

WEB ̆ Ҍ ̆ ᴪ ῏ Ḥ

Ȃ ֓Ḥ ῃḤ Ȃ ῀

᷅ ᴪ ᶏῒ ֜ ̆ᶏ Ҍ ץ̆

֟ ׆̆ ≠ ֓Ḥ ῀᷅Ȃ 

RG-WG WEB Ⱶ Ḥ Ȃ

⌠ Ḥ ̆↕ Ḥ ׆̆ ᾧ
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ῃ Ⱶ ↕Ҭ Ҋ Ȃ 

 

 

ľ WEB ף Ŀ ̆RG-WG WEB Ⱶ

Ḥ ̆ ľꜚᵬĿ ̆

ҹ ľֽ̔ Ŀȁľֽ Ŀ ľ ĿȂ ꜚᵬҬ

ľ Ŀ ̆↕ ꜚ Ⱶ ף Ḥ ̆

Ⱶ Ȃ ꜚᵬҬ ľ Ŀ ̆ Ҭ

’Ȃ 

5.1.8  

Ⱶ ҉ ԅ ̆ ῒז ȂӞ Ⱶ ҉

ᴪ Ữ⌠ ᴆ̆ Ҍ ̆ Ⱶ ҉

ᴪ ̆ҹױז῀᷅ ᶫԅ Ȃ ᴆ

ץ ѿ ҉ ̆Ḡ Ⱶ Ȃ 

RG-WG ץ ׆ Ⱶ Ҋ ᴆ Ạ ̆ Ҋ ᴆ

Ҋ ᴆ ↓ Ҭ ̆↕ ׆ WEB Ⱶ Ҋ

ᴆȂ 

ῃ Ⱶ ↕Ҭ Ҋ Ȃ 

 

 

1̃ ľ ᴆ Ҋ Ŀ ̆RG-WG ľҍҊ

῏ ᴆ Ŀ̆ WEB׆ Ⱶ Ҋ ᴆ ̆

ľꜚᵬĿ ̆ ҹ ľֽ̔ Ŀȁľֽ Ŀ

ľ ĿȂ ꜚᵬҬ ľ Ŀ ̆↕

Ⱶ Ȃ ꜚᵬҬ ľ Ŀ ̆ Ҭ

’Ȃ 

2̃ Ҋ ᴆ  

₯ľ Ŀ ̆ Ҋ Ȃ 
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҉ ↓ Ҭ ľ̆mdbĿҹ ῤ ᴆ ̆Ӟ ̆ ₮

Ҭ̆ ԍ׆ WEB Ⱶ Ҋ ᴆ̆RG
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RG-
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Ҋ ̔ 

  

URL  

ᾛ ֜ URL ұ ̆ ҹ 2048̆

ҹ 0-65536̆ ᵝҹ Ȃ 

̔ 

URL ѿ ҹ( [] ҹ )̔ 

protocol :// hostname[:port] / path / [;parameters] [?query] #fragment 

URL ľ//Ŀӊ ұ ̆ɒ http://www.sina.com.cn/ 

ҩ URL 16Ȃ 

URL ҩ  

ᾛ ֜ URL ҩ Ȃ ҹ 100̆ ҹ

0-1000Ȃ 

̔ 

URL ҩ ̆ ? &ӊ =ӊ╠ URL ̆

http://www.google.cn/search?hl=zh-CN&source=hp&q=Ruijie &btnG= 

Google+%E6%90%9C%E7%B4%A2&aq=f&oq=   ҩ URL Ҭ ѿ

ҩ̙ 5ҩ&̆ ῍ 6ҩ URL Ȃ 

URL ῤ

 

ᾛ ֜ URL ῤ ̆ ҹ 1024̆

ҹ 0-65536̆ ᵝҹ Ȃ 

̔ 

URL ⱴ⌠ URL ҉ ѿҩ /ṿ Ȃ ץ  (?) 

 name=value Ȃ ҩ URL ̆↕ ӊ

ѿҩ (&) Ȃ ̆URL ῤ = & ӊ ῤ

Ȃ 

POST ҩ  
ᾛ ץ POST ֜ ҩ ̕ ҹ 100̆

ҹ 1-1000Ȃ 

POST ῤ

 

ᾛ ץ POST ֜ ῤ ̆ post

Ҭ ῀ Ҭ ̆ᶛ ῀ Ȃ ҹ

65536̆ ҹ 0-1048576̆ ᵝҹ Ȃ 
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ľ Ŀ ̆ ԍ WEB Ⱶ ֜ ̆RG-WG

ľ ↓ Ŀ ̆ ľꜚᵬĿ

̆ ҹ ľֽ̔ Ŀȁľֽ Ŀ ľ ĿȂ

ꜚᵬҬ ľ Ŀ ̆↕ Ⱶ Ȃ

ꜚᵬҬ ľ Ŀ ̆ Ҭ ’Ȃ 

2̃  

ԍ ֓ ̆ Ȃ 

₯ľ Ŀ̆ Ҋ Ȃ 

 

Ã ⱴ  

ľ῏ Ŀ ῀ ᶏ ῏ ұ̆ ľ Ŀ

̆ ץ ľURLĿȁľURL ĿȁľPOST ĿľCookieĿ

Ҭ ѿҩ ҩ̆ ₯ľ ⱴĿ Ȃ 

 

 

B̃−  

ѿҩ ҩ ̆ ₯ľ− Ŀ ץ ῒ׆↓ Ҭ− Ȃ 

C̃ḱ  
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RG-
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ԍ RG-WG HTTP ̆ ↓ Ҭ ↕ ↓ ׆̆

҉⌠Ҋ ̆ ↕ ̆ ↕ ῃ

̆ҌῬ Ȃ ↕ ↓ ‗ ԅ Ȃ ↕

ⱴ ↓̆ ץ ꜚ ↕ ↕ ↓

Ȃ 

2̃ ⱴ ῃ  

₯ľ ⱴĿ ̆ Ҋ Ȃ 
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Ã ľ ῃ Ŀ ῀ ῃ Ȃ №≢ ľ Ⱶ ↓ Ŀ

ľ Һ ↓ Ŀ Ḡ WEB Ⱶ ץ FTP Ⱶ IP

Ḥ ̆ΐᵣ  WEB Ⱶ Ȃ 

B̃ ľ Ⱶ ῃ Ŀ WEB Ⱶ ῃ ̆

Ḥ ȁ Ⱶ └Ȃΐᵣ

 ῃ Ȃ 

C̃ ľURL Ŀ ŗ
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ḱ ₯ľ Ŀ ֜ Ḡ Ȃ 

3̃ ῃ  

ῃ ҹľ Ŀ Ȃ ⱴ ↕ ҹľ Ŀ

̆ ľ Ŀѿ ľ Ŀ ľ Ŀ ᶏ ↕ ̕ ľ

Ŀ↕ᶏ ↕ Ȃ 

4̃ ꜚ ῃ ᵝ  

↕ ⱴ ↓̆ ץ ꜚ ↕ ↕

↓ Ȃ 



RG-

-
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ľ URL ĿҊ Ҭ ῀ WEB Ⱶ ῏ URL̆

ғ path level URL̆ᵖ Ҍ Ȃ ₯ľ ⱴĿ

ⱴȂ 

̔ ῀ URL ̆ῒ Ӟ ᾛ Ȃᶛ ̆

῀ www.sina.com̆↕ῒ Ҋ ῀ԅ URL Ȃ 

↓ Ҭ ѿ ̆ ₯ľ− Ŀ ץ ῒ׆↓ Ҭ− Ȃ 

5.2.4 URL  

Ⱶ ῃ Ҭ URL ῃ ̆ Ḡ Web Ⱶ

URL ῃ Ȃ ѿҩ Ⱶ ῃ Ҭ ֓ URL Ҍ

URL ῃ ̆ ҹῒץ Ҍ URL ῃ ȂURL ῃ

 5.1URL ῃ Ȃ 

1̃ WEB Ⱶ URL ῃ Ȃ Ҋ Ȃ 

 

2̃ ᶛ ↕ 

Ⱶ ῃ Ҭ ֓ URL ῃ ̆ ץ ₯ľ

ᶛ Ŀ Ҍ URL ῃ Ȃ Ҋ Ȃ 
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Ã ⱴᶛ ↕ 

ľURLĿ ῀ URL ұ̆ ľURL ῃ Ŀ

ľURL ῃ Ŀ ̆ ₯ľ ⱴĿ Ȃ 

ץ ⱴ ᶛ ↕̆ ⱴ ᴪ ꜚ ⱴ ᶛ

↕̆ ╠ ̆Ҍ ꜚ Ȃ Ҋ Ȃ 

 

B̃− ᶛ ↕ 

↓ Ҭ ѿ ̆ ₯ľ− Ŀ ץ ῒ׆↓ Ҭ− Ȃ 

5.2.5  

RG-WG ῤ ̆ ҉ᴰ⌠WEB

Ⱶ FTP Ⱶ ᴆ ̆ ₯Ȃ 

1̃ ᾢ ҹ Ⱶ ľ ῃ Ⱶ ĿҬľ HTTP ҉ᴰ

Ŀ ľ FTP҉ᴰ Ŀ̆ľ RG-WG Ⱶ ҉ᴰ

ᴆ ̆ ľꜚᵬĿ Ȃ 
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ꜚᵬ ҹ̔ 

̂1ֽ̃ ̔ ҉ᴰ ᴆ⌠WEB Ⱶ Ȃ 

̂2ֽ̃ ̔ ̆Ҍ ҉ᴰ ᴆ⌠WEB Ⱶ Ȃ 

̂3̃ ̕ ҉ᴰ ᴆ⌠WEB Ⱶ ̆ Ҭ Ḥ Ȃ 

2̃ ᴆ  

ԍ҉ᴰ ᴆ̆ ̆ ҌẠ ̆ ҉ᴰ

⌠ Ⱶ Ȃ ҹ 1MȂ 

5.2.6 Cookie  

RG-WG WEB ֜ԑҬ Cookieῤ ⱴ ̆

IP Cookieῤ ׆̆ Ạ⌠ Cookie

ȁẊῳ ῤ Ȃ 

1̃ ᾢ ҹ Ⱶ ľ ῃ Ⱶ ĿҬľ Cookie ῃ Ŀ̆

Ҋ Ȃ 

 

̆ WEB ֜ԑҬ Cookieῤ ⱴ ̆

IP Cookieῤ ׆̆ Ạ⌠ Cookie ȁẊ

ῳ ῤ Ȃ 

Cookie ῃ Ȃ ץ ľ Ŀ ľֽ

Cookieῤ Ŀ ľ Cookieῤ IPĿ̆ ľꜚᵬĿ

RG-WG ꜚᵬȂ 
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ԅ SQL ῀ ₯ȁ ₯ȁ פ ῀ ₯ ӈ ̆

ӞҌᴪ ҹ ₯Ȃ ̆ ԍ ⱴ⌠ Cookie Ҭ

CookiĕRG-WG ᶭ ᴪ ῒ Cookie ῃ Ȃ 

Cookie ҹ̔ 

1̃  W



RG-
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RG-WG ҉ URL̆

<script src=Ŀhttp://domain/ŀŀĿ>, <iframe src=Ŀhttp://domain/ŀŀ..Ŀ> ̆

ғ domain domainҌѿ ↕̆RG-WG

WEB Ⱶ ԅ Ȃ ғ̆

ľꜚᵬĿ ̆ ҍ Ⱶ HTTP Ȃꜚᵬ

ҹ̔ 

̂1ֽ̃ ̔ WEB Ⱶ Ȃ 

̂2ֽ̃ ̔ ̆Ҍ WEB Ⱶ Ȃ 

̂3̃ ̕ WEB Ⱶ ̆ Ҭ Ḥ Ȃ
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 UDP Flood ₯  

 ICMP Flood ₯  

ץ Dos ₯ ῏ ̆RG-WG ⌠ Dos ₯

Ȃ 

1̃  Web ῃ 
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5.5 WEB  

̆ ᾢ̆RG-WG
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ľ ᴆ Ŀ WEB

̆ ᵝҹ GB̆ ҹ 1-50Ȃ 

2̃ ₯ľ Ŀ Ḡ Ȃ 

5.5.2  

ץ Ḡ Ⱶ ҉ ᴆ ̂

 5.5.1 ̃ ̆ ≢№ץ ᴆȁ

ѿҩ Ⱶ ᴆҊ ⌠ Һ ҉Ȃ ץ

∞ ᴆ ḱ ̆ ץ Ҭ ᴆ̆

ᶏ ᴆȂ 

1̃  Web ῃ > Web  > ̆ ץ ⌠

ᴆ Ȃ ᴆ ḱ ҍ

Ⱶ ᴆ ḱ Ҍѿ ̆ Ȃ 

 

 

Ḥ Ҭ Ӱ Ḥ ̆ ץ ₯ľ ꜚ ꜚ Ŀ̆

Ӱ ̆ ץ Ҭ   > ̆

Ḥ Ȃ 

ľ Ŀ ╠Ḥ ῍ ľ̆ Ŀ ╠ҹ ₃ Ȃ

ץ ₯ Ӟ̆ ץ ľ Ŀ ῀ ̆ ₯ľ

⌠Ŀ ץ Ȃ 

2̃ Ḥ  

ץ ҉ ľURLĿ ῀ѿҩ ҩ ᴆ̆ ľ Ŀ̆



RG-

-
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5.6  

WEB Ⱶ ᶏ HTTPS ̆ ᶏ HTTPS

Ⱶ Ȃ ⌠ ̆ᴪ ꜚ

ӥḤ ̂certificatĕῤ Ὲ ̃ᴰ ѿᴍ ̆ ץ

Ⱶ ̆ Ҍ ῳᾟ Ⱶ Ȃ Web Ⱶ

ⱴ⌠ Ⱶ ῃ Ҭ̆ WEB Ⱶ ӊ Ḥ

RG_WĞ ҉ ῀WEB Ⱶ ӥ̆ ӥҍ

Ⱶ ѿѿ ̆ ↕̆RG_WG ᴪ ꜚ WEB Ⱶ

ӥ̆ ӥ Ҍ Web Ⱶ

ӥ̆ WEB Ⱶ Ҍ ⌠ Ȃ 

׃ Web Ⱶ ӥ ̆ ̔ 

 ӥ↓ ׃̔ ӥ҉ᴰⱳ ̕ 

 ӥ ̔ ӥҍ Ⱶ ѿѿ Ȃ 

5.6.1  

RG_WG҉ ῀WEB Ⱶ ӥ̆ ץ ῀ң ӥ̔PEM

PFXȂ 

1̃  Web ῃ > ӥ  > ӥ↓ ̆ Ҋ Ȃ 
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Ҋ ῀ ӥ Ȃ 

2̃ ῀ ӥ 

Ã ľ ӥ Ŀ ῀ ӥ ұȂ 

B̃ ӥ ̆ ҹ PEM PFXȂ 

C̃ ῀ ӥ ᴆ ӥ ᴆ Ȃ 

PEM ῀ ӥ ᴆȁ ᴆ̆ ӥ ᴆ

Ȃ 

PFX ֽ̆ ῀ ӥ ᴆ̆ ӥ ᴆ Ȃ 

D̃ ₯ľ ⱴĿ Ȃ 

3̃− ӥ 

ѿҩ ҩ ӥ̆ ₯ľ− Ŀ Ȃ 

5.6.2  

῀ ӥ ̆ ӥҍWEB Ⱶ Ȃ
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2̃ ⱴ  

ľ IP Ŀ ᶷ Ҭ ῀ IP ̆

₯ľ ⱴĿ Ȃ 

3̃−  

↓ Ҭ ѿҩ ҩ ̆ ₯ľ− Ŀ Ȃ 

4̃ ₯ Ҭ Ԋᴆ 

ľ ₯ Ҭ ԊᴆĿ ₯ľ Ŀ ̆ ₯

Ҭ ԊᴆȂ 

6.2  

Ruijie RG-WG҉ ꜚ ₯ ⱳ ̆ IP WEB Ⱶ

Ҭ SQL ῀ ₯ ₯ ̆ ғꜚᵬ

ľblockĿ̆ ↕ RG-WG ꜚ IPⱴ῀ꜚ ₯ ̆ ῒ

WEB Ⱶ Ȃ ғ ᶫ ꜚ ̆Ҍ ᴋᵥֲ ᵬ̆

Ḃԅ ҍ Ȃ ץ ᶛ IP ̆

⌠ IP Ⱶ ₯ ҹ̆ӞҌᴪ ῒ WEB Ⱶ Ȃ 

ΐᵣ ҹ̔ 

1̃  /  > ꜚ ₯ ̆ Ҋ Ȃ 
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2̃ ꜚ ₯ ⱳ  

ľ ꜚ ₯ Ŀ ̆
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6.3  

ⱴ⌠ Ҭ IP̆ ץ Ⱶ ̆ ғҌẠᴋᵥ

WEB ῃ ̆ ҹ ῃ Ȃ 

ҹ̔ 

1̃  /  > ̆ Ҋ Ȃ 

 

 

2̃ ⱴ  

ľ IP Ŀ ᶷ Ҭ ῀

�Ã™€>ÛAÔ�j�_�¹�“‘
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7  

7.1  

7.1.1 
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1̃   >  > ̆ Ҋ Ȃ 

 

 

2̃ ľ Ŀ ȁ ᵣҬ ᵣҬ Ȃ 

3̃ ₯ľ Ŀ ᶏ Ȃ 

7.1.2  

ץ ḱ Һ
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7.1.2.1  

ץ ḱ Ȃ 

ľ ╠Һ Ŀ ╠ Ȃ 

ľ Һ ĿҊ̆ ץ ῀ ȂҺ ȁ

Ҋ⅞ ļ_Ľ Ȃ 

₯ľ Ŀ ḱ Ȃ 

7.1.2.2 SNMPף
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ұȂ ̆ ῏ ץ SNMP

׆̆ ῏Ḥ Ȃ 

₮ԍ ῃ ̆ ḱ ұȂ 

3 SNMP ̆ ԍ

SNMP ҉ SNMP ⱳ Ȃ 

ã   >  > Ȃ 

b̃ ₯ᵰ ᾛ SNMP Ȃ 

c̃ ľ ĿҬ̆ ľSNMPĿȂ 

d̃ ₯ľ Ŀ Ḡ Ȃ 

7.1.2.3  

ҹ ῏ ԍ ץ̆

ҹ Ȃҹԅ ̆
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1̃ ꜚḱ  

̆ ₯ľ Ŀ ḱ Ȃ 

2
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7.1.3.1  

῏ ҈ץ ̔ ȁ ᶶ ף

Ȃ Ȃ 

  

῏ Ҭ ұ̆ WEB Ⱶ ╠ ̆ ₮WEB

Ⱶ HTTP/HTTPS № ȁ ̆ ∞

WEB ῀᷅ ҹ̆ WEB Ⱶ ҍ ᵬ̆

׆ ḠWEB ῃȂ 

 

̕ ҹ ᶫ ῃ Ȃ  

 ᶶ  

῏ Ȃ֜ ҉ SPAN ⌠ ԑ

Ȃ 
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῏ ԍ ֜ span ҉Ȃ 

ѻ WEB Ҭ ₯ῤ Ȃ 

ѻ ᶏ ≢ ҉ ֓Һ Ҋ ᴆȁ ȁ

ץ ῒ ᴆȂ 

 ף  

ף Ҭ̆ RG_WG ף ↕̆

ᵬҹWEB Ⱶ ף Ⱶ Web Ⱶ

̆ Web Ⱶ ῀⌠ RG_WĞ

̆ Web Ⱶ ̆ ↕
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̔ ף Ҭ ῏ ᴆ⌠

Ȃ ᶶ Ҭ̆ ῏ Ҍ WEB Ⱶ

₯Ȃᶶ ԍ ∆ Ȃ ̆

‗ Ҭ ῏ ҩᵝ Ḃῒץ̆ Һꜚ

ᴆ ῀ Ȃ 

ҹ̔ 

1̃   >  > Ȃ 

2̃ ѿ Ȃ 

 

ľ ף Ŀ ̆ Ҋ ̔ 

Ã   >  > ̆ ף ҹ Ḥᴋ

Ȃ 

B̃   >  > ̆ ף ̆ ῒ

ᵬ IP Ȃ 
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C̃ ₯ľ Ŀ ̆ ף Ȃ ף

׆ IP⌠ WEB Ⱶ IP ↕Ȃ 

ѿ ѿ ῏ ̆ ľ ף Ŀ ̕ Һ

ᶫ Web Ⱶ̆ ľ ף Ŀ̆ RG_WG ץ

ѿҩ ῤ Һ ӊ Ȃ 

ῒҬ̆ ľ ף Ⱶ IP/ Ŀ RG_WG WEB

IP Ȃ 

ľ Ⱶ IPĿ Ώ RG_WG ף Web Ⱶ Һ IP Ȃ 

ľ Ⱶ IP Ŀ Ώ ᶫ ѿ WEB Ⱶ Ⱶ IP

Ȃ 

 

3̃ ₯ľ Ŀ Ḡ Ȃ 

4̃ ꜚ Ȃ 

7.1.3.2 Ḡ  

RG-WG ᶫ Ḡ ̆ ᴆ bypass ⱳ Ȃ

failopen ⱳ ̆ ₮ ̆↕ ԍ Ḡ

WEB Ⱶ ᴪ ̆ Ả ῃ ⱳ ̆ ꜚ ׆



RG-WG WebGuard  

        

 

105 / 154 

 

Ḡ Ȃ 

Ḡ ҹ̔ 

1̃   >  > Ȃ 

 

2̃ Ҋ↓ң ӊѿ̔ 

Fail-open̔ ᾛ Ḡ WEB Ⱶ ᴪ ̆Ҍ

ῤ Ȃ 

Fail-close
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7.1.3.4 Ҥ TCP  

Ҥ TCP ᾛ ҩ TCP Ҥ ̆ҡ

֓ ҈ TCP ̆ ῃ Ȃ 

1̃   >  > Ȃ 

2̃ ľ Ҥ TCP ĿȂ 

 

3̃ ₯ľ ĿȂ 

7.1.4  

ᴆ ԍ ᴆ Ḥ ̆ WEB

̆ HA Ԋᴆȁ Ȃ ᴆ

ᶏץ ῤ QMAIL ᴆ Ⱶ ̆Ӟ ᶏץ ᴆ

Ⱶ Ȃ ᶏ ᴆ Ⱶ Ȃ 
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2̃ ̆ Ҋ ̔ 
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Ȃ 

Ḡ  

1̃   >  > Ȃ
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2̃ Ữ ̆ Ҋ ̔ 

  

Ḡ  Ḡ Ȃ ᴪ ꜚ− Ȃ 

 Ȃ ҹ 5000-50000 MBȂ 

ᶏ      

ᶏ ṿ̆ ᶏ ⌠ № ṿ̆

ᴆ ̆ ֟ ₮ ̆ ᶏ −

₮ № ץ Ȃ ṿ ҹ 1 
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Ȃ 

̂4̃ Ԋᴆ̔ ҹ̆ ȁ ץ₮ Ạ Ȃ

̆  4.2.4 Ȃ 

̂5̃ Ԋᴆ̔ ҹ̆ ̔HAȁ Ȃ

Ԋᴆ  4.2.5 Ȃ 

 

3̃ ᴆ⌠ FTP Ⱶ  

ľ ₮Ŀ̆ Ҋ↓ Ȃ 

  

₮  
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 ≢ ̆ Ҥ Ȃ 

 ̆ ⱳ Ȃ 

 ⱳ ̆ ̔ / Ȃ 

 Ԋᴆ̆ ̔ ( )Ȃ 

 ѿ Ԋᴆ̆ ̔ ᴆ ȁ Ȃ 

 

Ḡ ᴆ⌠ ҈ Syslog Ⱶ ҉Ȃ ῏
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 Ԋᴆ ̔ ҹ̆ ̔HAȁ

Ȃ 

 WEB ̔ ⌠ WEB Ⱶ ȁ

₯ Ȃ 

ץ ̆ ΐᵣ ֓ ⌠ Syslog Ⱶ

Ȃ 

3̃ Ⱶ Ȃ Ḡ ᴆ⌠ ҈ Syslog Ⱶ ҉Ȃ 

IP  Syslog Ⱶ IP Ȃ 

 Syslog Ⱶ Ȃ 

≢ 

└ Syslog Ⱶ ᵞ ≢Ȃɒ ľ

Ŀ̆ ↕ Syslog Ⱶ ≢ҹľ ĿȁľҤ Ŀȁ

ľ Ŀ ľ Ŀ Ḥ Ȃ 

 

ѿ syslog Ⱶ Ḥ ̆

ץ № Ҍ

Ȃ ≢ҹ 7ҩ ≢̔ 0⌠ 7Ȃ 

 

4̃ ₯ľ Ŀ ᶏ Ȃ 

7.1.7  

RG-WG ᶫ ᴆ SNMP Trap ⱳ ̆HA

⌠ ᴪ ᴆ ̆ ľ ᴆ Ŀ̂  7.1.4 ᴆ ̃

Ҭ ̆ ᴆ ᴆȂ 

7.1.7.1 ᴆ  

RG-WG ᶫ ᴆ ⱳ ̆ HA ̆

HA ̆ ⌠ ̆ ľ ᴆ ĿҬ

̆ ᴆ ᴆ ῃ ᶏ ̆

ԍ ᴆ WEB Ȃ 

ᴆ ṿ ҹ̔ 

1̃   >  >  > ᴆ Ȃ Ҋ Ȃ 
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2̃ ᴆ ῏  

ã ľ ѿ ᴆĿ̆ ᴆ ⱳ Ȃ 

b̃ ᴆ ᴆ 

̂ ҹ 10№ ̆ ҹ 1-1440№ ̃ῤ

Ԋᴆ ⌠ ̂ ҹ 1-10000̃̆ ᴪ

ᴆȂ 

c̃ ᴆ ῤ  

ľ Ŀ ᴆ ῤ Ȃ ᶏץ ῤ

ᴆῤ ̆Ӟ ץ ḱ ᴆῤ Ȃ 



RG-

-
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6̃HAԊᴆ  

HA ᴆ̆ ľ HAԊᴆ ĿȂ 

7̃  

ľ Ŀ̆ ᴪ ľ Ŀ ̆

Ⱶ ▼ᵩ ̆ ᴪ

Ȃ 

8̃ ₯ľ Ŀ ֜ Ḡ Ȃ 

7.1.7.2 SNMP Traps 

῏ҹ SNMP trap Ḥ ⌠ SNMP ᴆȂ 

SNMP Ⱶ ̆ ץ ῏ ҹ̆ ̔ ῒ

Ȃ ῏ SNMP v1 v2 ‰ SNMP ᴆȂ

 7.1.2.2 SNMPף Ȃ 

҈ SNMP Ⱶ SNMP trapȂ

SNMP Ⱶ ҹ̔ 

1̃   >  >  > SNMP Traps Ȃ 

 

2̃ Ҋ↓ ̔ 

Trap ̔ SNMP Ⱶ

�ÕA–���Ÿ�`
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 ῍ ᵣ̔ SNMPף SNMP Ⱶ Trap

ұ̆ң ѿ Ȃ 

 ̔ SNMP Ⱶ Trap Ȃ 

3̃ ₯ľ Ŀ Ḡ Ȃ 

7.2  

7.2.1  

  ῏ Ҍ ̆ Ӟ Ҍ Ȃ ῏

ѿ 4⌠ 8
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  

RG-WG ᵬ ᵌԍ 2 Ȃ
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 Ȃ 
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IP /    ̆ Ӈ ῀ IP Ȃ 

 ᵬ ̔ľ Ŀ ľ Ŀ Ȃ 

 ᾛ ץ ̔HTTPSȁSSHȁPINGȁSNMPȂ 

 
ľUpĿ / ̆ᾛ ̕ ľD
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1̃   >  > ̆ Ҋ Ȃ 

 

 

2̃ ҉ Ҋ ↓ Ҭ ̆ ֜

ᵬ ̂Access Trunk ̃̆ ᵬ

Ȃ 

 Access ̔ ľ VLANĿ̆ ᶷ Ҭ

VLAN ID Ȃ 

 Trunk ̔ ľ802.1Q VLANĿ̆ ҩ

VLAN ID Ȃ 

ᶷ Ҭ ῀ ID ̆ ľ ⱴĿ̆ ₯ľ Ŀ ̆

ץ ⱴ VLAN ID̆ ⱴ VLAN ID ᶷ

ҬȂ 

ᶷ Ҭ ⱴ VLAN ID ̆ ľ− Ŀ̆ ₯ľ

Ŀ ̆ −ץ VLAN ID̆ − VLAN ID ׆

ᶷ Ҭ Ȃ 

ᵬ Trunk ̆ῒ Native VLANҹ VLAN1Ȃ 
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’Ҋ̆ ԍ VLAN 1Ȃ№ ѿҩ ⌠ VLAN 1

↕ ľNative VLANĿ̆ ₯ľ Ŀ Ȃ 

7.2.3 MAC  

ץ MAC ̆ ԋ ̆

ӟ̆ MAC Ȃ 

1̃   >  > MAC Ȃ 

 

2̃ ⱴ ↕ 

 

Ҋ ̔ 
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₯ľ Ŀ Ȃ 

̎̃− ARP  

↓ Ҭ ѿҩ ҩ ̆ ₯ľ− Ŀ Ȃ 

7.2.5  

Ҭ ȁ Ȃ 

 ̔ 

ᵬ VLAN № ԅ IP ̆↕

ꜚ Ҭ ⱴ Ȃ 

  

̆

Ȃ 

  

Ҍ ҍ ᴋᵥ῀ ̆ Ӈ

Ȃ ғ̆ Ҍ Ҭ̆

Ӈ ҡ
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ץ ⌠ ȁ Ȃ
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B̃ ₯ľ Ŀ Ȃ 

̎̃−  

↓ Ҭ ѿҩ ҩ ̆ ₯ľ− Ŀ Ȃ 

̔ − Ȃ 

7.2.6  

RG-WG ᶏ Όᵩ ̂Virtual Router Redundancy 

Protocol̆ VRRP̃ ⱳ Ȃ 

7.2.6.1 ᵬ  

RG-WG ᵬ ҹ̔ 

ң RG-WG ѿҩ ᴍ ̆ ң ᵬ ̆VRRP

ᴨᾢ Ҍ ̆ ҽᴨᾢ ᵬҹҺ ̆

ᴋⱵ̕ᴨᾢ ᵞ ↕ᵬҹ׆ ̆ ԍ ᴍ ȂҺ׆

ӊ HA ̆Һ ᴪ ׆

VRRP ̆ Һ ̆ Һ ȁ Ḥ

׆⌠ ̆Ḡ Һ Һ ̆ҙⱵ ꜚ

׆⌠ ҉ ׆̆ ᾧ ℗ ׆⌠ Һ ҉

ҙⱵҬ Ȃ 

Ҋץ RG-WG Һ׆℗ ̔ 

̂1̃ ̆ ׆ 3 ҩ ᶭ ⌠Һ

VRRP ̆↕ ҹҺ ᵬ̆׆ ᴪ ꜚ℗

ҹҺ Ȃ 

̂2̃ Һ ҩ ᵬ  

̆ ᵬ Ȃ ҹ Ҍ ⱴ

̆ ṿ̆ Down ṿ ᵞ

ѿ ṿ ̆VRRP ҹҺ ₮ ̆ ׆

Һ ᵬȂ 

̂3̃ Һ Һ ҩ  
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҉῏ ᵝ Һ ҹ Һ ̆ Һ ping

Ȃ ҹ Һ Ҍ ⱴ ̆

ṿ̆ ṿ ᵞ ѿ ṿ ̆VRRP ҹҺ

₮ ̆ ׆ Һ ᵬȂ 

̂4 R̃G-WG ᶫ ℗ Һ׆ ⱳ ̆ Һ

̆ Һ׆℗ Ȃ 

̂5̃ Һ ҹľ Ŀ ̆Һ׆℗ ̆ Һ ᵬ

̆ Һ Һꜚ ᵬҹҺ Ȃ 

7.2.6.2 HA  

HA ̆ ̔ 

1̃Һ ῏ ѿ ̆ ѿ ᴆ Ȃ 

2̃Һ ῏҉ HA ̂ ̃ ̆ᵖ

ѿ Ȃᶛ ̔ ѿҩ ῏ eth4 ҹ HA ̆ ѿҩ ῏

Ӟ eth4 Ȃ ғ HA
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2̃ ľ HAĿ̆ ⱳ Ȃ 

ľHA Ŀ ץ ╠ ᵬ ̆ ҹľMasterĿ

ҹҺ ̕ ҹľbackupĿ ҹ׆ Ȃ 

ľMAC BlockĿ ׆ HA MAC ȂҺ Ҍᴪ

׆ ׆ VRRP Ȃ 

3̃ ᴍ ID ȁ IP ᴨᾢ  

Ã ľ IP / Ŀ ῀ ᴍ IP

IP  

HA ̆Һ ᵬ ׆̆ ↕ ᴍ

ṛ ℗ ̆ Ӈ׆ ᴪ Һ  

B̃ ľHAᴨᾢ Ŀ ᴍ ᴨᾢ  

ңҩ ῏ ꜚ ᴨ̆ᾢ ṿ ῏ ҹHA Ҭ Һ ῏Ȃ

ᵰ ѿҩ ῏Ҍ ᵥ ꜚ Һ ῏̆ Ӈᴨᾢ ṿ ҹ

254Ȃᴨᾢ ṿ ҹ 1-254Ȃ 

C̃ ľ ID
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B̃ ľ IP Ŀ IP Ȃ 

№ Һ׆ ҉ HA IP ᵝԍ ѿҩ ῤȂ 

C̃ ľḠ Ŀ Һ׆ ӊ Ȃ

׆ ҈ҩḠ ῤ ⌠Һ ׆̆↕

Ẋ Һ ῏ ̆ Һ
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Ã ľ Ŀѿ ̆↕ ᵬ Ȃ 

B̃ ľⱴ Ŀ ṿ̆ץ └ HA ℗ Ԋᴆ

̆ ᾧ ℗ ԊᴆȂ ҹ 1-32Ȃ 

Һ VRRP Ҭ ᵬ ’ ῒ ṿȂ





RG-WG



RG-
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2̃ ҉ Ҭ ₯ľ Ŀ Ȃ 

≢ : ⌠₮ ̆

ҡ Ȃ IP ⌠₮ Ȃ 

7.3.1.2  

̂ WEB ₯ ̃

Ȃ ̆ ꜚ

Ӟ̆ ׆ץ ῀ ᴆ

Ȃ 

1̃   >  >  > 
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 ̔ WEB ₯ Ȃ
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ã   >  >  > Ȃ 

b̃ ľ ĿҊ̆ ľ ꜚ ӈ Ŀ̆ ľ ꜚ WEB

Ŀ̆ ₯ľ Ŀ ꜚ Ȃ 

5̃  

ץ ׆ ῀ ᴆ Ȃ 

ã   >  >  > Ȃ 

b̃ ľ ĿҊ̆ ľ ӈ Ŀ̆ ľ WEB

Ŀ̆ ₯ľ Ŀ ᴆ̆ ₯

ľ Ŀ Ȃ 

6̃  

 

ľ ⌠ᾢ╠ Ŀ ľ ⌠ᾢ╠ WEB

Ŀ̆ ₯ľ Ŀ ⌠ľ Ŀ↓ Ҭ

ľץ╠ ĿȂ 

ᶛ Ҋ̆ Ҭ Web
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ҹ̔ 

1 ף <  <  <   ̆ Ҋ Ȃ 

 

Ҋ ̔ 

  

ף  
ף ⱳ Ȃ ῏ ף Ⱶ

ԑ ̆ Ӈ Ȃ 

└  

ᶭ ף Ⱶ ̆ Ҋ↓ ̔ 

1̃None-auth̔ ף Ⱶ Ҍ ̆ Ӈ Ȃ

̆ ף Ⱶ IP Ȃ 

2̃Basic̔ ף Ⱶ ᶏ / ̆

Ӈ Ȃ ̆ ף Ⱶ IP Ȃ 

3̃NTLM̔ ף Ⱶ ᶭ Windows ꜚ ̂AD̃

̆ Ӈ Ȃ 

 
ף Ⱶ NTLM ̆ Ӈ ῏

Windows Ȃ 

Ⱶ IP ף῀  Ⱶ IP Ȃ 

 ῀ ץ ԑ ף Ⱶ Ȃ 

ף῀  Ⱶ Ȃ 

ף῀   Ⱶ Ȃ 

  

2̃ ₯ľ Ŀ Ḡ Ȃ 
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7.3.2  

ῃ ᴪҌ ץ WEB ₯ ץ̆

RG-WG ȁ WEB ₯Ȃᵖ

ᶏ ῒ̆ ⌠ ̆ Ḥ ̆

↕ ᴆץ ̆ ᶏ Ȃ

ӯ ľ Ŀ ᵬᴩᵄ Ȃ ̆

ң ̔ 

 ῀̔ ῒ ⌠ Ҭ̕ 

 License ᴆ̔ 

WG License ᴆ ̆ ᴋᵥѿҩ

ꜚ License ᴆ ̆ ῀ License

ᴆȂ 

License ᴆ ΐᵣ ᵬҹ̔ 

1̃   >  > ̆ Ҋ Ȃ 

 

 

2̃ ᴆ 

₯ľ Ŀ ᴆȂ ₯ľ Ŀ

ᴆ Ȃ 

7.3.3  

WEBUI ῏ RG-WG ῏Ȃ 
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1̃   >  > Ȃ 

 

 

ľ׆2̃ ᵬ↓ ĿҊ ↓ Ҭ̆ ѿҩꜚᵬ̔ ῏ Ȃ 

3̃ ₯ľ Ŀ Ȃ 

7.3.4  

ᴆ ԅ῏ ᴆ̆

֓ ᴆ Ȃ ̆

̆ ᴪ ֟ ᴆ Ȃ 

̔ ԍ ᴆ ̆ ľ Ŀץ

֜ ᴆȂ ѿҩҳ FTP ԍ

ᴆ ҉ᴰȂ 

 

֟ ᴆ ҹ̔ 

1̃   >  > Ȃ 

 

 

2̃ ₯ľ ᴆĿȂ 
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3̃Ḡ ᴆ⌠ PC ҉Ȃ 

7.4  

׃ ᵥ Ҭ Ḥ Ȃ ץ RG-WG

ῒ ᵬȂ ∆ ̆ ѿҩ

ҹ administrator Ȃadministrator ⌠ ԍWEB

CLĬ ץ ̆ Ȃ 

7.4.1  

ῃ WEBUI CLI ץ

RG-WGȂ № ⌠Ҋ↓҈ҩ ӊѿ̔ 

 Ώĺĺ ῃ ̆ ⱴ ȂᵖҌΐ

Ȃ 

 
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₯ľ ⱴĿ ̆ Ҋ Ȃ 

 

 

Ҋ ̔ 

  

 ῀  

  

 Ῥ ῀ľ Ŀ Ȃ 

 

̔ 

Read-write̔ Ώĺĺ ῃ ̆ ⱴ ȂᵖҌΐ

Ȃ 

Read-only̔ ĺĺ ̆ ҍ Ȃ 

Audit̔ ĺĺ ̆ Ȃ Ҍ

Ȃ 

 

3̃ ₯ľ Ŀ Ȃ 

7.4.2  

ץ HTTPS ȁSSH ῃ ץ

Ȃ ȁ ᾛ ȁ

̆Ḡ ῃ Ȃ ғ ץ

Ḥ Һ ̆ ḤҺ

̆ ѿ ԅ ῃ Ȃ 
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ҹ̔ 

1̃   >  > └̆ Ҋ Ȃ 

 

Ҋ ̔ 

  

ṿ 
ῤ ԍҌ ꜚ ̆WEBUIᴪ ῒ ꜚ Ȃ

ҹ 5-30№ Ȃ ṿҹ 15№ Ȃ 

 

╠̆ᾛ Ȃ ҹ

0-10 Ȃ ṿҹ 5 Ȃ 

 
ľ Ŀ Ҍ‰ᴋᵥ Ȃ

ҹ 5-30№ Ȃ ṿҹ 5№ Ȃ 

HTTPS  ᶏ HTTPS Ȃ ҹ 443Ȃ 

SSH  ᶏ SSH Ȃ ҹ



RG-
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ῃ  ῃ Ȃ 

₯ľ Ŀ Ȃ 

3̃  

₯ ̆ ₯ľ Ŀ ̆ ḱ

῏ Ȃ 

4̃−  

ѿҩ ҩ ̆ ₯ľ− Ŀ ̆ − Ȃ 

3̃ ₯ľ Ŀ Ḡ Ȃ 
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 A ῏Ḥ  

ҍ RG_WG ̆

RG_WG ̆ № ̆ Ҋ Ȃ 

 

׃ Ҋ̔ 

̂1̃Һ ̔ ץ ⌠ RG_WG ᴆ Ḥ

ȁ ȁ ≠ ’ȁѿҩ ῤ

Ḥ Ȃ 

̂2̃ ̔ 

 ľ Ŀ Ҋ̆ ץ ┴ ̆ └

⅞ ̆ ⌠ ⇔ Ȃ 

 ľ Ŀ Ҋ̆ ץ ⌠ῒ ῃ ₯

ȁ Ḥ Ȃ 

̂3̃WEB ᾑ └ ῃ Ȃ 
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Ҋ↓Ḥ ̔ 

 ≢̔Malware_Alert 

 ̔HTTP 

 IP ̔ WEB Ⱶ IP Ȃ 

 Ⱶ IP̔WEB Ⱶ IP Ȃ 

 URL̔ΐᵣ URL Ȃ 

 ᴆ ̔ ⌠ ᴆ  

 ꜚᵬȂ ᴆ ꜚᵬȂblock_log
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sp_attack: Client_IP=<ip_address> Server_IP=<ip_address> URL=<URL>  

Attack=< SQL Injection | Command Injection | XSS | Overflow| Embed Trojan| 

URL Blacklist | Overflow | Unauthorized IP| Customized SQL Injection | 

Customized XSS | Customized Command Injection | Forbidden Word | Weak 

Password | Dangerous Upload | Dangerous Download | Infected Site | Database 

Error | Directory Explore | Source Code Leak | Client IP Blacklist | Attacker IP 

Blacklist | Response Error | Unauthorized Cookie > Action=<Blocked | 

block_log > Method=<GET|POST> 

 

WEB Ⱶ ҹȂ 

 ≢̔sp_access 

 IP̔ WEB Ⱶ IP Ȃ 

 Ⱶ IP̔WEB Ⱶ IP Ȃ 

 ̔ WEB Ⱶ ̆ ң ̆ѿ GET̆

ױ ѿҩ URL ꜚᵬ ԋ̆ POST̆ ֜ ꜚᵬȂ 

 URL̔ΐᵣ URL Ȃ 

 ̔ WEB Ⱶ ף Ȃ 

sp_access:src_IP=<ip_address> dst_IP=<ip_address> URL=<URL> 

Method=<GET|POST> ReturnCode=<number> 

 

ԅ ҹ̆ ȁ ₮ Ȃ 

Ҋ↓Ḥ ̔ 

 Ȃ 

 IP ̔ Һ IP Ȃ 

 ̔
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