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锐捷服务和技术支持 

Ὲ ԍ ֟ ᶫ ֟ Ⱶ̆ ᵬᴩᵄ ץ Ὲױ

http://www.ruijie.com.cn Ҋ̆ ⌠ ױ ֟ ̆ ֜ Ȃ 

ѿ ľ Ŀ̆ Ὲ Ⱶ ̔

4008111000  

2 产品部署 

WebGuard Ḡ ңץ  ̔ ᶶ Ȃ 

  

WebGuard Ḡ  Ҭ ұ̆
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̔ Ҭ WebGuard Ḡ  ᴆ⌠ Ȃ

ᶶ Ҭ̆ WebGuard Ḡ  Ҍ WEB Ⱶ ₯Ȃ

῀⌠ Ҭȁ ᶫḠ ӊ╠̆ᾢ ᶶ ̆ ӟ web ₯

׆̆ ȁ Ḡ ↕Ȃ Ῥ ҬȂ 

3 硬件特性 

׃ ᴆ Ȃ 

外观 

╠ Ҋ Ȃ
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启动设备 

῏ᵝԍ ҉̆ ꜚ҉ ӊ╠ Ҋ ̔ 

 Ȃ 

 ᶫ ҍ ѿ Ȃ 

 ̆ ̆ Ȃ 

ꜚ ῏ ̆╠ ҉ ľPWRĿ ֦̆ ᵬ Ȃ 

出厂配置 

₮ Ҭ̆ ҹ ғ ԍ VLAN 1 ĕth0 ҹ ̆

eth0 VLAN1 WEBUI ῏̆ Ῥ ’ ῏ Ȃ 

Ҋ↓ ԅ WEBUI CLI IP Ȃ 

1̔ Ḥ  

ᵬ              

IP               192.168.20.200 

              Administrator 

                Password 

                English 

              Ruijie 

        Eth0 

Eth0 Ⱶ      HTTPSȁSSH ping Ⱶ 

ῃ ↕̔ 

default-security-rulĕῒ Ҋ Ȃ 
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ΐᵣ ῒ ȇ WebGuard֟ ΎȈ 

5 初始配置 

׃ ᵥ CLIץ WEBUI ̆ ᵬȂ 

登录设备 

ץ WG Ȃ ̔ 

 ̔ CONSOLE WG ̕ 

 ̔ ң ̔ 

Ãᶏ HTTPS ̕ 
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C̃ Ḥ ҹ̔9600 ȁ8 ᵝ ᵝȁ Ẽ ȁ1 ᵝẢ ᵝȁ ̆

Ҋ Ȃ 

 

 

₯ľ Ŀ Ȃ ⱳ ⌠ RG-WG ̆ ᴪ₮ ῀

Ḥ ̆ Ҋ Ȃ 
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3̃ ῀WG-WG ұ ̔administrator ̔password̆ ⌠

RG-WG Ȃ Ҋ ̆ ᶏ פ ᵬȂ 
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5.1.2 通过 WEBUI 界面登录设备 

ѿ ᶏ RG-WG ̆ ᶏץ ῃ HTTPS ̆ Ȃ

RG-WG ̔ 

 Internet Explorer 6.0 ҉ץ6.0  

 Firefox 1.50 ҉ץ1.50  

 

WG ῏ WEBUI Ҋ̔ 

1̃ WEB ̆ ῀ Ȃ 

https://<Ruijie_gateway_ip_address> 

≢ ̔ 

VLAN1 ₮ IP 192.168.20.200/24̆ Console ḱ VLAN1 IP

̆↕ Һ IP ҍ IP ԍ ѿ ̆ ץ ⌠ WebGuard

Ḡ  eth0 Ȃ 

2̃ WEBUĬ Ҋ Ȃ 
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῀ administrator passwordȂ ץ ľ Ŀ WEBUI

̆ ҹ̔ ȁ ᵣҬ ᵣҬ Ȃ 

₯ľ Ŀ Ȃ 

Ӟ ץ   >  > ̆ WEBUI ̆ Ҋ Ȃ 
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5.1.3 通过 SSH 协议登录设备 

SSĤSecure Shell̆ ῃ ̃ ѿҩ ԍ ῃ Ҭ ᶫ ῃ ץ ῒז ῃ

Ⱶ Ȃ ῃ ⌠ ̆ ╠̆SSH ᴪ

ꜚ ⱴ ̆ ⌠ ̆SSH ꜚ ⱴ ץ̆ ᶫ ῃ Ḥ Ḡ

Ḡץ̆ Ҍ ₯Ȃ ӊ ̆SSH ᶫ ⱳ Ḡץ̆ Ҍ

ľҬ ֲĿ ₯ ₯ȂSSH ĺĺ Ⱶ Ȃ 

WG ᵬҹץ SSH Ⱶ SSH ᶫ Ȃ ץ Һ

҉ᶏ SSH ᴆ̆ ԍ UNIX OpenSSH̆ ԍ 32 ᵝWINDOWS 

PUTTY  ̆ WG Ȃ ̆ Һ ҍWG ӊ SSH ̆ ץ

SSH WG Ȃ 

WG ᵬҹ SSH Ⱶ ῏ ̔ 

WG ᵬҹ SSH Ⱶ SSH ̆ SSH

ⱵȂ 

₮ Ҭ̆ eth0 ҹ ̆ eth0 SSH Ⱶ̆ ץ eth0

ҍ SSH ̆ eth0 Ⱶᶏ Ҋ  ̔פ

#show interface eth0 manage<cr> 

ҹ̔HTTPSȁSSHȁPINGȂ eth0 HTTPS ⱵȁSSH Ⱶ ping ⱵȂ 

ῒז ҍ SSH ̆↕ SSH ⱵȂ 

ᶛ eth2 SSH Ⱶ̆ CLIҊ  ҹ̔פ

#set interface eth2 manage ssh 

WEBUI ᵬҹ̔ 

1̃   >  > ̆ Ҋ Ȃ 
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2̃ ₯ eth2 ᶷ ľ Ŀѿ ̆ ₯ľ Ŀ ̕ ₯ eth2̆ ῀

̆ Ҋ Ȃ 

 

ľ Ŀ ľSSHĿ̆ ₯ľ Ŀ Ȃ 

 

SSH ̔ 

SSH ᴆ ̆ᶛ PuTTYȁOpenSSH Ȃ ΐᵣ ’‗ ᶏ

SSH ᴆȂҊ ץ PUTTYҹᶛ׃ SSH ῏ ̔ 

1̃ Putty.exe ᴆ̆₮ Ҋ Ȃ 
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2̃ ץ̆ Ⱶ Ȃ 

ľHost Namêor IP address̃Ŀ Ҭ ῀ SSH Ⱶ IP ̆ ľportĿ Ḡ

ҹ 22Ȃ 

ľconnection typeĿ ҹľSSHĿ̆₮ Ҋ Ȃ 

Ḡ ̆ ľsaved sessionĿ ῀Ḡ ̆ ₯ľsaveĿ ̆↕

Ḡ Ҋ Ҭ̆Ҋ ̆ ₯ľloadĿ ̆ Ῥ ῀ SSH

Ⱶ Ḥ Ȃ 

3̃ ₯ľOpenĿ ̆₮ SSH ̆ ↕ᴪ ῀

Ȃ 
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῀ Ḥ ̆ ῀ ̆ Ҋ Ȃ 

 

更改管理员密码 

₮ԍ ῃ ̆ ḱ ľadministratorĿ Ȃ 
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CLIҊ  ҹ̔פ

#set admin administrator password 123456 

WEBUIҊ ҹ̔ 

1̃   >  > ̆ḱ ľadministrator
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− VLAN IP ̆ᶛ − VLAN1 IP̔unset interface vlan1<cr> 

 

̆ VLAN IP ̆ SSH ᴪ ̆ SSH

̆ CLI Ȃ 

4̃ ῒז ҍ HTTPS SSH ̆↕

HTTPS Ⱶ SSH ⱵȂҊ ץ eth2 ҹᶛ Ȃ 

HTTPS Ⱶ̔set interface eth2 manage https 

HTTPS Ⱶ̔unset interface eth2 manage https 

SSH Ⱶ̔set interface eth2 manage ssh 

SSH Ⱶ̔un
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ľ ⱴҹ ῏Ŀ̆ VLAN ῏Ȃ 

2̃ ₯ľ Ŀ Ḡ ֜ Ȃ 

配置 DNS 服务器 

ԍ WebGuard Ḡ  ̆ ⌠ Ⱶ

̆ DNS Ⱶ Ȃ 

  >  > Һ ̆ Ҋ Ҭ DNS Ⱶ Ȃ 

 

̆ ₯ľ Ŀ ᶏ Ȃ 

更改接口默认配置 

Ҭ̆ ҹḤᴋ ̆ ԍ׆ ₮ ⌠ Ҍ

ῃ Ȃ   > 
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῀ ↕ ̆ ̆ ₯ľ Ŀ Ḡ Ȃ 

3̃ ↕̆ ӈ ῏ Ȃ 

配置服务器安全组 

ⱴ Ⱶ ῃ ̆ ῃ Ҭ ῃ ↕Ȃ 

1̃  WEB

�¹�˜

 > 

�=�Ñ�˜�¹�˜4ô

Ȃ Ҋ Ȃ 
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ľ Ⱶ ↓ Ŀ Ḡ WEB Ⱶ IP ץ̆ Ⱶ ᶏ

Ȃ 

ᶏ ѿ Һ ᾟ ҩ WWW Ⱶ ̆ ľ Һ ↓ Ŀ Ḡ

WEB Ⱶ IP ȁ ȁ ӊ ῏ Ȃ 

4̃ ῃ ↕ 

’Ҋ̆ᶏ ῤ ῃ ↕ľdefault-security-ruleĿҹWEB Ⱶ ᶫḠ Ȃ

ץ ῒז ӈ ῃ ↕Ȃ 

5̃ ₯ľ Ŀ Ḡ Ȃ 

6 软件维护 

ӯԅ ᴆ Licensĕ ľ׆ Ŀ Ҋ ᴆ

̆ ᴆ׆ľ Ŀ Ҋ ⱴ ̆Ḡ ԅ ᴆ ᴰ Ҭ ῃ

Ȃ 

WG ᴆ ȁ ᴆ Ⱶѿ ̆ └

̆ Ḡ ᴆ ԍ Ȃ 

ꜚ ᴆ ̆Ӟ ׆ץ ῀ ᴆ ᴆ

Ȃ 
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