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҉ Ю‟ӝ  

�z  

�z ӝ  

�z  

҉  

1.  

ᶕ ̔ Courier New ̆ѐ ᴇ̆ 5 ̆  ᶕ Ȃ

ᶕ ѐ ӱ ὡ ᶕ ̆ ╗ ᴇ Ȃ 

2. ԇ  

ԇ ᴇ Arial̆έᴇ Ὧ Ѭ Ю̔ 

ᴇ̔ ԇ Ὧ ̂ ԇѐᶑ а ‍̃ ╗ ᴇ Ȃ 

ᴇ̔ ԇ ̂ ԇѐ ḣ Ԇ ‍̃ ᴇ  

[ ] ̔ [ ] ‍̆ ԇ Ȃ 

{ x | y | ... }̔ ӱчэ э ѐ УэȂ 

[ x | y | ... ]̔ ӱчэ э ѐ Уэ а Ȃ 

//̔ ѝ Ȃ 
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3.  

҉ ᴐ ѐ ⁞ ̆ Ҿ Ѭ Ю̔ 

�a�! ȁ ȁ ᴐѐ Ү Ȃ 

�	 �! ȁ ȁ ȁ ᴐᾃ Ἱ 

4.  

�„  ᾊѡᴿ ‍ а ̆ ᴐѐ ӊ

Ȃ 

�„  ᾊ ‍ѡᴿ ᶕ ѐ ὲ ӊ ‟ ᾃ ̂ ӊ ȁ ̃̆έᴇ

ᶕ Ԉ ᴳ ᶕ ѝῆȂ  

�„  ᾊѐ ӊ ̆Ԇ ҩУ ѬЮ ̆Ԉ ҩ

Ь Ӈ



 

 

 
 
 

 

 
 

 

‍ᾊӮ ᾊ Ὧᾃ ̆ꜛ ԈЮ ̔ 

1̔ ԇ  

2̔  

3̔ ֒  

4̔  

5̔ HTTP  

 

 



ԇ  

http://www.ruijie.com.cn 

1 ԇ  

ᴳ ԇ ̆ Ԉ ᴳ ԇ Ȃ 

ў ꜛ ԈЮᾃ ̔ 

�z ԇ  

�z ╠ 

�z ᾗ ԇ 

�z ᴳ ԇ no default  

�z CLI ᶕ  

�z ᴳ ԇ 

�z ᴳ  

�z CLI  ᶕ  

�z CLI 

1.1 ԇ  

‍ а ̆ ₥ ԇ ᾱ ҩ Ԉᴳ

ԇȂ 

ԇ Ю ὡ ̂?̃ Ԉ‟  э ԇ ᴳ ԇȂ 

Уэ ֶ ̆ Ἴ ұ ̂User EXEC

̃̆ Ԉᴳ ԇȂ Ю̆ Ԉᴳ ԇ̆ з ԇ ╖ ҂ ⁮

УҾ ⁸̆ᴿ ẹ show ԇ Ȃ ԇ ᴐ аֶ ᶑ Ȃ 

ᴳ ԇ̆ Ἴ ὡ ̂Privileged EXEC ̃Ȃ ̆ ὡ
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abbreviated-command-entry? 

ԇὯ ѕȂ 
ᴿ ̔ 
Ruijie# di? 
dir disable 

abbreviated-command-entry<Tab>

ᴳ ԇ Ὧ Ȃ 
ᴿ ̔ 
Ruijie# show conf<Tab> 
Ruijie# show configuration  

? 
‟  ԇ ЮУэὯ Ὧ Ȃ 
ᴿ ̔ 
Ruijie# show ?  

command keyword ? 

‟  Ὧ Ὧ ЮУэ Ȃ 
ᴿ ̔ 
Ruijie(config)# snmp-server 
community ? 
WORD  SNMP community string 

 

1.3 ᾗ ԇ 

ᾗ ԇ̆ ὡ ԇὯ У ‍ ̆ ‍ ⁞ У ԇὯ

Ȃ 

ᴿ show configuration ԇ Ԉᾗ ̔ 

Ruijie# show conf  

1.4 ᴳ ԇ no default  

ΰѱ ԇ no Ȃ ̆ᴳ no э ╖ ̆ б ԇ

ᴐȂᴿ ԇ no shutdown Ὧ ԇ shutdown ᴐ̆

Ȃᴳ а no Ὧ Ὧ Ὧ Ȃ 

ԇ default ̆ ԇ default ԇ ѝ ḣȂ ԇ

ḣ ╖ ̆ ᾳЮ default ᴐ no Ȃ ‍

ԇ ḣ ἵ ╖ ̆ ᾳЮ̆default no ᴐ Ȃ

default ԇ ╖ ̆ ѝ ἵ Ȃ  

1.5 CLI ᶕ  

Ю ‟ ҩ ᴳ CLI ⁮ ᶕ Ȃ 

CLI ᶕ ̔ 

ᶕ  Ѭ ᴉ ╠ 
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% Ambiguous command: 
"show c" 

ὡ

̆

⁞ У ԇȂ 

ὡ ԇ̆

Ѭ ὡУэ

Ȃ ὡ Ὧ

  Ȃ 

% Incomplete command. 
ὡ ԇ

Ὧ

Ȃ 

ὡ ԇ̆ ὡ

ᾋ ὡУэ Ȃ

ὡ Ὧ

  Ȃ 

% Invalid input detected 
at ‘^’ marker. 

ὡ ԇ ̆

̂^̃ ҩӊ

ᴁ Ȃ 

ԇ

Ю ὡУэ ̆

ἵ ԇ Ὧ

  Ȃ 

1.60.96 -96100f
4703 3.251 T0E6[0 7r.427705..303 056.7
[<095<30F62C580A5101C4>Tj23.251 T0Er  0 f
0006 0 Tf
( )Tj
/C2_0 1 Tw 10.5 0 0 1982 54e
f090.3403 D41F352514E3056F1BE2d
[<2AFC180BD
[<07392C580A5107390714152E1D3902C8284D15FB1814d
[<47A11B8445674B5335E
0.E80EE1121607392C580A511BCA112B091507DA>-6<7
[<0D3901C4>Tj3/TT1 1 Tf
( )Tj
/C2_0 1  -2.16.297 T4A2095<30F62C580A510714152Ed
[<47A111D77
[<1B844567459B03D42C580A5109CB183B04B8*
[<3E3C090941A11AA1053c 0D601C4>Tj3/TT1 1 Tf
( )Tjq
1630 1464 -630 4 -18 600.96e
f
99464 m
h
154 650.6029 1-532 5-13.657.48W* njq
0 141 705 0.T
5-141 705.48W nj02952 g6e
f
994.4 147030 4 18 600.96f
Q
Q
02952 g60.5 104474 16.32 513.657.48 re
f0 g6 Tc1-96 
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╖    

Ctrl-B 
Ἵ ⁮ Уэ Ȃ 

Ctrl-F 
Ἵ ⁮ Уэ Ȃ 

Ctrl-A Ἵ ⁮ ԇ Ȃ 

ᾃ

╟Ἵ Ȃ 

Ctrl-E Ἵ ⁮ ԇ Ȃ 

Backspace ‮ Ἵ Уэ Ȃ ‮ ὡ

Ȃ 
Delete  ‮ Ἵ Ȃ 

Return  
ᾃ   ᾃ Э

╟У ̆ ЮУ ᾃ ̆Ө  ᾃ

ᴳ Ȃ  

╟ У У

Ȃ 
Space  

ᾃ   ᾃ Э

╟У ̆ ЮУ ᾃ ̆Ө  ᾃ

ᴳ Ȃ 

1.7.2 ԇ ╟  

Ԉᴳ ╖ ѐ ╟ ̆ ԇ̆ᴳ ԇ Ԉ

Ȃל Ἵ ̆ э ԇ ֶ ᴇ ╟ 20 э ת̆ Ӱ ԈᴳἽ

⁮₥ ⁮ ԇ Ȃ 

ԇ Ἵ ╟ ᴐ Ю ̔ 

╖   

Ἵ Уэ  Ctrl-B 

Ἵ ⁮  Ctrl-A 

Ἵ ₥ Уэ  Ctrl-F 

Ἵ ╟⁮  Ctrl-E 

ᴿ ԇ mac-address-table static ὡ Уэ Ȃ Ἵ У

̆ э ԇ ᴇ ╟ 20 э Ȃ ԇ ₥ ‍ ̂$̃Ԇ

Ȃ ֶ ╟ 20 э Ȃ 

mac-address-table  static  00d0.f800.0c0c  vlan  1   

interface 
$tatic  00d0.f800.0c0c  vlan  1  interface  fastEthernet 

$tatic  00d0.f800.0c0c  vlan  1  interface  fastEthernet  0/1 

Ԉᴳ Ctrl-A ⁮ ԇ Ȃ ԇ ‍ ̂$̃Ԇ ̔ 
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-address-table  static  00d0.f800.0c0c  vlan  1 interface  $ 

 

�a���_�É�!��

80 э Ȃ 

 

ᴳ ԇ ╟ ԇ ╖ ̆ Ԉ ԇȂέᴇ ᴳ

Ȃ 
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̆ Ԉ ‡ ᾃ ̂ ѕ̃Ȃ з ᾃ

‍שּ ᾗȂ 

 

1.9 ᴳ ԇ⁞  

ᵏ ԇ⁞ ╖ ̆ Ԉ ֗ ᴐѝ ԇ ⁞ ̆ᴿ ̔ "mygateway" Ѭѝ

"ip route 0.0.0.0 
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Ruijie(config-if)# ia ? 
  A.B.C.D  IP address 

  dhcp     IP Address via DHCP 
 

Ruijie(config-if)# ip address  

‟ ҩ”ip address ” ԇ ᶕ ̆ з ⁞ ԇȂ 

ԇ⁞ ᴳ ὡ̆ ‡а ⁞Ȃ 

ᴳ show aliases ԇ Ԉ ѐ ⁞ Ȃ 

1.9.1 CLI 

ᴳ CLI Ѯ₥̆ ᴳ Уэ PC Ȃ ╟ ̆

֒ ֒‫ ע Ԉᴳ CLIȂ ᴳ ᴳ ѕ ̂Consolẽ

̆ ѝ ̂Outband̃ Ȃ ҩ Ὧ ̆ Ԉ Telnet

Ȃ ч Ԉ ԇ Ȃ 
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2  

2.1  

 �	    Ὧ CLI ԇ ᴳ ᶕ ̆ ȇ ԇ ȈȂ

2.1.1 ԇ ⁸  

2.1.1.1 055  SCN
0A 1 Tf
0.03.67c 2 Tr 1.835 0 Td
<1F5645C4>Tj
/TT1 1 T606.2603 Tm
( )Tj
/C257( )Tj04 Tc 2 Tr 10 44. 48.78213.78 [<2C58195C3525A2A
<1DE73B>459B04BC30C3080A2AFC13B>3525A2A
240<01C9385613B><1D2 5FE31540929087C13B>22A9099E12051C032C5813B>21BA39B7317525B1187613B><A6007E607DA284D04B813B>345817FF5D7039B7>.1.�VE$ 
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Step 2 

Ruijie(config)# privilege mode [all ] {level 
level | reset } command-string 

ԇ ⁞‚‍Ȃ 

mode̔̇ ԇ CLI ԇ ̆

ᴿ ̔config ὤ ̕exec
ԇ ̆interface

Ȃ 

all̔ ԇ ԇ ̆ ѝ

⁞Ȃ 

level level̔ ⁞̆ ӱ 0 ⁮ 15Ȃ 

reset̔ ԇ ѝ ⁞Ȃ 

command-string̔ ԇȂ 

У ԇ ̆ Ԉ ὤ Юᴳ
l n o - 5 ( l  p - 5 ( l r 2 ( l i - 7 (  ) - 9 3 i l e - 7 ( e ) g - 5 ( l  ) ] T J 
 / T T 3  1  T f 
 0 . 0 1 2 0  T c  0  T w  0 6 . 1 1 D 0  T d 
 (  o d ) e T j 
 / T T 2  1  T f 
 0 . 0 2 4 2  T c  -  [ ) T j 
 / T T 1  1  T f 
 0 . 0 2 3 2  T c  - . 4 2 6  0  T d 
 [ a l l ) T j 
 / T T 2  1  T f 
 0 . 0 2 1 9 3 T c  1 . 1 7 4  0  T d 
 (  ] ) T j 
 / T T 1  1  T f 
 0 . 0 2 0  T c  0 . 6 8 1 7 0  T d 
 [ ( l e v ) e 7 ( i ) ] T J 
 / T T 2  1  T f 
 0 . T c  2 . 4 3 2  0  T d 
 (  ) T j 
 / T T 1  1  T f 
 0 . 0 1 2 4  T c  - 0 4 . 6 8 1 7 0 1 . 6 5 4 9 T d 
 [ ( l e ) - 9 v e ) - 9 i
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‾ RADIUS ╘ ⁸̆ аᾋ ᶑ

ᶕ ̆ ╗ ᶕ ⁮ RADIUS ╘ Э ̆

╘ У ȁ ȁὭӎ ᶕ ̆ᵳұ ⁸

̆ ᶕ ὤ Ȃ 

web ╘ ̆ ᾃ ePortal ╘ ̆ ԈѝѮ ᶕ ̆

Ҿ ᶕ Өᵏᾃ ePortal ╘ ᴳ ̆ Ԉ ὡ  Ȃ 

2.1.2.2  

ӊ ұ ֙ ̆ў ұ AAA Ю̆ ‟ ѐ

̕Ԉ AAA Ю̆ ѐ Ȃ Ԉ

̆ ұ web Ȃ 

֙ ̆ ὤ Ю̆ έᴇ ԈЮ ԇ̔ 

 ԇ ᴐ  

Step 1 Ruijie(config)# username  name [web-auth ] 
[pwd-modify 0|1]  [password  password | 
password encryption-type encrypted 
password]  

ᴳ ╗ ԇ ֙ ,
( Ԉ ѝ AAA
) 

Step 2 Ruijie(config)# username  name [privilege  
level] ѝ ⁞̂ ̃ 

2.1.2.3 ὡ  web ᶕ  

ѝ ᵳ ᶕ ̆ Ԉ ֒ ὡ/   Ȃ 

֒ ὡ  csv txt ч ֒ ̆ὲѐ csv Ԉ excel

csv ̆Ю Ԉ excel ̔ 

aaa aaa 

bbb bbb 

ccc ccc 

Txt ֒ Ю: 

aaa,aaa 

bbb,bbb 

ccc,ccc 

У ᶕ ̆ б Ѯ ̆ Ȃ 

ὡ   ֒ Ԉ web ὡ̆҂ Ԉ CLI ̆ Ὧ CLI ԇ̔ 
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 ԇ ᴐ  

Step 1 
Ruijie# username  import  filename 

ӱ flash ѐ ֒ ὡ ᶕ ̆ ὡ

ᶕ Ἴ ὡ⁮ flash Э 

Step 2 
Ruijie# username  export  filename 

web ᶕ  ⁮ flash ֒

ѐȂ webȁtftp  ⁮

ԇ

� 0 * ü

Step 1 
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ת ұ ᵏ ֒ ̆ Э Э ֒

̆ Ө ̆ Ю ̆ Ȃ 

 

 ԇ ᴐ  

Step 1 Ruijie# clock set hh:mm:ss month day year Ȃ 

ᴿ 2003-6-20̆10:10:12 

Ruijie# clock set  10:10:12 6 20 2003        //  

Ruijie# show clock                          // ᶢ  

clock: 2003-6-20 10:10:54 

2.1.3.3  

ᴔ Ԉ Юᴳ show clock ԇ ᶕ ̆ Ю̔ 

Ruijie# show clock                                 // ₥  

clock: 2003-5-20 11:11:34 

2.1.3.4 ֒  

УҾ ᴳ ֒ ̂calendar̃ Ἱ ֒ ̆ ֒ а ̆
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2.1.4  

2.1.4.1  

ᴉᴳ reload [modifiers] ԇ⁸ ‚̂schemẽ̆Ԉ

Ȃ ╖ ̆ Ҿ Ю(  ұ ὲ ) Ԉѝ ᵏ ᴐ

Э ᵳ‾Ȃmodifers reload ᵏ У ԇ ̆ Ԉᴳ ԇ ᴳ ╗ Ȃ

modifiers inȁatȁcancel Ȃέᴇᴳ Ю̔ 

�„  reload  in    mmm | hhh:mm  [string] 

У Ȃ mmm  hhh:mm ᾱ ̆Ԉ‍

ѝ ᴁ̆ Ԉ֗ У ὡȂ string Уэ ╠ ̆ Ԉ ѝ

э ‚ Уэ╠ ̆Ԉᵳ ̆  ұ ̆

10 ‍ ̆ ԏ Ԉ ὡ reload  in   10  testȂ 

�„  reload  at  hh:mm month day year [string] 

э Ȃ ὡ ḣ э Ȃ year

, ὡ̆‡ ֙ ֙̆ ұ ԏ ⁸ҩ

а 31 ̆ ԈУ ̆ ₥ 1 1 ⁮ 11 30 Ѯ ̆‡

ὡ ֙Ȃת ̆ ₥ ֙ѝ 12 ֙̆

зἵ 1 э  ̆ ᾳЮ̆ ὡ ֙

1 ֙ а ӭ 1 ֙̆ ὡ̆‡ ֶ ѝ ӭ

1 ֙̆ӱ Ȃstring ЭȂ ₥ 2005-01-10 

14:31̆ ԏ Э ̆ ԏ Ԉ ὡ  reload at  08:30 11 1  

newdayȂ Ḯ ₥ 2005-12-10 14:31̆ ԏ 2006-01-01  

12:00 ̆ ԏ Ԉ ὡ reload at  12:00  1 1 2006  newyearȂ 

�„  reload  cancel 

ԇ ‮ ‚Ȃ ₥ ԏ ҩ 8 30 ̆

ὡ reload cancel ̆ ‮ Ȃ 

 �	    

ᴳ at ̆‡ ₥ ╖ Ȃ ᴳ Ѯ₥Ἴ

̆Ԉᵳ ‎ Ȃ Ѯ₥ ҩ ‚̆

‡ ᾋ ‚ ₥ Ȃ ҩ ‚̆Ḯ

‚ ₥ ҩ ̆‡ ‚ х Ȃ 

‚ѐ б ₥ а 31 з ұ ₥ Ȃ

ҩ ‚Ѯ а ᾋᶢ , ‡ ֶ

̆ ⁮ Ѯ Ȃ 
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2.1.4.2 э  

Ю̆ Ю ԇ̆ Ԉ э ̔ 

 ԇ ᴐ  

Step 1 
Ruijie# reload at hh:mm month day [year] 
[reload-reason] 

year month day  hh mm
‍ reloadȂrelaod reload-reason (

ὡ )Ȃ 

Ю Уэ 2005 1 11 ѐ 12:00 ᴿ (Ḯ ₥ 2005

1 11 8:30)̔ 

Ruijie# reload at  1 2:00 1 11 2005 midday //  

Ruijie# show reload             // ᶢ  

Reload scheduled in 16581 seconds.  

At 2005-01-11 12:00 

Reload reason: midday 

2.1.4.3 У  

Ю̆ᴳ Ю ԇ У ̔ 

 ԇ ᴐ  

Step 1 
Ruijie# reload in  mmm [reload-reason] 

mmm ‍ reload̆ reload
reload-reason( ὡ ) 

Step 2 
Ruijie# reload in  hhh:mm [reload-reason] 

hhh mm ‍ reload r̆eload
reload-reason( ὡ ) 

Ю Уэ 125 ‍ reload ᴿ (Ḯ ₥ 2005-01-10 12:00)̔ 

Ruijie# reload in  125 test                     //  

̔ 

Ruijie# reload in  2:5 test                     //  

Ruijie# show reload                          // ᶢ  

System will reload in 7485 seconds. 

2.1.4.4  

а ‚ reload ԇ ̆ Ԉ Ю ὡ

reload ԇ Ȃ 
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2.1.4.5 ‮  

Ю̆ᴳ Ю ԇ‮ ‚̔ 

 ԇ ᴐ  

Step 1 Ruijie# reload cancel  ‮ ‚ 

Ѯ₥ ‚̆‡ֶ Ѯ₥ ╟ ‚Ȃ 

2.1.5 ԇ  

2.1.5.1  

ѝҩ ᵳ̆ᴔ ԈѝУ (System Name) Ȃ

ᴔ ѝ CLI ԇ ̆‡ ̂ 32 э ̆‡ ὲ

₥ 32 э ̃ ᴐѝ ԇ ̆ ע Ȃע ᾳ

Ю̆ ѝľRuijieĿȂ 

2.1.5.2  

ӊ ᵏὤ Ю ԇ ̔ 

 ԇ ᴐ  

Step 1 
Ruijie(Config)# hostname  name 

̆ ̆

а 32 э Ȃ 

ᴔ Ԉ ὤ Юᴳ no hostname ᴁ ḣȂЮ ᴿ

RGOS̔ 

Ruijie# configure terminal                     // ὡὤ  

Ruijie(config)# hostname RGOS      // ѝ RGOS 

RGOS(config)#                                       // ᶢ  

2.1.5.3 ԇ  

ᴔ ԇ ̆‡ ̂ 32 э ̆‡ ὲ₥ 32

э ̃ ᴐѝ ̆ ע Ȃᴔע Ԉ ὤ

Юᴳ prompt ԇ ԇ ̆ ԇ EXEC Ȃ 
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 ԇ ᴐ  

Step 1 
Ruijie# prompt  string 

ԇ ̆

̆ 32 э ̆‡ ὲ₥ 32
э Ȃ 

ᴔ Ԉ ὤ Юᴳ no prompt ԇ ѝ ḣȂ 

2.1.6  

2.1.6.1  

̆ᴔ УҾ ᶕ Ȃᴔ Ԉ

⁮ э Ȃᴔ Ԉ… ч ̂banner̃̔ Ȃ

⁮ ̆ ̆ Ἴ ЭȂ

‾ ̆ᴔ Ԉ УҾ ѝ ̂ Ὧ ̃ Ȃ

Ѯ ̆ ў ᴐ ᵏУҾ ᶕ Ȃ ᾳ

Ю̆ Ȃ 

2.1.6.2  

ᴔ Ԉ… ꜛ У ᶕ ᶕ ̆ ̆ Ҿᶕ ֶ

Ȃ Ԉ ԈЮὤ ԇ ᶕ ̔ 

 ԇ ᴐ  

Step 1 

Ruijie(config)# banner motd  c message c 

(message of the day) Ȃc
‍ ̆ э‍ Ԉ ֗ᴉ (

’&’ )Ȃ ὡ‍ ̆ ̆

ᴔ Ԉ ὡ
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2.1.6.3  

Ԉ ԈЮὤ ԇ ᶕ ̔ 
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2.1.8 ⁸  

2.1.8.1  

Уэ ⁸ ̂Consolẽ̆ э ⁸ ̆ Ԉ

Ȃ У ᴳ Ḁ̆ ⁸ ὲ Ȃ Ԉ

ѕ Ȃ ̆

⁸ У Ȃ 

2.1.8.2 ⁸  

Ю̆ Ԉᴳ ԈЮ ԇ ⁸ ̔ 

 ԇ ᴐ  

Step 1 

Ruijie(config-line)# speed speed 

⁸ ּ ̆ ᴁ bpsȂ ұѕ

̆ᴔ ּ ѝ 9600ȁ
19200ȁ38400ȁ57600ȁ115200 ѐ Уэ̆

9600Ȃ 

Ю ᴿ ᴉ ѕ ѝ 57600 bps̔ 

Ruijie# configure terminal                  // ὡὤ  

Ruijie(config)# line console  0           // ὡ ⁸  

Ruijie(config-line)# speed  57600        // ⁸ ѝ 57600 

Ruijie(config-line)# end                            // ⁮  

Ruijie# show line console  0                       // ⁸  

CON     Type    speed   Overruns 

* 0     CON     57600   0 

Line 0, Location: "", Type: "vt100" 

Length: 25 lines, Width: 80 columns 

Special Chars: Escape  Disconnect  Activation 

               ̂ ^x     none        ̂ M 

Timeouts:      Idle EXEC    Idle Session 

               never        never 

History is enabled, history size is 10. 

Total input: 22 bytes 

Total output:  115 bytes 

Data overflow:  0 bytes 

stop rx interrupt:  0 times 

Modem: READY 
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2.1.9 Эᴳ telnet 

2.1.9.1  

Telnet TCP/IP ѐ ұ ̆  ҩ ᵏ

╖ ȂTelnet Client ╘ѝ ⁮ Э ᵏ

ᴳ Telnet Client Эὲӹ ╘Ȃ Ю

Э ֛ Telnet б A ̆ ὡ telnet

ԇᾋ B̆ ὲ Ȃ 

 

2.1.9.2 ᴳ Telnet Client 

Ԉ Э telnet ԇ ⁮ Э ̔ 

 ԇ 
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 ԇ ᴐ  

Step 1 
Ruijie# enable service telnet-server  

Telnet Server ╘̕ ԇ IPV4
╘Ȃ 

2.1.10  

2.1.10.1  

Ԉ ̆ ⁸ ̂ꜛ ̆Ԉ

⁮ ֶ ̃̆ ḣ̆ ֗ᴉ ὡ  ᶕ ̆ѐ

Ȃ 

2.1.10.2  

₥ ̆ ᾃ̆ ֗ᴉ ὡᶕ ̆ ╘ ѐ Ȃ 

ӊ ᵏ
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Step 1 

Ruijie(config-line)# session-timeout minutes 
[output ] 

LINE Э̆ ⁮ ֶ

̆ ᾃ̆ ֗ᴉ ὡ ̆ ѐ

ֶ Ȃ 

minutes̔ ‍ ̕ 

output ̔   ҂ᴐѝ ὡ̆ ″

̕ 

Ԉ LINE Юᴳ no exec-timeout ԇ̆ LINE Ю⁮ ֶ

Ȃ 

Ruijie# configure terminal                        // ὡὤ  

Ruijie(config)# line vty  0                     // ὡ LINE  

Ruijie(config-line)#  session-timeout  20    // ѝ 20min 

2.1.11 ֒ѐ ԇ 

ѐ̆ Ḁ ὡ ԇ э╖ ̆ ὤ CLI

ὡ ̆҂ Ȃ Ҿ╖ ԇ

ὤ Уэ ֒ѐ̆ ̆ э ֒̆ Ԉ Ὧ

ὤ Ȃ 

 ԇ ᴐ  

Step 1 Ruijie# execute {[flash:] filename } Уэ ֒Ȃ 

ᴿ ̔ ֒ line_rcms_script.text ұ Э Telnet ╖ ̆ ֒

ᾃ Ю̔ 

configure terminal 

line tty 1 16 

transport input all 

no exec 

end 

̔ 

Ruijie# execute flash: line_rcms_script.text  

executing script file line_rcms_script.text ...... 

executing done 

Ruijie# configure terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# line vty  1 16 

Ruijie(config-line)# transport input all 

Ruijie(config-line)# no exec 

Ruijie(config-line)#  end 
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 �	    

֒ ֒ ֒ѐ ᾃ Ԉ ̆У PC Э

TFTP ּ ⁮ Flash ѐȂ ᾃ ὤ ֛

ὡ̆ ̆ CLI ԇ ֒ ᾃ Ȃ ̆ ұ

УҾӇҵ ԇ̆‡ ֒ѐ Ἴᾗὡ ᶕ ̆ᶑ ԇ

Ȃ 

2.1.12 ╘ Ὧ  

ѐ̆ Ԉ╟ ᵏ ╘̆ бὯ ╘̂SNMP 

Server/SSH Server/Telnet Server/Web Server̃Ȃ 

 ԇ ᴐ  

Step 1 Ruijie(Config)# enable service snmp-agent  SNMP Server 

Step 2 Ruijie(Config)# enable service ssh-sesrver  SSH Server 

Step 3 Ruijie(Config)# enable service telnet-server Telnet Server 

Step 4 Ruijie(Config)# enable service web-server  Http Server  https server 

Ԉ Ю̆ᴳ no enable service ԇ̆Ὧ ╘Ȃ 

Ruijie# configure terminal                      // ὡὤ  

Ruijie(config)#  enable service ssh-server     // SSH Server 

 

http ╘̆ᴳ Ю ԇ 

Ruijie(config)#  enable service web-server http 

 

https ╘̆ᴳ Ю ԇ 

Ruijie(config)#  enable service web-server https  

 

 �	    

enable service web-server ԇ 3 э Ὧ ̆ Ю̔ 

enable service web-server [http | https | all] 

ԇ а ֗ᴉὯ ̆ all Ὧ ‡̆ http 
╘ https ╘̕ http Ὧ ̆‡ http ╘̕ https Ὧ

̆‡ https ╘Ȃ 

 �a    

https ╘ ̆ ֒ Ю ╘ ҉

,https ╘ ᴐȂ ╘ ҉ ֒ ѝ httpd_cert.crt̆
֒ ѝ httpd_key.pem̆ tftp Эּ⁮ Ю Ȃ

҉ ̆ ֶ У֙Ȃ 
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2.1.13 HTTP ╘  



 ~  

ὁ ╘ ╘ Ȃ ╘

ᾳЮ̆ᾋ ╘ за ╘ У ̆‡

╘̆ ╘ ̆ ⁮ ╘

╘ Ὧ ̆ ╘ Ȃ

  



֒  
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3 ֒  

3.1  

֒ Уэ ╠ ẏ Э ֒ᶕ ̆Ӈ

ᵏҩѕ Flash ᴐѝ ╠ ẏ ̆ ұ ẏ Ӈ ᴐ

֒̆Ԉ УҾӇ ֒Ȃ 

֒ ѕ Flash Э Ԉ ᶑ ̆ э ֒ Уэ ֒

֒ ᶕ Ȃ ẏ ᾗ ᾋ ὲӹ ᴐ ̆ ֒

╟ Ԉ ̆Ԉ ⁮ ᵏ ֒ ᴐ̆ э

̆ а⁮̆ѝҩἹ‍ ‾ ̆ ֒ ᵏҩ

╖ Ԉ ᶕ Ȃ 

3.2 ֒  

ԏ ӱԈЮΰэ ᴉ ֒ ̔ 

�z ‎  

�z ⁸ ֒ 

�z ᾃ  

�z ע  

�z …  

�z ╟ ֒ 

�z ₥ ᴐ  

�z ‮ ֒ 

�z ‮  

3.2.1 ֒  

ԇὯ ᾗа ̆ ֒ ᾗ ̆ ֒ ѝ 4096Ȃ 

֒ Ԉ ᶕ а ᴐȂ 

 

�a���_�É�!��

flash ẏ Э̆ ֒ ᴳ а 128M ̕

‡̆ ֶ ῏ ╟ ̆ ̆ Ю ֒ ԇ

dir ֶ Ȃ ̆ ֒ ᴳ ̆ ╟ У



֒  

http://www.ruijie.com.cn 

Ҿ ֒Ȃ 

flash ẏ ̂аꜛ flash ẏ ̃ѝ32M Э̆ ⅓ᴍ ᴂ

ұ512K ̆ѝᶑ flash ֒ ᴐ ̆ ╟

֒Ȃ 

ᴿ ̔ USB ̆ ᴐ ֶ flash ֒ ᴐȂ USB ֒

а зflash⅓ᴍ ᴂұ512K ̆ ╟ ֒

ᾋ Ȃ 

flash ẏ ̂аꜛ flash ẏ ̃ѝ512M Э̆ ⅓ᴍ ᴂ

ұ4M ̆ѝᶑ flash ֒ ᴐ ̆ ╟ ֒Ȃ 

ᴿ ̔ USB ̆ ᴐ ֶ flash ֒ ᴐȂ USB ֒

а зflash⅓ᴍ ᴂұ4M ̆ ╟ ֒ ᾋ

Ȃ 

flash ẏ⅓ᴍ ᴂұ ֒ 110% ̆ѝᶑ ╖ ̆

╟ ֒Ȃ 

ᴿ ̔ 10MB ֒̆ ᴐ ‾ У ‍flash ẏ ᴐѝ

10MB ̆ flash ẏ⅓ᴍ ᴂұ11MB ̆ ╟

֒ ᾋ Ȃ 
 

3.2.2 ‎  

ӱ ₥ ‎ὡ⁮ Ȃ  

Ю̆ Ю ᴳ ԇ̔ 

ԇ ᴐ  

Ruijie# cd  directroy  ὡ directory Ȃ

Ruijie# cd  ../ ὡЭУ  

Ruijie# cd  ./ ὡ  

ԈЮᴿ ὡ



֒



֒  
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Ruijie# mkdir  directoryname …  

ԈЮᴿ Ю … Уэ BAK ̔ 

Ruijie#  mkdir  bak 

3.2.7 ╟ ֒ 

Ю̆ ֒ ╟⁮ ֒̔ 

ԇ ᴐ  

Ruijie# rename flash:  old_filename flash:  
new_filename 

ѝ old_filename ֒

ѝ new_filename
֒ Ȃ  

 

3.2.8 ₥ ᴐ  

Ю̆ Ю Ԉ ₥ ᴐ ᶕ ̔ 

ԇ ᴐ  

Ruijie# pwd  ₥ ᴐ ᶕ  

 

3.2.9 ‮ ֒  

Ю̆ Ю Ѩ‮ Уэ ֒ ╖ ̔ 

ԇ ᴐ  

Ruijie# rm [recursive ] filename ‮ ֒ Ȃ 

Ruijie# delete [recursive] filename ‮ ֒ Ȃ 

Ю ᴿ ‮ MNT ЮУэ ṁ large.c ї ֒̔ 

Ruijie# delete  mnt/large.c  

Ю ᴿ ‮ aaa ̔ 

Ruijie# delete  recursive  aaa  
 



֒  
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3.2.10 ‮  

Ю̆ Ю Ԉ Ѩ‮ ̔ 

ԇ ᴐ  

Red-Giant# rmdir directoryname ‮ Уэ Ȃ 

ԈЮ ᴿ ‮ Уэ MNT̔ 

Ruijie#  rmdir  mnt 
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4  

4.1  

ԇ Ю ў CTRL ֒ Эּ Ю ̆

ч ̔У ᴳ TFTP ̆ У ᴳ Xmodem

ѕ Ȃ 

4.2  

ԏ ӱԈЮΰэ ᴉ ֒ 

�z TFTP ּ ֒ 

�z XMODEM ּ ֒ 

4.2.1 TFTP ּ ֒ 

У ӱў Ю ֒⁮ ̆ У ӱ Эּ ֒⁮ў Ȃ 

CLI ԇ Ю̆ Ю ֒ Ю ̔ 

Ю ₥̆ Ἴ ў TFTP Server ֒̕ Ю ֒ ̕

⁮ ̆ Юᴳ ԈЮ ԇЮ ֒̆ Location ‡ ὡ

TFTP Server IP Ȃ 

ԇ ᴐ  

Ruijie# copy tftp: //location/ 
filename flash: filename [vrf  
vrfname] 

Ю ў URL ֒

filename ⁮ Ȃ  

CLI ԇ Ю̆ Ю ֒ Эּ̔ 

Эּ₥̆ Ἴ ў TFTP Server ֒̕ ў ᶑ Эּ ֒

̆ Юᴳ ԈЮ ԇЭּ ֒Ȃ 

ԇ ᴐ  

Ruijie# copy flash:  filename  
tftp:  //loca tion/filename [vrf vrfname]

ӱ Эּ ֒ filename ⁮ў

URL Ю̆ ֒

Ȃ  

 

�a���_�É�!��
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֒ ֒ ѐ ̆‡ tftp ╗Э ̆ Ю̔ 

copy tftp: ”//localtion/filename” flash: filename [vrf vrfname] 

̆ ֒ ѐ ̆҂ ֒ ╗Э ̆ Ю̔ 

copy tftp: //localtion/filename flash: ”filename” [vrf vrfname] 
 

 

4.2.2 XMODEM ּ ֒ 

У ӱў Ю ֒⁮ ̆ У ӱ Эּ ֒⁮ў Ȃ 

CLI ԇ Ю̆ Ю ֒ Ю ̔ 

Ю ₥̆ Ἴ Windows
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ԇ ᴐ  

Ruijie# copy xmodem flash :filename 
ӱў Ю ֒⁮

ѝ filenameȂ 

CLI ԇ Ю̆ Ю ֒ Эּ̔ 

Эּ₥̆ Ἴ Windows ⁮ ̕ Юᴳ ԈЮ

ԇЭּ ֒̕ ў Windows ѐ̆ “ּ ” ѐ “ ֒”╖ Ȃ

3 ̔ 

 

3 

  Эּ ֒ ẏᴁ ̆ “Xmodem”̆  “ ”̆ ֶ

У ẏ ֒ ̆  “ ” ֒Ȃ 4 ̔ 

 

4 

ԇ ᴐ  

Ruijie# copy flash :filename xmodem  
ӱ Эּ ֒ filename
⁮ў  
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�a���_�É�!��

֒ ѐ ̆ ֒ ╗Э ̆ Ю̔ 

copy xmodem flash: ”filename” copy flash: ”filename” xmodem  
 

 

4.2.3  

а ̆ᴳ Ԉᴳ Э tftp xmodem ּ֒ ⁮

ЭȂּ ╖ ̆ ╟ ̆ ֒ ֶ ╟ ₥ ̆ э а

ӝ ӮὡȂ 

֒ Э ╟ᴐ а ̔ 

1̃ ᴐ̆ ̆ ╟ ᴁ̆ ᾋ ╟

Ȃ 

2̃ ꜛ ̆ Ԉ н╘ ̆ Уэ ֒

ᴐȂ Ἴ ̆ ᴁȂ ᾋ ╟ ̆ ╟ ╖ ֶ ╟ ̆

н╘ Ȃ 

╟ ╖ ̔ ұў Уэ╖ ֶ̆ ѐ ӱ ̆ н╘

У ̆ ӹԏ ў ѐ аУ ̆ ӹԏ

ּ֒ ̆ ӹԏ ̆Ԉᴳ э ᶑ У Ȃ 

 

�a���_�É�!��

֗ᴉ Ḁ ў ̆ ֶ ӱ ̆ӱ ᶑ У Ȃ

ᴐֶᴳ э ѐ ὡ ⁮ Ȃ ₥а ̆ ‡

х Ȃ 

₥̆ show version ֒ б

У ̆а ў ‎ ̂ᴿ ̔redundancy 
force-switchover ̃̆ ‡ֶ Ȃ 

 

�z ֒ ̔ 

1̃   
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5 HTTP  

5.1 HTTP  

5.1.1 HTTP  

HTTP ꜛ HTTP HTTP ч Ȃ 

HTTP ᴐѝ ⁮ HTTP ╘ ̆ ╘ Э ֒

֒ Ȃ 

HTTP ᴐѝ HTTP ╘ ̆ WEB ⁮ ̆ Эּ ֒

֒ Ȃ 

5.1.2 ᴐ  

 

HTTP ⁮ ╘ Э̆ӱ ╘ ЭЮ ֒⁮ ЭȂ 

ᴐ ѝԈЮ ̔ 

╘ Ȃ ִ̆Ἴ CLI ╘ ̆ ̆‡

֒ѐ ╘ Ȃ 

⁮ ╘  

╘ ̆  Ю ֒‟  

‟ ⁮ ֒ ╘ ̆ Ю ֒ȂЮ а ֒ а

╘ Ȃ 

֒Ȃ 
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HTTP ‾ WEB ֒Эּ⁮ ̆ Э ֒ Ȃ 

5.1.3  

RFC1945 - Hypertext Transfer Protocol -- HTTP/1.0 

RFC2616 - Hypertext Transfer Protocol -- HTTP/1.1 

RFC1867 - Form-based File Upload in HTML 

 

5.2 ᶕ  

5.2.1 ᶕ  

ᶕ ╖ ч ᴐ ̔Уȁ ѝҩ Ὧ ╖ ̆ ҩ Ю

╖ ȁ н╘ ᾳȂүȁ ҩ ᴳ ᾰͅУ  

Ԉ Ȃ 
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ᶕ ╖ ╟ ╘ ̆   УҾ

ᾳ ╟ ֒ Ȃ 

 

 

5.2.2 ᴐ  

ᶕ  

ᶕ ᾃ ֒ Ȃ ֒ Ԉ Ȃ 

ᶕ ̔ 

֒ѐ ҩ ᶕ ᾃ ȁ ȁ ȁ ̂ ֒ HTTPЭּ Ȃ̃

ᴐ ѝ̔ 

1 ֗╘ ᶕ ᾗὡ ֒̕ 

2 ֗╘̆ ֒ ꜛȁ╗ ̆ ֒ HTTP Эּ Ȃ 

ᶕ ̔ 

ѐ‟ ҩ ȁ ὲ ᶕ Ȃ ᴐ

ѝ̔ 

⁮ ╖ ̆  

̆ ֒ᾃ ̆ ֒ Ȃ 

֒ ╘ 

ў SMTP ֒ ╖ Ȃ 

SMTP ᴐ Ю ̔ 
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SMTP ᴐ  

֒ ╘ Э ѐ Sender-SMTP ᴐȂ ᵏ ֒ Ὧᶕ ̆

֒̆ ⁮ ֒ӝ ╘ ̂ Receiver-SMTP̃Ȃ 

֒ נ FoxmailȁOutlook ֒̆ ᴐ Э ѐ User̔File SystemȂ

ᵏ ֒ Ὧᶕ ̆ ֒̆ ⁮ ֒ӝ ╘ ̂ Sender-SMTP̃Ȃ 

 

HTTP Эּ 

HTTP Эּ HTTP POST ̆ FORM ֒ ⁮ ╘ Ȃ 

5.2.3  

RFC1945 - Hypertext Transfer Protocol -- HTTP/1.0 

RFC2616 - Hypertext Transfer Protocol -- HTTP/1.1 

RFC1867 - Form-based File Upload in HTML 

RFC821 - Simple Mail Transfer Protocol -- SMTP 

RFC822 – Standard for the format of arpa internet text messages -- MIME 

 

5.3  

Ю HTTP Ȃ 

 ╖  ḣ 
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 ╘  0.0.0.0̂ ֒ ҩ ╘ ̃

  80 

 ╟   

  ╟  
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support identification of 31 kinds of popular games. 

Ruijie# http update web character-db // WEB ֒  
updating files, please wait... 

update success! 

5.4.2 ╘  

ᾳЮ̆HTTP ╘ 0.0.0.0̆ 80̆ ╘

̆ ὡ ̆ ԈЮ ᴐ̔ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# http update server host [ port 
port-value ] 

╘  

Step 3 Ruijie# show running  

 

 �	    ╘ а ̆ ұ ֒ѐ ҩ ╘ Ȃ 

 

ѡᴿ̔ 

# ╘  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# http update server 10.83.132.1  

Ruijie(config)# exit 

5.5 ╟  

�„  ̂ ̃ ӱ  

�„  ╟  

�„   

�„  ╟ ֒ 

5.5.1 ӱ  

ᾳЮ̆HTTP ӱ Ȃ ӱ ̆ ὡ

̆ ԈЮ ᴐ̔ 
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Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# http update mode auto-update 

Ruijie(config)# http update auto-update url-db character-db route-db 

Ruijie(config)# exit 

5.5.3 ╟  

ᾳЮ̆HTTP ╟ Ȃ ᶢ ╟ ̆ ὡ ̆

ԈЮ ᴐ̔ 
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ѡᴿ̔ 

# ӱ HTTP  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# http update set oob 

Ruijie(config)# exit 

5.6 ╖  

�„  Ὧ ╖  

�„  ̂ ̃ ╟ ᶕ  

�„  ̂ ̃ ֒  

�„  ̂ ̃ ᶕ  

�„  ̂ ̃  

�„  ̂ ̃ ᶕ  

 

5.6.1 Ὧ ╖  

ᾳЮ̆ ╖ Ὧ ̕ ╖ ̆ ԈЮ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# [no] feedback enable Ὧ ᶕ ╖  

Step 3 Ruijie(config)# [no] feedback user enable Ὧ ᶕ ╖  

Step 4 Ruijie(config)#end   
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5.6.2 ╟ ᶕ  

ᾳЮ̆ ᶕ ֒ ̕ ֒ ҩ ̆ ᶕ

̆ ԈЮ ̔ 

 ԇ ᴐ  

Step 1 Ruijie# feedback update ᶕ  

 

ѡᴿ̔ 

# ᶕ  

Ruijie# feedback update  

 

5.6.3 ֒  

ᾳЮ̆ ֒ ̆ ֒ ̆ ԈЮ ̔ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 
Ruijie(config)# feedback subscriber mail-addr 
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5.6.4 ᶕ  

Ὧᶕ ̆ ̔ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# feedback user-info 
 c o n f i g 6  2  
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no.  name       ignore 

--------------------------------- 

1,   no memory,  NO 

2,   no flash,   NO 

3,   high cpu,   NO 

Ruijie# configure terminal   

Ruijie(config)#  feedback ignore-item 2 

Ruijie(config)# end 

Ruijie# show feedback items 

no.  name       ignore 

--------------------------------- 

1,   no memory,  NO 

2,   no flash,   YES 

3,   high cpu,   NO 

5.6.6 ᶕ  

ᶕ Ȃ ̆ Ԉ ⁮ᶕ ᶕת̆ Ḁ ֶ֒

Ȃ ᴂ ֶ̆ У ת̆ а ̔ 

 ԇ ᴐ  

Step 1 
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5.7 ֒ ╘╖  

�„  Ὧ ֒ ╘╖  

�„  ̂ ̃ SMTP ╘ ᶕ  

5.7.1 Ὧ ֒ ╘╖  

ᾳЮ̆ ֒ ╘╖ ̕ Ὧ ֒ ╘╖ ̆ ԈЮ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# no mail-service enable Ὧ ֒ ╘╖  

Step 3 Ruijie(config)# end   

Step 4 Ruijie# show running  

֒ ╘╖ ̆ Ԉ Ю mail-service enable ԇ Ȃ 

 

ѡᴿ̔ 

# Ὧ ֒ ╘╖  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# no mail-service enable 

Ruijie(config)# end 

 

5.7.2 SMTP ╘ ᶕ  

ᾳЮ̆SMTP ╘ ᶕ ѝ Ȃ ԈЮ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# mail-client smtp-server host [port 
value] SMTP ֒ ╘  

Step 3 Ruijie(config)# mail-client username username 
password [0 | 7] password SMTP ȁ  
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Step 4 Ruijie(config)# end   

Step 5 Ruijie# show running  

Step 6 Ruijie# mail-client check  

 

 �	    SMTP ╘ ̆ ⁮ ╟ ֒Ȃ 

 

ѡᴿ̔ 

# SMTP ╘  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# mail-client smtp-server smtp.qq.com 

Ruijie(config)# mail-client username test@qq.com password  test 

Ruijie(config)# end 

Ruijie#show run 

... 

! 

mail-client smtp-server smtp.qq.com 

mail-client username test@qq.com password 093b10013  

... 

Ruijie#mail-client check 

Connect to SMTP server. OK! 

Login to SMTP server. OK! 

Send a test mail. OK! 

Check SMTP OK! 

 



 

 

 
 
 

 

 
 

 

‍ᾊӮ ᾊ Ὧᾃ ̆ꜛ ԈЮ ̔ 

1̔  

2̔  

3̔  

4̔  

5̔ Ԉ  

6̔ LINE  

7̔  

8̔  

9̔ Aggregate Port 
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1.2.2 IP  

ҩ NULL ̆ Ԉѝ э IP ̆ ԇ Ю̔ 

ԇ ᴐ  

Ruijie(config-if)# ip address  ip-address 
ip-mask 

 

Ruijie(config-if)# no ip address  ‮  

Ὧұ IP
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1.3  

Уэ ֗╘ Ю ̔ 

�z ⁸  

�z ᴁ  

�z Ὧ  

1.3.1 ⁸  

ԇ ᴐ  

Ruijie# show interface [interface-type 
 interface-number] 

ּ ȁ

 

1.3.2 ᴁ  
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0 output errors, 0 collisions, 2 interface resets 
 

ᴳ clear counter ԇѮ show interface gigabitEthernet 0/0 ԇ ᶕ ̔ 
Ruijie# show interface gigabitEthernet 0/0 
GigabitEthernet 0/0 is DOWN  , line protocol is DOWN   
Interface address is: 192.168.10.10/24 

MTU 1500 bytes, BW 2000 Kbit 
Keepalive interval is 10 sec , set 

Carrier delay is 2 sec 
RXload is 1 ,Txload is 1 

Queueing strategy: WFQ 
5 minutes input rate 0 bits/sec, 0 packets/sec 

5 minutes output rate 0 bits/sec, 0 packets/sec 
0 packets input, 0 bytes, 0 no buffer 

Received 0 broadcasts, 0 runts, 0 giants 
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 

0 packets output, 0 bytes, 0 underruns 
0 output errors, 0 collisions, 2 interface resets 

1.3.3 Ὧ  

аᴳ ᾳЮ ԈὯ Ȃ shutdown ԇ Ὧ ̆ no shutdown  ԇ

╟ Ȃ 

ԇ ᴐ  

Ruijie(config-if)# shutdown  Ὧ Уэ  

Ruijie(config-if)# no shutdown  Уэ  

1.4 ᴿ 

1.4.1 ᴿ 

Юᴿ УэԈ ╖ ̔ 

Ruijie(config)# interface GigabitEthernet 0/0 
Ruijie(config-if)# ip address 192.168.12.1 255.255.255.0 

1.4.2 Ὧ ᴿ 

Уэ а ̆ Ԉ Ὧ Ȃ Юᴿ̔ 
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Ruijie(config)#  Interface gigabitEthernet 0/0  
Ruijie(config-if)# shutdow
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2  

Ԉ ̆Ԉ VLAN Ȃ  

2.1 Ԉ  

2.1.1 Ԉ ֗╘ 

УэԈ ̆ ֗╘ў ̔ 

�z ὡԈ  

�z IP  

�z ̂ ̃ 

�z Ӯ ̂ ̃ 

�z ȁ ̂ ̃ 

�z MTÛ ̃ 

2.1.1.1 ὡԈ  

ὤ Юᴳ interface ԇ ὡ Ȃ 

ԇ ᴐ  

Ruijie(config)#interface interface-type
interface-number 

ὤ Ю ὡ interface
ԇ̆ ὡ Ȃ ҂ Ԉ

ὤ Юᴳ interface 
range interface range macro ԇ

У Ȃת Ѭ У

э ᾃ έ

 

Юᴿ  ҩ ὡ Gigabitethernet 0/1 ᴿ̔ 

Ruijie(config)# interface gigabitethernet  0/1 
Ruijie(config-if)# 

Ю Ὧ Ȃ 
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2.1.1.2 ᴳ interface range ԇ 

2.1.1.2.1 У  

Ԉᴳ ὤ Ю interface range ԇ э Ȃ ὡ interface 
range ̆ ұ ᾃ Ȃ 

 

ԇ ᴐ  

Ruijie(config)# interface range 
{port-range | macro  macro_name} 

ὡУ Ȃ 
interface range ԇ Ԉ

Ȃ 
macro Ԉᴳ Ѭ̆

ᴳ ѬȂ 
э Ԉᴳ ̂,̃ Ȃ 
У ԇѐ ѐ

ұ Ȃ 

ᴳ interface range ԇ ̆ range ̔ 

̔ 

GigabitEthernet  slot/{ Уэ port} - { Уэ port}̕ 

TenGigabitethernet slot/{ Уэ port} - { Уэ port}̕ 

ЪἺ ̆ TenGigabitethernet Ԉ Ȃ 

Ю ᴿ ὤ Юᴳ interface range ԇ̔ 

Ruijie# configure terminal  
Ruijie(config)# interface range GigabitEthernet  0/1 - 7  

Ruijie(config-if-range)# no shutdown  
Ruijie(config-if-range)# 

Ю ᴿ ᴉᴳ ‍ ̂,̃ э range̔ 

Ruijie# configure terminal  
Ruijie(config)# interface range GigabitEthernet  0/1-5, 0/6-7  

Ruijie(config-if-range)# no shutdown  
Ruijie(config-if-range)# 

2.1.1.2.2 
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ԇ ᴐ  

Ruijie(config)# define 
interface-range  macro_name 
interface-range 

Ѭ ѬȂ 
macro_namė Ѭ ̆а 32
э Ȃ 

Ѭ ᾃ Ԉꜛ э Ȃ 
У Ѭѐ ѐ

ұ Ȃ 

Ruijie(config)# interface range 
macro  macro_name 

Ѭ ѕ ᶑ ᾃ ѐ̆ᴳ

interface range ԇ ̆ Ԉᴳ Ѭ
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2.1.1.3 IP  

Ԉ IP ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie (Config-if)# ip address  
ip-address ip-mask [secondary ] 

IP Ԉ ὲ  

Ruijie (Config-if)# no ip address 
ip-address ip-mask [secondary ] 

Ԉ IP  

Ԉ э IP ̆ Secondary Ὧ   IP Ѯ ὲ IP

Ȃ 

2.1.1.4 MAC  

ᾳЮ̆ эԈ Уэὤ У MAC Ȃ ̆Ԉ MAC

Ԉᶢ ת̆ ᶑ У Э MAC У Ȃ 

Ԉ MAC ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie (Config-if)# mac-address  
mac-address 

MAC  

Ruijie (Config-if)# no mac-address  MAC  

MAC ֶ Э ̆ ᾳЮ̆ а MAC

Ȃ 

2.1.2  

ѝҩ ╠ұ ᴃУэ ╖ ̆ ԈѝУэ Уэж э ̆҂

(Description)Ȃ Ԉ Ѭ έᴇ ̆ ̆

Gigabitethernet 0/1 ‍ A ж ᴳ ̆ Ԉ э ѝľPort for User 

AĿȂ 

ԇ ᴐ  

Ruijie(config-if)# description string ̆ 32э Ȃ 

Ю ᴿ ҩ ᴉ Gigabitethernet 0/1 ̔ 

Ruijie# config terminal 
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Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 0/1 

Ruijie(config-if)# description PortForUser A  
Ruijie(config-if)# end 

Ҿ ᾳЮ̆ э Ȃ Ԉ Ὧ Уэ

Ȃ Ὧ Уэ ̆‡ э Э аֶ ֗ᴉ ̆ э ъ э

╖ Ȃ ҂ Ԉ Уэ Ὧ Ȃ

ч ̔Up Down̆ Ὧ ̆ ѝ down̆ ‡ѝ upȂ 

ԇ ᴐ  

Ruijie(config-if)# shutdown  Ὧ Уэ  

Ruijie(config-if)# no shutdown  Уэ  

Ю ᴿ ᴉὯ Gigabitethernet 0/2̔ 

Ruijie# configure terminal  
Ruijie(config)# interface  gigabitethernet  0/2 

Ruijie(config-if)# shutdown  
Ruijie(config-if)# end 

2.1.3 Ӯ  

ҾԈ ̆ Ԉ Ӯ ᵏ ̆У Ӯ ἽӮ ч Ȃ Ԉ

ὲѐУ Ӯ ᴳ ȂУ Ӯ ̆ ȁ ȁ ȁ

Ӯ ̆ Ӯ ̆ Ӯ Ҿ ᴳ ḣ̆

Ԉ Ҿ Ȃ 

ԇ ‍Ԉ ̆ὲӹа Ӯ ‎ а ᵏ ԇȂ 

ԇ ᴐ  

Ruijie(config-if)# media-type  { 
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Ruijie(config-if)# end 

2.1.4 ȁ  

ᴉ ȁ Ȃ 

ԇ ᴐ  

Ruijie(config-if)# speed  {10 | 100 
| 1000 | auto  } 

̆ ѝ autoȂ 
̔ 

1000 ︢Ἲ ̕ 
 

Ruijie(config-if)# duplex { auto  |  
full  | half  } 

Ȃ 
̔ speed,duplex, ѝ auto
̆ Ὧ  

Юᴳ no speed ̆no duplex ԇ̆ ȁ ѝ ḣ̂

̃ȂЮ ᴿ ᴉ Gigabitethernet 0/1 ѝ 100M̆ ѝὤ ̔ 

Ruijie# configure terminal 

Ruijie(config)# interface  gigabitethernet  0/1 
Ruijie(config-if)# speed 100 

Ruijie(config-if)# duplex full 
Ruijie(config-if)# end 

 

�a���_�É�!��

IEEE Ὧ ῆ̆︢Ἲ Master Slave .. 

 

2.1.5 MTU 

Ӈ ̆ ֶ ⁮ ұԈ ῆ ̆ ѝ jumbo

Ȃ Ԉ MTU ⁸ ἵ Ȃ 

MTU ѐ ̆аꜛ Ԉ Ȃ 

MTU ὡ Ȃ   аֶ MTUȂ ⁮ ̆

MTŬ х Ȃ  

Ԉ MTU ἵ ѝ 64~1500 ̆ ѝ 4 ̆ ѝ 1500 Ȃ 

ԇ ȂSVI а MTU Ȃ 

ԇ ᴐ  
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Ruijie(config-if)# Mtu num 
MTU 

Num̔<64-1500> 

Ю ᴿ ҩ ᴉ Gigabitethernet 0/1 MTU̔ 

Ruijie# config terminal  
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 0/1 

Ruijie(config-if)# mtu 64 
Ruijie(config-if)# end 

2.1.6 Ԉ  

Ԉ ԇў ̔ 

�z Ԉ  

�z Ԉ  

2.1.6.1 Ԉ  

ᾃ ̆ ᴿȂ Ю show ԇ Ȃ

Ю ᴳ ԈЮ ԇ ̔ 

ԇ ᴐ  

Ruijie# show interfaces 
[interface-id] 

ὤ ᶕ Ȃ 

Ruijie# show interfaces 
[interface-id] description 

Ȃ 

ԈЮ ︢ἺԈ Уэ ᴿ̔ 

Ruijie# show interface GigabitEthernet  0/0 
GigabitEthernet0/0 is up, line protocol is up 
Hardware is PQ3 TSEC GIGABIT ETHERNET CONTROLLER GigabitEthernet, address 

is 0a0b.0c0d.0e0e (bia 0a0b.0c0d.0e0e) 
Internet address is 192.168.200.1/24 

MTU 1500 bytes, BW 1000000 Kbit 
Encapsulation protocol is Ethernet-II, loopback not set 

Keepalive interval is 10 sec ̆set 
Carrier delay is 2 sec 

RXload is 1 ,Txload is 1 
Queueing strategy: FIFO 

Output queue 0/40, 0 drops; 
Input queue 0/75, 0 drops 

5 minutes input rate 281 bits/sec, 0 packets/sec 
5 minutes output rate 0 bits/sec, 0 packets/sec 
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82 packets input, 7947 bytes, 0 no buffer 
Received 76 broadcasts, 0 runts, 0 giants 

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 
0 packets output, 0 bytes, 0 underruns 

0 output errors, 0 collisions, 3 interface resets 
Link Mode: 1000M/Full-Duplex, media-type is twisted-pair. 

Output flowcontrol is off;Input flowcontrol is off. 

2.1.6.2 Ԉ  

Ԉ ᾃ ḣ ԇ Ю̔ 

ԇ ᴐ  

Ruijie# clear counters 
GigabitEthernet  interface-number 

︢ἺԈ ᾃ

 

2.1.7 LinkTrap  

ѐ Ԉ ұ LinkTrap̆ ╖ ̆ Link

SNMP̆ע   LinkTrap, Ѯ‡а Ȃ ᾳЮ̆ ╖ Ȃ 

2.1.7.1 ԇ 

ԇ ᴐ  

Ruijie(config-if)# [no]  snmp trap link-status  
Ὧ link 

trap ╖ . 

 

2.1.7.2 ѡᴿ 

Ю ѝа Link trap: 

Ruijie(config)#  interface  gigabitEthernet  0/1 
Ruijie(config-if)# no snmp trap link-status  

2.1.8 Ԉ ᴿ 

Ԉ ̆ IP ̆ὲ У  

Ԉ ᴐȂ Юᴿ̔ 

Ruijie# config terminal  
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Ruijie(config)# interface gigabitEthernet 0/0 
Ruijie(config-if)# ip address 192.168.12.1 255.255.255.0 

Ruijie(config-if)# no shutdown  

2.2 VLAN  

VLAN̂Virtual Local Area Network̃ ̆ Уэ Э‚‍ 

̆ э ұ ISO ү ȂIEEE ұ 1999 ҩ Ԉ ῆע VLAN

802.1Q ῆ Ȃ  

VLAN ἵ Уэ LAN ‚‍ а ̂ LAN̆

VLAÑ̆ Уэ VLAN ꜛ У ᴐ ̆б Э LAN

Ȃת ұ ‚‍ а ‚‍̆ Ԉ УэVLANᾃ э ᴐ

Уэ ̆ Ҿ ᴐ аУ ұ Уэ LAN ȂУэ VLAN ᾃ

аֶ ⁮ὲӹVLANѐ̆ӱ ╠ұ ⁸ ȁ῏ ȁ ע ȁ

ὤ Ȃ  

VLAN ѝ ᾱԈ ὤ   У ̆ Ԉ Э ╗ҩ

VLAN ̆ VLAN ID ‚‍ѝ ᴐ ̆ ⁸а ᴐ ү ҵ ̆ э

ᴐ Уэ Ȃ Ԉ ⁸ ̆ ᴐ ̆

╟ Ȃ  

2.2.1 802.1Q Ӯ 

Ὧұ 802.1Q ᾃ Ԉ ̆ Ӯ УЮ 802.1Q ̆ᴳ

802.1Q э‫ ̆Ԉ Ȃ 

1 ̆ Уэ 802.1Q ў ̆ ꜛ ̆ Ԉ

╗ҩУэ 4 802.1Q ̆Ѯ Ԉ Ȃ 

 
1  802.1Q Ԉ  

4 э 802.1Q ꜛ ҩ 2 э ̂TPID̆Tag Protocol Identifier̆

ḣѝ 0x8100̃̆ чэ ⁸ᶕ ̂TCĬTag Control Informatioñ̆TPID IEEE

Ѭ ̆ Уэ╗ҩ 802.1Q ̆ 2 ҩ 802.1Q ᾃ

Ȃ 

TPID (Tag Protocol Identifier) TCI 

0x81 0x00 P C VLAN ID 

31              23                15      12                        0 
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2  802.1Q  

ѐ ᶕ Ю̔  

VLAN Identified̂VLAN ID̃̔ Уэ 12 ᴁ ̆ VLAN ID̆УὭ 4096 э̆ э

802.1Q ў   ꜛ ֶꜛ э ̆Ԉ ұ Уэ VLANȂ 

Canonical Format Indicator̂C̃̔ Уᴁ T-R ̆ ұὸ ԇ Ȃ ԇ

а ̆ᵳ Ԉ ѐ ּ Ȃ 

PrioritŷP̃̔ Уэ 12 ᴁ ̆ ִἼ ȂУὭ 8 ִἼ ̆ў ұ

̆ ִἼ ꜛȂ 

Уэ‚‍ҩ VLAN ѐ̆ а VLAN Ѯ ȁ ⁸ȁ Ȃ 

2.2.2 VLAN ֗╘ 

VLAN ֗╘ꜛ ԈЮ ‍̔ 

�z VLAN  

�z IP  

2.2.2.1 VLAN  

VLAN ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# interface GigabitEthernet 
Sub_interface_number 

ὡ … Уэ

802.1Q  

Ruijie((config-subif))# encapsulation dot1Q 
VlanID 

802.1Q
VLAN ID ̆VLANID

б Э ὲѐУ

э VLANID У  

VLANID ḣ ѝ 1 4085Ȃ 

 

�	 ��


\�!  

ὲӹ ̆з VLAN native ╖ ̆ ў ὲ

Ȃ 
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2.2.2.2 IP  

VLAN ֗╘Ԉ ̆ ѝ VLAN Ԉ IP Ȃ

IP ̆ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie((config-subif))# ip address 
ip-address mask 

IP  

802.1Q Ԉ IP У Уэ VLAN ᾃў ὲӹ VLAN ў ὯȂ 

2.2.3 VLAN  

VLAN ̆ Ю̆ Ю show ԇȂ 

ԇ ᴐ  

Ruijie# show vlans  [VlanID] VLAN ᶕ  

Ruijie# clear vlan  [VlanID ]  VLAN ᶕ  

2.2.4 VLAN ᴿ 

�z  

У VLAN Э‚‍чэ VLAN̔ 

1. Уэ VLAN 192.168.0.0/24 ў ̆Уэ VLAN 192.168.1.0/24 ў Ȃ 

2. Ԉ 802.1Q ѝчэ VLAN Ѯ ў ᵏ Ὧ ҵ Ȃ 

Ю̔ 
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 3 

�z  

έᴇ ̔ 

hostname "Ruijie" 
! 

interface gigabitEthernet  0/0 
no ip address 

! 

interface gigabitEthernet  0/0.20 

encapsulation dot1Q 20              // 802.1Q ̆VlANID ѝ 20 
ip addr 192.168.0.1 255.255.255.0             // IP  
! 
interface GigabitEthernet0/0.21 

encapsulation dot1Q 21              // 802.1Q ̆VlANID ѝ 21 

ip addr 192.168.1.1 255.255.255.0             // IP  
! 
interface GigabitEthernet0/1 

no ip address 
shutdown 

! 
end
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3  

̆ Ӈ ╖ ת Эа ȁ

Ȃ ӊ ᵏԈЮΰ ̔Loopback( ) ̆NULL( ) ̆

Dialer( ) Ԉ Ȃ 

3.1 Loopback  

Loopback( ) ὤ ֒ ̆ ұ UP Ȃ Loopback

ꜛ ֶ ̆ꜛ ᶕ ȂLoopback IP Ԉ ᴐѝ

OSPF ȁ  Telnet Telnet Ȃ Уэ

Loopback ұנ УэԈ ̆ Ԉ ᴐУэ Ԉ Ȃ 

ԇ ᴐ  

Ruijie(config)# interface loopback 
loopback-interface-number 

loopback  

Ruijie(config)# no interface 
loopback loopback-interface-number 

‮ loopback  

ᴳ ԇ interface loopback  loopback-interface-number… Уэ Loopback

Ԉẹ Ԉ У Loopback ( IP )ҩ̆ Ԉ

ὯԈ Ὧ Ȃ 

ұ Loopback ̆ ѬЭ ̆ Ԉ Ḁᴳ ԇ no 
interface loopback  loopback-interface-number ‮ Loopback Ȃ ᵏ ԇ

show interfaces loopback loopback-interface-number б Loopback Ȃ 

ԇ ᴐ  

Ruijie# show interfaces loopback  
loopback-interface-number 

loopback  

Ю   ԇ show interfaces loopback ᴳ ᴿȂ 

Ruijie# show interfaces loopback  0 
Loopback 0 is UP  , line protocol is UP   
Hardware is  Loopback 

Interface address is: no ip address 
MTU 1500 bytes, BW 8000000 Kbit 

Encapsulation protocol is LOOPBACK, loopback not set 
Keepalive interval is 0 sec , no set 

Carrier delay is 2 sec 
RXload is 1 ,Txload is 1 

Queueing strategy: FIFO 
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Output queue 0/40, 0 drops; 
Input queue 0/75, 0 drops 

5 minutes input rate 0 bits/sec, 0 packets/sec 
5 minutes output rate 0 bits/sec, 0 packets/sec 

0 packets input, 0 bytes, 0 no buffer 
Received 0 broadcasts, 0 runts, 0 giants 

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 
0 packets output, 0 bytes, 0 underruns 

0 output errors, 0 collisions, 0 interface resets 

ӱЭ Ԉҩ Loopback
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1) Ԉ ̕ 

3.3.2  

3.3.2.1 ֗╘‟  

а Ԉ ֗╘‍ѝ̔ 

�z Ԉ ̕ 

3.3.2.2 Ԉ  

ӊ ᵏ ԇ interface gigabitEthernet
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4  

4.1  

4.1.1  

ў ӊ ̆ Ὧ Ю ᴐ ̆Ԉ

ᾃ ‎ Ȃ 

4.1.2 ᴐ  

NPE ‟ӊ ұ ᴐѝ Ὧ ӊ ̆ ᴐѝ ӊ Ȃ

ὡ ̆ Ὧ ӊ ӊ Ȃ 

4.1.2.1 
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 �a    
ӱ Ὧ ‎ ⁮ Ὧ ̆ ӱ Ὧ ‎ ⁮ Ὧ ̆

Ȃ 
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4.2  

Ю Ȃ 

 ╖  ḣ 

  Ὧ  

 ᴐ   

 ᾃ  а ӊ ḣа ̆ Ԉ ԇ

‍ Ȃ 

4.3  

4.3.1 Ὧ Ὧ  

ᾳЮ̆ ᴐ Ὧ ̆ Ὧ Ю̆ Ԉ IP ̆ Ԉ NAT

Ὧ ̔ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# sys-mode gateway ѝ Ὧ  

Step 3 Ruijie(config)# end   

Step 4 Ruijie# show running  

   

 

4.3.2 Ὧ Ὧ  

Ԉ ԈЮ Ὧ Ὧ ̔ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# no sys-mode gateway ᴐ Ὧ  

Step 3 Ruijie(config)# bridge-map bridge-num ὡ  
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Step 4 Ruijie(config-bridge-map)# link-mode  
interface-name1 interface-name2  { forward | 
sniffer | bypass | receive-only} 

ᾃ Ԉ̆

Ȃ 

ὲѐ interface-name1 : ᾃ  

interface-name2 :  

Ю ̔ 

forward̔  

sniffer̔  

bypass̔ ֒ bypass  

receive-only̔ ̆а  

Step 5 Ruijie(config-bridge-map)# native-vlan  vlan-id 
num 

native vlan-idȂ
vlan-id ⁞ѝ native vlan-id

vlan ‍ Ȃ 

Step 6 Ruijie(config-bridge-map)# end   

Step 7 Ruijie# show running  

‮ ᴐ ᾃ Ὧ Ὧ ̆ Ԉ Ю

no link-mode ԇ Ȃ 

ѡᴿ̔ 

# 0 ᴐ ̆ Ὧ ᾃ GigabitEthernet 0/0  

# GigabitEthernet 0/1 ̆ native vlan-id ѝ 100Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# bridge-map  0 

Ruijie(config-bridge-map)# link-mode  GigabitEthernet 0/0 GigabitEthernet 0/1 

sniffer   

Ruijie(config-bridge-map)# native-vlan  100   

Ruijie(config-bridge-map))# end 

 

Ԉ ԈЮ Ὧ receive-only ᴐ Ю ᾃ ̔ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# no sys-mode gateway ᴐ Ὧ  

Step 3 Ruijie(config)# bridge-map bridge-num ὡ  

Step 4 Ruijie(config-bridge-map)# link-mode  
interface-name1 interface-name2 receive-only 

ᾃ ̆Ԉ

receive-only Ȃ 

Step 5 Ruijie(config-bridge-map)# [no] lan-ip  
ip_address subnet_mask 

receive-only Ю ᾃ б  

Step 6 Ruijie(config-bridge-map)# end   

Step 7 Ruijie# show running  
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‮ receive-only ᾃ ̆ Ԉ Ю no lan-ip
ԇ Ȃ 

 

ѡᴿ̔ 

# 0 ᴐ receive-only Ȃ 

# 192.168.0.0/255.255.255.0 10.10.10.0/255.255.255.0 ѝ ₥ ᾃ  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# bridge-map  0 

Ruijie(config-bridge-map)# link-mode  GigabitEthernet 0/0 GigabitEthernet 0/1 

receive-only  

Ruijie(config-bridge-map)# lan-ip 192.168.0.0 255.255.255.0    

Ruijie(config-bridge-map)# lan-ip 10.10.10.0 255.255.255.0  

Ruijie(config-bridge-map))# end 

4.3.3 ᾃ ‎  

ԈЮ ̆ Ԉ э ᾃ ̔ 

 

ᴒ  
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ѡᴿ̔ 

ᴿ 1̔ GigabitEthernet 0/0 ѝᾃ ̔ 

Ruijie(config)#specify interface GigabitEthernet 0/0 lan 

ᴿ 2̔ GigabitEthernet 0/0 ѝ ̔ 

Ruijie(config)#specify interface GigabitEthernet 0/0 wan 

ᴿ 3̔ GigabitEthernet 0/0 ѝ ̔ 

Ruijie(config)#no specify interface GigabitEthernet 0/0 

4.3.4 ︢ἺЪἺ ‎  

ԈЮ ̆ Ԉ 4 э︢Ἲ ‎ 1 эЪἺ ̂Ὥ 2 эЪἺ ̃̔ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 
Ruijie(config)# xaui-mode slot slot-num 

4 э︢Ἲ ‎ ѝ 1 эЪἺ ̆ὲѐ̔ 
slot̔ Ȃ 
slot-num̔ ЪἺ Ȃ 

Step 3 Ruijie(config)# end   

Step 4 Ruijie# show running  

 

 �	    

ֶ 8 э︢Ἲ ̆ ὲѐ 4 э︢Ἲ ‎ 1 эЪἺ s̆how run
ֶ xaui-mode slot 0 xaui-mode slot 1Ȃ 

8 э︢Ἲ Ԉ‎ 2 эЪἺ Ȃ ‎ ЪἺ ̆ ︢Ἲ

а ҩȂ 

 

ѡᴿ̔ 

ᴿ 1̔ ‎ ₥ 4 э︢Ἲ ѝ 1 эЪἺ ̔ 

Ruijie(config)#xaui-mode slot 0 

Please save the config, and reload NPE60 to take effect! 

ᴿ 2̔ ‎ ₥ 4 э︢Ἲ ѝ 1 эЪἺ ̔ 

Ruijie(config)#no xaui-mode slot 0 

Please save the config, and reload NPE60 to take effect! 

 

�. ӊ ᾳ  NPE60ȁNPE60E Ȃ 
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4.3.5 ֒bypass 

ұ NPE40̔ 

NPE40 ч ֒ bypass̔GigabitEthernet 0/0 б GigabitEthernet 0/1̆ Ԉ  

GigabitEthernet 0/3 б GigabitEthernet 0/4̕₥ couple 0 ̆ couple 1̕ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 
Ruijie(config)# bypass couple couple-num 

bypass ֒ bypassȂ 
couple-num̔ У bypassȂ 

Step 3 Ruijie(config)# end   

Step 4 Ruijie# show running  

 

ѡᴿ̔ 

ᴿ 1̔ У ֒ bypass̔ 

Ruijie(config)#bypass couple 0 

Couple 0 bypass started. 

ᴿ 2̔ У ֒ bypass 

Ruijie(config)#no bypass couple 0 

Couple 0 bypass stoped. 

 

ұ NPE50EȁNPE60E̔ 

NPE50EȁNPE60E ч ֒ ̆Ἵ ‍⁞ bypass̔GigabitEthernet 0/0 б

GigabitEthernet 0/1̆ Ԉ  GigabitEthernet 0/2 б GigabitEthernet 0/3̕₥ couple 0 ̆

couple 1̕ 

ұ NPE50EȁNPE60Ĕ ԈЮ ̆ Ԉ ֒ bypass̔ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# bypass copper couple 
couple-num 

bypass ֒ bypassȂ 
couple-num̔ У bypassȂ 

Step 3 Ruijie(config)# end   

Step 4 Ruijie# show running  

ұ NPE50EȁNPE60Ĕ ԈЮ ̆ Ԉ ֒Ἵ bypass̔ 

 ԇ ᴐ  
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Step 1 Ruijie# configure terminal ὡὤ  

Step 2 
Ruijie(config)# bypass fiber couple couple-num

bypass ֒Ἵ bypassȂ 
couple-num̔ У bypassȂ 

Step 3 Ruijie(config)# end   

Step 4 Ruijie# show running  

ѡᴿ̔ 

ᴿ 1̔ У ֒ bypass̔ 

Ruijie(config)#bypass copper couple 0 

Copper Couple 0 bypass started. 

ᴿ 2̔ У ֒ bypass 

Ruijie(config)#no bypass copper couple 0 

Copper Couple 0 bypass stoped. 

 

ᴿ 3̔ У ֒Ἵ bypass̔ 

Ruijie(config)#bypass fiber couple 0 

Fiber Couple 0 bypass started. 

ᴿ 4̔ У ֒Ἵ bypass 

Ruijie(config)#no bypass fiber couple 0 

Fiber Couple 0 bypass stoped. 

 �	    
֒ bypass ̆ ֶ DOWN ̆ ұᴳ У чэ ̆

аֶ CPU Ȃ 

 

 

�. ӊ ᾳ  NPE ‟ ӊ ̔NPE40ȁNPE50EȁNPE60E̕ 

 

4.4 Ὧᶕ  

ԇ ᴐ  

show bridge-map [bridge-num] Ὧᶕ Ȃ 

show bridge-map bridge-num lan-ip 
receive-only Ю ᾃ IP ̂ Ὧ

Ю ԇ̆Ө ұ receive-only ̃ 

show sys-mode ᾃ Ὧᶕ Ȃ

show environment 
̂ NPE60,NPE50EȁNPE60Eȁ̆

NPE60 а ᶕ ̃ 
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ѡᴿ̔ 

ᴿ 1̔ ѝ 0 Ὧᶕ ̔ 

Ruijie#show bridge-map 0 

BRIDGE MAP 0,STATE is DOWN 

    Inside interface is GigabitEthernet 0/0,Outside interface is 

GigabitEthernet 0/1 

    Working mode is forward 

Native vlan is 1 

ᴿ 2̔ ѝ 1 ̂ ₥ receive-only ̆

100.100.100.0/24 ᾃ IP ̃̔Ruijie#show bridge-map 1 lan-ip  

IP add              mask add             

100.100.100.0       255.255.255.0 



Ԉ  
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5 Ԉ  

5.1 Ԉ  

5.1.1 Ԉ  

NPE40ȁNPE60 ‟ӊ Э Ԉ ̆ ұᾃ ⁸̆ Ҿ Э

б ᾃ ֒ ‍ ̆а б ⁸ ╖ ̆ Ҿ Э

ᶕб Э н╘ ᶕ ‍ ̆ ѝľ ᶕĿȂ‾ э Ԉ

̆ бӱ Console Э Ȃנ Ԉ ұ ̆

а ᶕ ╖ ̆҃ Э ѝ MGMT̂Management̃ Ȃ 

ұ ֒ ̆MGMT ἺԈ ︢ἺԈ Ȃ 

5.1.2 ᴐ  

MGMT ̆ Ԉ ұ бн╘ ‍ ̆ аֶ ⁮н╘

ᶕ ̆ӱ ̆ ⁞ н╘   ̆Ӱ Ԉ

̆ ִ н╘ ᾃ Ȃ 

̆б Console ̆MGMT ̂ 100M vs 115200bps̃̆ з έ

╘ ѐ̆ MGMT Ԉ ╘ ̆ б ẏ҂

а н╘ ᶕ ᾳ Ȃ 

MGMT ᴳ έ ԈЮ ⁸̔ 

1̈MGMT ἵ Telnet WEB ̕ 

2̈MGMT TCP/IPv4 ᶕ̆ Ethernet II ̕ 

3̈ бн╘ ᶕ ת̆ Ӱ MGMT б э

а ᾰ ̆ IP Ὧ Ȃ 

5.2  

Ю MGMT Ȃ 

 ╖  ḣ 





Ԉ  
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�. ӊ ᾳ  NPE40ȁNPE60Ȃ 

 

5.3.2 MGMT ὲ Ὧ  

ὲ Ὧ ̆ ὡ ̆ ԈЮ ᴐ̔ 

 ԇ ᴐ  

Step 1 Ruijie#configure terminal ὡ  

Step 2 Ruijie(config)#interface mgmt 0 ὡ  

Step 3 Ruijie(config-if-Mgmt 0)#gateway A.B.C.D Ὧ 

Step 4 Ruijie(config-if-Mgmt 0)# mtu mtu-value ּ ἷ̂MTŨ 

Step 5 Ruijie(config-if-Mgmt 0)# speed {10 | 100 | 1000 | 
auto} 

speed̆ ḣ auto 

Step 6 Ruijie(config-if-Mgmt 0)# duplex { full | half | 
auto } 

duplex̆ ḣ auto 

Step 7 Ruijie(config-if-Mgmt 0)# flowcontrol ̆ enableȂ 

Step 8 Ruijie(config-if-Mgmt 0)# description text ѝ ╗  

Step 9 Ruijie(config-if-Mgmt 0)#shutdown Ὧ MGMT  

 

 �	    
ὲѐ ԇ mtuȁspeedȁduplexȁflowcontrol ȁdescription shutdown
б Ѭ бὲ ὤ ̆ Ὧ Ԉ ľ ԇ Ŀ̆

ѐаᾋ Ȃ 

 

ѡᴿ̔ 

# Ὧ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# interface mgmt 0 

Ruijie(config-if-Mgmt 0)# gateway 192.168.200.1  

 

�. ӊ ᾳ  NPE40ȁNPE60 Ȃ 

 



Ԉ  
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5.3.3 έ 

ѝ ᵳ б ᶕ̆ ᵏҩУҾж ұ ԇ έ̆ꜛ ̔ 

�� ping oob  

�� traceroute oob 

�� telnet oob 

�� sntp enable oob 

 

ping oob 

 

ԇ ᴐ  

Ruijie#ping oob host ᴳ ICMP echo request Эў

 

 

ѡᴿ̔ 

# MGMT ⁮ў 192.168.1.2  

Ruijie#  ping oob 192.168.1.2  

Sending 5, 100-byte ICMP Echos to 192.168.1.2, timeout is 2 seconds: 

!!!!! 

Success rate is 100 percent, round-trip min/avg/max = 4/4/4 ms 

 

traceroute oob 

 

ԇ ᴐ  

Ruijie#traceroute oob host ⁮ ᾃў  

 

ѡᴿ̔ 

# MGMT ⁮ ᾃў  

Ruijie#  traceroute oob 192.168.9.1  

Tracing route to 192.168.9.1 over a maximum of 30 hops 

  1   <10 ms   <10 ms   <10 ms  192.167.201.1 

  2     1 ms     1 ms     1 ms  192.168.201.1 

  3     1 ms   <10 ms   <10 ms  10.10.24.1 

  4   <10 ms   <10 ms   <10 ms  192.168.9.1 

 

telnet oob 



Ԉ  
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ԇ ᴐ  

Ruijie#telnet oob host ⁮ ᾃ ў  

 

ѡᴿ̔ 

# ⁮ ᾃ ў 192.168.9.1 

Ruijie#  telnet oob  192.168.9.1  

User Access Verification 

 

Password: 

 

sntp enable oob 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡ  

Step 2 Ruijie(config)# sntp enable oob SNTP ╖  

 

ѡᴿ̔ 

# SNTP ╖  

Ruijie# configure terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# sntp enable oob 

 

�. ӊ ᾳ  NPE40ȁNPE60 Ȃ 

 

5.3.4 ֒  



Ԉ  
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ԇ ᴐ  

Ruijie#copy source-url destination-url ֒ source-url ᴁ ⁸ ⁮

destination-rul ᴁ  

 

ѡᴿ̔ 

# ⁸ ֒ 

Ruijie# copy oob_tftp ://192.168.1.2/ngsa-compress.bin flash:file.bin  

Accessing tftp://192.168.1.2/ngsa-compress.bin... 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

Success : Transmission success,file length 1183856 

 

�. ӊ ᾳ  NPE40ȁNPE60 Ȃ 
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6 LINE  

6.1  

LINE УҾ ᴐ̔ 

�z ὡ LINE  

�z ╗/῏ LINE VTY  

�z LINE Ю Ԉ  

6.2 LINE  

6.2.1 ὡLINE  

ὡ⁮ LINE ̆ Ԉ LINE Ю̆ έᴇ LINE Ȃ ὡ⁮

LINE ̆ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# line  [aux  | console | tty | vty ]  
first-line [last-line] 

ὡ LINE  

 

6.2.2 ╗/῏ LINE VTY  

ᾳЮ̆LINE VTY ѝ 5Ȃ Ԉ ԇ ╗ ῏ LINE VTY ȂVTY

Ԉ ╗⁮ 36Ȃ 

LINE VTY ῏ ̆ ‮ VTY Э ѝ̆ҩᶑ Ӱ

ᴐ̆ аֶ Ȃ show users аֶ ᶕ Ȃ ў Ԉ

Ю ̔ 

�z Ḯ VTY ѝ 7̆ telnet ⁮ ̆ ѝ ‍ VTY 7  ̕

�z ὡ CLI ̆ ľno line vty 6Ŀ ԇ̆῏ VTY Ȃ VTY 7

Э ̆ ̆ ᾋ ᴐȂ 

ԇ ᴐ  

Ruijie(config)# line vty  line-number LINE VTY ╗⁮ эḣ 



LINE  
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Ruijie(config)# no line vty 
line-number LINE VTY ῏ ⁮ эḣ 

 

6.2.3 LineЮ  

⁸ LINE Ю Ԉ ̆ Ԉ ԇ Ȃ ᾳЮ̆VTY

Ԉἵ ̕ ὲ TTY̆аἵ ֗ᴉ Ȃ 

ԇ  

configure terminal ὡ  

Line vty line number ὡ Line  
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7  

7.1 Ӯ  

DLDP ұԈ н╘ ὡȁ ּ ̆ ᵏ У н╘ Ȃ ѝԈ Ѳ

̆ Ԉ ὡ DLDP ⁮ Э ҩ̆ת

ᾰͅ ̆ з ╗ҩ ᴁ Ȃ 

ў ᴐ Ԉ‍ Ю ΰэ ̔ 

‫ ע ̔ 

‫ Э ╟ э╖ Ḁ̆ ѝ‫ ̆ע ֶ arp ̆

mac Ȃ У а⁮ mac У ұ‫ ע ̆ ╖

̆ ѝ‮ Ȃ ⁮ mac ̆ ѝ ╖ Ȃ 

╖ ̔ 

Ю̆ Ԉ ICMP echo Ȃ ⁮ ‡

ѝ UPȂ ̆‡ echo ̆ ⁮ ̆ ̆ ѝ

‫ ע ȂḮ э ѐ̆ ‮ ╖ ̆ ѝ‮ Ȃ 

‮ ̔ 

‮ Ю̆ аᾋ ╖ ‍ ̆ὲ ᶑ У Ȃ 

DLDP ‍⁞ ў╟/ ╟ ᴐ̆ ╟ аў╟ arp icmp echoꜛ̆

icmp echo ꜛ Ȃ ѐ ̆ э dldp ̆ ╟

Ȃ 

╟ ѝў╟ ᴐȂ 

7.2  

7.2.1  ֗╘  

Ԉ ̆ Ю ֗╘ Ȃ 

�z Ԉ ╖  

�z ЮУ ip 

�z interval  

�z retry  
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8  

8.1 PPPOE  

8.1.1 PPPOE Ӯ 

ӊ Ԉ Э PPP(PPPOĔPPP over Ethernet)̆ DDR Ȃὲ

DDR ̆ ᶕ‡₁ ̆ Ԉ ̆ ╟ Ȃ 

ӊ PPPOE ұנ DDR( DDR Profiles)̆ Ԉ ̆έ

ᴇ ᴳ Ȃ 

8.1.2 PPPOE ֗╘ 

ӱ PPPOE Ԉ  ̆PPPOE ꜛ ԈЮЬэ ̔ 

�z Ԉ  

�z  

�z ὤ  

8.1.2.1 Ԉ  

Ԉ ֗╘ꜛ ԈЮ ‍̔ 

�z ᴳ PPPOE 

�z Ԉ ⁮  

̆Ԉ УҾ ̆ ̂no shutdown ̃ Ȃ 

ᴳ Ԉ PPPOĔ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# pppoe enable  PPPOE 

ұ ӊ PPPOE DDR Profiles ̆ Ԉ ⁮

̆ᵏ DDR Profiles ᴳ Ȃ Ԉ ⁮ ̆

Ю ԈЮ ԇ̔ 

ԇ ᴐ  
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Ruijie(config-if)# pppoe-client  
dial-pool-number  pool-number  
dial-on-demand 

Ԉ ⁮

 ( ╖ ,
₁ pppoe ╘ ) 

 

ԇ ᴐ  

Ruijie(config-if)# pppoe-client  
dial-pool-number pool-number no-ddr  

ԇ ЭУ ԇ ╖

,҂ Ԉ ⁮

 ( ╟

╖ , ╟ ⁮ pppoe ╘

) 

 

�a���_�É�!��

dail-on-demand no-ddr У ̆dail-on-demand PPPOE DDR ╖ ̆ў

, DDR ╖ Ȃ 

no-ddr ҩ pppoe ╟ ╖ , ╟ ⁮ pppoe ╘ .  
 

8.1.2.2  

PPPOE PPP Э ̆ Э PPPOE

Ὧ Ȃ 

̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# interface dialer dialer-number ὡ  

Ruijie(config-if)# ip address negotiate   

Ruijie(config-if)# dialer pool  pool-number 
Ὧ ̆бԈ

ѐ УУ Ȃ 

Ruijie(config-if)# dialer idle-timeout seconds 
̂ ̃ ̆

̆ ╟ Ȃ 

Ruijie(config-if)# encapsulation ppp  
PPP̆PPPOE
PPP Э Ȃ 

Ruijie(config-if)# mtu 1488 
ּ ἷ

ѝ 1488Ȃ 

Ruijie(config-if)# dialer-group  
dialer-group-number 

б dialer-list ̆Ὧ

₁ ‡Ȃ 

Ruijie(config-if)# ppp pap sent-username  
username password password 

ᴳ

Ȃ 

 

�	 ��


\�!  
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ԈЭ ԇ ҩ ԇѝ ԇԈ ̆ὲӹ ԇ Ȃ ⁞ Ὡ MTU ḣ

ѝ 1488̆ ‡ ᶕȂ 

PPPoE ұ ᾳЮᶢ ҩ IP ̆‡ Ю

clear pppoe tunnel ԇ PPPoE ̆Ԉᴳᶢ Ȃ 

 

8.1.2.3 ὤ  

PPPOE ὤ ̆ў ꜛ Ю̔ 

�z Ѭ ₁ ‡ 

�z  

ᴳ PPPOE ὲӹ╖ У ᴳ NAT̆‡ ὲӹ ὤ Ȃ έᴇ

ᾰͅ ὤ Ȃ 

Ѭ ₁ ‡̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# dialer-list number dialer-group protocol  
protocol-name {permit  | deny | list access-list-number |  
access-group}  

Ѭ₁

‡ 

ұ IP У ᾳЮ ̆ ̆ Ԉѝҩᴳ

PPPOE ̆ У ѝ PPPOE Ȃ 

̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# ip route  0.0.0.0  
0.0.0.0 dialer dialer-number  
[permanent ] 

Ȃpermanent ᴳ

У ̆ ᴳ

̂enable-timeout̃ᾃ̆

ұ down Ȃ 

 

�	 ��


\�!  

Ԉа ̆ Ԉ Ȃת ӣѫ ᾰͅ

У ̆ ‡ Ȃ 

 

8.1.3 PPPOE 

PPPOE,̆ EXEC Ю ԈЮ ԇ̔ 
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ԇ ᴐ  

Ruijie# show pppoe {tunnel  | 
session} 

ԇ ̆tunnel session ᶕ У

Ȃ 

Ruijie# show interfaces dialer 
dialer-number 

̆ ҃⁮ IP
Ȃ 

Ruijie# debug pppoe   
{datas |errors |events |packets  }

PPPOE Ὧ 

8.1.4 PPPOE ᴿ 

�z  

ᴳ ‟ PPPOE ⁮ ᶕ Ȃ 

̔ 

1. ѝ 5 ‍ ̆5 ‍ ᶕ̆ ╟ Ȃ 

2. ѝ pppoeȁpppoeȂ 

3. ᴳ NAT ╖ ̆ᾃ ѝ 192.168.0.0/24Ȃ 

�z  

ԈЮ ̔ 
! 
hostname "Ruijie" 

! 
ip subnet-zero 

# ᴳ PPPOE, Ԉ ⁮ 10Ȃ 
interface GigabitEthernet0/0 

no ip address 
duplex auto 

pppoe enable 
pppoe-client dial-pool-number 10 dial-on-demand      

# ᾃ Ԉ  
interface GigabitEthernet0/1 
ip address 192.168.0.1 255.255.255.0 

ip nat inside 
ip mtu 1488 

duplex auto 
speed auto 

#  
interface Dialer1 

ip address negotiate 
mtu 1488 

encapsulation ppp 
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ip nat outside 

dialer pool 10                                         //Ὧ 10 
dialer-group 1 

dialer idle-timeout 300                                    //5 ‍  
ppp pap sent-username pppoe password 0 pppoe 
! 

ip nat inside source list 1 interface Dialer1 
access-list 1 permit any 

ip route 0.0.0.0 0.0.0.0 Dialer1  
! 

dialer-list 1 protocol ip permit 
! 

line con 0 
line aux 0 

line vty 0 4 
login 

! 

end 
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9 Aggregate Port 

9.1  

9.1.1 Aggregate Port 

эԈ У Уэ ̆ э ѝ Aggregate Port̂ AP̃Ȃ ᵏ

AP ╖ IEEE802.3ad ῆ̆ Ԉ ұ ̆ ᵏ Ȃ 

AP ╖ ̆ Ԉ ⸗ ‍ ȂAP ╖ ҩ ֙̆ AP ѐ У ̆

ֶ ╟ ‍ ⁮ AP ѐ ὲ ЭȂAP ѐУ ⁮ ̆

аֶ ⁮ὲ ЭȂ 

�;  
‚�•���' NPE40/NPE50E/NPE60E �!�6���[	]	¾�j�æ�_
Ÿ�d 
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IP + IP IP IP ‍ Ȃ ұЬ ̆

Ю ⁮ү ‡̆ ╟ Ȃέ а IP+ IP IP+

IP ‍ ̆έ IP+ IP ‡ ‍ Ȃ 

L4 L4 L4 L4 ‍ Ȃ

ұЬ ̆ Ю ⁮ү ̆‡ ╟ Ȃέ а L4

‍ ̆έ L4 ‡ ‍

Ȃ 

L4 +L4 L4 L4 ‍ Ȃ

ұЬ ̆ Ю ⁮ү ̆‡ ╟ Ȃέ а L4

+L4 ‍ ̆έ L4 +L4 ‡ ‍

Ȃ 

IP+L4 IP L4 ‍ Ȃ ұЬ ̆

Ю ⁮ү ̆‡ ╟ Ȃέ а IP+L4

‍ ̆έ IP+L4 ‡ ‍ Ȃ 

IP+L4 IP L4 ‍ Ȃ ұЬ ̆

Ю ⁮ү ̆‡ ╟ Ȃέ а IP+L4

‍ ̆έ IP+L4 ‡ ‍ Ȃ 

IP+L4 IP L4 ‍ Ȃ ұЬ ̆

Ю ⁮ү ̆‡ ╟ Ȃέ а IP+L4

‍ ̆έ IP+L4 ‡ ‍ Ȃ 

IP+L4 IP L4 ‍ Ȃ ұЬ ̆

Ю ⁮ү ̆‡ ╟ Ȃέ аL4 IP+L4 IP+L4
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IP+ IP+L4 IPȁ IP L4 ‍ Ȃ

ұЬ ̆ Ю ⁮ү ̆‡ ╟ Ȃέ а IP+

IP+L4 ‍ έ̆ IP+ IP+L4 ‡ ‍

Ȃ 

IP+ IP+L4 +L4 IPȁ IPȁL4 L4

‍ Ȃ ұЬ ̆ Ю ⁮ү ‡̆ ╟

Ȃέ а IP+ IP+L4 +L4 ‍ ̆έ IP+

IP+L4 +L4 ‡ ‍ Ȃ 

ԈЭ ұ AP̆ а ‍ ̆Ԉᵳ ⸗ ‍ ⁮

э Э̆Ἱ‍‾ Ȃ 

�	  �R�5	 	h�<�ù
f�´�[�¾	F��	 	h
8�¥���·�p
8�¥���c�T�l��
f�´�ð�����Û�&�õ�ô���W MAC �����c
‚�� MAC �������W

MAC ����+ 
‚�� MAC �����c�W IP �����c
‚�� IP �����c�W IP ����+ 
‚�� IP �����cL4 �
�W�j�Ç�cL4 �

‚���j�Ç�cL4

�
�W�j�Ç+L4 �

‚���j�Ç�c�W IP+L4 �
�W�j�Ç�c
‚�� IP+L4 �
�W�j�Ç�c�W IP+L4 �

‚���j�Ç�c
‚�� IP+L4 �

‚���j�Ç�c

�W IP+L4 �
�W�j�Ç+L4 �

‚���j�Ç�c
‚�� IP+L4 �
�W�j�Ç+L4 �

‚���j�Ç�c�W IP+
‚�� IP+L4 �
�W�j�Ç�c�W IP+
‚��

IP+L4 �

‚���j�Ç���»�ƒ�W IP+
‚�� IP+L4 �
�W�j�Ç+L4 �

‚���j�Ç���™
8
‹�G�q�3�ë�*�”���N�T	]	¾���ÿ�¬�£	 	h
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�„ WAN Ԉ аἵ ╗ὡ AP ̆AP ἵ ᴐ LAN Ȃ 

�„ Уэ ╗ὡ AP ̆ AP ԆȂ 

�„ AP ╖ Ὧ Ю̆ ᴐ ̆а AP ╖ Ȃ 

�a �ò�¢�Q�j�Ç�¦�& AP �Ç�
���‚ shutdown �ä no shutdown ���"
a	—
ó���¢�N�â
Ÿ�}���j�Ç�h�)�û�c
Q�	�å���"����

�þ���j�Ç
Ü�{ AP �Ç�"�â
½���_
Ÿ�s AP �N�T�Ç���‰	8�º�´�¶
Ÿ��
N�â
½���Ù�®�Ù�Ð�}�s AP �N�T�Ç���"���¨�	�����¡

�¢�•���_
Ÿ�¾�î���[�} AP �N�T�j�Ç�h�)�û���"�d 

9.2.3 Aggregate Port 

1) ̂ ̃… Уэ AP  

ὤ Ю̆ Ԉ interfaces aggregateport ԇ… Уэ AP Ȃ 
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�a �Ü�T
¹�j�Ç�¦�&
v�Q AP �Ç�
�� �ò���j�Ç�|�±�¶ AP �Ç
Ü�{�¨���T
¹�j�Ç�h���P�•�­�‘�����"�¶
Ÿ�V�K�����ì�˜�����"�"

�â
½�_
Ÿ�s AP �N�T�Ç�h�P�����"���‰	8�º�´��
N�â
½���Ù�®�Ù�Ð�}�j�Ç�¶ AP �Ç
Ü�{�
�����¡�É�ò�
�j�Ç�����"�d 

9.2.4 Aggregate Port  

ὤ Ю̆ Ԉ aggregateport load-balance ԇ AP Ȃ 

ԇ ᴐ  

Ruijie(config)# aggregateport load-balance  { dst-mac | 
src-mac | src-dst-mac  | dst-ip  | src-ip  | src-dst-ip  | src- 
l4port | dst-l4port | src-dst-l4port | src-ip-src-l4port | 
src-ip-dst-l4port | dst-ip-src-l4port | dst-ip-dst-l4port | 
src-ip-src-dst-l4port | dst-ip-src-dst-l4port | 
src-dst-ip-src-l4port |  src-dst-ip-dst-l4port | 
src-dst-ip-src-dst-l4port } 

AP ̆ ѝ src-dst-mac Ȃ 
dst-mac̔ ὡ MAC ‍ Ȃ

src-mac̔ ὡ MAC ‍ Ȃ 
src-dst-mac ̔ ὡ MAC б MAC

‍ Ȃ 
dst-ip ̔ ὡ IP ‍ Ȃ 
src-ip ̔ ὡ IP ‍ Ȃ 
src-dst-ip ̔ IP б IP ‍ Ȃ 
src- l4port ̔ L4 ‍ Ȃ 
dst- l4port ̔ L4 ‍ Ȃ 
src-dst-l4port ̔ L4 б L4

‍ Ȃ 
src-ip -src-l4port ̔ IP б L4
‍ Ȃ 
src-ip-dst-l4port ̔ IP б L4
‍ Ȃ 
dst-ip-src-l4port ̔ IP б L4
‍ Ȃ 
dst-ip-dst-l4port ̔ IP б L4
‍ Ȃ 

src-ip-src-dst-l4port:  IPȁL4 б L4
‍ Ȃ 

dst-ip-src-dst-l4port ̔ IPȁL4 б L4
‍ Ȃ 

src-dst-ip-src-l4port ̔ IPȁIP б L4
‍ Ȃ IP б L4

‍ Ȃ
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9.2.5 Aggregate Port LinkT rap 

1) AP LinkTrap 

Ю̆ Ԉ AP LinkTrap ╖ Ȃ ╖ ̆AP Link ע

  LinkTrap ̆ Ѯ‡а Ȃ ᾳЮ̆ ╖ Ȃ 

ԇ ᴐ  
Ruijie(config-if-AggregatePort ap_number)# snmp trap link-status  AP LinkTrap ╖ Ȃ 

Ԉ AP Ю̆ no snmp trap link-status ԇὯ AP LinkTrap ╖ Ȃ 

Ю ᴿ ұ Ὧ AP 5 LinkTrap ╖ ̔ 

Ruijie(config)# interface aggregateport 5 

Ruijie(config-if-AggregatePort 5)# no snmp trap link-status 

�;  AP �N�T�Ç�â���[�}�j�Ç
f�´�•�Õ�— LinkTrap 
¹�A�_
Ÿ�d 

2) AP LinkTrap 

Ԉ ὤ Ю̆ aggregateport member linktrap ԇ AP LinkTrap ╖ Ȃ

ᾳЮ̆AP а LinkTrap Ȃ 

ԇ ᴐ  
Ruijie(config)# aggregateport member linktrap  AP LinkTrap ╖ Ȃ

Ԉ ὤ Ю̆ no aggregateport member linktrap ԇὯ AP LinkTrap ╖ Ȃ 

Ю ᴿ ұ AP LinkTrap ╖ ̔ 

Ruijie# configure terminal 

Ruijie(config)# aggregateport member linktrap 

9.3 





 

 

 
 
 

IP ╘ 

 
 

 

‍ᾊӮ IP ╘ ᾊ Ὧᾃ ̆ꜛ ԈЮ ̔ 

1̔ IP ╘ 

2̔ IPv4  

3̔  

4̔ NAT 

5̔    
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1 IP б ╘ 

1.1 IP  

1.1.1 IP Ӯ 

IP 32 ᴁү ⁸ ̆ѝҩ҉ᾗ ᵳ̆У ︠ ⁸ Ȃ︠ ⁸ ̆‍ѝ

̆ 8 ᴁ̆ ӱ 0~255̆ Ѯ ľ.Ŀ ̆ ľ192.168.1.1Ŀ ︠ ⁸

IP Ȃ 

IP Ѭ̆ IP ҵ Ȃ32ᴁ IP чэ ‍ ̔1̃ ‍̕

2̃ ‍Ȃ ‍ ΰэ ᴁ ḣ̆ ₥ᴳ ѐ IP Ԉ‚‍

Ȃ 

A ̆ ᴁѝľ0Ŀ̆ 7 э ᴁ ̆24 э ᴁ Ȃ

Ὥ 128 э A Ȃ 

 

B ̆₥чэ ᴁѝľ10Ŀ̆ 14 э ᴁ ̆16 э ᴁ

Ȃ Ὥ 16,348 э B Ȃ 

 

C ̆₥Ьэ ᴁѝľ110Ŀ̆ 22 э ᴁ ̆8 э ᴁ

Ȃ Ὥ 2,097,152 э C Ȃ 

 

D ̆₥ э ᴁѝľ1110Ŀ̆ὲᴍ ᴁѝ Ȃ 
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�	 ��


\�!��

₥ э ᴁѝľ1111Ŀ аἵ ‍ ̆ Ҿ ѝ E ̆ ұᶑ

Ȃ 

 

ѐ̆ IP ‚ ̆У IP ‍ Ȃ

бҵ ̆‡ ⁮ ‍ IP Ȃѐ שּ Ԉ ѐ ҵ

ᶕ ѐ ̂CNNIC̃ ̆ IP ‍ ѝ ҵ б ‍ Ὠ

̂ICANN,Internet Corporation for Assigned Names and Numbers̃Ȃ ѝᾃ

̆ а IP ת̆ ҂а ᵳ‍ ̆ ‍ ж Ȃ 

Ю ѝᶑ б ‟ ̔ 

⁞   

0.0.0.0 ᶑ  

1.0.0.0~126.0.0.0  A  

127.0.0.0 ᶑ  

128.0.0.0~191.254.0.0  
B  

191.255.0.0 ᶑ  

192.0.0.0 ᶑ  

192.0.1.0~223.255.254.0  C  

223.255.255.0 ᶑ  

D  224.0.0.0~239.255.255.255  

240.0.0.0~255.255.255.254 ᶑ  
E  

255.255.255.255  
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1.1.2.1.1 эIP  

ӊ Ԉ Уэ э IP ̆ὲѐУэѝў IP ̆ὲᴍὤ ѝ IP Ȃ

IP Э ת⁸̆ IP бў IP Ԉ IP Ѯ ұа

Ȃ ѐֶ̆ ᴳ ⁮ IP ̆ ԈЮ ᾳЮ IP ̔ 

�z Уэ ў Ȃᴿ ̆ У Уэ C ̆ ‍ 254

ў Ȃת ў 254 ̆Уэ C а ‍ ̆ ‍ Уэ C

Ȃ чэ ̆ Ԉ э IP Ȃ 

�z ұ ү ̆ ‚‍Ȃ IP ᴳ Ԉᴳ

⁮ ұ IP Ȃ ұ э ̆ Уэ IP Ȃ 

�z Уэ чэ Уэ ̆ Ԉ… Уэ ̆

IP ̆ ȂУэ а чэ чэԈЭ  

Ȃ 

 

�	 ��


\�!��

IP Ѯ₥̆ ҩў IP Ȃ Э У ҩ IP ̆

‡ὲ ҂ У IP Ȃ ὲ Ἴ ‍ IP ̆ Ԉ

ѝў Ȃ 

 

IP ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip address  ip-address mask 
secondary  

IP  

Ruijie(config-if)# no ip address  ip-address 
mask secondary  

IP  

 

1.1.2.2 ̂ARP̃  

ѐ̆ э IP чэ ̔1̃ ̆ ұ ꜛ

ѐ̆ ῆ ת̆ Э ѐ

MAC ̆ ҃ Э ѝ MAC ̆MAC ЭԆ IP ̕2̃

̆ ҵ ЭԆ IP ̆ ҂ ҩ Ȃ 

Эч IP Ѯ ᶕ̆ 48 MAC Ȃ IP

MAC ѝ ̂ARP̃Ȃ MAC IP ѝ

̂RARP Ȃ̃ ч ̔1̃ ̂ARP̃̕ 2 Ԇ̃ ̂Proxy 

ARP̃
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Ruijie(config-if)# arp timeout seconds 
ARP ̆

0-2147483̆ὲѐ 0
а  ע

Ruijie(config-if)# no arp timeout   

ᾳЮ̆ ѝ 3600 ̆ 1 э Ȃ 

1.1.2.2.4   Ὧ ᶕARP  

       Ὧ ᶕ ARP Уэш ARP ҃ Ȃ   Ὧ ᶕ arp ╖ ̆ ҃ arp
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ᾳЮ̆ ᴳ ╟ arp ҃╖ Ȃ 

1.1.2.2.6 ARP  

ARP ╖ ̆ ֶ ̆ ҃ ARP Ȃ Ԉ

̆ Юў

,XL
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Ruijie(config)# ip routing  ╟ IP ╖  

 
 

�	 ��


\�!  

Ӈ ֶ ֶ ip checksum ̆ ip ̆ аᾋ ̆

х ̆ ֶ ү Ȃ 

 

 

1.1.2.4 ꜛ  

ꜛ ѝ э Э ў Ȃ ӊ ч ꜛ̔1̃

̆ ѝУэ ў ̆ ў ‍ὤѝľ1Ŀ̕2̃

̆ ѝ ў ̆ 32 ᴁὤѝľ1Ŀ Ȃ ꜛ ₥ У

Ҿ IP ᴳ ̆ὲѐꜛ ︠‍ IP Ȃ Ԉ ᴉ ⁸ ᴳ ꜛ Уэ

ӝ Ȃ 

IP ̆ ֶ ̆ш ̆ ᾳ

ѝ Ȃ ᵏҩУҾ╕ ⁸ ̆ ὲ Ȃת ұ

Ӈ ұү ̆ ּ Ȃ 

ᾱ ╕ э Уэ ̆ ̆ ᴳ

ꜛ IP а ּ Ȃ 

Ὧұ ̆ RFC 919 RFC 922Ȃ 

ᴉ ꜛ ̆ ԈЮ֗╘֗╘ ̆ Ȃ 

�z ⁮  

�z … IP  

1.1.2.4.1 ⁮  

IP ѝ э IP IP ̆ ѝ 172.16.16.255

ѝ Ȃת ӊ а Ȃ 

б ⁮ IP ̆ У Ȃ

⁮ ̆ ѝ ̂У

IP ѝὤľ1Ŀ ̃̆ Ԉ Э ў Ȃ 

Ԉ Э̆ ╟ ⁮ ╖ ̆ Ԉ ⁮

ҩȂ ԇ ⁮ ּ ̆ а ὲ

Ȃ 



IP б ╘ 

http://www.ruijie.com.cn 

Э̆ Ԉ Ѭ ⁸‟ ⁸ Ҿ Ȃ Ѭҩ ‟ ̆

‟ ѐ Ѭ ꜛ ⁮ Ȃ 

⁮ ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip directed-broadcast 
[access-list-number] 

Э̆ ╟ ⁮

 

Ruijie(config-if)# no ip directed-broadcast   

 

1.1.2.4.2 … IP  

₥ᴳ ꜛ̆ὲ ѝὤľ1Ŀ̆ ѝ 255.255.255.255Ȃ ӊ Ԉ

֒ Ѭӊ ὲ ꜛ̆ з Ԉ ꜛȂ 

⁞ұ 255.255.255.255 ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip broadcast-address  ip-address …  

Ruijie(config-if)# no ip broadcast-address   

 

1.1.3 IP  

̆ ԈЮ֗╘ ̆ ᴐȂ 

�z ᾰ ᾃ  

�z  

1.1.3.1 ᾰ ᾃ  

Ԉ‮ УҾ ᾰȁ ȁ ὤ ᾃ ̆ў ꜛ Ьэ ̔ 

1) ARP ᾰ̕ 

2) ў ⁮ IP ̕ 

3) Ȃ 

ԇ ᴐ  

Ruijie# clear arp-cache  ARP ᾰ 
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Ruijie# clear ip route  {network [mask] | *} IP  

 

1.1.3.2  

Ԉ IP ȁ ᾰȁ ᾃ ̆ Ҿᶕ ︠‍

╠Ȃ ⁮ ̆ Ԉ ꜛ

Ȃ 

̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie# show arp  ARP ᾰ  

Ruijie# show ip arp  IP ARP ᾰ  

Ruijie# show ip interface  [interface-type 
interface-number] 

IP ᶕ  

Ruijie# show ip route  [network [mask] ]   

Ruijie#show ip route   

Ruijie# ping  ip-address [length  bytes] [ntimes 
times] [timeout  seconds] 

 

 

1.1.4 IP ᴿ 

ᵏҩԈЮ IP ᴿ̔ 

�z IP ᴿ 

1.1.4.1 IP ᴿ 

�z  

IP ‍ 1Ȃ 
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1  IP ᴿ 

RIP ת̆ ἵ ѝ RIPv1̆ C Э Ԉ ⁮ 172.16.2.0/24

̆ D Э Ԉ ⁮ 172.16.1.0/24 Ȃ 

�z έᴇ  

RIPv1 а ̆ ѐа ᶕ ̆172.16.1.0/24

C D
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network 192.168.12.0 

1.2 IP ╘  

1.2.1 IP ╘ ֗╘‟  

IP ╘ ̆ꜛ ԈЮ ֗╘̆ԈЮ֗╘ ֗╘̆ Ԉ ̔ 

�z 



IP б ╘ 

http://www.ruijie.com.cn 

�z IP MTU 

�z IP  

1.2.3.1 ICMP а  

⁮ ѝ ꜛ̆ ꜛѐ ҩ а IP ̆

ICMP а Ȃ ̆ ұа а ꜛ ̆҂ֶ

ICMP ў а Ȃ Ȃ 

ICMP а ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip unreachables  
ICMP а ў а

 

Ruijie(config-if)# no ip unreachables
Ὧ ICMP а ў а

 

 

1.2.3.2 ICMP  

ֶа ᴳ̆עִ ӱУэ ⁮ ꜛ̆ ӱ   Ȃ

ꜛӱ   ̆ ֶ Уэ ICMP ̆

⁮ Ὧѝ У Э У Ȃ ֶ ꜛ

ᴧ Ȃ Ȃ 

ICMP ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip redirects  ICMP ̆  

Ruijie(config-if)# no ip redirects  Ὧ ICMP  

 

1.2.3.3 ICMP  

ҵ Э э ̆ѝҩ ᶕ ̆  Ԉ

ICMP ̆ ⁮ ICMP ֶ Ȃ ӊ

Ԉ ICMP ̆ ᾳЮ Ȃ 

ICMP ̆ ѐ ԈЮ ԇ̔ 
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ԇ ᴐ  

Ruijie(config-if)# ip mask-reply   

Ruijie(config-if)# no ip mask-reply  Ὧ  

 

1.2.3.4 IP MTU 

MTÛ ּ ἷ̃ḣ̆ ұ MTU ꜛ ӱ

  ‍ ̆ ‡ Ȃ 

ӊ ἵ MTU ḣ̆ з MTU ֶע IP MTU IP MTŬע ֶ

╟б MTU ᶑ У Ȃת Ѯа ̆ ҩ IP MTU ḣ̆ MTU аֶ Ȃ 

Уэ Э ̆ MTU ḣ ᶑ У Ȃ 

IP MTU ḣ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip mtu bytes MTU ḣ̆ 68~1500 
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2 IPv4  

2.1 IPv4   

2.1.1 IPv4  

ѝҩ ̆ ₥ ԏᴳ ҩ (Prefix Tree+Adjacency) Ruijie Express 

Forwardinĝ REF̃ ȂREF ҩ э ẹ̆ а

‍ᶕ ̆ аᾋ Cache ̆ ѐ CPUᾋ ╗Cache ᾰͅ῏ ҩ ѐ

CPU ᾰ ̆҂ᶑ ҩ Ȃ 

REF УЮчэ ֒ ẹ̔ 

�„  Prefix Tree 

₥ Ȃ У רּ ‡ IP ₥ ̆ ұ Ȃ ѐ̆ ұ

Prefix Tree У б Radix Tree а ̆ ᴳ ҩУ ѝ M-Tries 

Tree Ȃ M-Tries Tree Prefix Tree ֶ Radix Tree

ᾃ ̆ Prefix ᶕ ҂ֶ ת̆ Ȃ 

�„  Adjacency 

Ȃꜛ ҩ   ᶕ ̆ᴿ ЮУ ‟ ̆ЮУ ֒̆  
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2.3  

̆ ₥ Ь ұ IP Ȃ REF ѐ̆

₥ IP/MASK Ὧ ⁮ эЮУ ̆ ̆ Ὧ ⁮Уэ ̆ ᵑ

Ȃ IP ᵑ ₥ רּ ⁮ ̆ IP

‟̆ ѐὲѐ У Ȃέᴇ Ь Ю̔ 

1. IP ұ IP Ȃ IP ‟̆

ѐ ΰ Ȃ Ȃ 

2. IP IP IP ̆ IP IP ‟̆

ѐ Ȃ 

3. IP IP ̆ IP ‟̆ ѐ ̆

ұ У IP ӱ У Ȃ 

̆ ὤ ѐ ԈЮ ԇ̔ 

 ԇ ᴐ  

 Ruijie(config)# ip ref load-sharing  
Original 

ѝ IP  + IP
 

Ruijie(config)# no ip ref load-sharing original 
IP + IP ̆ ұ

 
Ruijie(config)# 
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3  

3.1  

3.1.1  

3.1.2 ᶕ  

₥ ᶕ ̆ ᴳ show ip fpm flows ԇȂ 

 ԇ ᴐ  

 Ruijie# show ip fpm flows  [filter  
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 ԇ ᴐ  

 Ruijie# show ip fpm users  ₥ ᶕ  

3.5 ӄ  

ӄ ̆ ᴳ ip session timeout ԇȂ 
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 tcp-time-wait 10s 

 udp-closed 10s 

 udp-connected 30s 

 udp-established 600s 

 udp-started 60s 

ᵏҩԈЮ ᴿ ̔ 

�„  ᴳ ӄ ᴿ 

�„  ӄ ᴿ 

�„  ӄ ᴿ 

3.6.1 ᴳ ӄ ᴿ 

ᴳ ѐ̆ ḣ ȂḮ ᴳ ѐ ̆ а

Ḁ̆ Ԉ tcp-established udp-established ӄ Ȃ

Ю̔ 

ip session timeout tcp-established 600 

ip session timeout udp-established 300 

3.6.2 ӄ ᴿ 

Ḁ̆ TCP ̆ѝҩᴳ ̆У tcp-closedȁ

tcp-close-waitȁtcp-fin-waitȁtcp-syn-sentȁtcp-time-wait̆ ΰэḣ ⁮ Ȃ

Ю̔ 

ip session timeout tcp-closed 5 

ip session timeout tcp-close-wait 10  

ip session timeout tcp-fin-wait 10  

ip session timeout tcp-syn-sent 5  

ip session timeout tcp-time-wait 5 

3.6.3 ӄ ᴿ 

Ḁ̆У TCP ̆ѝҩᴳ ̆У

tcp-closedȁtcp-close-waitȁtcp-fin-waitȁtcp-syn-sentȁtcp-time-wait̆ ΰэḣ ⁮
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Ȃ Ю̔ 

ip session timeout tcp-closed 5 

ip session timeout tcp-close-wait 10  

ip session timeout tcp-fin-wait 10  

ip session timeout tcp-syn-sent 5  

ip session timeout tcp-time-wait 5 

UDP ̆ѝҩᴳ ̆ udp-connectedȁudp-closed̆ ⁞

udp-connected Ȃ Ю̔ 

ip session timeout udp-closed 5 

ip session timeout udp-connected 600  
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╟ NAT̆ ᾃ ᾃ ὤ ї Ὧ ̆ У ֶ‮

Ὧ Ȃ ╟ NAT̆ ὤ ѐ ԈЮ ԇ̔ 

 ԇ ᴐ  

Step 1 Ruijie(config)# ip nat pool  address-pool 

start-address end-address {netmask mask | 

prefix-length  prefix-length} 
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Step 4 Ruijie(config)# interface  interface-type 

interface-number 
ὡ  

Step 5 Ruijie(config-if)# ip  nat  outside Ѭ  

₥ ╟ ᾃ ̆ ╟ ᾃ ╟ NAPT̆ ὤ

ѐ ԈЮ ԇ̔ 

 ԇ ᴐ  

Step 1 Ruijie(config)# ip nat pool  address-pool 

start-address end-address {netmask mask | 

prefix-length  prefix-length} 

Ѭὤ IP ̆ ұ NAPT̆У Ѭ

Уэ IP  

Step 2 Ruijie(config)# access-list  ccess-list-number 

permit  ip-address wildcard  
Ѭ ‟ ̆ רּ ‟  

Step 3 Ruijie(config)# ip nat inside source list 

access-list-number {[ pool  address-pool] | 
[interface 

interface-type interface-number]}  overload 
[vrf  vrf_name] 

Ѭ ╟ Ὧ ŏverload
У ̆Ө ὸ ў Ȃ 

Step 4 Ruijie(config)# interface interface-type 

interface-number 
ὡ  

Step 5 Ruijie(config-if)# ip nat inside  Ѭ ᾃ  

Step 6 Ruijie(config)# interface  interface-type 

interface-number 
ὡ  

Step 7 Ruijie(config-if)# ip nat outside  Ѭ  

NAPT Ԉᴳ ѐ IP ̆҂ Ԉ ᴳ IP ȂУ Уэ Ԉ

Уэ ̆Уэ Ԉ ᵏ 64512 э NAT Ȃ а

̆ Ԉ Ѭΰэ Ȃ 

4.1.3 NAT 

чэ ҵ IP

IP
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Step 2 Ruijie(config)# interface  interface-type 

interface-number 
ὡ  

Step 3 Ruijie(config-if)# ip  nat  inside Ѭ ᾃ  

Step 4 Ruijie(config)# interface  interface-type  

interface-number 
ὡ  

Step 5 Ruijie(config-if)# ip  nat  outside Ѭ  

4.1.4 TCP  

ᾃ ў TCP ̆ ў TCP н╘ Ȃ ̆

Ԉ NAT TCP ȂNAT … ҩУ ў ᵏ TCP ╘̆

ў ᾃ ў ̆ ̆ ⁮ ‍ Ȃ

̆ ὤ ѐ ԈЮ ԇ̔ 

 ԇ ᴐ  

 Ruijie(config)# ip nat pool address-pool  

start-address end-address {netmask mask | 

prefix-length  prefix-length} 

Ѭ IP ̆ꜛ ў  

 Ruijie(config)# access-list  access-list-number  

permit ip-address wildcard  

Ѭ ‟ ̆ רּ ў Ȃ

ᴳ רּ IP ACLȂ 

 Ruijie(config)# ip nat inside destination list 

access-list-number  pool address-pool [vrf  
vrf_name] 

Ѭᾃ ╟ Ὧ  

 Ruijie(config)# interface interface-type 

interface-number 
 

 Ruijie(config)# 

 acterface-type 

interface-number 
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 Ruijie(config)#no ip nat translation tftp Ὧ TFTP ALĞ  

4.1.6 NAT ᴿ 

ᵏҩԈЮ ᴿ ̔ 

�„  ╟ ᾃ ᴿ 

�„  ᾃ ὤ ᴿ 

�„  ᴿ 

�„  TCP ᴿ 

4.1.6.1 ╟ ᾃ ᴿ 

ԈЮ ѐ̆ ὤ ӱ NAT Net200 ѐ‍ ̆ Ѭҩ ѝ

200.168.12.2~200.168.12.100Ȃ ᾃ רּ ‟ 1 ꜛ ֶ NAT

Ȃ 

! 

interface GigabitEthernet 0/0 

ip address 192.168.12.1 255.255.255.0 

ip nat inside 

! 

interface GigabitEthernet 0/1 

ip address 200.168.12.1 255.255.255.0 

ip nat outside 

! 

ip nat pool net200 200.168.12.2 200.168.12.100 netmask 255.255.255.0 

ip nat inside source list 1 pool net200 

! 

access-list 1 permit 192.168.12.0 0.0.0.255 

4.1.6.2 ᾃ ὤ ᴿ 

ᾃ ὤ ̆ὲ NAPTȂ ӊ 8.1 ԈЭ ֒ ұ╟ NAT ╟

NAPTȂ ԈЮ ѐ̆ ὤ ӱ NAT Net200 ѐ‍ ̆ Ѭ

200.168.12.200 Уэ IP ἵת̆ Ȃ ᾃ רּ ‟ 1 ꜛ ֶ

NAT Ȃ 

! 

interface GigabitEthernet 0/0 

ip address 192.168.12.1 255.255.255.0 

ip nat inside 

! 
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interface GigabitEthernet 0/1 

ip address 200.168.12.200 255.255.255.0 

ip nat outside 

! 

ip nat pool net200 200.168.12.200 200.168.12.200 netmask 255.255.255.0 

ip nat inside source list 1 pool net200 

access-list 1 permit 192.168.12.0 0.0.0.255 

NAT ̆ Ԉ ⁮ ̔ 

Ruijie# show ip nat translations  

Pro Inside global      Inside local       Outside local      Outside global 

tcp 200.168.12.200:2063 192.168.12.65:2063 168.168.12.1:23 168.168.12.1:23 

4.1.6.3 ᾃ NAPT ᴿ 

NAPT Ԉ ұ ╘ Ȃ ╘ ̆ NAT ᾃ ╘

̆ NAPT ⁮ Ȃ ̆ ὤ Э ╘ ̆

⁮ᾃ ╘ ЭȂ 

Ю ᴿ У ᾃ WEB ╘ 192.168.12.3 ⁮ὤ IP200.198.12.1 80 Ȃ

ԇ Ю̔ 

! 

interface GigabitEthernet 0/0 

ip address 192.168.12.1 255.255.255.0 

ip nat inside 

! 

interface GigabitEthernet 0/1 

ip address 200.198.12.1 255.255.255.0 

ip nat outside 

! 

ip nat inside source static tcp 192.168.12.3 80 200.198.12.1 80 

ȇ ╘ ᴿȈȂ 

4.1.6.4 TCP ᴿ 

ԈЮ ѐ̆ ѬҩУэ ў ̆ ў TCP ̆

‍ ⁮ ў Э̆ӱ ‍ ȂRealhosts Ѭҩ ў ̆

‟ 1 Ѭҩ ў Ȃ ў ⁮ э ў ȂԈЮ ̆ TCP

ӊ ᴐ ̆ ὲ ᶑ а ̆ NAT Ȃ ACL ѝּר

IP ACLȂ 

! 

interface GigabitEthernet 0/0 
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ip address 10.10.10.1 255.255.255.0 

ip nat inside 

! 

interface GigabitEthernet 0/1 

ip address 200.198.12.1 255.255.255.0 

ip nat outside 

! 

ip nat pool realhosts 10.10.10.2 10.10.10.3 netmask 255.255.255.0 type rotary 

ip nat inside destination list 100 pool realhosts 

! 

access-list 100 permit ip any host 10.10.10.100 

! 

NAT ̆ Ԉ ⁮ ̔ 

Ruijie# sh ip nat translations  

Pro Inside global   Inside local    Outside local           Outside global 

tcp 10.10.10.100:23 10.10.10.2:23  100.100.100.100:1178 

100.100.100.100:1178 

tcp 10.10.10.100:23 10.10.10.3:23  200.200.200.200:1024 

200.200.200.200:1024 

4.1.6.5 ╘ ᴿ 

╘ ‾ Уэ эᾃ ў ╘ ̆ӱ ᴳ

Э Ԉ ╘Ȃ 2̆ ᾃ ᾃ ҩЬ ╘ (FTP ╘ ȁ

WEB ╘ Ԉ E-MAIL ╘ )̆ӹ Э ў Ьэ ╘ Ȃ ᾃ

Ԉ Ὧ InternetȂ ӊ ᵏ NAT ╖

╘ ̆╟ NAT Э Ȃ 

 

! ╘  
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ѝҩ Ҿ╖ ̆ NAT ╖ Ȃ ὡ ̔ 

# ὡ  

Ruijie> enable  

# ὡὤ  

Ruijie# config terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

# ὡ WAN0  

Ruijie(config)#interface GigabitEthernet 0/1 

# WAN  

Ruijie(config-if)# ip address  218.5.19.2 255.255.255.0 

# WAN ѝὭӎ Internet ὡ  

Ruijie(config-if)# ip nat outside 

# WAN  

Ruijie(config-if)# no shut 

#  

Ruijie(config-if)# end 

Ruijie# 

# Ҿ ᶕ ̆ WAN ұ UP ( ). 

%LINK CHANGED: Interface GigabitEthernet 0/1, changed state to up 

%LINE PROTOCOL CHANGE: Interface GigabitEthernet 0/1, changed state to UPRuijie# 

config terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

# ὡ LAN  

Ruijie(config)# interface GigabitEthernet 0/0 

# LAN  

Ruijie(config-if)#  ip address 192.168.0.1 255.255.255.0 

# LAN ѝὭӎ Intranet ὡ  

Ruijie(config-if)# ip nat inside 

# LAN  

Ruijie(config-if)# no shut 

Ruijie(config-if)# end 

Ruijie# 

%LINK CHANGED: Interface GigabitEthernet 0/0, changed state to up 

%LINE PROTOCOL CHANGE: Interface GigabitEthernet 0/0, changed state to UP 

Ruijie# config terminal 
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Enter configuration commands, one per line.  End with CNTL/Z. 

# Ԉ Internet 

Ruijie(config)# ip route  0.0.0.0 0.0.0.0  GigabitEthernet  0/1 218.5.19.1 

# NAT ‟  

Ruijie(config)# access-list 1 permit any 

# Ὥӎ ‡̆ᴳᾃ Ԉ Э  

Ruijie(config)#ip nat inside source list 1 interface GigabitEthernet 0/1 

# FTP ╘  

Ruijie(config)# ip nat inside source static tcp 192.168.0.2 20 218.5.19.2 20 

Ruijie(config)# ip nat inside source static tcp  192.168.0.2 21 218.5.19.2 21 

# WEB ╘  

Ruijie(config)# ip nat inside source static tcp 192.168.0.3 80 218.5.19.2 80 

# EMAIL ╘  

Ruijie(config)# ip nat inside source static tcp 192.168.0.4 25 218.5.19.2 25 

Ruijie(config)# ip nat inside source static tcp  192.168.0.4 110 218.5.19.2 

110 

Ruijie(config)# end 

Ruijie# 

Ruijie# config terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

# Telnet ԇ 

Ruijie(config)# line vty  0 4 

Ruijie(config-line)# password remoteuser 

Ruijie(config-line)# end 

Ruijie# 

Ruijie# config terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# enable secret private 

#  

Ruijie(config)# host EG 

RUIJIE(config)# end 

RUIJIE# 

# ᶑ  

RUIJIE# write 

Building configuration... 

[OK] 

RUIJIE# 

#  
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RUIJIE# show running-config 

Building configuration... 

Current configuration: 

! 

! 

hostname EG 

! 

! 

specify interface GigabitEthernet 0/0 lan 

specify interface GigabitEthernet 0/1 wan 

! 

access-list 1 permit any 

! 

! 

interface GigabitEthernet 0/0 

ip address 192.168.0.1 255.255.255.0 

ip nat inside 

! 

interface GigabitEthernet 0/1 

ip address 218.5.19.2 255.255.255.0 

ip nat outside 

! 

ip nat inside source list 1 interface GigabitEthernet 0/1 

ip nat inside source static tcp 192.168.0.4 110 218.5.19.2 110 

ip nat inside source static tcp 192.168.0.4 25 218.5.19.2 25 

ip nat inside source static tcp 192.168.0.3 80 218.5.19.2 80 

ip nat inside source static tcp 192.168.0.2 21 218.5.19.2 21 

ip nat inside source static tcp 192.168.0.2 20 218.5.19.2 20 

! 

ip route 0.0.0.0 0.0.0.0 GigabitEthernet 0/1 218.5.19.1 

! 

line con 0 

line vty 0 4 

password remoteuser 

login 

! 

end 

RUIJIE# 

4.1.6.6 ᾃ NAT ᴿ 

̆ ұ бᾃ ᾳЮ̆ э Ȃ

ᾳЮ̆ аֶў╟ arp̆ת ֶ arp Ȃ 
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Ю̆ 192.168.12.0 ᾃ 200.198.12.0 Ȃ 

! 
interface GigabitEthernet 0/0 

ip address 192.168.12.1 255.255.255.0 
ip nat inside 

! 
interface GigabitEthernet 0/1 

ip address 200.198.12.1 255.255.255.0 
ip nat outside 

! 
ip nat inside source static 192.168.12.0 200.198.12.0 netmask 255.255.255.0 

4.1.6.7 NAT DNS 

NAT dns alg dns̆ ᶢ DNS ̆ ұ 

̆ Ԉ   ұ э ISP̆ э ̆   ΰѱ ӣѫ

ᴍ ̆ ҩ DNS ╖ Ȃ 

Ю̔ 

1. ᶕ ᾃ ftp ╘  

2. У ╘ dns ᾃү ╘  

3. DNS ᾃ  

4.   ̆  ᶕ ̆ұ DNS

ѐᾃ ᶢ ᶕ  

5. ᶕ ⁮ DNS ᶕ ╘  

Ȃ Ю Ȃ 
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Ю̔ 

interface GigabitEthernet 0/0 

 ip address 10.123.123.123 255.255.255.0 

 ip nat outside 

 duplex auto 

 speed auto 

description ᶕ 

interface GigabitEthernet 0/1 

 ip address 61.123.123.123 255.255.255.0 

ip nat outside 

 duplex auto 

 speed auto 

description  

interface GigabitEthernet 0/2 

 ip address 192.168.1.254 255.255.255.0 

 ip nat inside 
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duplex auto 

 speed auto 

description ᾃ  

/*dns ╘ */ 

ip nat inside source static 192.168.1.1 61.123.123.123 

ip nat inside source static 192.168.1.1 10.123.123.123 

/* ᶕ ‡*/ 

ip nat inside source static 192.168.1.2 10.123.123.124 match gigabitEthernet 0/0 

/* ‡*/ 

ip nat inside source static 192.168.1.2 61.123.123.124 match gigabitEthernet 0/1 



 

 

5    

5.1    

 

  ὴ  

5.1.1    

  ֶ 2 ԈЭ ̆ ֶ̆ ᶕ/

̕   ᶕȁ Ȃ У ‍ ᴐѝ

֙Ȃ 

̆ ECMP Э У ‍ ̆

‾ Ȃ 

ᶑ ѝҩ ᾱ  ̆ Уэ  ̆ ᶑ ᾳЮ̆‍ ⁮⁞

  Ȃ 

 �	   ӱ 10.3(4b8) ╗ ᶑ ╖ Ȃ 

 



 

 

ִἼ ̔pbr > ᶑ  >  

5.1.2    

5.1.2.1 ECMP  

ECMP ѝ ֓ ̆ ұ ₥ ̆ УэԈЭ   ЮУ Ȃ 

 �	   
10.3(4b8) Ѯ₥̆ Ө ECMP̆ӱ 10.3(4b8)
ὲ ECMP̆҂ ECMPȂ 

 

5.1.2.2  

̆а ұ ּ Ȃ ᵏ ּ Э Ȃ

Ю Ȃ 

5.1.2.3  

  ̆⁮ У Ԉ а   ̆ ⁮ ⁮

У а   ̆ ұ ⁮ У а  

̆ў Ὧ Ѯ Ȃ 

5.1.2.4  

₥ ‾ ̆  /  ⁮Ȃ 

5.1.2.5  

ֶ IP̆   Эў╟ ping udp

IP ̆ Ю Ȃ ꜛ ̔ IP   ̆   ⁮

IP ḣ 



 

 

5.1.2.6 ᶑ  



 

 

ұ  Ȃ Уэ  ḣ̆‡   а б ̆  

ḣ̆‡ ת̆ ҂ Ԉ ִ Уэ  Ȃ 

5.1.3.4  

‾ ̆ ECMP   ‍ ̆

  Ȃ 

5.1.3.5  

‾ IP ḣ̆ ECMP   ѐ̆   Ȃ

ѐ а⁮  

5.1.3.6 ᶑ  

ᶑ ⁮ ᶕ Ȃ ᶑ ᾃ э 

ḣ̆ ұ ѝ   ҩ Ү֒ ̆ ᶑ ֶ

э IP ᾃ ὲᴍ з а ḣ   ̆ ⁮̆

‎ ⁮   ѐ Ȃ ᶑ Ԉ э ̆ ִἼȂ 

5.1.4  

Ю   Ȃ 

 ╖  ḣ 

    Ὧ  

 

 �a   ecmp   Э nexthopȂ 

 



 

 

5.2    

5.2.1 /Ὧ  

ᾳЮ̆ Ὧ ╖ ̆ ὡ ̆ ԈЮ

╖ ̔ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal  ὡὤ Ȃ 

Step 2 Ruijie(config)# mllb enable  ╖  

 Ruijie(config)# no mllb enable  Ὧ ╖  

ѡᴿ̔ 

# ὤ ╖ ╖ Ȃ 

Ruijie# configure terminal    

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# mllb enable  

# ὤ Ὧ ╖ ╖ Ȃ 

Ruijie# configure terminal    

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# no mllb enable  

5.2.2  

̆ ѐ ԈЮ ԇ̔ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal  ὡὤ Ȃ 

Step 2 Ruijie(config)# interface interface-name ὡ Ȃ 

Step 3 Ruijie(config-if)# bandwidth kilobits   

 Ruijie(config-if)# no bandwidth   ѝ ḣ 

ѡᴿ̔ 

# ѝ 1M̔ 

Ruijie# configure terminal    

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# interface  fastEthernet 0/1 



 

 

Ruijie(config-if)#  bandwidth 1000 

# ̔ 

Ruijie# configure terminal    

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# interface  fastEthernet 0/1 

Ruijie(config-if)#  no bandwidth  

5.2.3 ḣ 

ḣᴐѝ ╗ὡ   ̆ ḣЭ ̆аᾋ

ᴐѝ   ̕ ᴂұ ḣЮ ̆ ᴐѝ  

Ȃ ḣ   Ȃ ḣԈ ‍ ̆ ḣ 1̇100. 

ḣ̆ Ю ̔ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal  ὡὤ Ȃ 

Step 2 
Ruijie(config)# mllb threshold percent-upper | 
[lower percent-lower] 

ḣѝ percent̆ ḣ

1-100 Ȃpercent-up ѝ ḣЭ ̆

percent-lower ѝ ḣЮ Ȃ 

 Ruijie(config)# no mllb threshold   ḣѝ ḣ 90Ȃ 

ѡᴿ̔ 

# ḣЭ ѝ 95̆Ю ѝ 80̔ 

Ruijie# configure terminal    

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# mllb threshold 95 lower 80 

# ḣ ѝ ḣ̔ 

Ruijie# configure terminal    

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#  no mllb threshold 

Ruijie(config)#  no mllb threshold lower 

 �	   
10.3(4b8) Ԉ₥ Ю ḣ̆ ḣѝ 100Ȃӱ 10.3(4b8) ὲ

Э ḣ̆ ḣᶢ 90Ȃ ᾳЮᴳ ḣ 90
Ȃ 

 



 

 

5.2.4  

ᵏҩ 3 а ᵏ Ȃ

̆     ‍ ̕ ̆

‍ ̆ ‍ ̕ ̆ ╟

  ᾳ ᴳ   Ȃ 

̆ Ю ̔ 

 



 

 

Ruijie(config)# mllb load-sharing original  

5.2.6 ִἼ Уэ  ЮУ  

  ḣ ̆ э  ̕

̆ ‍ IP MLLB ᵏ Ȃ Ԉ ִἼ Уэ  ᴐѝЮУ Ȃ 

Ю ִἼ Уэ   

 ԇ ᴐ  

Step 1 Ruijie# configure terminal  ὡὤ Ȃ 

Step 2 Ruijie(config)# mllb first-choice interface-type 
interface-number  

Ь ѝִ    

Step 3 Ruijie(config)# no mllb first-choice ִ Уэ   

ѡᴿ̔ 

# ִ   ѝ gi0/1 

Ruijie# configure  terminal     

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# mllb first-choice gi0/1 

 �a    
Mllb ӱ 10.3(4b8) ECMP ת̆ Mllb first-choice
Ӱ ̆ ԇ     ѮУȂ 

 

5.2.7 ‾  

У ᾳЮ̆  Ю ұЭ ת̕ Ҿ ̆ᴿ ᾃ ╘ ̆‡

ֶЭ ұЮ ̆ Ԉ‎ ѝ Э ḣȂ ҂ Э

бЮ ̆ ̂Э +Ю ̃/2 ᷁ Ȃ 

Ю ЭЮ ‎  

 ԇ ᴐ  

Step 1 Ruijie# configure terminal  ὡὤ Ȃ 

Step 2 
Ruijie(config)#load-monitor  {uplink | 
mixed-link} 

̆ Ю  
uplink̆Э  
mixed-link̆Э ╗Ю  

Step3 Ruijie(config)#end  

ѡᴿ̔ 

# ‎ ѝ Э ḣ ‾  



 

 

Ruijie# configure  terminal     

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# load-monitor uplink  

#



 

 

5.2.10 ᶑ ḣ 

ᶑ   Э ‾ ḣ ̆ ‎ ̆ ḣѝ 90Ȃ 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal  ὡὤ Ȃ 

Step 2 Ruijie(config)#over-load-protect threshold 
percent 

ᶑ ḣ 
percent̆ ḣ̆ ḣѝ 90 

Step3 Ruijie(config)#



 

 

5.3.2 ᶑ  

Ю





 

 

5.5 ὴ ѡᴿ 2 

5.5.1.1  

̆ὲ ⁞̆ὴ ΰ а Уэ ISP̆ᴿ

1   ѝ 1000M̆1 ᶕ  500MȂ ұ שּ ᶕ

̆ ‍ ᶕ̆ Ȃ ұ

╗ ╗ first-choiceȂ 

5.5.1.2  

 

 

5.5.1.3  

1̃ ╖  

#ὤ ╖ Ȃ 

Ruijie# configure terminal    



 

 

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# mllb enable  

2̃  

Ruijie# configure terminal    

Enter configuration commands, one per line.  End with CNTL/Z. 

#   ЮУ  

Ruijie(config)# ip route 0.0.0.0 0.0.0.0 Gi0/4 58.63.60.33  

Ruijie(config)# ip route 0.0.0.0 0.0.0.0 Gi0/5 192.168.14.2  

3̃ ѝ  

# ѝ lately 

Ruijie(config)# mllb policy  latelty  

4̃  

# gi0/4 ᶕ  

Ruijie(config)# route-auto-choose  cnii Gi0/4 58.63.60.33 

# gi0/5  

Ruijie(config)# route-auto-choose  cernet Gi0/5 192.168.14.2 

5.6 ᶑ ὴ ѡᴿ 

5.6.1.1  

  У ᶕ  ̆ 1000M̆ gigabitEthernet 0/1 ̆У ̆

gigabitEthernet 0/2 Ȃ 



 

 

5.6.1.2  

 
ᶑ  

5.6.1.3  

1̃ 1 

#ὤ Ȃ 

Router(config)# interface-group  1 

Router(config-intf-group)# interface gi 0/1 

Router(config-intf-group)# interface gi 0/2 

Router(config-intf-group)# exit 

2̃ ᶑ ╖  

Ruijie(config)# over-load-protect  enable 

3̃ ᶑ 1 

Ruijie(config)# over-load-protect  interface-group  1 



 

 

 
 
 

ѝ  

 
 

 

‍ᾊӮ ѝ ᾊ Ὧᾃ ̆ꜛ ԈЮ ̔ 

1̔ үЬ ‍ ⁞ ԇ 

2̔ ⁞ 

3̔  

4̔ ֶ … ⁸б  

5̔ ⁸ 

6̔   
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1 үЬ ‍ ⁞ ԇ 

1.1 үЬ ‍ ⁞ 

1.1.1 үЬ ‍ ⁞  

ᾃ ѝ ⁸̆ Ἴ ‍ ⁞̆үЬ ‍ ⁞

ѐ vlan ȁ IP IP ⁮‍ ⁞ ̆έᴇ

ᴐ Ю Ȃ 

1.1.2 үЬ ‍ ⁞ ᴐ  

үЬ ‍ ⁞ ᾃ ̆ vlan tagȁ IP IP

⁞  vlan ȁ ̆ а

‚‍̆Ԉᵳ ̆ ⁮ ᾃ ѝ ⁸ Ȃ 

1.1.2.1 vlan  

үЬ ‍ ⁞ Ԉ vlan ̆Уэ vlan id ұУэ vlan Ȃ ₥

vlan tag ‍ Ȃ Ὧ Ю̆ רּ ѐ

ľanyĿ̆ Ю רּ ѐ native vlan vlan ̆

native vlan vlan ̆‡ רּ ѐ ľanyĿȂ 

1.1.2.2  

ѐ̆ ᾃ ip mac ᾃ ѝ ⁸Ȃ

ᾃ ip mac ̆ ⁞ ip mac

‍ ̆ ⁞ Ȃ mac

ip רּ⁞‍ ѐа Ԉ mac רּ ᴐѝ רּ Ȃ 
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1.1.2.3  

Ҿ Ю̆ ᾃ ⁸ȂүЬ ‍ ⁞ Ԉ ⁞

ip רּ ̆ Ԉ ⁞ ̆ ⁮

ᾃ ⁸ Ȃ 

1.1.2.4  

web ᶕ ̆ ԏ ip mac רּ ̆ э IP

Ԉ Уэ Уэ э ip mac Ȃ 

1.2  

Ю үЬ ‍ ⁞ Ȃ 

 ╖  ḣ 

 үЬ ‍ ⁞╖  а  

 

1.3 үЬ ‍ ⁞ 

�„  ̂ ̃ үЬ ‍ ⁞ ╖  

1.3.1 үЬ ‍ ⁞ ╖  

ᾳЮ̆ Ὧ үЬ ‍ ⁞╖ ̆ ὡὤ ̆ ԈЮ үЬ ‍

⁞╖ ̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ  

Ruijie(config)# layer23 classify enable  үЬ ‍ ⁞╖  

Ruijie(config)#end   

Ruijie# show running   

‮ Ὧ ̆ Ԉ ὤ Ю no layer23 classify enable ԇ Ȃ 
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ѡᴿ̔ 

# үЬ ‍ ⁞╖  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# layer23 classify enable 

Ruijie(config)# end 

1.4  

�„  ╖  

1.4.1 ╖  

ᾳЮ̆ Ὧ ̆ ὡὤ ̆ ԈЮ ╖ ̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ  

Ruijie(config)# layer23 deny-mode enable   

Ruijie(config)#end   

Ruijie# show running   

‮ Ὧ ̆ Ԉ ὤ Ю no layer23 deny-mode enable ԇ Ȃ 

 

ѡᴿ̔ 

# ╖  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#  layer23 deny-mode  enable 

Ruijie(config)# end 

 

 

 

1.5  

�„  ̂ ̃ ╖  
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1.5.1 ╖  

̆ ̆ὲӹ Ȃ ᾳЮ̆ Ὧ

̆ ὡὤ ̆ ԈЮ ╖ ̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ  
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1.6.1 vlan  

vlan ̆ ὡὤ ̆ ԈЮ Уэ vlan ̔ 

 ԇ ᴐ  

Step 1 Ruijie#configure terminal  ὡὤ  

Step 2 Ruijie(config)#vlan-group  name vlan  
vid-list 

vlan  

Step 3 Ruijie(config)#end   

Step 4 Ruijie#show vlan-group   

‮ Ὧ ̆ Ԉ ὤ Ю no vlan-group name ԇȂ 

ᾃ  vlan-enable ԇ vlan tag ̆vlan ⁞

Ȃ 

vlan Ѯ vlan id а ᾰ ̆ э vlan id Ѯ ̆ э vlan id

ұ Уэ vlan ̆ ľ-Ŀ vlan id vlan id э vlan idȂ 

Уэ vlan ľanyĿ̆ үЬ ‍ ⁞╖ ̆ vlan id רּ аѐὲӹ֗

Уэ vlan ̆‡ רּ ѐ vlan ľanyĿȂ 

 

ѡᴿ̔ 

# vlan ľvlan-group1Ŀꜛ vlan 1ȁvlan 3ȁvlan7ȁvlan8ȁvlan9 

Ruijie# configure terminal  

Ruijie(config)# vlan-group vlan-group1  vlan 1,3,7-9  

Ruijie(config)# end 

1.7 vlan ᶕ  

ԇ ᴐ  

Ruijie# show vlan-group [group name] 
show vlan-group ὤ vlan ᶕ ̕ 
╗Эέᴇ vlan ᶕ Ȃ

ѡᴿ̔ 

# vlan ᶕ  

Ruijie#show vlan-group 

vlan-group    police_flow      police_url    flow      vlan id 

any             9             0            0          
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vlan1           0             0            0          1 

vlan2           0             0            0          3-5 

vlan3           0             0            0          7,9 

1.8  

�„  ̂ ̃   

�„  ̂ ̃ ὡ   

�„  ̂ ̃     

1.8.1  

̆ ὡὤ ̆ ԈЮ Уэ ̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ  

Ruijie(config)# subscriber static name 
name parent parent [ [ ip-host ip-addr] 
[mac mac-addr] | ip-subnet subnet mask 
| ip-range start end] 

Уэ  

Ruijie(config)#end   

Ruijie# show subscriber [all | static | dynamic | parent 
[name | root] ] 
 

 

‮ Ὧ ̆ Ԉ ὤ Ю no subscriber static name name ԇȂ 

Уэ ľ/Ŀ̆ үЬ ‍ ⁞╖ ̆ ip רּ аѐὲӹ֗

Уэ ‡ רּ ѐ Ȃ 

₥ 5 ̆ ѝ 4 ̆ ԈЮ

҉ᾗ̔ ὤ ̆ Ѯ ľ/Ŀ ̆ ѐа   ľ/Ŀ̆

Уэ ₥ ╗ľ/ĿԆ ̆ У Ȃ 

ip а Ѯ ᾰ m̆ac ‡а ὲӹ֗ᴉ

ᾰ Ȃ Ԉ ip ‍ ip ȁip ip

Ь ̆Ԉ mac ‍ ꜛ mac аꜛ mac ч ̆ὲѐ

ip Ԉ ꜛ mac ̆ip ip а Ԉ ꜛ

mac Ȃ 

 

ѡᴿ̔ 
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# ľ 1Ŀ̆ip ľ192.168.196.156Ŀ̆ὲ ľ 1Ŀ̆ľ 1Ŀ

ľ ĿȂ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#subscriber static name 1 parent / / 1 ip-host 
192.168.196.156  

Ruijie(config)# end 

 

1.8.2  

̆ ὡὤ ̆ ԈЮ Уэ ̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ  

Ruijie(config)# [no] subscriber set name 
attribute {avoid-monitor [flow-monitor] | 
deny | release | vip}  

 

ὁ ̂ὁ Ԉ

̃ ̆ ̆vip  

Ruijie(config)#end   

Ruijie# show subscriber [all | static | dynamic | parent 
[name | root] ] 
 

 

 

‮ Ὧ ̆ Ԉ ὤ Ю [no] subscriber set name attribute {avoid-monitor 

[flow-monitor] | deny | release | vip} ԇȂ 

ҩὁ ὁᾃ ̆ὁ ⁞̆ὁ ⁸ ̆ ὁ

Э̆ Ԉ ̂flow-monitor̃ᾋ ὁ ⁸̕

Ю ̆ Ю̆ ὁ ‡Ԉ ִἼ̕

Ю ̆ а Э ̆ ҩ

̂white-list̃ ;Vip ұ ҩ vip У Ȃ 

1.8.3 ὡ  

ὡ ԇУ ұ ὡ ̆ ὡ ֒̆ ὡ ̆ ԈЮ

ὡ ֒̔ 
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Ruijie# show subscriber  [all |  static | dynamic | 
parent [name | root ] ] 

 

ľ.txtĿ ֒ ᾗ Ю̔ ֒ Ԇ Уэ ̆ э
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1.9 ᶕ  

ԇ ᴐ  

show subscriber [all | static | dynamic | parent [name 
| root] ] 

show subscriber ὤ ᶕ ̕ 
╗Эέᴇ ᶕ Ȃ

ѡᴿ̔ 

# ᶕ  

Ruijie#show subscriber all 

name                             mac              flow  fc  url dir dym av-fc av-con 

vip rel deny ip 

/                                0000.0000.0000   2     0    1   1   0   0      0       

0   0   0    

                           0000.0000.0000   0     0    0   1   0   0      0       

0   0   0    

ҷ                          0000.0000.0000   0     0    0   1   0   0      0       

0   0   0 

1.10  

�„  ̂ ̃  

1.10.1  

̆ ὡὤ ̆ ԈЮ Уэ ̔ 

ԇ
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Уэ ľ/Ŀ̆ үЬ ‍ ⁞╖ ̆ᾃ ip

ipּ̆ר аѐὲӹ֗ Уэ ‡ רּ ѐ Ȃ 

₥ 5 ̆ ѝ 4 ̆ ԈЮ

҉ᾗ̔ ὤ ̆ Ѯ ľ/Ŀ ̆ ѐа  

ľ/Ŀ̆ Уэ ₥ ╗ľ/ĿԆ ̆ У Ȃ 

ip а Ѯ ᾰ Ȃ Ԉ ip ‍ ip

ȁip ip Ь Ȃ 

ѡᴿ̔ 

# ľbaiduĿ̆ip ľ192.168.196.156Ŀ̆ὲ ľ 1Ŀ̆ľ 1Ŀ

ľ ĿȂ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#network-group name baidu parent / / 1 ip-host 
192.168.196.156  

Ruijie(config)# end 

1.10.2 ὡ  

ὡ ԇУ ұ ὡ ̆ ὡ ֒̆ ὡ ̆ ԈЮ

ὡ ֒̔ 

ԇ ᴐ  

Ruijie# network-group import  [txt  | csv ] filename ὡ ֒ 

Ruijie# show network-group  [ all | brief  | parent 
[ root |  name ] ] 

 

ľ.txtĿ ֒ ᾗ Ю̔ ֒ Ԇ Уэ ̆ э

ἷ ̔ ȁ ȁip Ȃ ѐ эἷ ľ̆Ŀ ̆ ᾃ

Ԉ ת̆ ľ̆Ŀ ᶑ ̆ ̔ У‟а ̆ ѫᶑ ľ̆Ŀ Ȃ 

Ю ľ.txtĿ ֒ѐ У ѡᴿ̔ 

/ / 1, 1,192.168.197.1 

 

ľ.csvĿ ֒ Microsoft Excel ѐ   ѝľ.csvĿ ⁮ ֒Ȃ

֒ѐ ѝ̔У ‍ѝ 3 ‟̆‍⁞ѝ̔ ȁ ȁ ip Ȃ 

Ю ľ.csvĿ ֒ ѡᴿ̔ 

/group1 xinlang 192.168.196.11-192.168.196.25 

/group1 baidu 192.168.197.0/24 

/group1 user1 192.168.198.1 

/group1 user2  
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ѡᴿ̔ 

# ὡ ֒ľuserfileĿ 

Ruijie# network-group import txt userfile 

 

1.10.3    

  ԇУ ұ ֙ ₥ ѐ ̆   ̆ ὡ

̆ ԈЮ ὡ ֒̔ 

ԇ ᴐ  

Ruijie# network-group export  [txt  | csv ] filename   ֒ 

 

ѡᴿ̔ 

#   ѐ ⁮ ֒ľuserfileĿ 

Ruijie# network-group export txt userfile 

 

1.11 ᶕ  

ԇ ᴐ  

Ruijie#Show network-group  [ all | brief  | parent 
[ root |  name ] ] 
 

show network-group ὤ ᶕ

̕╗Эέᴇ ᶕ

Ȃ 

ѡᴿ̔ 

# ᶕ  

Ruijie#show network-group all 

network-group police_flow police_url  flow      ip 

/              9          0        351        
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network1       0          2        0      192.168.197.3  

network2       0          0        0      192.168.197.1 

network3       0          0        0      192.168.197.2 

 

 

1.12 ᶕ  

ԇ ᴐ  

Ruijie#show auth-subs [ all | brief  | parent [ root | 
name ] ] 
 

show auth-subs ὤ ᶕ ̕╗

Эέᴇ ᶕ Ȃ 

ѡᴿ̔ 

# ᶕ  

Ruijie#show auth-subs all 

name                                                             mac          

flow  fc  url dir dym ip 

/                                                               0000.0000.0000  16    

0    1   1   0   

smp_root                                                        0000.0000.0000  0     

0    0   1   0   

webauth_root                                                    0000.0000.0000  0     

0    0   1   0 
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2 ⁞ 

2.1 ⁞ 

2.1.1 ⁞  

⁞ ѐ ‍ ⁞̆ӱ ⁞ 

Ȃ ⁞ ⁞ ў ‍ Ȃӱ

Ȃ 

2.1.2 ⁞ ᴐ  

⁞ а ̆ Э а  ‍שּ Ȃӹ

ў ‍ ѕ Ԉ ‍аשּ Ȃ 

2.1.2.1  

ч ̔ 

У ‍ ‍ ̂ ‍ ̔ľ ֒Ŀȁľ"IP

Ŀ̆ľ ֒Ŀȁľ ᴇ ֒ĿȁľP2P ֒Ŀȁľ ֒Ŀȁ

ľҵ ּ֒ Ŀȁľ ֒ Ŀȁľ Ŀȁľ Ŀȁľ

Ŀȁľ ὤ Ŀȁľ ֒Ŀȁľ Ŀȁľ Ŀȁľ

֒Ŀȁľ ֒Ŀȁľ ֒ Ŀȁľ ╟ҵ Ю έĿȁľ ╟ҵ

Ŀȁľ ╟ҵ Ŀȁľ ╟ҵ ֒ Ŀȁľ ╟ҵ

Ŀȁľ ╟ҵ Ŀȁľ ╟ҵ Ӈ ֒Ŀȁľ ╟ҵ WEB ,Ŀȁ

ľ ╟ҵ ĿȁľRFCĿȁľHTTP ĿȁľὲӹĿ̃̕ 

У ̆ Ѭ ‍ Ȃ Ѭ ‍ ‍ѝ Юч ̔ 

Ѭ ‍ ̔ ҩὯ ȁ ⁸ ȁ ȁὲ

ӹ ὲӹ ҷэ ‍ ̆ а Ԉᶢ Ҿ ‍ ̆ Ԉ

‍ ̆ ‍ Ю ̆╗ὡ⁮ԈЭҷэ Ѭ

‍ ѐȂ 
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Ѭ ‍ ̔ Ѭ ‍ ̆ Ѭ ‍

ѐ̆ Ԉ ‍ ̆ ‍ Ю ̆╗ὡ

Ѭ ‍ ѐ̆ ⁞ ⁸Ȃ 

Ὧὲӹ ὲӹ  

̆ ԏ “ ᴇ ֒”╗ὡ ⁸ ת ̆
Ю “︢︢ ” ̆ ὲ ᶑ ( ̆а

Ὧ ) 

Э ԏ ὡҩὲӹ ̆ ὲӹ Ԉ ѝ Ԉ ὲӹ ̆

ὲӹ ̆╗ὡ⁮ὲӹ ҂ ὲӹ У

̆ ҂ Ԉ ὲӹ ╗ὡ⁮Ὧ ȁ ⁸ȁ Ѭ

Ȃὲӹ ὲӹ У а ὲӹ Ԉ ̆ ╗ὡ

 ὲӹ ̆ ὲӹ а Ȃ 

ұ Э ԏ Ԉ ľ︢︢ Ŀ╗ὡὲӹ ̆ э Ḁ“ ᴇ ֒”

‍ Ю ľ︢︢ Ŀ ὡ ⁸ ̆ ľ︢︢ Ŀ‡ὲӹ

Ȃ ľ︢︢ Ŀӱὲӹ ѐ  ̆‡ľ︢︢ Ŀ ֶ

”  
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 �	    

⁞ Ѭ ⁞ ⁞ Ȃ ѐ̆

Ѭ ִἼ Ȃ ұ У ̆

Ѭ ̆‡ ִἼ Ѭ

Ȃ 

 

2.1.2.2 DPI ⁞ 

DPI ⁞ў ⁞̆ ⁞ 

ὲ ̆ ⁞ Э ̆ᾋ ᾃ б

ѐ ѕ רּ ̆ רּ רּ ⁞̆

⁞ ִἼ ᾱ   ⁞ Ȃ ұ Ҿ э

⁞ ̆ ֶ ̆ э

⁞   Ȃ 

2.1.2.3 ⁞ 

⁞ ̆ Ҿ έ ̆ᴿ ̆ ѐ

ꜛ ұ IPȁ ᶕ ̆ ‍ Ҿ ᶕ ̆ ὲ

̆ ̆ Ԉ ⁞ Ȃ У ֶ ̆ע

Ԉ ע Ȃ 

2.1.2.4 ⁞ 

⁞ ̆ Ҿ ╗ ̆ ԏ ֶ

УҾ ⁸̆ ⁞  ╗ Ȃ 

2.1.2.5 DFI ⁞ 

DFI ⁞ У ұ ⁞ Ȃ ̆а ֶ

ֶ а ̆ P2P Ю ȂDFI ⁞ ‍   Ҿ

̆ ‍ Ȃ ‍ ‍ ⁞̆ӱ ⁮ ⁞

Ȃ 
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2.2  

Ю ⁞ Ȃ 
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�„  ̂ ̃ Ѭ  

�„   

2.3.1 ⁞╖  

ὡὤ ̆ ԈЮ ⁞̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# identify-application enable ⁞╖  

Step 3 Ruijie(config)#end   

Step 4 Ruijie#show running  

Ὧ ⁞╖ Ԉ ὤ Ю no identity-application enableȂ 

ѡᴿ̔ 

# ⁞  

Ruijie# configure terminal   

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# identify-application enable   

Ruijie(config)#  

2.3.2 ╖  

╖ ў ѝҩ ⁞ῆ ̆ аῆ ̆ ╘

‍ Ȃ ╖ ̆ ὡὤ ̆ ԈЮ ╖ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# identify-application app-db 
enable 

╖ ̆ ⁞

̆ ⁞ ̆‡а Ȃ 

Step 3 Ruijie(config)#end   

Step 4 Ruijie#show running  
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Ὧ ╖ ̆ Ԉ ὤ Ю no identify-application app-db enable 

 

 �	    NPE ‟ӊ ̆ ұ ̆ ╖ Ὧ ̕ 

 

2.3.3 ⁞╖  

ὡὤ ̆ ԈЮ ⁞╖ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# identify-application 
proto-expect enable 

⁞╖ ̆ ⁞

̆ ⁞ ̆‡а Ȃ 

Step3 Ruijie(config)#identify-application 
proto-expect timeout seconds 

⁞  
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Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# identify-application 
proto-detect enable 

⁞╖ ̆ ⁞

̆ ⁞ ̆‡а Ȃ 

Step 3 Ruijie(config)#end   

Step 4 Ruijie#show running  

‮ Ὧ ̆ Ԉ ὤ Ю no identify-application proto-detect enable 

 

2.3.5 DFI ⁞P2PЮ ╖  

ὡὤ ̆ ԈЮ DFI ⁞ P2P Ю ╖ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)#
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 �	    

P2P Ю ⁞ DPI ⁞Ѯ ў̆ ╗

P2P Ю ⁞Ȃ 

DPI ⁞  P2P ֒ ̆ аֶ ⁞ѝ P2P Ю

Ȃ 

P2P Ю ѐ ѝľP2P Ю ѝĿ 

ѐ ѝľ ѝĿ 

   

2.3.6 DFI ⁞ ╖  

ὡὤ ̆ ԈЮ  DFI ╖ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# identify-application dfi 
gather 

DFI ╖  

Step 3 Ruijie(config)#end   

Step 4 Ruijie#show running  

Ὧ DFI ╖ Ԉ ὤ Ю no identify-application dfi gatherȂ 

ѡᴿ̔ 

# DFI ╖   

Ruijie# configure terminal   

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# identify-application dfi gather  

Ruijie(config)#  

 

 �	    
DFI ╖ ұ ѐ P2P ╖ ̆ з

ᶕ Ȃ 

   

 �	    
1ȁ DFI ╖ Ὧ ̕ 
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2.3.7  

ὡὤ ̆ ԈЮ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# identify-application 
signature update 

 

Step 3 Ruijie(config)#end   

Step 4 Ruijie#show identity-application version  

ѡᴿ̔ 

#  

Ruijie# configure terminal   

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# identify-application signature update  

Ruijie(config)#  

 

 �	    

signature.upd ֒ӱ web ὡ Ȃ

̔ а db ֒̂ signature.db̃̆ ֒

ꜛ ̆ ѝ signature.updȂ 

   

 

 

2.3.8 Ѭ ‡ 
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TYPE  NAME                CLASS               SPL    SPH    DPL    DPH  SIPL         

SIPH  DIPL         DIPH 

TCP          Ѭ           any    any    any    any  192.168.1.2          

192.168.1.2   100.1.1.1   10.1.1.10 

 

# ╗У ‍ Ѭ ‡ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# identify-application custom name myqq class ֒  

udp dip 66.12.11.34  66.12.11.36 dport 1 10 

Ruijie#end 
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# FTP ╗ὡὯ  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# identify-application key FTP 

Ruijie(config)# 

 

2.3.10 ⁸  

ὡὤ ̆ ԈЮ ⁸ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# identify-application 
inhibitive app-name 

app-name ╗ὡ ⁸  

Step 3 Ruijie(config)#end   

Step 4 Ruijie#show identity-application inhibitive  

‮ Ὧ ̆ Ԉ ὤ Ю no identity-application inhibitive app-name 

ѡᴿ̔ 

# QQ ╗ὡ ⁸  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# identify-application inhibitive QQ 

Ruijie(config)#  

2.3.11  

ὡὤ ̆ ԈЮ ̔ 

 

 ԇ ᴐ  
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Ruijie(config)#  

 

2.3.13 Ѭ  

ὡὤ ̆ ԈЮ Ѭ ̔ 

 

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# identify-application 
custom-group group-name 

… Ѭ group-name 

Step3 Ruijie(config-app-group)#app-add app-name app-name ╗ὡ Ѭ group-name
ѐ 

Step 4 Ruijie(config-app-group)#end   

Step 5 Ruijie# show identify-application 
custom-group group-name 

 

‮ Ὧ ̆ Ԉ ὤ Ю no identify-applicat ion custom-group 

group-namĕ Ԉ‮ Ѭ Ȃ 

app-group ԇ Ю app-del app-namĕ Ԉ‮ Ѭ ѐ

Ȃ 

ѡᴿ̔ 

# … Ѭ MYQQ̆ QQ ╗ὡ MYQQ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# identify-application custom-group MYQQ 

Ruijie(config-custom-group)# app-add  QQ 

 

2.3.14 
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show identity-application userdef-rule Ѭ ‡ᶕ  

show identity-application  ‡ ᶕ  

show identity-application routable ᶕ  

show identity-application key Ὧ ѐ  

show identity-application inhibitive  ⁸ ѐ  

show identity-application block ѐ  

show identity-application other ὲӹ ѐ  

show identity-application class ‍  

show identity-application group-state ‍ ᶕ  

show identify-application user-group  
group-name 

Ѭ ᶕ  

show identify-application expect ᾳ 

ѡᴿ̔ 

# ᶕ  

Ruijie(config)#show identify-application ver 

Version:2012.02.11.01.01.11 

 

# Ѭ ‡ᶕ  

Ruijie(config)#show identify-application custom-rule 

TYPE NAME                        CLASS                           SPL   SPH   

DPL   DPH   SIPL            SIPH            DIPL 

  DIPH 

---- --------------------------- ------------------------------- ----- 

----- ----- ----- --------------- --------------- -------------- 

- --------------- 

UDP  mymsn                       myim                            any   any   

any   any   any             any             220.22.12.3 

  220.22.12.10 

TCP  myqq                        myim                            any   any   

8000  8000  any             any             any 

  Any 

# ᶕ  

Ruijie#show  identity-application  

any 255-4095-63-48 

    ֒ 1-0-0-0 

         1-1-0-0 
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        MSN 1-6-0-0 

             MSN-CHAT 1-6-1-0 

             MSN-AUDIO 1-6-2-0 

             MSN-FILE 1-6-3-0 

             MSN-  1-6-4-0 

             MSN-  1-6-5-0 

        QQ 1-7-0-0 

             QQ-CHAT 1-7-1-0 

             QQ-  1-7-2-0 

             QQ- ּ֒  1-7-3-0 

             QQ- ֒Ὥӎ 1-7-4-0 

             QQ-  1-7-5-0 

             QQ-  1-7-14-0 

        WEBIM 1-9-0-0 

             MSN-WEBIM 1-9-1-0 

             YAHOO-WEBIM 1-9-2-0 

# ᶕ  

Ruijie#show  identity-application routable  

֒                 3-0-0-0  

  ╩                      3-3-0-0  

                 3-8-0-0  

                         3-9-0-0  

                     3-10-0-0 

                     3-12-0-0 

                     3-14-0-0 

                     3-16-0-0 

                         3-18-0-0 

                         3-20-0-0 

  ּ                        3-23-0-0 
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֒                     6-0-0-0  

  ᶕ_

_

_

_
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# ‍ ᶕ   

Ruijie#show  identity-application class  

֒ 1-0-0-0 

IP  2-0-0-0 

֒ 3-0-0-0 

ᴇ ֒ 4-0-0-0 

P2P ֒
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2.4 Ὧ ̆ ⁸ ѐ  

 ԇ ᴐ  

Step 1 Ruijie# configure terminal ὡὤ  

Step 2 Ruijie(config)# identify-application clear 
key-inhibitive-block group 

Ὧ ̆ ⁸ ѐ

 

Step 3 Ruijie(config)#end   

Step 4 Ruijie#show running  

ѡᴿ̔ 

# Ὧ ̆ ⁸ ѐ  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# identify-application clear key-inhibitive-block group 

Ruijie(config)#  
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3  

3.1  

3.1.1  

ұ ̆Ю ұּ⁞שּ̆ ұ IP IP ̆ У

Ȃ ұ ̆ Ԉ а

‍ ⁮а   ̆Ԉ Ὧ н╘б ⁸н╘ ὲ ̆῏ Ȃ 

ὲў б Ю ̔ 

Ἵ ж ADSL ֓ ̆ Ҿ שּ M֓ ⁮7-8᷁̆ѝҩ ֓

̆ Ἵ +ADSL Ȃ Э Ԉ н╘̆ת Ὧ

̂ ȁ ȁ ̃ ⁸ ̂ ȁP2P Ю ‍ȂὯשּ̃ н╘

Ҭ╒̆ ⁸ ‡ ᴂȂ 

ᾳЮ̆ ֶ ⁸ ‍ ⁮ADSL ̆ Ὧ Ἵ Ȃ Ԉ ᶑὯ

̆ӱ ᴳ ᴇ ̆ᴳ ὡ ᴳ ᴇ Ѯ

֓ Ȃ 

 

 �	    
NPE40̆NPE50ĔNPE60E 

ᴐ Ὧ ̆а  

 

3.1.2  

3.1.2.1 ⁞ 

⁞ ѐ ‍ ⁞̆ӱ ⁞ 

Ȃ ⁞ ⁞ ў ‍ Ȃӱ

Ȃ ⁞ ֶ ᴐ″ ᵑ Ȃ 
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3.1.2.2  

רּ ‍ Ȃ ꜛ ľ ‍ Ŀ̆

ľ ֒Ŀ̆ľ ֒ Ŀ ľ ‍ ĿȂ 

ľ ‍ Ŀб₥Ь а Ȃ Ԉ ‍ ѝУэ ̆ Ԉ ₥Ь

‚‍⁮а ľ ‍ ĿѐȂ ѬҩľὯ Ŀ̆ľ ⁸ Ŀ̆ľ

Ŀ ľὲӹ Ŀ эľ ‍ Ŀ̆ Ԉ Ѭ ľ ‍ ĿȂ

ľ ‍ Ŀ Ȃ 

ľ ‍ Ŀ̆ľ ֒Ŀ ľ ֒ Ŀ ‍ Ὧ Ȃľ ‍ ĿЮꜛ

ľ ֒Ŀ̆ ֒Ю ‍ѝ̂҂ ̃ ľ ֒ ĿȂ ⁞
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ҩ ᾳЮ̆ Ѯ ҂ ִἼ Ὧ Ȃ Ѯ

ִἼ Ὧ б Ὧ̆ ִἼ ұἼ Ȃ 

3.1.2.4  

̆҂ ѝ ╟ ̆ ̆ Ԉ б Ȃ

̆  ѝDOWN̆‡ ҂ѝDOWNȂ У б IP У Ȃ

╖ ̆ DOWN Ȃ 

3.1.2.5 ѐ 

ѐ̆ רּ Э ̆ Ȃ ұ

̂ ᴐ ̃̆ ұ ⁞ ̆ ѐ Ȃ 

3.1.2.6 б  

WAN ᴐѝ  Ȃ ̆ Уэ WAN Ȃѝҩ

  ̆ ע ̆  Уэ Ȃ Ԉѝ ̆ꜛ WAN

̆ Ȃ   Ԉ ѝ Ȃ 

3.1.3 ᴐ  

3.1.3.1  

б IP У ̆ᾃ У ľ Ŀ̆ Уэ Ḁ̆

⁞ Ἴ ꜛ ‍ ̆ ὲ ̆ ꜛ⁮ ̆

ľ Ŀ̆ ЮУ   ̆ ̂  1̃Ȃ ּר ֗ᴉ

̆‡ IP Ȃ 
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 1  

 

 �a    ᴐ ̆а Ȃ 

 

3.1.3.2 NAT  

ұ ⁞ ᾃ ‍ ̆а ұ IP ꜛ έ У Ȃ Ԉ

Уэ ⁞  ̆‡ ᵑ ̆҂

ѐ Ȃ ⁞  ̆ ᾋ

̆‡ֶ  У ₥   а Ȃ 

ұ Ὧ Э NAT ̆  а ̆ IP а ̆ ֶ

Ȃ ұ ̆ ⁞  ̆ а ᶢ   Ȃ ̆

̆ᵑ ұ ⁞ ̆ ⁞ ѐ Ȃ 

₥ Ὧӊ ў ⁸ Ȃ ұ ̆

⁞ Ԉ ⁮ 80%Ȃ 

3.1.3.3 DNSУ  

ұ Ҿ ̆ Ѯ₥̆ DNS Ȃ DNS ֶ ӊ

У Ȃ 

ᾃ ₥ў ч DNS̆ ᶕ Ȃᴳ э DNS ╘ ̆ᾱ ҩ

э ֶ э IP Ȃ ̆ ̆ ὡ̆
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έ чэ IPȂ PC Э DNS ╘ ̆ᾱ ҩὲ

╘ Ȃ 

ᴳ DNS HTTP ̆ DNS ѝ ᶕ ╘ ̆ ѝ HTTP

    ̆ ֶ б DNS аУ ̆  Ȃ 

ѝҩ ᾱ ̆ Ὧӊ ᾃ ҩ DNS Ԇ ╖ Ȃ ҩ ̆

DNS ֶ DNS Ԇ ̆DNS Ԇ ̆ᶢ DNS

╘ IP̆ ᶑ DNS б У Ȃ 

 

 �a    
Ҿ ╘ ᵏ ὡ̆ ѫ ӱ э DNS ╘

̆ ̆ ̆   б

╘ а ̆‡Ӱֶ  Ȃ 

 

3.1.4  

 

3.2  

Ю Ȃ 

 ╖  ḣ 

  Ὧ  

  ̆ ╟  

  ̆ ╟  

 Ὧ Ὧ 

 

3.3  

ԈЮ ᴉ ̔ 

�„  ̂ ̃  

�„  ̂ ̃  

�„  ̂ ̃  

�„  ̂ ̃ Ὧ 
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�„   

3.3.1  

╖ Ὧ ̆ ̆ Ю̔ 

 ԇ ᴐ  

Step 1 Ruijie>enable ὡ  

Step 2 Ruijie# configure terminal ὡὤ  

Step 3 Ruijie(config)# app route enable  

Step 4 Ruijie(config)# end ⁮  

Ὧ ╖ ̆ ὤ Юᴳ no app route enable ԇ Ȃ 

 

3.3.2  

̆ ╟ ̆ Ю̔ 

 ԇ ᴐ  

Step 1 Ruijie>enable ὡ  

Step 2 Ruijie# configure terminal ὡὤ  

Step 3 Ruijie(config)# app route enable  

Step 4 Ruijie(config)# app route app-name { interface 
interface-name | interface-group group-name} 
[ time-range time-rang-name ] 

ӱ   ‍ ̆

Ѭ  
app-namĕ  
interface interface-namĕ ‍

 
interface-group group-namĕ ‍

 
time-range time-rang-namĕ

 

Step 5 Ruijie(config-if)# end   ̆ ⁮  

‮ ̆ ὤ Юᴳ no app route  app-name ԇ Ȃ 

ѡᴿ̔ 

# ľHTTP ᴇĿ ֒ ľinhibitive_intf_groupĿ ‍ ̆з

ľno_midnightĿ ᾃ  

Router(config)#app route HTTP ᴇ interface-group 
inhibitive_intf_group time-range no_midnight 



  

http://www.ruijie.com.cn 

3.3.3  

̆ ̆ Ю̔ 

 ԇ ᴐ  

Step 1 Ruijie>enable ὡ  

Step 2 Ruijie# configure terminal ὡὤ  

Step 3 Ruijie(config)# interface-group interface-group-name … ̆ ὡ

Step 4 Ruijie(config-intf-group)# interface interface-name ╗  

Step 5 Ruijie(config-intf-group)# load-balance policy { bandwidth 
| load } 

 

Step 6 Ruijie(config-if)# end   ̆ ⁮

‮ ̆ ὤ Юᴳ no interface-group  interface-group-name ԇ

Ȃ 

‮ ᾃ ̆ Юᴳ no interface interface-name ԇ

Ȃ 

‮ ̆ Юᴳ no load-balance ̆

̆ IP ṁ hash Ȃ 

ѡᴿ̔ 

# ľinhibitive_intf_groupĿ̆ ᾃꜛ ľdialer 1Ŀ̆ľdialer 2Ŀ ľdialer 3Ŀ

Ȃ ѝ ľ Ŀ Ȃ 

Router(config)#interface-group inhibitive_intf_group 

Router(config-intf-group)#interface-member dialer 1 

Router(config-intf-group)#interface-member dialer 2 

Router(config-intf-group)#interface-member dialer 3; 

Router(config-intf-group)#load-balance policy load 

Router(config-intf-group)#exit 

 �a    
ᾃ WAN ̆ dialer ұ WAN ̆ Ԉ╗ὡ Ȃ

‮ ӱ WAN ѝ LAN ̆ ֶ ╟   Ȃ 
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3.3.4 Ὧ 

⁮ а Ὧ̆ὲᴍ WAN Ὧ̆ ̆

̆ Ю̔ 

 ԇ ᴐ  

Step 1 Ruijie>enable ὡ  

Step 2 Ruijie# configure terminal ὡὤ  

Step 3 Ruijie(config)# interface type number ὡ  

Step 4 Ruijie(config-if)# nexthop ip-address Ὧ 

Step 5 Ruijie(config-if)# end   ̆ ⁮  

‮ Ὧ ̆ Юᴳ no nexthop ԇ Ȃ 

ѡᴿ̔ 

# GigabitEthernet 0/1 Ὧѝ 100.0.0.1 

Router(config)#interface gi 0/1 

Router(config-if-GigabitEthernet 0/1)# nexthop 100.0.0.1 

 �a    
ѝ WAN ὯȂ ӱ WAN ѝ LAN ̆ Ὧ

ֶ ╟ Ȃ 

 

3.3.5 
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3.4 ὴ ѡᴿ 

3.4.1 Ἵ + ADSL ѡᴿ 

3.4.1.1  

  1 Ἵ ̆ э ADSLȂ ⁸ ὤ ADSL ‍ ̆ н╘

Ἵ Ȃ ᴇ ֒ HTTP ᴇ а ⁸̆ Ԉ Ἵ

Ȃ 

3.4.1.2  

 

 

 2 Ἵ + ADSL 

 

3.4.1.3  

1̃  
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# Ἵ  

Router(config)#ip route 0.0.0.0 0.0.0.0 202.100.12.5 

 

2̃  

# dialer 1,2,3  

Router(config)#interface-group inhibitive_intf_group 

Router(config-intf-group)# interface-member dialer 1 

Router(config-intf-group)# interface-member dialer 2 

Router(config-intf-group)# interface-member dialer 3 

# ṁ  

Router(config-intf-group)# load-balance policy load 

Router(config-intf-group)#exit 

 

3̃  

Router(config)#time-range no_midnight 

Router (config-time-range)#periodic daily 9:00 to 23:00 

Router (config-time-range)#exit 

 

4̃  

# ╘ 

Router(config)#app route enable 

 

# ⁸ ⁸ ת̆ ᴇ̆http ᴇ̆ а ⁸ 

Router(config)#app route P2P Ю ֒ interface-group inhibitive_intf_group 

Router(config)#app route ᴇ ֒ interface-group inhibitive_intf_group 
time-range no_midnight 

Router(config)#app route HTTP ᴇ interface-group inhibitive_intf_group 
time-range no_midnight 

Router(config)#app route interface-group inhibitive_intf_group 

Router(config)#app route interface-group inhibitive_intf_group 

Router(config)#app route ҵ ּ֒ interface-group inhibitive_intf_group 

3.4.1.4  

1̃  
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Router#show  app  route  

CLASS             INTERFACE(GRPUP)                  time-range    state  

--------------  ------------------------------  ------------- ----- 

P2P Ю ֒       inhibitive_intf_group(group)    NA              UP 

ᴇ ֒     inhibitive_intf_group(group)    no_midnight   UP 

HTTP ᴇ    inhibitive_intf_group(group)    no_midnight   UP 

       inhibitive_intf_group(group)    NA              UP 

           inhibitive_intf_group(group)    NA              UP 

ҵ ּ֒      inhibitive_intf_group(group)    NA              UP 
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CLASS ҩ ( Ԉ ֒

/ ֒ / ‍ / ‍ ) 

INTERFACE(GROUP) /  

HIT DATA(byte) ⁞ ᾳЮ̆‍ ╖ ֶ ̆

ꜛ Э /Ю  

HIT RATE(Mb/s) ѐ = ѐ / ̆ꜛ Э /Ю  

SUM DATA(byte) = ѐ + ⁞ ̆ꜛ Э /

Ю  

SUM RATE(Mb/s) = / ̆ꜛ Э /Ю  

 

 

3̃ ľHTTP ᴇĿ ѐ ₥ֶ ᶕ  

Router#show  app  route  HTTP ᴇ session 

 

 

SIP IP 

SPORT
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3.4.2.2  

 

 

 3 Ἵ + ADSL 

 

3.4.2.3  

1̃  

# ч Ἵ ecmp 

Router(config)#ip route 0.0.0.0 0.0.0.0 gi0/1 202.100.12.51 

Router(config)#ip route 0.0.0.0 0.0.0.0 gi0/2 202.96.128.86 

 

2̃  

# ̆gi0/1 ѝ ᶕἽ ̆gi0/2 ѝ Ἵ  

Router(config)#route-auto-choose cnii gi0/1 202.100.12.51 
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Router(config)#route-auto-choose cnc gi0/2 202.96.128.86 

 

3̃ ж PBR 

# רּ̆ 88.0.0.0/8 www ̆ ж ЮУ 88.0.0.1 

Router(config)# access-list 100 permit ip any 88.0.0.0 0.255.255.255 

Router(config)# access-list 101 permit tcp any any eq www 

Router(config)# route-map RM_FOR_PBR 10 

Ruijie(config-route-map)#match ip address 100 

Ruijie(config-route-map)#match ip address 101 

Ruijie(config-route-map)#set ip nexthop 88.0.0.1 

#
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# ╘ 

Router(config)#app route enable 

 

# ⁸ ⁸ ת̆ ᴇ̆ а ⁸ 

Router(config)#app route P2P Ю ֒ interface-group inhibitive_intf_group 

Router(config)#app route ᴇ ֒ interface-group inhibitive_intf_group 
time-range no_midnight 

Router(config)#app route interface-group inhibitive_intf_group 

Router(config)#app route
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--------------  -------------- 

P2P Ю ֒      inhibitive_intf_group(group) 

92333/297997     0.6/3.75 

202918/342496    0.7/4.68 

ᴇ ֒    inhibitive_intf_group(group) 

31030/101901     0.2/1.75 

401189/212002    0.3/2.61 

      inhibitive_intf_group(group) 

10120/201331     0.1/2.57 

100121/204691    0.2/2.98 

          inhibitive_intf_group(group) 

41035/97997      0.3/1.01 

60168/91067      0.1/1.41 

ҵ ּ֒     inhibitive_intf_group(group) 

20136/40359      0.1/0.98 

21031/60594      0.2/2.01 

 

3̃ ľHTTP ᴇĿ ѐ ₥ֶ ᶕ  

Router#show  app  route  HTTP ᴇ session 

 

 



  

http://www.ruijie.com.cn 

3.4.3 Ἵ ѡᴿ 

3.4.3.1  

  2 Ἵ ̆У ᶕ̆У Ȃ ⁸ ὤ Ἵ ‍

̆ὲᴍ н╘ ᶕἽ ̆ ᴇ ֒ HTTP ᴇ а

⁸̆ Ԉ Ἵ Ȃ 

3.4.3.2  

 

 

      4 Ἵ  

 

3.4.3.3  

1̃  

# ᶕἽ  

Router(config)#ip route 0.0.0.0 0.0.0.0 202.100.12.51 
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2̃  

Router(config)#time-range no_midnight 

Router (config-time-range)#periodic daily 9:00 to 23:00 

Router (config-time-range)#exit 

 

3̃ DNS Ԇ  

# ᶕ̆ DNS 

Router(config)#interface gi 0/1 

Router(config-if-GigabitEthernet 0/1)#dns 202.96.199.133 

Router(config-if-GigabitEthernet 0/1)#exit 

Router(config)#interface gi 0/2 

Router(config-if-GigabitEthernet 0/2)#dns 58.240.57.33 

Router(config-if-GigabitEthernet 0/2)#exit 

# DNSԆ  
Router(config)#dns-proxy enable 

 

4̃ Ὧ 

Router(config)#interface gi 0/2 

Router(config-if-GigabitEthernet 0/1)#nexthop 61.61.61.1 

 

5̃  

# ╘ 

Router(config)#app route enable 

 

# ⁸ ⁸ ת̆ ᴇ̆http ᴇ̆ а ⁸ 

Router(config)#app route P2P Ю ֒ GigabitEthernet 0/2 

Router(config)#app route ᴇ ֒ GigabitEthernet 0/2 time-range 
no_midnight 

Router(config)#app route HTTP ᴇ GigabitEthernet 0/2 time-range 
no_midnight 

Router(config)#app route  GigabitEthernet 0/2 

Router(config)#app route  GigabitEthernet 0/2 

Router(config)#app route ҵ ּ֒  GigabitEthernet 0/2 
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3.4.3.4  

1̃  

Router#show  app  route  

CLASS             INTERFACE(GRPUP)                    time-range    state  

--------------  -------------------------------  ------------- ----- 

P2P Ю ֒       GigabitEthernet 0/2(interface)    NA              UP 

ᴇ ֒     GigabitEthernet 0/2(inte
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401189/212002    0.3/2.61 

      inhibitive_intf_group(group) 

10120/201331     0.1/2.57 

100121/204691    0.2/2.98 

          inhibitive_intf_group(group) 

41035/97997      0.3/1.01 

60168/91067      0.1/1.41 

ҵ ּ֒     inhibitive_intf_group(group) 

20136/40359      0.1/0.98 

21031/60594      0.2/2.01 

 

3̃ ľHTTP ᴇĿ ѐ ₥ֶ ᶕ  

Router#show  app  route  HTTP ᴇ session 

 

 

3.4.4 ADSL ѡᴿ 

3.4.4.1  

ISP ADSL ὡҵ ̆ ὡ ᵏ ╘Ȃὲ ὡ ѐ̆

30 ADSL̆ ᶕ 20 ADSLȂ ⁸ ‍ ⁮ Э̆Ὧ ᶕ

Ȃ 



  

http://www.ruijie.com.cn 

3.4.4.2  

 

 

    5 ADSL 

 

3.4.4.3  

1̃  

# ᶕ 20 ADSL 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 30 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 31 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 32 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 33 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 34 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 35 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 36 
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Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 37 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 38 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 39 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 40 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 41 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 42 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 43 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 44 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 45 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 46 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 47 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 48 

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 49 

 

2̃  

# ADSL dialer 1-30  

Router(config)#interface-group inhibitive_intf_group 

Router(config-intf-group)# interface-member dialer 1 

Router(config-intf-group)# interface-member dialer 2 

Router(config-intf-group)# interface-member dialer 3 

Router(config-intf-group)# interface-member dialer 4 

Router(config-intf-group)# interface-member dialer 5 

Router(config-intf-group)# interface-member dialer 6 

Router(config-intf-group)# interface-member dialer 7 

Router(config-intf-group)# interface-member dialer 8 

Router(config-intf-group)# interface-member dialer 9 

Router(config-intf-group)# interface-member dialer 10 

Router(config-intf-group)# interface-member dialer 11 

Router(config-intf-group)# interface-member dialer 12 

Router(config-intf-group)# interface-member dialer 13 

Router(config-intf-group)# interface-member dialer 14 

Router(config-intf-group)# interface-member dialer 15 

Router(config-intf-group)# interface-member dialer 16 

Router(config-intf-group)# interface-member dialer 17 
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Router(config-intf-group)# interface-member dialer 18 

Router(config-intf-group)# interface-member dialer 19 

Router(config-intf-group)# interface-member dialer 20 

Router(config-intf-group)# interface-member dialer 21 

Router(config-intf-group)# interface-member dialer 22 

Router(config-intf-group)# interface-member dialer 23 

Router(config-intf-group)# interface-member dialer 24 

Router(config-intf-group)# interface-member dialer 25 

Router(config-intf-group)# interface-member dialer 26 

Router(config-intf-group)# interface-member dialer 27 

Router(config-intf-group)# interface-member dialer 28 

Router(config-intf-group)# interface-member dialer 29 

Router(config-intf-group)# interface-member dialer 30 

# ṁ  

Router(config-intf-group)# load-balance policy load 

Router(config-intf-group)#exit 

 

3̃  

Router(config)#time-range no_midnight 

Router (config-time-range)#periodic daily 9:00 to 23:00 

Router (config-time-range)#exit 

 

4̃  

# ╘ 

Router(config)#app route enable 

 

# ⁸ ⁸ ת̆ ᴇ̆http ᴇ̆ а ⁸ 

Router(config)#app route P2P Ю ֒ interface-group inhibitive_intf_group 

Router(config)#app route ᴇ ֒ interface-group inhibitive_intf_group 
time-range no_midnight 

Router(config)#app route HTTP ᴇ interface-group inhibitive_intf_group 
time-range no_midnight 

Router(config)#app route interface-group inhibitive_intf_group 

Router(config)#app route interface-group inhibitive_intf_group 

Router(config)#app route ҵ ּ֒ interface-group inhibitive_intf_group 

3.4.4.4  

1̃  
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Router#show  app  route  

CLASS             INTERFACE(GRPUP)                  time-range    state 

--------------  ----------------------------    -----------   ----- 

P2P Ю ֒       inhibitive_intf_group(group)    NA              UP 

ᴇ ֒     inhibitive_intf_group(group)    no_midnight   UP 

HTTP ᴇ    inhibitive_intf_group(group)    no_midnight   UP 

       inhibitive_intf_group(group)    NA              UP 

           inhibitive_intf_group(group)    NA              UP 

ҵ ּ֒      inhibitive_intf_group(group)    NA              UP 

 

2̃ ᴇ  

Router#show  app  route  statistics 

CLASS            INTERFACE(GROUP) 

HIT DATA(byte)  HIT RATE(Mb/s) 

SUM DATA(byte)  SUM RATE(Mb/s)  

-------------- ---------------------------- 

--------------  ------------ 

--------------  -------------- 

P2P Ю ֒      inhibitive_intf_group(group) 

92333/297997     0.6/3.75 

202918/342496    0.7/4.68 

ᴇ ֒    inhibitive_intf_group(group) 

31030/101901     0.2/1.75 

401189/212002    0.3/2.61 

      inhibitive_intf_group(group) 

10120/201331     0.1/2.57 
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100121/204691    0.2/2.98 

          inhibitive_intf_group(group) 

41035/97997      0.3/1.01 

60168/91067      0.1/1.41 

ҵ ּ֒     inhibitive_intf_group(group) 

20136/40359      0.1/0.98 

21031/60594      0.2/2.01 

 

3̃ ľHTTP ᴇĿ ѐ ₥ֶ ᶕ  

Router#show  app  route  HTTP ᴇ session 
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4 ֶ … ⁸б  

4.1 ֶ … ⁸б  

4.1.1 ֶ … ⁸б  

ҵ ᴳ Э а ╗̆ᴿ ȁ

ֶ ȁVOIP̂Voice Over Internet Protocol̆ ̃ȁ ֒ȁP2P̂Peer-to-Peer̆ ̃

ȂP2P Ԉὲ ֶ Ԉ ̆ᴳ ֝нȁ ȁ Ἱ УЮ

̆҂ Ὧ  ҩ ̔ 

1ȁ ᴉ ‍   ̆ ὁ ѝэӝЮ Ȃ ұ У ̆ Ԉ

QOS ὲӹ ⁮ ת̆ ⁸ ֶ У Э҂ Ԉ ⁮

⁸  ᴳ Ȃ 

2ȁ ᴉ ‍ Ὧ/ ֶ Ȃ̂ ѝ У ֶ Ὧ/

У ᾃ ̆ Ὧ/ ᾃ ̆ ֶ ҂ ̃Ȃ 

a) ὁ ѝэӝ P2P Ю ֶ Ὧ/ ̕ 

b) ὁ ᾃ PC ѐ ֶ ֶ Ȃ 

c) ὁ … Ѭ ֶ ֶ Ȃ 

4.1.2 ֶ … ⁸б ᴐ  

ֶ … ⁸б ̆ ѝУ ֶ ̆Ἴ Ὧ … ̆

ֶ ԏ ѝὲ‍ ̆ ‡ ֶ ᶕ̆
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4.2  

ᾳЮ̆ ╖ ѝὯ Ȃ 

4.3 ֶ … ⁸б  

�„  ̂ ̃ ὤ ╖ Ὧ 

�„  ̂ ̃ ὤ ֶ ⁸ 

�„  ̂ ̃ ұ / ֶ ⁸ 

�„  ̂ ̃ ұ ACL ֶ ⁸ 

�„  ̂ ̃‎ ч ‡ ִἼ  

�„   

4.3.1 ὤ ╖ Ὧ 

Ю ԇ Ὧ ╖ Ȃ 

 ԇ ᴐ  

Step 1 Ruijie(config)#flow-pre-mgr enable  ╖ Ȃ 

Ὧ ╖ ̂ ‡ ֶ ̃̆ ὤ Ю no flow-pre-mgr 

enable Ȃ 

 

 �	    
Ὧ ѝ ̆ ֶ ⁸ ‡ Ȃ Ὧ Ὧ ̆

‡ аᾋ Ȃ 

 

 

ѡᴿ̔ 

# Ὧ ֶ … ⁸б ╖ Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# no flow-pre-mgr enable 
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4.3.2 ὤ ֶ ⁸ 

ᾳЮ̆ ὤ ֶ ⁸ ̆ ֶ ὲ ‍

ֶ Ȃ ᴳ ѐ̆ ԏ Ԉ Ю ὤ ἵ … ֶ Ȃ 

 ԇ ᴐ  

Step 1 Ruijie(config)#flow-pre-mgr total-limit  
limit-number 

ὤ ֶ ⁸Ȃ 

limit-number̔ὤ ֶ ⁸ḣ̆ ḣ

ᾃ Ὧ̆ὲѐ 0 а ⁸Ȃ 

‮ Ὧ ̆ ὤ Ю no flow-pre-mgr total-limit Ȃ 

 

 �a    

1ȁ ֶ б ᾃ Ὧ̆ ԇ ἵ̆ ὡ

ḣ ѝ ֶ Ȃ 

2ȁ Ὧ Ю̆ ұЭУ   ̆ ԏаṁ

⁸Ȃ 

 

 

ѡᴿ̔ 

# ὤ ֶ ⁸ѝ 20 Ъ̆ ֶ ⁮ 20 Ъ ̆аᾋἵ … ̆ Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# flow-pre-mgr total-limit 200000 

 

4.3.3 ұ / ֶ ⁸ 

ᾳЮ̆ / ֶ ⁸ ̆ ‍

ֶ Ȃ ᴳ ѐ̆ ԏ Ԉ Ю ѝ / ἵ …

ֶ Ȃ 

 

 ԇ ᴐ  
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Step 1 Ruijie(config)# flow-pre-mgr rule-id subscriber 
subs_name  action {block | by-pass | {trust 
total-limit  total-limit-number per-ip-limit  
per-limit-number }} 

ұ / ֶ ⁸ ̔

blockȁby-pass trustȂ 

rule-id̔ ‡ ̆ ḣ ѝ 1~50̆
ᴳ ̆‡ֶ ᾰ ̆

╖̕ 

subs_name̔ ‡Ὧ

̕ 

total-limit-number̔ / ֶ

⁸ḣ̆ ḣ ᾃ Ὧ ὲ̆ѐ 0 а ⁸Ȃ

per-limit-number̔ / Ю IP ֶ

⁸ḣ̆ ḣ б ᾃ Ὧ̆а

ұ total-limit-number̆ὲѐ 0 а ⁸Ȃ 

‮ Ὧ ̆ ὤ Ю no flow-pre-mgr id Ȃ 

 

 �	    

1ȁ ‡έ ִἼ ִ̆Ἴ ‡ִἼ ‡ ѬȂ

2ȁ action ̆block аἵ ֶ ᶕ̕by-pass а … ֶ ̆

Ὧ ̂ ԇὯ ȁ Ю

ֶ  ̆ Ὧ Ю аֶ ԇὯ ̃̕trust ἵ /
ֶ ⁸Ԉ IP ֶ ⁸̆ ֶ ⁸ḣ аᾋ

ἵ ֶ ᶕȂ 

 

 �a    

1ȁ ֶ б ᾃ Ὧ̆ ԇ ἵ̆ ὡ

ḣ ѝ ֶ Ȃ 

2ȁ Ὧ Ю̆ ұЭУ   ̆ ԏаṁ

⁸Ȃ 

 

 

ѡᴿ̔ 

# ľUserGroupAĿἵ … 5000 ֶ ̆ зľUserGroupAĿЮ э IPἵ

… ֶ ѝ 300̆ ⁸ḣ ᶕȂ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# subscriber static name UserGroupA parent / 

Ruijie(config)# subscriber static name UserA parent /UserGroupA ip-host 192.168.5.10 

Ruijie(config)# subscriber static name UserB parent /UserGroupA ip-host 192.168.5.11 
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Ruijie(config)# flow-pre-mgr 1 subscriber UserGroupA action trust total-limit 5000 per-ip-limit 

300 

4.3.4 ұACL ֶ ⁸  

ԏ Ԉ Ю ѝ ACL ֶ ὲ… ‡Ȃ 

 

 ԇ ᴐ  

Step 1 Ruijie(config)# flow-pre-mgr rule-id access-list 
acl-number  action {block | by-pass | {trust 
total-limit  total-limit-number}} 

ұ ACL ֶ ⁸ ̔blockȁ
by-pass trustȂ 

rule-id̔ ‡ ̆ ḣ ѝ 1~50̆
ᴳ ̆‡ֶ ᾰ ̆

╖̕ 

acl-number̔ ‡Ὧ ACL ̆ ḣ ѝ

1~199̕ 

action̔ ֶ ̆ blockȁ
by-pass trust̆ action ѝ trust ̆ἵ

ACL ֶ ⁸̆ Ѭ ұ

/ ֶ ⁸Ȃ 

total-limit-number̔ACL ֶ ⁸ḣ̆

ḣ б ᾃ Ὧ̆ὲѐ 0 а ⁸Ȃ

‮ Ὧ ̆ ὤ Ю no flow-pre-mgr id Ȃ 

 �	    

1ȁ ‡έ ִἼ ִ̆Ἴ ‡ִἼ ‡ ѬȂ

2ȁ ұ ACL ֶ ⁸аἵ IP ֶ ⁸Ȃ 

3ȁ action ̆block аἵ ֶ ᶕ̕by-pass а … ֶ ̆

Ὧ ̂ ԇὯ ȁ Ю

ֶ  ̆ Ὧ Ю аֶ ԇὯ ̃̕trust ἵ ACL
ֶ ⁸̆ ֶ ⁸ḣ аᾋἵ ֶ ᶕȂ 

4ȁ ACL ѐ IP ᾃ IP̆ ᾃ ̆ IP IP̆
Ȃ 

 

 �a    

1ȁ ֶ б ᾃ Ὧ̆ ԇ ἵ̆ ὡ

ḣ ѝ ֶ Ȃ 

2ȁ ұ ACL ֶ ⁸ ‡ ̆а Ȃ ‡

ұ ὁ … Ѭ ֶ ̆ ᴿȂ 

3ȁ ‡Ὧ ACL̆ὲꜛ ACL Ө IPȁ ȁ IPȁ
ȁ ̆ ‡ ACL Ȃ 

4ȁ Ὧ Ю̆ ұЭУ   ̆ ԏаṁ

⁸Ȃ 
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ѡᴿ 1̔ 

# У ACL ұּר б IP̔220.200.20.20 ̆ ⁸ὲ ֶ ѝ 30 Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#ip access-list extended 120 

Ruijie(config-ext-nacl)#permit ip any host 220.220.20.20 

Ruijie(config-ext-nacl)#deny ip any any 

Ruijie(config-ext-nacl)#exit 

Ruijie(config)#flow-pre-mgr 2 access-list 120 action trust total-limit 30 

ѡᴿ 2̔ 

#Ḯ ᾃ IP ѝ192.168.1.0/24̆ ԏ ҩᾃ IP … ֶ ̆ὲᴍ

by-pass Ȃ 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#ip access-list standard 2 

Ruijie(config-std-nacl)#deny 192.168.1.0 0.0.0.255 

Ruijie(config-std-nacl)#permit any 

Ruijie(config-ext-nacl)#exit 

Ruijie(config)# flow-pre-mgr 1 access-list 1 action by-pass #ᶑ ‡ ִἼ

Ȃ 

 

4.3.5 ‎ ч ‡ ִἼ  

ұ ‡ ִἼ ̆ ‡̆ ִἼ Ȃ ԏ Ԉ Ю

ѝ‎ ч ‡ ִἼ Ȃ 
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 ԇ ᴐ  

Step 1 Ruijie(config)# flow-pre-mgr priority-swap 
rule-id1 rule-id2 

‎ ‡ rule-id1 rule-id2 ִἼ Ȃ 

 

 �a    
1ȁ rule-id1 rule-id2 ̆ ‡ ԇаֶ Ȃ 

2ȁ rule-id1 rule-id2 У ̆‡аṁ֗ᴉ Ȃ 

 

 

 

4.3.6  

ԇ ᴐ  

Ruijie# show flow-pre-mgr rule-info  ₥ ֶ ⁸ ‡Ԉ ‡

̆ꜛ ̆ ₥ ѐ ֶ Ȃ 

Ruijie# show flow-pre-mgr ip-info [
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IP-ADDRESS    flow-cnt  flow-limit 

============================================== 

203    500 

103    500 

20    0 

15    0 

Ruijie# 

 

4.4 ֶ … ⁸б ὴ ѡᴿ 

4.4.1  

ἵ … ֶ ⁸ 20 ЪԈᾃ̕ 

э IP ἵ … ֶ ⁸ 500 Ԉᾃ̕ 

Ὠ э IP ἵ … ֶ ⁸ 1000 ԈᾃȂ 
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